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Abstract: Wireless sensor networks are prone to failures and malicious attacks. A compromised node itself 
could report inaccurate or even forged data. So trust management is becoming a new driving force to solve 
challenges to WSN. In this paper, we propose a comprehensive trust model for hierarchical WSN. In this model, 
each node maintains a trust value according to its experience trust and social trust. Unlike previous efforts, our 
current design focuses on not only the node itself but also its relation with its neighbors. Results indicate the 
great advantage of our model to handle fault and abnormality. Copyright © 2013 IFSA. 
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1. Introduction 

 
Wireless sensor networks are prone to failures 

and malicious attacks. A compromised node itself 
could report inaccurate or even forged data. Trust 
management is becoming a new driving force to 
solve challenges to WSN. Generally, with trust 
management, each sensor node in the network is 
assigned a trust value to reflect its trustworthiness 
according to its past performance. However, as far as 
WSN are concerned, there are a few important issues 
with existing work on trust management. First, most 
trust research on WSN focuses on communication 
behavior, and data integrity is overlooked. Since data 
collection is the main task of WSN, the importance of 
data integrity should never be underestimated. 
Second, when recognize whether a node is integrity, 
several aspects should be considered rather than the 

node itself. Finally, different evaluation aspect may 
have different weight during trust value updating. 

In this paper, we propose a comprehensive trust 
model for hierarchical WSN. In this model, each 
node maintains a trust value according to its 
experience trust and social trust. The aggregator 
aggregates each node’s data to provide the reference 
to direct the trust value. Unlike previous efforts, our 
current design focuses on not only the node itself but 
also its relation with its neighbors. The results 
indicate the great advantage of our model to handle 
fault and abnormality. 

The rest of the paper is organized as follows. The 
detailed mechanism of the experience trust model is 
depicted in Section 3. The detailed mechanism of the 
social trust model is depicted in Section 4. The 
analysis and evaluation of trust model are given in 
Sections 5. The related work and our conclusions are 
presented in Sections 2 and 6. 
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2. Related Work 
 

2.1. Definition of Trust 
 

Many author shave addressed the issues of trust 
definition in different scenarios of wireless sensor 
networks. Although there is no clear consensus on the 
definitions of trust in WSNs, most of them are 
generalized as follows: 

Trust is a subjective opinion in the reliability of 
other entities or functions, including veracity of data, 
connectivity of path, processing capability of node 
and availability of service etc. 

Furthermore, the concept of reputation is 
considered as a closed relevance measure to evaluate 
trust, based on the recommendations from other 
participants in a community. But it is clearly different 
with trust in definition, as illustrated by the following 
statements [8].  

There are two key notions: reputation and direct 
trust. The reputation describes the node’s social 
evaluation, and the direct trust describes the 
experience of one node over another. Here, Chen 
keeps the trustworthy networks as one-weighted 
digraphs, while he calls double weighted digraphs as 
trust-reputation networks. 

The above descriptions reflect that the reputation 
just belongs to one of the rating methods of 
trustworthiness. The result depends on concrete 
approaches for trust evaluation. For instance, if the 
weight of reputation is higher, we can obtain the first 
results easily. Contrary to this, when the personal 
experience gets the upper hand, the reputation is not 
so important any more.   

 
 

2.2. Trust Value 
 

The forms of trust value may not be vital for 
normal networks, however, for the wireless sensor 
networks, the significance is completely different. In 
general, recording and calculating real numbers will 
bring much more time complexity and storage 
complexity. This means it spends more energy power 
and requires larger storage space, which, as usual, 
should be avoided in WSN. Thus, this issue is 
significant because of questions around the form of 
trust value to be applied, where to store those trust 
information, and how to process and estimate trust 
data in theoretical and practical terms. 

 
 

2.3. Trust Methodologies 
 

In recent years, a few general models have been 
proposed for trust management of WSNs. Ganeriwal, 
Balzano and Srivastava proposed a reputation-based 
framework for high integrity WSN named RFSN [5]. 
In the RFSN framework, a Bayesian formulation is 
employed to update reputation metrics with new 
transactions, density-based outlier detection discovers 

data outliers, and an aging mechanism is used against 
the sleeper attack. Other trust model studies include 
an agent-based trust model by Chen et al. [6] etc. As 
far as the hierarchical WSN are concerned, Guoxing 
Zhan’s Sensor Trust model [7] use the Gaussian 
distribution of data and its mathematical analysis 
shows that the update protocol effectively 
incorporates long-term reputation and recent risk. In 
contrast to the aging algorithm used in RFSN, its 
model utilizes two parameters to gain more flexibility 
for different contexts. Trust Voting [4] is an efficient 
in-network voting algorithm to determine faulty 
sensor readings based on Sensor Rank by exploring 
Markov Chain. Compared with the distance-based 
weighted voting which gives more weight to closer 
neighbors in voting, they argue that the distance 
between two sensor nodes does not fully represent 
the correlation between readings of those two 
sensors. More seriously, if the nearest sensor is 
faulty, the voting result may be contaminated by this 
faulty sensor. Hence, the correlation of sensor 
readings rather than their distance should be 
considered in the voting. 

But none of the above models have combined 
reputation (social trust) value and personal 
experience (experience trust) value in WSN and they 
only focus on personal experiences compared with 
former sensed value in a continuous time. When a 
sensor’s value keeps little fluctuation, we may regard 
it as normal and no fault. But when the value changed 
significantly, we should not regard it as fault. 
Moreover, the reputation value must be considered 
for recognizing outlier as abnormal event detection 
but not faulty. 
 
 

3. Experience Trust Model 
 

The hierarchical structure has been widely 
accepted in designing WSN. In a hierarchical 
clustering WSN, child node relays data to its cluster 
head which is aggregator, and those aggregators 
forward received data to their higher level parent 
aggregators (cluster head), and the forwarding 
continues until the top layer of the hierarchy, at 
which point the data will be sent to the base station. 
Such a hierarchical structure is easy to implement, 
and it is known that the hierarchical structure enables 
more efficient use of scarce resources, such as 
energy.  

Our model employs a Gaussian model to rate data 
integrity. Our goal is to establish a trust environment 
against faults and attacks. We first assume the 
aggregators are trustable, and let the aggregators 
evaluate the trustworthiness of their children nodes. 
We make the following assumption: in the same 
cluster, the distribution of the data collected by 
sensor nodes can be depicted by the well-known 
Gaussian model as shown in Fig. 1. 

After the aggregator has get an aggregation value 
by the algorithm as shown in Fig. 2, each child node 
will has an experience trust rank. 
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Fig. 1. Gaussian distribution diagram. 
 
 

float Aggregation ( Di): 
Definition: 
dist(i,j): difference between i and j; 
Ci: ith set; 
ci : average of set Ci; 
n: number of sets 
count: size of set 
agg: return value 

: aggregation radius 

Initialization: 

min (di)C1; 

max (di)C2; 

for (k=1;k<m;k++) 
for (i=0;i<n;i++) 
{ 

if dist(dk, ci)> then  

{dkCn+1; n=n+1;} 

else dkCi 

} 
for (i=0;i<n-1; i++) 

for(j=1;j<n; j++) 

{ if ((dk Cj) dist(dk, ci)<) 
 Then  
{Merge( Ci,Cj); 
n=n-1;} 
} 

for (i=0;i<n-1; i++) 
count=max (|Ci|); 

return ci; 
 

Fig. 2. Aggregation algorithm. 
 
 

In the algorithm, firstly, we sort the data in D 
ascending and add the minimum to C1 and maximum 
to C2. Then calculate Ci’s average implied as ci. 
Secondly, for arbitrary node k, if dist (dk,ci) > _ 
build a new set include dk. Otherwise, add it to Ci 
that is closest to dk and refresh the average. Repeat 
above procedures till the number of sets doesn’t 
change. After the partition, we choose the average of 
Ci having the most members as aggregation value.  

Denote X as sensor data, μ as the aggregation 
value received by the aggregator, and σ as the mean 
square deviation of sensor data in set Ci. Then we 
have: 

 
 X  N (μ, σ), and   N (0, 1), (1) 

And the experience trust can be defined as:  
2

2

( )x

Te e



 

  . If a node’s data is considerably 
deviated from μ, its experience trust will be limited to 
zero. The different sensor data will cause different 
experience trust as in Table 1. 

 
 

Table 1. Experience trust. 
 

|X-μ| 0 σ 2σ 3σ 4σ  … n*σ 
Te 1 0.607 0.135 0.011 0.0003 … 0 

 
 

4. Social Trust Model 
 
As mentioned in section 3, when a sensor data is 

greatly different from aggregator value, the sensor’s 
experience trust rank will limit to zero. In traditional 
method, we may consider it as a faulty node, but as 
an event occurs, sensors that response to the event 
will provide abnormal sample data. So the outlier get 
according to experience trust rank may be an alarm of 
abnormal event and we must manage such data with 
another method.  

The method we propose in this paper called social 
trust which reflects a sensor’s trust level with relative 
to its neighbors. In clustered WSNs, with different 
clustering algorithm, some nodes are not in the same 
cluster with their neighbors as shown in Fig. 3. 

 
 

 
 

Fig. 3. A cluster based WSN with an event. 
 
 

In Fig. 2, n1 is not in the same cluster with its 
neighbor n2, n3, and n4. When an event occurs, n1 
may detect different data from members in the same 
cluster and will have a low experience trust according 
to section 3. In fact, n1 just report a very important 
abnormal event and its neighbors report 
approximated data at the same time which can prove 
n1is not fault but abnormal.  

We treat nodes detecting event as follow process: 
When a node’s experience trust value is lower 

than a threshold, it sends a request to its neighbors to 
build a weighted connected diagram. The similarity is 
set as edges’ weight and the social trust value is set as 
vertexes’ weight. 
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Definiton 1. Dual-weighted network G:  
G = (V, E, T, S) consists of vertexes V, edges E, 

trust weight T and similarity weight S. Each vertex is 
a node and each edge is the connection of two 
neighbors. 

Definition 2. Similarity:  
Once the neighbor network of sensors is 

constructed (and maintained), one can easily deduce 
the similarity among sensor nodes as: Si, j 

=
2 2

i j

i j i j

x x

x x x x 
. Based on the dual-weighted network, 

we shall further develop an algorithm to compute 
social trust for each sensor node, in terms of the 
similarity with its neighbors. 

A sensor node which has a large number of 
similar neighbors should have a high social trust 
value and a sensor node which has a large number of 
good references to have a high social trust value. So 
we can formulate social trust value of si, denoted as 
Ts, as follows: 
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The computation of trust value can be viewed as a 
random walk over the neighbor network. Several 
iterations are required to perform random walks until 
a steady state is achieved. Specially, Tsi(k) is the 
trust value at the k-th iteration. At the beginning, the 
initial Tsi (0) is set to 1. In the first round, each 
sensor node updates its trust value as Tsi (1) using 
the initial trust value of its neighbors. Now each 
sensor node has considered the first level neighbors 
to calculate its trust value. In the second round, each 
sensor node can indirectly obtain some information 
from the second level neighbors through its first level 
neighbors since its first level neighbors have explored 
their first level neighbors as well. Therefore, after the 
kth round, sensor node i has explored the kth level 
neighbors and up- dated trust value as Tsi(k). The 
algorithm computing social trust value is depicted  
in Fig. 4. 

 
Input: sensor node I and iterations δ. 
Output: Tsi 
Tsi

(0)=1; 
for k = 1 to δ do 

for all jnei(i) do 

{ 

Si,j=

jiji

ji

xxxx

xx

 22
; 

Send Tsi
(k-1) to j; 

Receive all Tsj
(k-1) from jnei(i); 

,

( )
,( )

i j
si sjj nei i

i jj nei i

S
T T

S


  
 

} 
 

Fig. 4. Algorithm computing social trust value. 

For example, in Fig. 5, n1 has tree neighbors and 
the similarity between n1 and the three other nodes is 
0.9, 0.88 and 0.95 respectively. Each node has a 
social trust value as 0.8, 0.9, 1.0 and 0.85 in certain 
iteration. The social trust value of each node is as in 
Table 2. 

 
 

 
 

Fig. 5. An example of dual-weighted network. 
 
 

Table 2. Social trust value. 
 

 N1 N2 N3 N4 N5 

K=h 0.8 0.9 0.85 1.0 0.8 

K=h+1 0.919 0.817 0.88 0.843 0.876 

K=h+2 0.863 0.879 0.82 0.872 0.83 

 
 
In this process, n5 is added as n1’s indirect 

neighbor in iteration h+2. As there is no other node to 
be added, the iteration is end at the third round.   

We can conclude from above table that n4 who 
has the most neighbors get the highest social trust 
value. When abnormality occurs, all normal nodes in 
this area will detect the abnormality and send 
information to its cluster. But not all nodes in one 
cluster can detect the abnormality because some of 
them may not in the abnormality area. Then node 
detecting the abnormality will be regarded as outlier 
using aggregation protocol. In fact, other nodes in the 
abnormality area can prove the “outlier” is a useful 
sensor data. In this example, n1 can be recognized as 
a node detecting abnormality by computing its social 
trust. 

 
 

5. Trust Model and Evaluation 
 
As introduced in section 3 and section 4, neither 

experience trust value no social trust value can decide 
whether a node is normal or fault independently. In 
order to get a precise decision and make lower false 
positive rate, we must combine both the aspects to 
evaluate a node’s trust level. So we update trust value 
as follows: 
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 : 0, 8

: 0, 8

Fault ifT
Stateofnode

Normal ifT

 
   

, (4) 

 
We analyze the efficacy of Trust model against 

abnormal data and fault data though generating a few 
abnormal nodes and faulty nodes. Firstly, we input  
59 nodes and give a fixed probably faulty rate as 0.2.  

The relation between iteration and social trust 
value can be described as in Fig. 6. 

 
 

  
 

Fig. 6. Social trust with different iteration. 
 
 

This figure shows that a node’s social trust value 
will be invariability since it has finite neighbors and 
indirect neighbors. 

When threshold is 0.9, 0.607 and 0.135 
respectively, we select different w to compute each 
node’s trust value that may get different result of 
faulty detection rate. The simulation result is as 
shown in Fig. 7. 

 
 

 
 

Fig. 7. Fault report rate with different w and threshold 
 
 

The result shows that when threshold is too low, 
some abnormal nodes may be considered as fault and 
the fault report rate is above 1. Fault report rate reach 
to about 0 when w is between 0.9 and 1, and 
threshold is above 0.9. 

 

6. Conclusion 
 
With the presence of faulty readings, the accuracy 

of query results in wireless sensor networks may be 
greatly affected. So how to detect faulty is crucial in 
WSN. But there are still fictitious fault nodes in 
consideration of nodes detecting events. In this paper, 
we first present two types of trust that are experience 
trust which is deduced from its cluster members and 
social trust value which is deduced from its 
neighbors. Then we propose the method to compute 
these two trust values. Base on two types of trust 
value, we introduced the combination of two trust 
values. Performance evaluation shows that by 
exploiting our new trust model, when proper 
parameter (w and threshold) is set, it is able to 
efficiently identify faulty readings and discriminate 
abnormality reading with lower fault report rate. 
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