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Abstract: To solve the problem of real-time authenticating in traditional speech authentication algorithms, an 
efficient speech content authentication algorithm of perceptual hashing is proposed. Firstly, the speech signal is 
preprocessed, linear prediction analysis is performed on each frame to get its 10-th order LPCs and then 
transform them into line spectrum pair (LSP) coefficients by Discrete Fourier Transform(DFT) as perception 
characteristics; Secondly, speech data are divided into groups orderly, combinative the weighted expectations of 
each group’ LSP coefficients to be the authentication data, and the quantity of authentication data are 
compressed through hashing construction; Finally it realize the fast authentication through hashing matching. 
Experiment results show that the algorithm is robust to content preserving operations, such as changing volume, 
echo, resampling, etc. And it is fragile to malicious operations including replacing, deleting, etc, and also with 
the ability of locating the tampered position precisely. It has the properties of small authentication data and high 
running efficiency and applies to limited-sources communication terminals. Copyright © 2013 IFSA. 
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1. Introduction 
 

With the rapid development of the digital signal 
processing technology, mobile communications 
technology, the Internet and other technologies, the 
falsification of audio data tends to be concealed, and 
can be carried out at very low cost, therefore the 
requirement of audio content integrity authentication 
is increasing day by day [1]. Speech is regarded as an 
important part of audio, its integrity is very important 
in the news report, telephone communication, 
financial transaction, e-government fields, etc. The 
semanteme of speech would be changed by simply 
rearranging and removing a few word ways. 
Therefore, the integrity and authenticity of speech 

only to be judged by human hearing, that is not 
enough [2]. 

For human auditory system, speech content 
authentication technology need protect the speech 
content rather than the integrity of the bit stream 
itself, so it should be able to tolerate these operations 
of keeping speech hearing quality or normal semantic 
speech signal process without triggering detector [3]. 
Effective content integrity protection method should 
not only fulfill the necessary robustness of perceiving 
content authentication, but need fulfill the real-time 
performance in speech communication, so that it can 
be truly used in speech authentication system [4-6]. 
Speech content authentication technology can realize 
the protection about integrity and authenticity of 
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speech data, it can make sure received speech data 
not be maliciously edited or tampered by the third 
party in the transmission, that is what the meaning of 
the human auditory perception system is identical 
with original speech [7]. These techniques could 
realize the speech perception content authentication, 
such as digital signature, digital watermarking, and 
perceiving hashing and so on. Compared with the 
digital watermarking technology, the perceptual 
Hashing technique could not cause any change to the 
speech data, and its robustness is better. 

The study on perceptual Hashing about speech is 
rare, especially, it is used in the speech content 
authentication, and speech perception content 
authentication is to achieve tamper detection and 
location functions about communication terminal of 
speech signal. Jiao Yu Hua [8] proposes the speech 
perceptual Hashing algorithm combined with MELP, 
Cheng Ning [9] proposes the robust speech Hashing 
function of non-negative matrix factorization (NMF) 
based on linear prediction coefficient (LPC); Cheng 
Ning [10] also proposes the speech Hashing 
algorithm based on the short-time stability. These 
algorithms can effectively detect malicious 
tampering, but the efficiency is not high, it cannot 
detect tampering location.  

In this paper, according to the intrinsic 
characteristics of speech signal, takes advantage of 
Line Spectrum Pairs (LSP) coefficient of speech 
signal to propose a highly efficient and robust speech 
content authentication method based on perceptual 
Hashing, by a simple Hashing construction, the 
efficiency of algorithm is higher, the algorithm not 
only can effectively distinguish content preserving 
operations and malicious tampering, at the same time, 
it can accurately locate local replaced operation.  

 

 

2. Speech Perceptual Content 
Authentication Related Techniques 

 
2.1. Speech Perceptual Hashing 
 

Perceptual Hashing is an emerging technique used 
in content-aware authentication, that is grounded on 
in understandable multimedia content, generates 
close multimedia digital abstract. On the one hand, 
the speech perception Hashing algorithm can 
generate the same perceptual Hashing value in the 
case of perceiving the same or similar speech objects, 
others the perceptual Hashing value is different when 
these features of perceptual content are different and 
larger difference [11]. 

Perceptual Hashing is an information processing 
theory based on cognitive psychology [11, 12]. It is a 
unidirectional mapping from multimedia data sets to 
multimedia perceptual abstract sets, Perceptual 
Hashing is denoted by PH, the generated digital 
abstract is called perception hash value, to denote ph, 
in the formula (1): 

 MmmPHph  ,)(  (1) 
 

The distance of multimedia subjective testing 
could be converted to an objective and calculable 
mathematical distance by perceptual Hashing, 
Hashing matching is the process or method of 
perceiving Hashing mathematical distance value. 
Hashing matching is noted by HD, then: 
 

 hd= HD(ph, ph) (2) 
 
where ph=PH(m), ph=PH(m), hd is the Hashing 
distance between perceptual Hashing value ph  
and ph. 
 
 
2.2. Feature Selection 
 

Speech signal contains both the semantic 
information of talking content and pronunciation 
feature personalities information from speakers. 
Existing speech characteristic parameters can not 
separate speech feature from speaker’s personality 
traits, which gives some difficulties to speech content 
authentication [13]. These low-level features of 
speech signal include short-time energy, short-time 
zero-crossing rate and so on, the calculation amount 
of extracting low-level feature is usually relatively 
small, but the scale of these features is relatively 
larger [14]. It would generate larger calculation 
amount with considerably transmission datas in the 
case of making Hashing construction. These speech 
feature vectors in frequency domain mainly include 
linear prediction coefficient (LPC), LPC Cepstral 
Coefficients (LPCC), Mel Frequency Cepstral 
Coefficients (MFCC), line spectrum pair (LSP) 
coefficients, etc. [11-15]. 

The linear prediction analysis method is one of 
most effective ways in analyzing speech signal field 
[15]. Linear prediction parameters can effectively and 
correctly show speech waveform and spectrum 
nature, it is not only effectively and flexible to apply. 
There are many methods to solve the conversion 
from LPC coefficients to LSP coefficients, such as: 
algebraic equation method, discrete Fourier transform 
(DFT), Chebyshev polynomial method and so on. 
LSP parameter is an equivalent represention of the 
LPC in the frequency domain condition, and LSP 
parameter has a better robustness, it is used to 
estimate the basic speech characteristics, the 
relationship with the speech spectral envelope is 
more closely than the LPC in the time domain, and 
quantization characteristics and interpolation 
characteristics are better than it, it are widely used to 
various speech coding standards, as well as, it is also 
applied to the speech recognition field. 

The efficiency of authentication algorithm could 
be effected by the extracted characteristic scale, the 
calculation amount and the complexity of extracting 
cha characteristic three factors. To extract what kinds 
of characteristic would directly affect the 
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performance of the algorithm, the characteristic is 
associated with speech semanteme should be 
extracted in order to achieve the smaller calculation 
amount and the authentication datas. Therefore, in 
this paper, the LSP coefficients are selected as 
robustness speech feature based on content to 
calculate perceptual Hashing. 
 
 
3. The Highly Efficient Speech Content 

Authentication Algorithm Based  
on Perceptual Hashing 

 
Firstly, the speech signals are preprocessed, to 

extract LSP coefficients is as perceptual 
characteristic, and to obtain perceptual Hashing 
values is as authentication datas by Hashing 
construction. As shown in Fig. 1, the Flow chart of 
speech content authentication, to generate a Hashing 
process includes characteristic extraction and 
Hashing construction two parts.  
 
 

 
 

Fig. 1. Flow chart of speech content authentication. 
 
 
3.1. Preprocessing 
 

The preprocessing includes pre-emphasis and 
sub-frame with window two treatments ways, the 
purpose of the pre-emphasis would be more useful to 
enhance the high-frequency part of the spectrum, to 
remove the effects of lips radiation, in order to 
perform spectrum analysis or channel parameter 
analysis. Pre-emphasis is achieved by the high 
frequency characteristics digital filter which the 
promotion speed is 6 dB/octave, the transfer  
function is: 
 

 -1μz-1)z( H , (3) 

where μ is the pre-emphasis coefficient, assigned 1 or 
smaller than 1 coefficient, usually taken μ = 0.95. In 
this paper μ =0.98. 

To make a sub frame windowing process after 
pre-emphasis digital filtering. Because of the short 
time stability of speech signals, the estimate value of 
prediction coefficients estimates must be carried by a 
frame in the speech signals. The discontinuous 
disadvantage of each frame signal between the head 
and tail would be reduced by adding window, the 
overlap part of the two frames can ensure a certain 
robustness for speech shift from abstract. When the 
beginning of the input data is not very accurately 
corresponding with records compared. Some degree 
of overlap is beneficial to location matching. The 
balance should be considered between the shifting 
robustness and computational complexity, the frame 
rate is higher, the robustness is better, however, the 
computational burden of the system is also heavier. 

In order to take into account the robustness and 
efficiency, in this paper, every frame is 20 ms, the 
overlap between frames is 5 ms, the Hamming 
window is adopted, the window function is: 
 












othersn                                          0
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A window function w(n) is used to multiply the 
speech signal s(n): sw(n)=s(n)w(n), sw(n) is the 
speech signal after adding window 
 
 

3.2. Feature Extraction 
 

The linear prediction analysis is performed on 
each frame preprocessed to get its 10-th order LPCs 
and then transform them into LPC coefficients. 
Supposed that the speech signal sample value 
sequence is denoted by s(n), (n=1,2,…,n), which the 
current sampled value of the speech signal is denoted 
by s(n).The linear predictor is as follow: 
 

 




p

1i

i)-(n(n) sas i

 
(5) 

 

where s(n) is the predicted value of the s(n), p is the 
linear prediction order, a1, a2,…,ap are called linear 
prediction coefficients. In order to improve the 
efficiency of the algorithm, obtains LSP coefficients 
by DFT, denoted by ai(n), (n=1,2,…,10), that means 
the 10 order LSP coefficients of the i-th frame. 
 
 

3.3. Hashing Construction 
 

In order to reduce the amount of authentication 
data, all speech datas are divided into groups by each 
20 frames, the expectations sequential groups of each 
group speech LSP coefficients weighted are as the 
final authentication parameters, so that the amount of 
data authentication parameters would be 1/20 of the 
original amount. The reason for this may be that a 
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single word length (that is a speech sound) is about 
500 ms, but one frame length is 20 ms in this paper, 
to remove the frames overlap 5 ms, the total length of 
20 frames is 300 ms, far less than a speech syllable, 
the result of speech content authentication is not 
affected. Meanwhile, in order to use the 
corresponding Hashing value to represent meaningful 
semantic elements, the 10 order LSP coefficients 
each 20 frames is taken the arithmetic sum 
respectively, as shown in the formula (6): 
 

 



20

1
i (n)

20

1
(n)a

i
i a


 
(6) 

 
where ai(n) (i=1,…,10) is the n-th order LSP 
coefficients value of i frame signal. Ai(n) is 
compared with the middle value of the n-th order 
coefficients, works out perceptual Hashing by 0 or 1 
forms, as shown in the formula (7): 
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(7) 

 
Based on the above analysis, a series of 10-bit 

Hashing value would be obtained from 300 ms 
speech signal, the irreversible mapping way is in 
accordance with compressibility by many VS one 
type. In addition, 10-bit each row Hashing value 
length can represent 210 Hashing values that meet 
the unique requirement of perceptual Hashing. 
 
 
3.4. Hashing Matching 
 

Hashing matching is described by the hypothesis 
test based on Hashing function H(:) and distance 
metric D(:,:): 

L0: if the perceptual content of two speech 
segments (a1,a2) are the same, then: 
 

 ）（ )(),( 21 aHaHD  (8) 
 

L1: if the perceptual content of two speech 
segments (a1,a2) are the different, then: 
 

 ）（ )(),( 21 aHaHD , (9) 
 
where τ is the certified threshold, the calculation 
process would be seen in the section 4 experimental 
results and analysis. False Acceptance Rate means 
that L0 is accepted when L1 is true, False Reject Rate 
means that L1 is accepted when L0 is true, these two 
parameters can reflect distinction and robustness of 
the algorithm. 

In this paper, the bit error rate (BER) is used to 
measure the distance D(h1,h2) between Hashing 
sequence h1 and h2, the formula (10) is represented 
by x: 
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3.5. These Steps of Speech Content 
Authentication Based on Perceptual 
Hashing Algorithm 

 
These steps of speech content authentication 

based on perceptual hashing algorithm are as follow: 
Step 1: The original speech s(n) is divided into 

the equal length frames by 20 ms frame length and 
15ms frame shift, denoted by Si,i=1,2,...,M; 

Step 2: To obtain 10 order LPC coefficients by 
LPC analysis for each frame, denoted by  
ai ={ai(n),n=1,2,...10}; 

Step 3: To transform LPC coefficients into LSP 
coefficients of each frame, denoted by 

},1,2,i,10,1,2,n(n),a{a i Mi   ; 

Step 4: To solve matrix A, 
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Step 5: To make sub-matrix decomposition  

for A:  
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Step 6: To generate Hashing vector h: 
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Step 7: Hashing matching 
According to above steps firstly extracts the 

perceptual characteristic from the sending port to 
transform it into authentication data h1, by 
calculation secondly, carry it to the transmission 
channel with original speech (the transmission about 
authentication data is not researched in this paper), 
once, the receiving port receives these data to extract 
the authentication data h1,at the same time, to 
calculate the authentication data h2, by the same 
method lastly, these authentication data should be 
matched the matching result is compared with 
threshold. The system does not alarm when the 
Hashing BER value of the two same perceptual 
content speech is smaller than matching threshold; 
Instead, the system would alarm when the BER value 
of the two different perceptual speech is greater than 
matching threshold. 
 
 
4. Experimental Results and Analysis 
 

The used speech datas are composed of different 
speakers and different speech content, the speaker is 
a man or woman, the language is English or Chinese, 
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the sampling frequency is 16 kHz, the 4 s speech 
segment with 16 bit precision; Experimental 
hardware platform: Inter Core i3-2450M, 2 G, 
2.4 GHz, software environment is MATLAB R2010b 
based on Win7 operating system. 

The most basic requirement of speech perception 
content authentication is able to distinguish the same 
speech, different speech, and tampered speech, 
tampering speech can be subjected to further 
tampering localization to determine whether pass 
authentication [11]. The process of determining 
threshold value is as follows: 

Step 1: To calculate Hashing sequence BER of 
different content speech, denoted by BER1. Here, to 
take these speech segments that the most difficult to 
distinguish, that are 100 different content speech 
segment s from the same speaker, to calculate BER 
each other after obtaining perceptual Hashing 
sequence, to calculate the average BER1; 

Step 2: To calculate the Hashing sequence BER 
between original speech and tampered speech, 
denoted by BER2. Randomly selects 100 different 
speech content from the speech database, each speech 
is substituted at a random position of single or 
multiple substitutions by greater than 300 ms, 
respectively, work out the perceptual Hashing value 
of original speech and tampered speech, and 
accordingly calculate the BER, calculates the average 
error rate BER2. 

Step 3: To calculate the BER of Hashing value 
about original speech and the speech by content 
preserving operations, denoted by BER3. As well as 
Step2, take out 100 speech segments, they are done 
as described follow for variety of content preserving 
operations, accordingly computed the Hashing value, 
after it, to calculate the BER with the BER of original 
speech, lastly, work out the average error rate BER3. 

Various operations as follows: 
1. Resampling the sampling frequency of speech 

signal is decreased to 8 kHz, then rosed to 16 kHz; 
2. Echo: the overlay is to 60 %, a delay of 

300 ms, the initial strength are 20 % and 10 % echo. 
3. Turn up the volume: the original voice volume 

is increased to 150 %. 
4. Turn down the volume: the original voice 

volume is decreased to 150 %. 
5. Low-pass filtering: the speech signal is 

processed by a 5-order Butterworth low-pass filter 
with cutoff frequency 2 kHz.  

6. Cut: Randomly cut off more than 4800 samples 
(300 ms); 

The BER above three steps test were plotted in 
Fig. 2. 

There is some overlap curve segments between 
tampered speech and the speech of content preserving 
operations as shown in Fig. 2, this is because the 
BER difference between tampered speech and same 
speech is little, when the tampering time is very 
short. But, the disadvantage could be improved by 
reducing authentication threshold value, the parts of 
same perceptual speeches might be mistaken as the 
tampered speech. After researching, assumes that 

identification threshold value and authentication 
threshold value are τ1 and τ2 (τ1>τ2). Firstly, the 
identification threshold value is used to distinguish 
the same and different speech, and then the BER 
distributed in the interval τ1 and τ2 are secondary 
certified by locating the tampered position. 
Therefore, the same speech can still be authenticated. 
 
 

 
100 speech segments 

 
Fig. 2. BER distribution curves of different speeches. 

 
 

There are two important performance indicators 
about speech content authentication: robustness and 
diversity. because the proposed algorithm is based on 
speech perception Hashing design, its performance 
depends on the performance of semantic perception 
Hashing. Therefore, firstly, the robustness and 
diversity of perceptual Hashing value are verified in 
the experiment test; Secondly, the algorithm is 
designed to real-time speech certification of resource-
constrained speech communication terminal, because 
the requirement is higher for efficiency, so that its 
certification efficiency was verified in the 
experiment; Finally, the locating the tampered 
position is tested, which is another important factor 
for speech content authentication. 
 
 
4.1. Robustness Analysis 
 

The authentication algorithm should generate the 
same sequence values for the same or similar speech 
in perception based on the robustness requirement of 
perception content authentication. The result should 
be kept the same for some normal process and 
disturbance without changing speech semanteme, 
such as resampling, fine adjusting the volume, echo, 
noise, etc. [16] The strengths and weaknesses of the 
robustness is affiliated with extracted perceptual 
characteristic, largely determined by the threshold 
value setting. The authentication rate after content 
preserving operations under different authentication 
threshold values condition is shown in Table 1. 

In the Table 1, the experimental datas are sampled 
from 500 original speech segments and these 
speeches after content preserving operations. The 
datas in the Table 1 obviously shows that the 
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authentication pass rate of the proposed algorithm 
without the low-pass filter is 100 %, when the 
threshold value is 0.28, it is best to resampling and 
reducing the robustness on volume, because the 
channel model is not changed by reducing the 
volume, it has a good robustness for taking up 
volume and little scale echo. The weak robustness of 
the low-pass filtering is determined by the nature of 
perceptual characteristics LSP simulated channel 
model.  
 
 

Table 1. Authentication rate after content  
preserving operations. 

 

Threshold 
value 

Turn 
down 

volume 

Turn up 
volume 

 
Echo 

 
Resampling

Low-pass
Filtering 

0.14 99.8 % 78.8 % 76.2 % 100 % 9.4 % 
0.18 100 % 93.2 % 90.6 % 100 % 33.2 % 
0.22 100 % 98.4 % 97.4 % 100 % 56.4 % 
0.26 100 % 100 % 100 % 100 % 83.4 % 
0.28 100 % 100 % 100 % 100 % 88.8 % 
 
 
4.2. Distinction Analysis 
 

The distinction requires that different speech 
should generate different Hashing values on 
semanteme and perception, which guarantees that the 
semantic tampering is due to authentication failure. 
Because the BER of different speech segment is a 
random variable value, so that probability distribution 
is used to analyze the discrepant of speech perception 
Hashing values in this paper. Takes 1200 speech 
segments (different speakers, different content) to 
calculate the perceptual Hashing sequence, and then 
calculates BER (719400 values) each two, to obtain 
the figure which the probability distribution is 
compared with the standard normal distribution 
shown in Fig. 3. 

As shown in Fig. 3, the BER probability 
distribution of different speeches with a standard 
normal probability curve almost overlap, so the 
Hashing distance values are approximate normal 
distribution according to the algorithm in this paper, 
that the speech of different perception could generate 
different Hashing values. The theory FAR could be 
obtained by formula (11): 

 

 
2

2

2

)--(

2

1
),( 




 efFAR 

 
(11) 

 

Due to content preserving operations, the 
perceptual quality of the speech drop off, but the 
perceptual content is changed by tampering, the goal 
is to accurately distinguish between a decline in 
perceptual quality and changes in the perceptual 
content. FAR values reflect the distinction of the 
algorithm, FRR values reflect robustness, FAR value 
is small, distinction is better, robustness is better, 
they are also a pair of mutually conflicting 

parameters, Usually make the trade-off based on 
different applications, in this paper, in order to 
distinguish between different speech and tampering 
speech, slightly bias in favor of distinction. 
Randomly selects 500 speech segments, the obtained 
BER values are used to obtain FAR and FRR curves, 
they are plotted on the same graph in Fig. 4. 
 
 

 
 

Fig. 3. Normal probability of different content speech hash. 

 

 
threshold 

 
(a) 
 

 
threshold 

 
(b) 

 
Fig. 4. FAR-FRR curve. 
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As shown in Fig. 4(a), there are two intersecting 
curves, the result is due to the weak robustness of 
low-pass filtering, after removing the low-pass filter 
operation, the FAR-FRR is shown in 
Fig. 4(a).Obviously, the overall robustness of the 
algorithm is effected by the weak robustness of low-
pass filtering, it has a good robustness for other 
operations. When the authentication threshold value 
is set to 0.28, the algorithm has a good distinction, c 
could distinguish all kinds of content preserving 
operations and malicious tampering, in addition to 
the low-pass filtering operations. 
 
 
4.3. Efficiency Analysis 
 

Proposed algorithm is designed for 
communication terminals with limited resources, it 
has some prominent features such as small amount of 
authentication data and high efficiency. 
Characteristics and characteristics calculation should 
be considered on the basis of algorithm efficiency, in 
order to achieve the ability of locating the tampered 
position precisely, the linear operation is used to 
Hashing construction, the input of 4 s speech, the 
output of the hash value 13×10, the Hashing value is 
much smaller than other similar algorithms, so the 
time of pretreatment and authentication would be 
greatly reduced. Randomly selects 50 speech 
segments from the speech database, the each speech 
is tested 10 times, the statistics running time of the 
algorithm: characteristics extraction is 0.13 s, 
Hashing construction is 1.98 ms, Total is 0.132 s, to 
meet the requirements of real-time applications. 

 

 
4.4. Locating the Tampered Position  

and Attacking Type  
 

When speech datas are maliciously tampered, 
accurately detecting tampering location is a necessary 
requirement of speech perception content 
authentication. These malicious attacks with the 
ability of changing the semantic content of the speech 
signal includes cutting, insertion and substitution, 
because the cutting and insertion directly change the 
size of speech datas, and all substitution would make 
the resulting substantial increase in the bit error rate, 
far beyond the authentication threshold value, so it 
would not pass authentication. Therefore, to detect 
and locate malicious single point or points partial 
substitution is most meaningful, In order to verify the 
accuracy of locating the tampered position, randomly 
selects a 4 s speech segment, and randomly makes a 
multiple substitution more than 20 (4800 samples), 
the result of locating the tampered position shown  
in Fig. 5.  

As shown in Fig. 5, the three partial substitutions 
are signed by ellipse forms. The speaker normally 
speaks125 words per minute, in which each word is 
about 480 ms, while the each string Hashing 

sequence value in the algorithm is from 300 ms short 
speech segments. Thus, to determine whether has 
been tampering with the short speech by comparing 
the Hashing values in each row that could achieve the 
ability of detection and localization in a single point 
or points tampering. 
 
 

 
 

Fig. 5. Content tampering manipulations location 
 
 

5. Conclusion 
 

In this paper, according to real-time application of 
speech communication terminal with limited 
resources, an efficient speech content authentication 
algorithm of perceptual hashing is proposed. The 
algorithm makes use of LSP coefficients closely 
related to the human vocal tract to construct a 
Hashing value, to achieve the semantic perceptual 
content authentication. Simple Hashing constructure 
has a great advantage of the efficiency and the 
robustness of the LSP coefficients, the algorithm can 
effectively distinguish between parts of content 
preserving operations and maliciously tampering, but 
also precisely locate local tampered position, 
effectively verifies the integrity of this  
speech content. 

The disadvantage of the proposed algorithm is 
that the weak robustness of low-pass filtering, it 
needs to be improved in the next step of research 
work. 
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