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Abstract: An increasing number of Electronic Control Units in passenger cars and high 
communication traffic have led the car manufacturers to splitting a single CAN network into several 
dedicated sub-networks running concurrently. Test and evaluation tools for CAN based networks are 
available for years, but they are mostly focused on test scenarios with up to two CAN networks, often 
based on the standard CAN hardware with a limited test functionality. They usually rely on the 
extensive support provided by a PC running a Windows based application software, which in many 
cases limits accurate test timing, especially when real-time response on the bus events is required. This 
paper presents a set of three unique instruments (CAN generator, CAN trigger unit, CAN controller) 
designed in form of IP functions. Arbitrary number of the IP functions can be used in FPGA based test 
tools supporting real-time test scenarios over “unlimited” number of CAN sub-networks 
simultaneously. Copyright © 2010 IFSA. 
 
Keywords: Vehicle, CAN, Communication testing, IP function 
 
 
 
1. Introduction 
 
Each new generation of vehicles (and especially passenger cars) uses more complex electrical and 
electronic equipment. To ensure the required functionality, flexibility and low price simultaneously, 
the distributed system concept was adopted to provide the communication path among the electronic 
subsystems. Controller Area Network (CAN) standard is widely adopted for in-vehicle distributed 
systems for years. An example provided in [1] declares 32 Electronic Control Units (ECUs) and 12 
CAN networks in a single truck. Electronic systems play an important role also from the safety point 
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of view and therefore their correct behavior is required under the all possible working conditions. As 
the communication among ECUs is an important way how to receive and/or transmit information and 
as the communication subsystem often becomes a part of distributed control loops, testing the 
communication parameters and evaluation of ECU’s reaction on communication issues is an extremely 
important task during the vehicle development. 
 
 
2. State of the Art 
 
According to the development phase in which they are applied, ECU’s behavior tests can be divided 
into several groups. The first one is the functional testing, focused on the accurate acquisition of input 
data and real-time evaluation of correct outputs, used either directly for subsystem control or as the 
inputs for other components of the distributed system. Within this phase both the ECU hardware and 
software tests are applied, usually the HIL/SIL (Hardware/Software in the loop) methods are used. In 
case the ECU under test is a part of distributed system (nearly always), the testing of communication 
channel parameters and its behavior under a variety of conditions has a crucial importance, as an error 
in a single device can be a source of the system failure. In the second development phase the complete 
systems are tested in laboratory conditions, including the communication paths among ECUs. In this 
phase the ECUs’ communication interoperability is tested as well as the correct timing and content of 
particular messages under the variable conditions, communication error recovery times, diagnostics 
functions, emergency modes and so on. The third testing phase takes place on pre-production cars and 
is focused on system level interoperability. The communication tests are focused mostly on the 
communication reliability under all possible conditions and identification of possible communication 
problem sources. 
 
Several communication standards are currently used to implement distributed systems in vehicles (e.g. 
CAN, LIN, MOST). Each of them has its application area – LIN is used for low-speed communication 
especially in vehicle comfort subsystem, MOST provides the high-speed communication path for 
telematic, multimedia and similar services, and CAN is being used for medium-speed communication 
required by power-train (ECUs for engine, brakes, airbag, gear and so on) as well as for 
communication in comfort and infotainment subsystems. The CAN communication is therefore the 
most important from the point of view of vehicle functionality and safety and the behavior of ECUs at 
the CAN interface has to be tested properly. 
 
There exist a lot of dedicated instruments on the market that are available for CAN communication 
monitoring and testing. Their range starts with elementary devices used for the simple transmission 
and reception of CAN frames and ends with sophisticated CAN emulators supporting more buses 
simultaneously with an exact timing, available scripting and so on. Nevertheless, these systems have 
together two important weak points. The first one comes from the fact that they are mostly based on 
standard CAN controllers (often SJA1000 from Infineon), that functionality for in-deep diagnostics is 
limited, especially when some non-standard behavior is required. The second weakness of these 
systems is either impossible or very difficult way of their mutual synchronization. Usually each system 
is based on its own time base and it doesn’t provide flexible trigger-in/trigger-out subsystem. 
 
The set of IP functions, described later at this paper, solves both these issues and can easily be used to 
setup the test beds for all three test-phases mentioned above. 
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3. Controller Area Network 
 
The CAN standard was developed at Bosch (Germany) in Eighties and its detailed specification can be 
found in [2] or [3]. The following description is restricted to the attributes and features that are 
necessary for reader to understand the text below. 
 
Because of the medium access control (MAC) method, the CAN standard requires a special 
implementation of the physical protocol layer. There are two states – dominant and recessive – that 
represent logical 0 and logical 1. If any node on the bus transmits logical 0, there is the dominant state 
on the bus, regardless of the levels transmitted by the other nodes. The recessive level is found on the 
bus only if all the nodes transmit logical 1. This mechanism is used especially in an arbitration field of 
CAN frames (which is used to send the frame identifier) in order to detect possible collisions and to 
resolve them. The principle is very simple. If two nodes start transmitting simultaneously, there is at 
least one bit in the arbitration field in which they differ (it is not allowed for two or more nodes within 
the system to use the same frame identifier). The first node sends this bit e.g. as the recessive bit 
(logical 1), the second as the dominant one (logical 0). According to the rule defined above there is 
a dominant level on the bus and the first node thus detects the collision. This collision is not 
destructive, as the first node stops transmitting and the second carries on sending the frame. This 
implementation of the MAC sub-layer is therefore called CSMA/CR (Carrier Sense Multiple Access 
with Collision Resolution). 
 
Another important feature of the CAN protocol is a detection of errors in the received data. There are 
together four detection mechanisms. Each bit transmitted on the bus is received back by the 
transmitting node and the values are compared. If there is the difference, the bit error is indicated. Each 
frame is also ensured by CRC code. If the received CRC differs from the computed one, the CRC error 
is indicated. Each frame also contains several bits with predefined values. If any of them has the 
opposite value, the frame format error is indicated. Next, each transmitted frame must be 
acknowledged (from receiving nodes) by setting an acknowledgement bit into the dominant state 
(logical 0). If it is not set, the acknowledgement error is indicated. 
 
In order to keep the receiver synchronization, the bit stuffing mechanism is implemented. When more 
than five bits of the same value have to be sent, one bit with the opposite value is inserted at the 
transmitter site and, of course, removed at the receiver site. If more than 5 consecutive bits of the same 
value are received, the bit stuffing error is indicated. Indication of any type of error leads the node that 
detected the error to generation of an error flag (six consecutive bits of the same logical level), which 
is encountered by all the nodes within the system and the data consistency is thus kept. 
 
As the frames are broadcasted to the network (to all the nodes in the same time), one node, which 
encounters reception problems, can therefore block entire communication by permanent error flag 
generation. This is avoided by implementation of error level states. Only the error active node can 
actively generate error flags (using 6 consecutive dominant bits), error passive nodes can generate only 
passive error flags (using 6 consecutive recessive bits) and bus off nodes are totally disconnected from 
transmitting to the bus. The transition among these states depends on the detected error rate within the 
transmission and reception phases. 
 
 
4. General System Description 
 
The main idea of the proposed solution is to define and implement the set of the basic blocks (IP 
functions) for CAN based ECUs and systems testing. These blocks provide compatible triggering 
input/output subsystem, which allows for hardware synchronization among particular blocks as well as 
the event time stamping derived from the single time base. Another advantage, which is inherent for 
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FPGA based solutions, is the possibility to clone the number of particular blocks according to the 
particular test setup requirements. 
 
To ensure an easy integration of particular blocks into the test system all the blocks are equipped with 
standard hardware interface, which signals can be divided into three groups. At the CAN side it 
consists of standard CAN_TX/CAN_RX signals and a set of three software controlled signals for 
physical drivers with sleep mode and wake-up features. The CAN_TX signals may be wire-anded 
internally in the FPGA and therefore they can share a single CAN bus driver. At the Trigger I/O side 
a function specific number of trigger inputs and outputs is defined, that are used to synchronize the 
specific IP function activity with events generated by other IP functions or to provide its local event 
identification. Output triggers are also used for event time stamping and/or interrupt request 
generation. At the third side of each IP function there is an interface to the host (microprocessor), 
consisting of four control signals, necessary number of address lines and 8/16/32 bit data path. 
 
A 32-bit time base with 1 s resolution together with a number of compare and/or capture registers 
provides for the precise test execution timing. The compare registers are used to start time-driven 
activities - their value is preloaded and continually compared with the time base value. When the time 
base reaches the compare register value, the trigger output is activated. The capture registers are used 
to capture the time stamps of asynchronous events coming from external buses. 
 
General FPGA test system structure is shown in Fig. 1 (some interconnections are missing). One can 
see the support for arbitrary number of CAN networks; each network tests can additionally be supplied 
with more than one IP function of particular type (not shown in Fig. 1). Trigger I/O interconnection 
depends on the synchronization and time-stamping requirements and can be configured respectively. 
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Fig. 1. General test system structure. 
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5. IP Functions 
 
Three IP functions were designed and implemented for the described testing approach. Two of them 
(the CAN Controller and CAN Trigger) seem to be the modules with standard functionality, which is 
available on the market. Nevertheless, as explained below, they offer much more than the standard 
features. 
 
The third IP function (CAN Generator) provides very unique features that are not commercially 
available at all. 
 
 
5.1. CAN Controller IP Function 
 
The implementation of the CAN Controller provides more than the standard CAN controller 
implementations. Here only the improvements that are important for testing of CAN based systems 
will be mentioned (see Fig. 2). 
 
The controller offers two transmission queues with hardware-triggered transmission – the first supports 
an event-triggered transmission, where the queued messages are transmitted on an external request. 
The second queue supports a time-triggered transmission, where the transmission request is generated 
internally by the compare timer and used as a trigger source. The message data written into this queue 
contains the absolute transmission time in addition to the standard CAN message fields. This time 
value is compared with the value of the time-base oscillator and transmission is triggered when it is 
equal. 
 
The event-triggered queue suits for applications that require fast response on bus events, the time-
triggered queue can easily be used e.g. for the rest-bus simulation. The mutual priority of both queues 
can be preset and it can even be changed dynamically for particular messages. 
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Fig. 2. CAN Controller block diagram. 
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The reception acceptance filtering provides much higher granularity than available in standard 
controllers. For standard identifier length the filtering of particular IDs can be individually switched on 
or off, as there is a 2048 long bit field controlling each particular ID. For extended identifiers either the 
same filtering like in standard controllers is available (ID, mask), or the frame reception can be 
qualified by the output of the Trigger IP function (-s). This is available for standard IDs as well. 
 
The controller provides a received message queue, containing also the reception timestamps. Each 
message reception is signalized by the output trigger signal. Transmitted frames can be looped back 
into the received message queue. 
 
Finally, the error state of the controller can be forced into the error-active or error-passive state 
independently on the error counter values. 
 
5.2 CAN Trigger IP Function 
 
For some tests the precise synchronization to the bus events is required even before they are 
successfully finished. This is e.g. the case of frame occurrence with a specific ID (or ID range) on the 
bus. An example of this need is the selective jamming of chosen CAN frames during their 
transmission. As the ordinary CAN controller provides this information too late (when jamming has no 
effect), the CAN Trigger IP function was developed, which provides the early trigger functionality. 
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Fig. 3. CAN Trigger block diagram. 
 
 
It is able to evaluate not only the message ID, but to search for a specific control information and/or 
data content. Generally it allows defining the bit sequence and comparing it to the incoming bit 
sequence, applying simultaneously the mask, which defines what bits of the frame the comparison 
should take into the account. In case of matching the output trigger signal is generated, either 
asynchronously (as fast as possible) or synchronously with the reconstructed CAN bus timing. This 
trigger output can either be used for time stamping or for synchronization of other test system 
components. 
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5.3. CAN Generator IP Function 
 
Generally, the CAN Generator (Fig. 4) allows transmitting of CAN frames consisting of predefined bit 
sequence [4]. Several flags that modify the way it is transmitted to the bus define each bit in the 
sequence. 
 
Particular flags define the bit logical value, its positioning in arbitration field (if set, in case on 
reception of dominant value while sending the recessive one the transmission is finished), its 
positioning as the last bit in frame (if set, by transmitting of this bit the frame transmission finishes), its 
positioning as the ACK bit (if received recessive, the acknowledge error status flag is set) and its back 
read checking (if set, the check of transmitted bit value by reading it back is ignored). 
 
Additionally, each bit definition contains a pointer to the table of bit time intervals, which may contain 
up to 128 different bit lengths with 20 ns resolution. It offers enough flexibility to simulate  
e.g. transmission clock variations and similar phenomena. 
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Fig. 4. CAN Generator block diagram. 
 
 
Nevertheless, the CAN Generator functionality is not limited at transmission of a single frame. Users 
can define so called program sequence, which may include not only the SEND instruction to transmit 
the frame, but also the GOTO (unconditional jump at specified program position), DELAY (waiting 
for predefined time interval), SETVAR (setting the value of selected program variable), DECVAR 
(decrementing the value of selected program variable), IF (conditional jump at specified program 
position if value of selected variable equals to instruction parameter), TEST (conditional jump at 
specified program position if result of <value of selected variable & instruction parameter> is not 
zero), ARM (transmission of the frame on the occurrence of the hardware trigger) and END (stops the 
program sequence execution). 
 
CAN Generator offers transmission of up to 256 different frames in a single sequence and up to  
128 different lengths of bit period. The frame definitions are stored in external RAM (if the internal 
FPGA memory is not large enough), the bit timetable as well as the program sequence is stored in the 
internal FPGA RAM (short access time is required). 
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6. Test Hardware Implementations 
 

The first generation of the test site implementation using above described IP functions was designed in 
form of the PCI card (see Fig. 5). 
 
An advantage of this approach is especially a fast and straightforward access to the IP function 
registers, the disadvantage is a limited portability of the test site. The board supports simultaneous 
testing on up to two independent CAN networks (the number of networks is limited only by the 
number of available I/O signals, as the bus drivers are on the external modules). The external trigger 
input and output signals are also available allowing the seamless synchronization with other (if 
necessary) test system components. 
 
Second generation of the test HW is now under the development. It is based on a standalone module 
equipped with a large FPGA and local microprocessor. PC is used to provide only a GUI, all test 
procedures running in real-time are processed by a local processor. Local microprocessor 
communicates with PC by means of USB and allows seamless programming of the FPGA from the 
PC. Simple graphical programming tool is planned to support this feature. 
 
 

 
 

Fig. 5. First Generation of the test hardware implementation 
 
 
7. Case Studies 
 
Two case studies are introduced below. The first one is focused on investigation of ECU behavior 
during the bus-off situation (single CAN bus test), the second one on the correct indication of obsolete 
data in the CAN frames retransmitted from the source to the destination bus (dual CAN bus test). The 
third case study focused on evaluation of a sample point position within the bit interval of the tested 
ECU is available in [5]. 
 
 
7.1. Bus-Off State Behavior Evaluation 
 
The goal of the test is to evaluate the behavior of the ECU during the bus-off situation. Bus-off is one 
of the CAN controller error states (remaining are error-active and error-passive). In the bus-off state 
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the CAN controller is logically disconnected from the bus and it doesn’t take part in communication. 
CAN controllers move into the bus-off state when they encounter too many errors during their 
transmission attempts, which leads to the transmit error counter overflow. Most of car manufacturers 
require for the ECU’s firmware to reinitialize the CAN controller and to restart the communication. Of 
course, there is some timeout required before the re-initialization takes place, which usually increases 
with each following bus-off state recovery. In some applications it is required to start receiving 
immediately after the re-initialization, but wait for a specific timeout before starting the transmission. 
 
What is necessary for such an evaluation? First we need an additional CAN bus node, that will deliver 
the frame acknowledge for the tested ECU. The same node can be used for the rest-bus simulation. 
The CAN Controller IP is a natural candidate for this role. Second we need the node, which is able to 
jam the CAN communication issued by the tested ECU in order to force the transition into the bus-off 
state. The CAN Generator IP can be used for this purpose. As it is able to transmit any sequence of 
bits, the sequence of six dominant bits that forms an error flag can be sent as well. The last 
functionality we need is a synchronization of the error flag transmission start, as the CAN Generator 
should only jam the transmission attempts of the tested ECU and not the frames of the rest-bus 
simulation. CAN Trigger IP offers this functionality, providing and early trigger output immediately 
when the frame ID field is transmitted. The required number of CAN Trigger IP functions has to be 
used simultaneously to cover all the frame IDs transmitted by the tested ECU. The test system setup is 
shown in Fig. 6. 
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Fig. 6. Test setup for bus-off behavior investigation. 
 
 
What is now the test sequence? CAN Controller IP is used to provide the rest-bus simulation and 
acknowledge delivery. CAN Trigger IP functions are programmed to deliver the trigger on an 
occurrence of particular message IDs transmitted by the tested ECU. Their outputs are or-ed providing 
a single trigger for the CAN Generator IP. CAN Generator IP is programmed to transmit 32 times an 
active error flag (six consecutive dominant bits) of nominal bit length on each trigger. Another CAN 
Controller IP function is used for the passive bus monitoring. 
 
First the tested ECU is switched on and the rest-bus simulation is started. Then the CAN Generator is 
activated. After the 32 transmission attempts the tested ECU goes into the bus-off state, it means it is 
logically disconnected from the bus. CAN Generator sequence is finished and the respective timestamp 
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is captured. The timestamp of the next transmission attempt of the tested unit can be either captured by 
the CAN Trigger functions or evaluated from the timestamps of CAN messages received by the 
monitoring CAN Controller IP. 
 
 
7.2. Obsolete Data Retransmission Indication Test 
 
The goal of the test is to evaluate the status of data that is retransmitted by EUT (ECU under test) from 
the CAN2 to the CAN1. On the CAN1 the frame containing the evaluated data is transmitted 
periodically regardless on the presence of the source frame on the CAN2, as it may contain not only 
retransmitted data, but also the data that are issued by the EUT. Therefore there is a mechanism 
implemented allowing marking the retransmitted data as obsolete, if the source bus data are not 
available for a predefined period of time. 
 
Principal test setup is shown in Fig. 7. CAN Controllers 12 and 22 are used for simulation of 
remaining ECUs on CAN1 resp. CAN2. Controllers 11 and 21 are used for bus traffic monitoring. It 
would be possible to run this test with only one CAN Controller per bus, but complete traffic 
monitoring (including the frames transmitted by rest bus simulation) can be easily serviced by the 
software in the current setup. 
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Fig. 7. Test setup for obsolete data retransmission indication test. 
 

 
The test itself is quite simple. The transmission of the source data on CAN2 is interrupted (by 
simulation) for the required time period and the flag indicating the destination bus (CAN1) data 
obsolescence is checked. As all received frames on both buses are time-stamped, evaluation of the 
minimum period of the source data dropout is easy. 
 
 
8. Conclusions 
 
The flexible platform for CAN based ECUs and systems testing was designed and developed and 
examples of its application were presented. It consists of three IP functions with unique features, 
allowing easy and fast development of multi-network test sites. As there is a strong hardware support 
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for inter-function synchronization and event time stamping, the real-time requirements for the host 
service are quite low. In-addition, as the concrete configurations are implemented in the FPGA, it is 
easy to add a hardware support for other features or for the other bus types (e.g. the LIN or FlexRay). 
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