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Abstract: The increased computational power of modern embedded devices with the widespread development 
of Internet infrastructure has brought the Internet of Things (IoT) era closest than ever. Recent market 
researches indicate that IoT product and relevant service suppliers will generate revenue exceeding $300 billion 
and the interconnected devices will grow to 26 billion [1, 2]. One field that can be benefited from the common 
advantages of IoT systems, (real time monitoring, large scale deployment etc.) is the Logistics area. In this paper 
we investigate a common problem in the logistics which is the automating object counting. We concentrate on 
uniform, disposable products stored on a pile, queue or a stack (e.g., a shelf) and examine a number of different 
technologies for sensing input and output through a gate to the storage area and how we can integrate them in an 
IoT environment. We define a set of comparison criteria with practical flavor in order to examine and evaluate 
twelve different types of sensors [3]. The intention for our study is to form a baseline for anyone needing to 
implement gate-based input/output control. Copyright © 2015 IFSA Publishing, S. L. 
 
Keywords: Internet of Things, sensor evaluation, gate control, evaluation of sensor technologies 
 
 
 
1. Introduction 
 

Counting items is a central part of stock control 
and has different forms depending on the products 
stocked and counted [4]. By automating the process 
of item counting we may introduce many benefits; 
simplifying the renewal process, eliminating errors, 
reducing the management cost, minimizing out of 
stock periods etc. [5]. 

In this work, we focus on the topic of gate-based, 
disposable material placed inside a casing and stored 
in a pile or queue. Within this setting, we examine 
the case-study of detecting the addition or removal of 

a product and consequently calculating reliably the 
number of items in stock. Simplified systems like 
these are included in the commercial vending 
machines, and more advanced schemes in mission-
critical or safety-critical applications like determining 
the storage of blood products in a blood bank.   

The question this paper deals with is the 
assessment of all different types of sensors available 
for automating this process and how these sensors 
can be interconnected in an IoT Setup. We define 
several practical criteria that will help chose the 
correct type of sensor for any given application [6] 
and we discuss the hardware and software overhead 

http://www.sensorsportal.com/HTML/DIGEST/P_2598.htm
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in order to integrate the sensor in an embedded 
device. Further considerations are network 
requirements and fault tolerance features that can be 
implemented. 

Under this perspective, the paper is organized as 
follows. Section 2 describes current techniques in 
Supply-Chain Management (SCM) and Section 3 
records the factors for sensor assessment. Section 4 
discusses the different types of sensors giving a brief 
definition and listing their advantages and 
disadvantages with reference to the assessment 
factors. This critique is subsequently summarized and 
we finish with outlining our case study and listing 
conclusions and pointers to future work. 

 
 

2. Related Work 
 
Most of the today’s stock control systems use 

extensive use of Radio-frequency identification 
(RFID) technology [5, 7] due to the effective way of 
recording movement of objects within a networked 
system [8]. In these systems the stock control is 
achieved automatically by the information system 
that supports the Supply-Chain Management (SCM) 
and unauthorized removal of an object is detected by 
electronic gates that monitor continuously the 
physical entry points of the area that the system is 
installed. To add system intelligence, traditional 
RFID based SCM are integrated with Wireless 
Sensor Networks (WSN) [4, 6]. These systems 
incorporate advanced sensing technologies while for 
the monitoring of the position of an object, we could 
use localization techniques. 

The above practices while being cost effective for 
large scale deployments they may not be suitable for 
ad hoc or small scale deployments: They require 
changes in the existing physical infrastructure and the 
deployment of sophisticated Information Systems for 
which the support cost is not insignificant. 
Furthermore, SCM systems are expensive because of 
the nature of the sensors (RFID) that are deployed 
and the extensive features that are available 
nowadays.  

 
 
3. Sensor Evaluation Framework 
 

As mentioned above our assessment has a 
practical orientation and envisages the scenario when 
products such as cans or bottles are stores on shelves, 
stacks or piles. The main, driving requirement of our 
assessment is to be able to count adding or removing 
objects in a reliable way defined as: 

a) Reject false positives, for example the hand of 
the carrier is not measured as a product. 

b) Spot attempts of cheating, for instance trying to 
extract product from an input-only entrance. 

c) Work under environments that can be 
hazardous (e.g. freezer). 

Under this context, we define the assessment 
factors shown below under which the different types 
of sensors are evaluated. We consider the two main 
driving factors that take place in an industry 
environment business and technology considerations. 
We decided not to assign weights to these criteria in 
order to leave the decision making open to each case-
study. 

 
 

3.1. Business Considerations  
 

a) Cost: The overall amount that needs to be 
allocated so as to make the sensor operational. This 
includes not only the cost of the hardware but 
possibly any software which must be purchased. The 
cost is calculated per unit of coverage e.g. a switch 
can cover a shelf but a camera can cover a room of 
shelves. 

b) Installation procedure: How straightforward or 
complex is the deployment of the sensor in the 
correct place and whether or not a redevelopment of 
several physical parts of the system is required. 

c) Proven in industry: Whether the sensor has 
already been deployed in industrial applications and 
has satisfactory proven to operate under the rough 
conditions of a real environment. 
 
 
3.2. Technical Considerations  
 

a) Form Factor: The size of the sensor, a critical 
parameter in particular applications. 

b) Power Consumption: Influences simplicity of 
installation and use, an important factor when power 
supply is not available. 

c) Reliability: Detecting false positives/negatives 
e.g. the human hand is not a product moving in or 
out. 

d) Software requirements: Code footprint for 
software driver and hardware requirements. 

e) Hardware requirements: The computational 
power that is needed in order to support the operation 
of the sensor. We partition the hardware classes into 
3 categories: 
    • Low: This includes 8-bit microprocessors with 
small footprint of memory. 
    • Medium: This includes 16-bit microprocessors 
with the ability to load a small Operating System 
(e.g. FreeRTOS) in the system. 
    • High: Powerful processors able to load an 
Operating System (e.g. Linux). This category 
includes a normal PC or an embedded PC (e.g. 
RaspberryPi). 
f) Redundancy: If the sensor or the software can be 
duplicated in order to take part in a mission-critical 
system. 
g) Network requirements: The communication 
requirements of the system (wired or wireless), 
protocol that can support the operation and 
bandwidth requirements.  
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4. Materials and Methods 
 
This section examines the twelve different types 

of sensors that we identified as suitable for gate-
based object counting. We outline the way each 
sensor operates, the industry area that it is mainly 
used and what are the main advantages and 
disadvantages. 

 
 

4.1. Capacitive Sensors 
 
Capacity sensors detect changes in their electric 

field and estimate proximity [9]. Industrial Style 
Sensors detect objects passing under/past them. They 
are widely used in large Form Factors and appear in a 
number of different packages, suitable mostly for 
manufacturing lines. They are relatively cheap and 
can operate under harsh environments, they can be in 
due course accurate, but their calibration can be very 
tricky. 

Apart from using an off the shelf sensor a custom 
sensors can be implemented by using 2 I/O pins of a 
processor that are connected on the same surface 
[10]. In this scheme we charge the surface using one 
pin as an output and we measure the response using 
the other pin. 

Generally the software and hardware 
requirements in using any of the above configurations 
are very simple, but the energy requirements are high 
due to the supply of the external sensor or the 
charging of the capacitive surface. 

 
 

4.2. Capacitive Array Sensors 
 

Capacitive Arrays are placed on the “floor” side 
so as to detect an object placed on them. An analogy 
on how they operate is how a Smart Phone screen 
detects touch. They are a fairly novel technique and 
being innovative they are not yet industry proven and 
therefore risky. Careful design is needed in 
environments that include water especially for the 
grounding mechanism. Occupying a whole side, they 
could be an accurate solution and filter false positives 
but the installation procedure requires extensive 
renovation and careful placement of the wires that 
interconnect the sensors with the processors. The 
computational power that is needed for these 
operations can be handled by CPUs in the middle 
range.   

 
 

4.3. Inductive Sensors 
 

Inductive sensors are similar to capacitive 
sensors, and use variations in their magnetic field to 
determine proximity and subsequently measure 
distance of metal objects. Industrial variants have the 
same type of form factors as capacitive sensors and 
for all intents and purposes, operate the same as 

Industrial Capacitive Sensors but only detect metal 
objects. 

They are also proven in industry, are accurate, 
come in robust packaging and large form factors, 
suitable mostly for manufacturing lines. Most 
important could only work with products of a metal 
element like metal caps. 

The computational needs (software – hardware) 
are low. 

 
 

4.4. Ultrasonic Sensors 
 
Ultrasonic sensors transmit a sound wave 

(“Ping”) of ultrasonic frequency and measure the 
time it takes for the wave to return in order to 
measure distance. They are widely used in both 
industrial and hobby circles and come in different 
form factors. A simple everyday day example of the 
technology is reversing sensors on modern cars. 

They are cheap but they lack accuracy in a real 
industrial environment because they can count 
employee hands. In order to avoid these faults in the 
design of the software driver a filtering mechanism 
must be incorporated and for better results additional 
sensors must be installed in order to measure from a 
different angle. The computational needs are quite 
small even if you connect a large number of sensors 
in a small CPU.  

 
 

4.5. Camera based Sensors 
 
A camera can be paired with a smart controller to 

detect patterns, shapes or colors, to detect objects 
entering a storage area. The camera could be trained 
to watch for a distinctive feature of the object, for 
instance a branding logo, a characteristic shape or a 
specific color. With the appropriate software 
processing, cameras could be extremely accurate and 
can cover a large area.  

Yet, they are a complex solution since cameras 
are an expensive and sensitive component and they 
would need a more powerful CPU to process images 
while also being susceptible to environmental 
changes, such as lighting. The human factor plays a 
good part; working personnel can block them which 
means that for a given area more than one camera 
should be installed. The images from the different 
angles must be then processed for an aggregated 
outcome to be reached. 

 
 

4.6. Switch Technologies 
 
The usage of simple mechanical switches 

positioned in a way that they switch and count 
objects as they enter or exit the storage area. They are 
scalable; you can place one in each entry/exit or an 
array of switches to reduce the chance of false 
switching and infer direction and the feature of 
redundancy in the system. 
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An interesting aspect is a rotary encoder to detect 
direction as well as actuation. Switches are reliable 
and simple, proven in industry and a very cheap 
solution. Since they require power only when 
activated, they consume minimum power. Although 
they cannot differentiate between object and detect 
false positives if placed in clever way they can 
minimize such occurrences. They are easy to install 
and replace. The CPUs that will interface the 
switches can have low processing power making 
them ideal solution for WSN nodes. 

 
 

4.7. Magnetic Switches 
 

These can be described as small, mechanical 
switches encapsulated in a small glass or plastic 
enclosure, activated by changes in the magnetic field. 
They are more reliable and space efficient to the 
simple mechanical switches and are used in industrial 
applications. They are cheap, however could be 
fragile especially the ones with the glass enclosure. 
From the computational perspective they have 
exactly the same advantages with the mechanical 
switches. 

 
 

4.8. Hall-effect Switches 
 
They come in the form of integrated circuits, also 

activated by changes in a magnetic field. They are 
smaller and more sensitive than the magnetic 
switches and therefore can achieve better 
performance. They are available in analog and digital 
form providing higher resolution and can detect not 
only presence but also distance and speed (through 
change). Also proven in industry, they add a degree 
of complexity compared to other solution since they 
are an electronic component with power and 
enclosure requirements. 

 
 

4.9. Optical Sensors 
 

There are various types of optical sensors, two of 
which are applicable in our domain of interest. The 
first are Interrupt Beam type sensors, where the 
transmitting beam and receiving sensor are placed 
opposite each other. When the object passes the beam 
the interrupted beam would cause a switch. 

The other choice are reflected Beam type Sensors, 
where the transmitter and receiver are next to each 
other and the changed angle of the reflected beam is 
detected when an object passes through it. 

Optical sensors have no mechanical parts, so 
virtually there is no wear. They have many industrial 
variants that are well proven and can be easily 
simplified to a light source and photodiode. They 
may have very small form factors. Their performance 
though, may be erratic not be able to detect different 
opacities or false positives. 

4.10. Strain Gauge 
 
Load cells are a practical application of Strain 

Gauges. Ultimately, they measure weight; they 
consist of an array of piezoelectric materials that 
generate a voltage proportional to the stress applied. 
There exist three types worth considering: 

a) Bending Beam; 
b) Shear Beam; 
c) Pancake Cell. 
This solution would be the most accurate 

representation of how many objects are in a storage 
area if these objects have uniform weight. Since it 
counts objects individually, it would have the least 
number of false positives. They are in cheap price if 
bending or shear beam but they need to be 
customized for different products. The measured 
values though have low sensitivity in low 
temperatures and humidity and self-temperature 
compensated techniques should be used to avoid this 
problem. Usually an analog input from the CPU is 
need which means that low end processors can be 
used for this range of sensors. 

 
 

4.11. Barcodes 
 
A barcode is an optical machine-readable 

representation of data relating to the object to which 
it is attached. Originally barcodes systematically 
represented data by varying the widths and spacing of 
parallel lines, and may be referred to as linear or one-
dimensional (1D) [11]. In order to use barcode 
sensors extensive rework must happen to the 
mechanical part of the system in order the items to 
leave from a particular exit and with a certain 
orientation so that the sensor would be able to 
identify them correctly. The shape of the object that 
needs to be counted plays a significant role, 
rectangular objects are easier to be counted while 
rounded objects (e.g. bottles) can create big problems 
in the system because they rotate during the loading-
unloading from the shelf. The implementation of the 
sensors is not a trivial issue but middle range 
microcontrollers have the necessary processing 
power to cope with the algorithm of the barcode 
decoding [12].  

Another solution is to buy an off-the-shelf 
barcode reader and interface through the serial port 
with a low end microcontroller. This approach 
reduces significant the development cost since the 
integration is quite trivial. 

 
 

4.12. QR Codes 
 

A QR code [13] consists of black modules (square 
dots) arranged in a square grid on a white 
background, which can be read by an imaging device 
(such as a camera) and processed using Reed–
Solomon error correction until the image can be 
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appropriately interpreted; data is then extracted from 
patterns present in both horizontal and vertical 
components of the image [12]. The need for a camera 
in order to capture the image makes the technique 
expensive, while the algorithms in order to decode 
the QR code are quite sophisticated [14]. The same 
issue with the shape of the object that we described in 
the Barcode section exists here as well.  

 
 

5. Case Study  
 
This research is currently investigating the 

applicability of the above solutions using as a case-
study shelves in which objects embedded in a 
cylinder shaped boxes are stored. Placing them inside 
a cylinder box ensures uniformity and eases stock 
control. Moreover it is a shape that is compatible 
with switches, capacitive arrays, QR code and optical 
sensors. 

Different shelves with the twelve sensors are used 
to measure their reliability, endurance, easiness of 
installation and sensitivity. 
 
 
6. Conclusions 

 
Table 1 presents in an organized format our 

findings which generated the following outcomes: 
1. Although some are relative to each other (e.g., 

QR and Barcode), the number of different available 
approaches makes evident that even in quite 
specialized situations, an optimum solution could be 
achieved exactly because of the sheer quantity of 
solutions. 

2. Cost does not appear to be a forbidding factor 
for any of the technologies, but the application 
complexity can grow when advanced technologies 
are selected (e.g. QR) or careful calibration is needed 
(especially if the system has multiple sensors).  

3. Switch-based approaches seem to be the most 
suitable when cost and simplicity are the main 
requirements and have the lowest installation cost 
due to the minimum requirements for cabling and the 
reduced power consumption. 

4. Sensors are available in three forms, namely, 
mechanical, magnetic mechanical and half-effect 
providing different levels of sensitivity. 

5. As Internet of Things (IoT) grows in 
importance, choosing the right technology of sensor 
to link to the communication module of an IoT 
device will also be pivotal. Simple solutions have a 
significant advantage because can be easily 
integrated in existing wireless IoT solutions (e.g. 
Redwire with Contiki OS). 

6. All of the solutions we have investigated do not 
have any significant network requirements because 

the processing take place locally in an embedded 
platform and just disseminate the results through the 
network to a gateway. Possible workarounds where 
the local nodes do not process the information but 
they transmit it to a central server for further 
processing have been explored but abandoned 
because they create a significant communication 
overhead due to the amount of data that have to be 
transmitted especially in the camera based sensors. 

7. Power consumption and durability plays a 
major role because the hardware usually is installed 
in harsh conditions and maintenance is difficult to 
take place.  

8. Software drivers that we implemented, for 
similar sensor technologies, can be reused with 
minimum re-development cost. 

9. Redundant solutions are difficult to be 
implemented when the sensors need extensive 
rewiring and external power due to the limited 
amount of space on the shelves. 

10. Wired and wireless communication means 
with the gateway was explored but wireless 
communication is more appropriate due to the lack of 
any cabling between the sensor and the gateway. 

11. Mechanical switches suit better. They perform 
better in the sense of minimum cases of false 
positives and false negatives especially when they are 
used in numbers to verify each other’s triggering. 

12. The capacitive arrays also provide accurate 
measurements however their installation process is 
longer and need to be refitted for every new shelf. 

13. The optical sensors require the usage or 
development of extra software to filter out hand 
movements of the hand placing objects in our out of 
the shelf. 

14. The QR and barcode choices need special care 
from the user to scan the code and from the system to 
give feedback (e.g., sound). 
 
 
7. Future Work 

 
In this work we assessed the suitability of twelve 

different types of sensors for gate input/output 
control of simple regular-sized items As requirements 
and their gravity vary on each application, there is no 
single preferred solution. It is remarkable however 
how technologies of diverse orientation could be 
applied to solve a single problem. 

Current and future research work involves not 
only the further specification of the assessment 
factors but the application of techniques, such as 
fuzzy logic with sets associating factors and sensors 
and different fuzzy rules to apply in order to get a 
qualitative or quantitative marking. This will enable 
to objectify the suitability of every sensor technology 
for specific application needs.  
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Table 1. Synopsis of Sensors and their features. 
 

Sensor Cost Install 
effort 

Industry Power Form Robustness Reliability Software/ 
Hardware 

Capacitive L M-H 
Bottling and 
Manufacturing plants 

H L-M H H L 

Capacitive 
Array 

L H None H L-H M Unproven M 

Inductive L M-H Manufacturing Bottling L L-M H H L 
Ultrasonic L–M M Diverse M L-H L-H H L 
Optical 
Interrupt 
Beam 

M-H M 
People Counting 
Bottling and 
Manufacturing plants 

M M H H L 

Optical 
Reflected 
Beam 

M-H M 
Bottling and 
Manufacturing plants 

M M H H L 

QR H H Diverse H M L-H 
High for 

certain shapes 
H 

Camera H H None H H L-H H H 

Mechanical 
Switch 

L L 
Diverse, Variety of 
equipment and 
applications 

L L L-H H L 

Magnetic 
Switch 

L L 
Diverse, Variety of 
equipment and 
applications 

L L L-M H L 

Hall-effect 
Switch 

L L 
Diverse, Variety of 
equipment and 
applications 

L L M-H H L 

Weight Load 
Cell 

L-H H 
Weighting scales, Mini 
Bar Fridges 

L L-H L-H H L 

Barcode M H Diverse H L-M L-H 
High for 

certain shapes 
H 

L: Low, M: Medium, H: High 
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Abstract: This paper presents an idea-phase introduction of a tactical level communication system (battalion 
and below). The introduced communication system utilizes Unmanned Aircraft Systems to ensure the message 
throughput and to receive and transmit large quantities of data requiring wide bandwidth. The introduced 
communication system enables utilizing different waveforms and frequencies when communicating by using 
Software Defined Radio. The discussed idea-stage solution relies on using Unmanned Aircraft Systems. 
Unmanned Aircraft Systems can be composed of Unmanned Aerial Vehicles acting as hub-stations to ensure 
secure communication and reliable data transmission as regards wide bandwidth transmission to base-stations. 
This article focuses on the use of Unmanned Aerial Vehicles as part of Unmanned Aerial Systems. This paper 
introduces possibilities to benefit from Service Oriented Architecture when optimizing the use of Unmanned 
Aerial Systems. The need for timely and accurate analyzing of the increasing amount of Situational Awareness 
and Common Operational Picture – related data collected keeps looming large in the battlespace. Similarly, the 
type and amount of different waveforms and frequencies also keep increasing. Software Defined Radio with its 
Graphic User Interface application, as discussed in the Results section, may offer one way of freeing the hands 
of a warrior to handle his or her firearm instead of a myriad of communication devices while in combat. This 
paper briefly looks at communication enabled by using swarms of Unmanned Aerial Vehicle and Self 
Organizing Networks in a military context and provisionally examines what testing and creating such a system 
would require and does so only at an early idea phase of a concept development process. Copyright © 2015 
IFSA Publishing, S. L. 
 
Keywords: Unmanned Aircraft Systems, Unmanned Aerial Vehicles, Self-Organizing Networks, Software 
Defined Radio/Graphic User Interface. 
 
 
 
1. Introduction 

 

This paper presents an idea-phase introduction of 
a tactical level (battalion and below) communication 
system to be used by a tactical end-user performing 
in a battlespace. The idea of the new communication 
system has been introduced earlier in [1]. As this 
paper’s contents represent an early idea stage of 
concept development, the system drafted and its 

features described have neither been operationalized 
nor field-tested as described in [1]. When creating 
any new functional system, the first step of the 
development process concerns outlining an idea of 
what a functioning system necessarily needs to 
comprise. This idea phase of a concept development 
process turns into a fully-fledged concept with 
operationalized features to be tested once the end-
user devices discussed in this paper have first been 

http://www.sensorsportal.com/HTML/DIGEST/P_2599.htm

http://www.sensorsportal.com
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brought into being. Testing the devices described in 
an environment similar to what the paper outlines 
requires resources, i.e., political decisions allowing 
funding, personnel, and time. Any testing in lab 
conditions becomes impossible as no combat settings 
can be neither operationalized nor modelled in 
laboratories. The overall communication topology in 
the battlespace is challenging from the perspective of 
connectivity. The layout of the communication 
system can be introduced as depicted in Fig. 1.  

 
 

 
 

Fig. 1. Composition of network systems  
of Battle Management Systems. 

 
 

The key issue in modern warfare continues to be 
communication. Without communication there are 
neither coordinated operations nor success. High 
Data Rates (HDR) are needed for the type of data 
necessary in Battle Management Systems (BMS) and 
in Command Posts (CP) where operations are 
commanded and controlled and orders issued 
onwards for tasks to be executed by lower echelons. 

Military environment is challenging also from the 
perspective of communications. Hostile military 
environment possesses challenges of several types 
for the need to communicate. First of all, the 
communication environment, a battle zone, is hostile. 
An adversary party tries to deny the free use of the 
frequency spectrum. Similarly, attempts of jamming 
the adversary’s communication devices are typical of 
military actions executed in different frequencies and 
waveforms in the battlespace. Secondly, the soldier 
operating in a hostile territory using Cognitive 
Radios (CR) needs to establish mutual contact by 
using CR equipment to forming an ad hoc network. 
The challenge to create a functioning network in this 
case is exacerbated by the likely lack of accurate 
knowledge of the usage patterns of a radio spectrum 
in the hostile territory. If we compare this situation 
with a civilian case, where the frequencies and 
platforms are known in advance, the challenge in the 
military case has to be solved somehow in order to 
create a functioning communication network. 

This paper introduces the challenges of the Future 
Force Warrior from the perspective of a consumer of 
communication services. This issue is essential  
for both the research community and the relevant 
industry. Once problems are pointed out, the process 
of finding solutions is easier. This paper presents one 
solution for how to facilitate fighters’ need  
for constant capability to communicate in the 
battlespace. 

This paper examines tactical level military 
operating referring to commanded tasks being 
executed at the level of company and below. Both 
soldiers and commanders of any kind are dependent 
on radios to execute missions. A single soldier relies 
on radio communication in order to be commanded. 
This asks for a reliable communication tool and a 
robust ubiquitous network system that allows for 
precision and minimized collateral damage. A 
battlespace can be understood as an environment, 
where operations are being executed including land, 
sea, air, underwater and cyber operational 
environments. Warriors, sensors and Unmanned 
Vehicles (UVs) of several types operate and 
communicate in the versatile, constantly changing 
battlespace. As indicated in [2], militaries are using 
sensors as part of their battlefield strategy. As 
mentioned in [2], the integration of data collecting 
capabilities is in an essential role in expanding the 
communication platform capabilities. The key issues 
involve collecting the data, analyzing these data, and 
forwarding the analyzed data reliably and in an intact 
form to the end-user, a Future Force Warrior (FFW). 
Networks have to be organized to cover the needs of 
the end-user at all levels, as explained in [3].  
Issues such as Quality of Service (QoS) and  
Speed of Service (SoS) are seminal in tactical 
communications [3]. 

Militaries concentrate on sustaining and 
developing their capability to communicate in a 
battlespace. To optimize performance, a Future Force 
Warrior needs only one communication device, 
which can be Software Defined Radio (SDR) for the 
reasons listed. First, one communication device 
covers all the communication needs of an FFW 
instead of him or her needing to use several 
communication devices. The focus of the FFW has to 
be in fighting. This means that an FFW keeps his or 
hands around the weapon, monitors the threats in the 
battlespace and fights. Secondly, mobility- and 
action-critical matters from the perspective of an 
FFW, such as size, weight, and power and cost 
(SWAPC), are relevant. Thirdly, one power source 
should cover the need of communication devices 
instead of several sources (i.e., power source for 
radio and Personal Digital Assistant). Lastly, one 
communication device will ease the communication 
burden of an FFW and he or she can focus on the 
main functions: to monitor the environment and fight 
to survive. Present military communications are 
based on combat net radios (CNR), dominated by the 
enhanced position location reporting system and the 
single channel ground and airborne radio systems. 
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This means that the varying levels of tactical 
communication can comprise several actuators. The 
distances between the communicating elements can 
vary from only a few meters to tens of kilometers and 
more. Tactical communication utilizes unmanned 
vehicles, drones and satellites acting as hubs or relay 
stations. The term tactical refers to the operative 
capabilities of a given military force. For example, a 
maneuver, which is tactical for the U.S. Army with 
its special forces, can be an operative maneuvre for 
an army smaller in size and its operative capability. 

The basic problem in communication is that the 
High Data Rate gives shorter range in 
communication (e.g., 4 × rate = ½ range). Therefore 
we have to solve this problem with different means 
than just increasing the data range with increased 
transmission power. Despite the system 
characteristics, the communication system for 
military use in lower echelons (i.e., companies and 
below) has to fulfil the requirements of operational 
security, coverage, connectivity and Low Probability 
of Detection (LPD) and Low Probability of 
Identification (LPI). Military operations are 
dependent on covert high-speed networks, which also 
represent functional requirement of modern infantry 
and special operations warfare [4]. 

This paper introduces an idea-phase solution for 
utilizing a swarm of Unmanned Aerial Vehicles 
(UAVs) and SDRs. Swarms of UAVs can be 
recognized as parts of Unmanned Aerial Systems 
(UAS). The swarm of UAVs is seen as a platform for 
a communications system, in which the distances 
between the UAVs must be short to ensure the 
message throughput in a hostile communication 
environment. This aims at ensuring a reliable data 
exchange process and fulfilling the requirements of 
LPD and LPI. 

SDRs are used by FFWs performing at the 
tactical level and also embedded into each UAV to 
ensure a reliable data exchange process. The swarms 
of UAVs in this system are in a central role to ensure 
the message throughput in a case when one or several 
UAVs are destroyed. Once a UAV becomes 
incompetent to act as a relay-station, a neighboring 
UAV takes over its functions and, with the assistance 
of Self-Organizing Networks (SON), the routing of 
communication can be reorganized and ensured. 

This paper is organized as follows: Section 2 
discusses Unmanned Aircraft Systems (UAS), when 
Section 3 concentrates on the use of Service Oriented 
Architecture (SOA) in military operations. Section 4 
focuses on Military Communication Environment, 
Section 5 deals with the Challenges of FFW, 
Section 6 talks about SDR, and Section 7 looks into 
Universal Software Radio Peripheral (USRP). 
Section 8 concentrates on explaining the idea of 
Cognitive Radio (CR). Section 9 discusses the 
significance of a Graphic User Interface, and 
Section 10 introduces the proposed communication 
system. Section 11 comprises discussion and 
Section 12 presents the results. Section 13 concludes 
the paper. 

2. Unmanned Aircraft Systems  
 
In the light of recent development concerning the 

technology of Unmanned Aircraft Systems (UAS), 
most Unmanned Aircraft Systems tend to be 
designed for military purposes [5]. Military 
operations executed with the assistance of UAS 
require that the flight plan be tailored to meet the 
needs the mission to be accomplished. UAS solutions 
rely on waypoint - based control systems unless the 
UAS are remotely piloted. In this paper, the use of 
UAS is based on the flight-plan which is generated 
with the assistance of Service Oriented Architecture 
to gain the most optimal reconnaissance results from 
the designated Area of Interest (AOI).  

UAS are currently used primarily for military 
applications, but with the evolution of avionics 
technology, a market in civil applications keeps 
emerging [5]. Military operators can benefit from this 
evolution from the perspective of planning and 
optimizing the flight plan, payload and mission 
planning based on inventions available in the form of 
Commercial-Off-The-Shelf (COTS) products.  

As indicated in [6], the planning of sequences to 
automate the UAS mission management is in an 
essential role. For instance, in UAS Service 
Abstraction Layer, the following services need to be 
carefully planned: flight, mission, payload and 
awareness services. In addition, the processing 
systems of gathered data have to be planned. This 
includes accounting for real time data processing and 
storage services for the accrued data. Apart from 
serving as a tool in tailoring flight plans, SOA can be 
utilized in the processes concerning mission planning 
and data gathering. 

 
 

3. Service Oriented Architecture 
 
Being able to utilize Service Oriented 

Architecture in a military operation requires 
comprehending SOA’s capabilities and nature and 
being aware of the services available to allow for 
organizing a communication system to support a 
given military operation. 

SOA can be used in different phases of 
operational planning. The use of SOA supports the 
use of Unmanned Aircraft Systems in mission 
planning, in flight route planning and in the 
processes of accruing data from designated areas. 
When planning the detailed flight routes of 
Unmanned Aerial Vehicles, SOA can serve as a tool 
in optimizing the flight time, flight altitudes and the 
holistic process of data accruing. Also, SOA can be 
benefitted from in the process of data mining and 
data fusion when the accrued data have been 
successfully collected. 

When needing to affect the sequencing and pace 
of events in the name of increasing efficiency, SOA 
is needed as an accelerator. This means that using 
SOA makes the planning process efficient by saving 
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time as redundantly layered tasks and processes may 
be omitted. In a successful military operation assisted 
by SOA, the end result can equal an operation with 
minimized instances of collateral damage and 
fratricide. Moreover, a successful operation means 
efficient use of resources (ammunition, troops, 
vehicles, medical support and time). Thereby SOA is 
viewed as an aid for a military commander in the 
decision making process, for instance, when 
choosing Courses of Action (COAs).  

SOA enables organizations and entities to operate 
complicated systems and enhance interoperability 
and collaboration, see [7], and foster the reusing of 
components and interfaces. SOA can be used in 
service collaboration. With the correct framework, 
SOA allows publishing services in a service registry 
and exchanging data through the Simple Object 
Access Protocol (SOAP) [8]. SOA offers an 
adjustable solution for systems integration, 
applications, protocols, data sources and processes to 
form a cohesive system that supports the execution of 
critical BPs [9]. SOA can be used as a collaboration 
tool in crises management and military environments 
if the challenges of real-time SOA [10] are solved. 

In Network Centric Warfare (NCW) contexts, 
SOA has been recognized to act as an enabler of 
services. SOA is an architecture style that  
encourages loose coupling between services to 
facilitate interoperability and the reuse of existing 
resources as described in [11]. SOA serves as a tool 
in enabling agility to handle the changing dynamic 
evolution needed in network enabled capability, see 
[12]. The concept of NCW can be viewed as an 
integration of assets to meet a mission objective, as 
discussed in [12]. 

 
 

4. Military Communication Environment 
 

Military communication environment differs 
from its civilian counterpart. Any civilian 
communication environment tends to be non-hostile 
and its features thoroughly known in that the 
transmission distances, frequencies and waveforms 
used are common knowledge. In contrast, the 
military communication environments are part of a 
battlespace and abound in uncertainties in 
connectivity and latency may vary uncontrollably 
due to incessant hostile electronic warfare attempts. 
Communication break-down in a battlespace 
typically results in compromising someone’s life. 

A given battlespace comprehends also the 
communication environment, in which war is waged. 
Military frequencies tend to be mandatory and 
always commanded from higher echelons in order to 
control the electromagnetic spectrum most 
effectively from the execution perspective of own 
military operations. 

Military troops equipped with varying end-user 
devices transform the battlespace of 21st century into 
network centric warfare with Network Centric 
Operations in a central role. SDRs will provide a 

flexible tool suited for the changing military 
environments in that they allow versatile 
communication in the battlespace [13]. In a 
constantly changing battlespace the commanded 
troops can be mobile or static. Often the 
communication tools, end-user devices, are handheld 
and lightweight. A ground level military performer, 
soldier, has to be able to communicate also via 
satellites in order to contact higher echelons, for 
example, when executing special operations in rocky 
terrain. The size of the used system, together with its 
weight, power and cost (SWAP-C) become vital 
from the perspective of the system user and provider. 

For the end-user, to be able to cover multiple 
battlespace scenarios, the simultaneous requirement 
of communication requirements such as voice, video 
and data together with the capabilities and megabit 
bandwidths set design challenges. Moreover, to 
sustain secure communication by means of the end-
user devices, new military waveforms have been 
designed to fulfil the requirements of the end-user, a 
soldier. An example of such waveforms suitable for 
an SDR-based system implementation is WiMAX 
802.16e, which has been modified to operate in the 
military frequency range of the NATO UHF band of 
225 – 400 MHz [14]. 

A future military SDR-platform should support 
multiple radio frequency frontends. Depending on 
the available and sufficient frequency bands, 
different frontends could be installed. The flexible 
use of different frontends and waveforms enable 
finding a suitable system configuration for all the 
planned operational scenarios. The next generation 
SDR-based platform should enable at least the 
following benefits for tactical networking: First, 
mobility support for mobile ad hoc network 
(MANET). Second, sufficient communication 
capacity must be guaranteed at the tactical level, this 
is a minimum throughput of 1 Mbps to support 
mobile user. Third, from a perspective of life cycle 
management, a SDR platform must be independent 
from the waveforms and frequencies used. Fourth, 
communication flexibility has to be ensured with 
radio frequencies in SDR frontends and with used 
waveforms. Fifth, interoperability with national and 
coalition waveforms has to be granted [14]. 

In a civilian communication environment an end-
user can benefit from reliable and fast 
communication, high throughput of messages, issues 
of low latency, the constant capability to 
communicate, adequate bandwidth, good Quality of 
Service (QoS), and Speed of Service (SoS). Civilian 
communication systems offer the possibility to 
benefit from constant power supply or the capability 
to recharge the battery of the used communication 
device when necessary. The communication process 
usually suffers from only slight if any hostile 
interference or jamming. 

Communication systems utilized in a military 
environment can confront all types of interferences. 
These include jamming and all means electronic 
warfare with a constant threat of becoming 
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annihilated by the adversary if a communication tool 
has been detected, pinpointed, and placed in the 
targeting process to be destroyed. Table 1 lists the 
differences between civilian and military 
communication environments. 

 
 

Table 1. Differences between civilian and military 
communication environments. 

 

Characteristics of 
Communication 

Military 
communication 

environment 

Civilian 
communication 

environment 
Free use  
of spectrum 

Restricted More possibilities 

Latency 
Varying, 
sometimes high 

Typically low 

Energy 
Limited, hard to 
recharge 

Possibility to 
recharge fast 

Hostility High Low 
Jamming Possible Low 
Adequate 
bandwidth 

Limited, altering Typically high 

Limitations in use Often restricted No limitations 
 
 
As Table 1 indicates, in a military communication 

environment the characteristics of communication 
involve restrictions and constant uncertainty due to 
hostility in the battlespace. 

 
 
5. Challenges of the FFW 
 

The following overview lists six challenges 
which have been identified within the military 
community. The writer has encountered these 
challenges while conducting research on related 
issues, such as a nationwide Company Attack Study 
performed during 2004 – 2007 in Finland. The first 
challenge is related to the main task of a fighter: the 
main task of an FFW is to fight in performing the 
given mission. This means he or she has to monitor 
the environment to stay alive and to be able to 
execute the commanded tasks. He or she engages the 
enemy with all the weaponry available. This also 
means that the FFW relies on connectivity and 
capability to communicate at all times. The constant 
connectivity poses the second challenge. Mission 
success requires the capability to transmit and 
receive data and commands. The constant 
communicating ability requires that a single warrior 
be capable of acting as an executor of an operation, 
or a military commander at some level. Connectivity 
remains the key. Some sort of a network must be 
available at all times. Location data and commands 
can be forwarded only by means of a functioning 
network and a reliable hand-held or soldier-mounted 
communication device. 

The third challenge is linked to the usage of 
warrior platforms. A warrior platform consists of 
several subsystems and their control units. For 
example, the systems can be controlled via a wrist-

worn user-interface presented here. All the 
communication controls can be easily and rapidly 
found from the wrist-held device which is embedded 
onto the arm and acts as a supporting hand when 
using a personal firearm. Contrary to a visor-
embedded system, this wrist-held device does not 
hamper viewing the environment with a constant data 
flow. Fig. 2 features a wrist-held device. 

 
 

 
 

Fig. 2. A wrist-worn control system into which SDR  
can be embedded [1]. 

 
 

The fourth challenge involves the number of 
networks and data sources on which an FFW relies. 
If the communication network or operating unit 
malfunctions, FFWs get in trouble because they lack 
the necessary resources either because of the 
different frequency of waveform used or the network 
becoming out of coverage. This slows down a single 
FFW and usually harms the whole military operation. 

The fifth challenge equals the access to different 
types of Battle Management Systems (BMSs). BMSs 
support the efficient utilization of military units at all 
levels. The access process into a BMS requires more 
bandwidth than using voice and text messaging when 
issuing commands. Fig. 3 features BMS. 

 
 

 
 

Fig. 3. Soldier Systems linkage into Battle Management 
Systems [1]. 

 
 

This sets more bandwidth demands for SDRs 
used. The data may surface in varying waveforms 
and frequencies. In order to benefit from BMSs, the 
location and identification of friend or foe  
are relevant. These data are needed from the 
battlespace to ensure the effective use of different 
weapon systems. 
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Systems related to location data and identification 
systems keep improving. The command and control 
capabilities necessary for units serving at battalion 
level and below are provided by means of BMS. 
Present combat net radios can only be seen as 
beneficial tools in supporting geographical based 
situational awareness. When several operational 
BMSs are integrated, it is possible to maximize the 
amount quantitative and qualitative data for analysis 
purposes. This involves applying the concept of 
System of Systems (SOS) and utilizing robotic 
platforms. The sixth challenge is the type of a 
Graphic User Interface (GUI) of a communication 
device, which can be used for various purposes. 
GUIs can be utilized in creating the Situational 
Awareness and Common Operational Picture as well 
as for location services and for weapon selection 
process. Although one of the challenges is the variety 
of used waveforms and the bandwidths, they fall 
outside of the scope of this study. This paper 
discusses a possible solution for the listed challenges. 

 
 

6. Software Defined Radio 
 
SDR is a radio communication system in which 

components that have typically been implemented in 
hardware, for example, mixers, filters, amplifiers, 
modulators/demodulators, and detectors, are instead 
implemented by means of software on a personal 
computer or embedded system. Usually SDR can be 
programmed to support frequencies from 100 MHz 
to 6 GHz with using 130 nm Complementary Metal 
Oxide Semiconductor (CMOS) technology [15]. 
Depending on the system configuration, typically 
supported signal bandwidths can vary between 
700 kHz and 40 MHz or 200 kHz and 40 MHz, 
depending on the CMOS used [15]. In other words, 
SDR is a wireless communications system where the 
traditional hardware is replaced by software modules 
[16]. While the concept of SDR is not new, the 
rapidly evolving capabilities of digital electronics 
enable executing many such processes which earlier 
used to be only theoretically possible. 

Currently, most SDR related products and studies 
focus on analog communication and voice 
transmission. The SDR platform consists of Field 
Programmable Gate Array (FPGA) - based radio 
hardware and open source SDR software  
module [16]. 

The main features of SDR include:  
1) radio spectrum sensing;  
2) reconfigurable radio modules and  
3) link for digital data communication.  
These features form an important basis to 

accomplish Cognitive Radio technologies. 
The mobile devices can afford the high speed and 

complex computation owing to the advance in 
computing ability of the processor, such as Personal 
Digital Assistant (PDA), Smart Phone, or Ultra-
Mobile PC (UMPC). 

Most of these mobile devices equipped with  
WiFi, WiMAX or other wireless modules enable 
end-users to access services anywhere. The 
traditional hardware radio system comprises a variety 
of analogy elements such as filters, converters, 
modulators and demodulators. The hardware is 
expensive and has low compatibility with  
other components. 

The reason why SDR becomes increasingly 
popular is that it allows using SDR technology for 
realizing many applications relatively effortlessly in 
the integration of different components. The most 
used software architecture for SDR is the Software 
Communications Architecture (SCA), which is 
considered as the standard for military domain [13]. 
The novelty of SCA lies in the availability of SCA-
based tools to allow designers to create component-
based SDR-applications as assemblies of components 
and logical devices. When these types of systems are 
being created, the communication between the 
components and devices must be carefully 
orchestrated. In this process it is possible to benefit 
from the use of Common Object Request Broker 
Architecture (CORBA) [13]. 

When discussing SDRs, security issues must be 
considered. When new Software (SW) is being 
loaded, the consequent threat of having unauthorized 
and potentially malicious SW installed on the 
platform becomes possible, if security precautions 
have not been taken, by, for example, adding a digital 
and verified signature in the code before the new 
software is being transmitted. 

In order to successfully benefit from the products 
and performance of SDR, we have to focus only the 
performance produced via SDR. The added value 
from SDR can be seen via tactical communication 
requirements for the FFW operating in Battlespace 
which are: Situational Awareness (SA), Common 
Operational Picture (COP), Command and Control 
systems, identification friend or foe (cf. Fig. 3), 
(IFF)/Blue Force Tracking, capability to co-operate 
with UAVs and Unmanned Ground Vehicles (UGVs) 
and robots, data from sensor to shooter, Voice, 
Navigation, messaging, Imaging, Video, Security. 

One interesting possibility is to embed Radio 
Frequency Identification (RFID) system into SDR by 
using Quadrature Amplitude Modulation (QAM). 
The system has been explained in [17]. The 
identification friend or foe (IFF) process can be 
embedded as part of SDR functions. Fig. 4 features 
an IFF process. 

 
 

 
 

Fig. 4. Identification process Friend or Foe (IFF)  
in progress [1]. 
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By simply downloading a new program, a SDR is 
able to interoperate with different wireless protocols, 
incorporate new services, and upgrade to new 
standards. One solution is depicted below above 
while the process is introduced in Fig. 5. 

 
 

 
 

Fig. 5. RFID system with SDR [17]. 
 
 

As Fig. 5 indicate, by combining the Radio 
Frequency Identification tags and IFF –process it is 
possible to decrease the total mass of the gear a FFW 
carries. Similarly, this enables simultaneously 
decreasing the amount of transmission energy 
necessary for identification purposes. 

RFIDs can be sensitive to electromagnetic 
interrogation signal by nature and need little energy 
when responding once only a slight transmission 
signal focuses on them. Thereby the amount of 
response energy transmitted towards of the 
interrogator can be significantly small. This means 
Low Probability of Detection as regards the 
surveillance tools spread in the battlespace. Relevant 
for operational security purposes, the interrogation 
process remains undetected and discreet. 

 
 

7. Universal Software Peripheral Radio 
 
In Universal Software Peripheral Radio, we 

examine only the functionality of USRP. In doing so, 
we notice it offers more performance than its 
predecessor SDR. The technology used in USRP is 
located in the hardware implemented in frontend for 
sending and receiving waveforms. USRP offers 
different frequencies, bandwidths and frequencies for 
specific purposes. The USRP can be fixed to respond 
to the end-users’ requirements by selecting 
appropriate motherboards for controlling the 
frequencies and waveforms [16]. 

USRP can be divided into two parts based on the 
transmission path. These are the transmitting signal 
path and receiving signal path. For example, on 
transmit signal path, users can define the setting 
parameters by software on personal computer such as 
radio protocols, modulation types, frequency of 
spectrum modulation. Then the USRP receives the 
parameters, and FPGA executes Intermediate 
Frequency (IF) processing on Digital Up Converter 
(DUC) and Digital Down Converter (DDC). After 
the Intermediate Frequency process, users adjust the 
baseband to the frequency band selected before. 

The last step on USRP motherboard is that digital 
to analog (DAC) converts the digital signal into 
analog signal. Finally, the analog signal is 

transmitted to the antenna through the interface side 
on the daughterboard, as illustrated in USRP block 
diagram in Fig. 6. 

 
 

 
 

Fig. 6. Composition of USRP [16]. 
 
 

As Fig. 5 demonstrates, the composition of the 
introduced USRP system offers flexibility in using 
different waveforms and frequencies. The flexibility 
can be offered by different daughterboards which can 
be tailored to meet the requirements of different 
frequencies and waveforms. By changing and tuning 
the performances of daughterboards, the FFWs have 
improved communication devices as communication 
tools in a constantly altering battlespace and  
varying missions. 

 
 

8. Cognitive Radio 
 
When moving on towards the communication 

device suitable for an FFW, we have to take a quick 
glance at Cognitive Radio (CR). As widely known, 
Software defined Radio is a platform for Cognitive 
Radio [18]. Without going into the details of the 
technical structure or composition of CR, we focus 
on the listed and wanted end-products and 
functionalities of the CR from an FFW perspective. 

Cognitive Radio capabilities and functionalities 
include the following features. First, Spectrum 
Awareness (SAw), which means being able to detect 
quickly and robustly the presence of incumbent 
(preemptive) users to avoid causing interference. 
Second, Dynamic Spectrum Access (DSA), which 
means CRs will access the spectrum on an 
opportunistic basis. Third, Dynamic Spectrum 
Sharing (DSS), which means CRs must be aware of 
other CRs’ coexistence. Lastly, CRs are Spectrum 
Agile (SAg), which means that CRs should  
provide seamless operation over multiple channels. 
Also challenges related to adaptive coding, 
modulation and multi-access have to be solved as 
indicated in [18]. 

There is a long way towards CR, which meets the 
listed requirements. From the perspective of an end-
user, a consumer, an FFW, it is essential to meet the 
requirements listed. This also applies as regards the 
scientific community and the industrial community. 
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The necessary requirements have to be identified 
prior to being able to produce a wanted end-product. 

One solution for designing the suitable 
architecture and configurations for the future force 
radio communication device could be Software 
Communications architecture. SCA has been created 
to assist in the development process of SDR 
communication systems. SCA allows for waveform 
application software to be more easily ported across 
radio platforms. At the moment publicly available 
specifications can be found for SCA 2.2.2 and 4.0, as 
well as for SCA Appendices and SCA APIs. As a 
matter of fact, it is possible in next generation 
products to take full advantage of the following: 
First, SCA 4.0, which is to empower more freedom 
to do the SDR implementation. Second, 
Programmable SDR chip sets. Third, offering more 
efficient SDR development tools and use of more 
efficient higher level modelling methods. Fourth, 
adding a new approach to waveform portability and 
full utilization of SDR work done in commercial 
domain. Lastly, designers are focusing on developing 
of sophisticated RF front-end technologies. 

SOA-technology involves assisting processes 
performed in military operations. As indicated in 
[19], the SOA has been used to design and construct 
the CR systems. When an FFW can benefit  
from the possibilities offered by a successful 
adoption SOA, also in communication services, the 
result can be improved overall performance in 
military operations. 

Fig. 6 features how the data are gathered, 
processed, analyzed and then transmitted as 
commands to an FFW. If the data are correctly 
collected, analyzed and successfully transmitted to 
the performer, an FFW, the process of waging war 
can be improved and collateral damage minimized. 
Various battlespace sensors transmit data to a 
context-aware reasoning layer. In this layer, data are 
converted to context and an inference engine 
transmits the data to a ubiquitous main layer for 
analyzing purposes. The data are verified, analyzed 
and transmitted as information for the execution of 
the operation [20]. This process is depicted in Fig. 7. 

 
 

 
 

Fig. 7. Performance can be gained via successful data 
utilization [11]. 

Once the collected data have been analyzed, they 
can be forwarded to the military performers who 
need these data most. The transmission process has 
to be automated to ensure sustaining overall 
performance. 

 
 

9. Graphic User Interface 
 
A new type of communication device for an FFW 

has to fulfil the specific communication needs of an 
FFW. The communication system and the GUIs have 
to be defined to fulfil the needs. Fig. 8 features the 
actuators affecting the system definition process. 

 
 

 
 

Fig. 8. The idea of configuration of the future 
communication device [1]. 

 
 
According to results presented in [21], the 

visualization of events can improve the human 
capability to accelerate the Military Decision Making 
Process (MDMP) by offering necessary information 
in required time and understandable form. From the 
perspective of a consumer, an important role is set 
for the type of a GUI. A functional GUI is a means to 
present collected data, a control panel to access 
networks and guide UVs, a tool for a weapon 
selection process, and, of course, a communication 
tool for the entities of higher and lower echelons. 
Fig. 9 features one possible figure caption of a 
functional GUI. 

 
 

 
 

Fig. 9. A view of a Graphic User Interface [1]. 
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Apart from the mentioned facts, an FFW has to 
be able to access BMSs of various types and different 
databases with a new type of communication tool. 
Fig. 10 features one type of BMS where an FFW can 
be constantly connected to optimize the performance 
while executing tasks. 

 
 

 
 

Fig. 10. A view of a BMS [1]. 
 
 
Lastly, an FFW has to be able to control the 

systems embedded on his Battle Dress Uniform 
(BDU). Fig. 11 features the FFW’s electronic 
skeleton and its functions [22]. 

 
 

 
 

Fig. 11. A composition of a FFW’s electronic  
skeleton [22]. 

 
 
An FFW uses the control unit embedded into his 

BDU as an essential tool to control and monitor the 
functions of own gear. In Fig. 12, the controlling 
system is wrist-worn. 

By embedding all the control units of the FFW’s 
electronic gear into one wrist-worn controller, the 
number of controlling units can be decreased. This 
may increase the overall performance of the FFW as 
the FFW can find all the control units in one location 
instead of needing to separately control each 
different embedded system listed in Fig. 12. 

 
 

Fig. 12. An example of an FFW as a platform with selected 
gear [23]. 

 
 

10. A New Communication System 
 

As noted in [24], mobile ad-hoc networking of 
dismounted combatants is necessary as regards the 
future involving net centric operations. The amount 
and variety of data transmitted in the battlespace 
keep increasing. Issues such as bandwidth, type of 
waveform, frequency and security are only a few of 
the issues that have to be accounted for. Low 
Probability of Detection and Low probability of 
Identification remain critical in covert operations, as 
mentioned in [24]. Single UAVs are utilized as tools 
tailored for Special Forces and a system relying on 
Advanced Encryption System (AES) encrypted 
network with a range of 3 kilometers [21]. 

A new communication system is possible to 
create if we utilize the capabilities of SDR, swarms 
of UAVs, SDR and Self-Organizing Networks 
(SON) implemented in 4G networks. It has to be 
highlighted that in this system, SDRs are 
implemented in FFW gear and inside an UAV. As 
noted, SON aims to configure and optimize the 
network automatically, in a manner that the 
interaction of human can be reduced and the capacity 
of the network can be increased. 

The main functionality of SON includes the 
following: self-configuration, self-optimization and 
self-healing. SON is described as a part of  
3GPP LTE and it is a key feature for effective and 
automatic operation and maintenance (O&M)  
of 4G networks. Besides that, SON maximizes 
overall performance of network and reduces the cost 
of installation and need of management by 
simplifying operation and maintenance through self-
configuration, self-optimization and self-healing. 
SON also reduces the power consumption and results 
in reduced operational expenses and produces an 
environmentally friendly approach. Fig. 13 features 
the SON as seen in [25]. 
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Fig. 13. A composition of a SON implementation  
in 4G as seen in [25]. 

 
 
When a swarm of UAVs is utilized, the distances 

needed to communicate with an FFW-worn SDR 
must be minimal in order to ensure the message 
throughput in this system. 

Different types of data can be transmitted from a 
soldier to a higher echelon via an UAV. Security 
issues remain essential when dealing with UAVs 
utilized in Network Centric Warfare at a tactical 
level. This means opting for low transmission power 
and thus minimizing the chances of the UAV 
becoming detected, targeted, and destroyed. 

One possible solution for increasing the security 
of transmission is presented in [26]. When a secure 
transmission protocol is offered, the accrued data can 
be utilized also at the lowest level of operations, 
namely in the use of systems an FFW is composed 
of, the electronic skeleton, see [27]. When these data 
are available, instances of fratricide may be 
minimized with the system described in [28]. One 
possible solution to benefit from the use of UAVs is 
explained in [29]. 

When transmission distances remain short 
between the ground (FFW) and aerial stations 
composed of swarms of UAVs, the accrued and 
transmitted data can be better secured and 
requirements of LPD and LPI can achieved. When 
SON utilizes all the SDRs, those embedded into the 
UAVs and those embedded into soldier worn 
systems, this data exchange can be executed 
successfully and thus ensure that the data remain 
intact and coherent. Fig. 14 features the data-
exchange process via a command post and UAVs 
with the assistance of embedded SDRs into the 
mentioned entities. 

The swarms of UAVs will forward the data 
automatically via the network system created by 
UAVs. Demands of LPD and LPI can be fulfilled, 
because the transmitting energy used via the 
transmission protocols by means of UAVs  
remains low. 

 
 

Fig. 14. A data exchange process with the swarm  
of UAVs [1]. 

 
 

11. Discussion 
 
A military environment, battlespace, differs from 

a civilian environment. In battlespace both constant 
stress and uncertainty continue to dominate. The fear 
of losing one’s life prevails. An FFW has to monitor 
his or her environment when fulfilling the 
commanded mission and stay alive. The mental 
capacity of an FFW must be focused on the matters 
at hand. The lower the number of gadgets an FFW 
has to monitor, the longer his or her life with an 
increased possibility to continue performing. 

In the mission planning involving the use of 
Unmanned Aerial Vehicles as parts of Unmanned 
Aerial Systems, SOA needs to be utilized. The 
essence of the use of UASs and UAVs translates into 
enabling data gathering and acting as hubs for 
communication systems. In the planning process of 
the use of frequencies, bandwidths and waveforms 
available, the utilization of SOA comes in handy. It 
is worth paying attention to how the use of SOA 
results in optimizing the distribution of frequencies 
available in digitized battlespace and also in optimal 
use of transmission energy and gaining 
reconnaissance products, the data gathered. 

Militaries aim at developing SDR into a 
communication tool for all the troops at the tactical 
level. The process of embedding a functional SDR as 
part of military troops’ communication devices is 
still globally ongoing in militaries, with no  
existing, operationally fully functional end-user 
devices anywhere in combat use able to transmit 
large amounts of data in various waveforms  
and frequencies. 

Meeting the requirements of mobile users in a 
battlespace remains challenging. Issues related to 
SWAP-C have to be solved. One critical challenge 
related to military SDR use involves achieving 
sufficient computational capacity. This is a problem 
when processing wide-band high-bit rate waveforms 
consisting large amounts of data. In terms of  
SWAP-C, an FFW needs the selected communication 
end-user device to be reasonably tailored with 
optimally minimal total mass of a device, its batteries 
and recharging units. This means that Data 
Processing Units (DPUs) and Event Driven 
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Administrative and Control Components (EDACCs) 
have to be carefully selected and orchestrated to meet 
the operational requirements of the end-user [16]. 

The issues related to energy cannot be over 
emphasized. The energy requirement of a typical 
handheld device can be between a few hundred 
milliwatts [30] to few Watts [17]. The system 
specifications of the SDR are significant in defining 
the energy needed as well as the amount of data 
transmitted. Challenges related to operational 
security are essential in reconfiguring the  
SDR-systems, especially as regards software. While 
loading a new program, new waveform or new 
hopping sequence, issues of transmission security 
during the different uploading processes have to be 
guaranteed. If this part becomes neglected, the  
SDR will not act as a useful tool in own hands in net-
centric operations but rather becomes a novel tool to 
be exploited by the adversary. 

A communication system that serves fighters’ 
needs is crea if we utilize the capabilities of SDR, 
swarms of UAVs, SDR and SON implemented in 4G 
networks and combine them as depicted in  
Fig. 13. This means that an FFW’s end-user device, 
SDR, is connected with a swarm of UAVs via SON. 
The swarms of UAVs form an own data 
communication system in which the data 
transmission distances between UAVs are short and 
operationally secure. 

This in turn will fulfill the requirements of LPD 
and LPI. The described delicate system introduced is 
a new one and based on ideas that can be executed by 
utilizing existing Commercially Off-the-Shelf 
(COTS) technology. The system is not yet bullet-
proof and can malfunction for a number of reasons. 
Challenges related to creating the described system 
have to be solved to enable the function of different 
processes. The orchestration of the system can also 
fail because of intentional enemy action (jamming, a 
virus, a worm). The system needs to be equipped 
with an analyzing program, which indicates when the 
system functions properly before using the system. 
This asks for an easily replaceable and fault-tolerant 
system with inbuilt check-in routines. Otherwise, 
traditional methods in orchestrating services need to 
be adopted. 

The introduced system offers an access to 
communication processes, which are created to 
support command and control systems. An FFW 
relies on communication services. To enhance SA 
and COP, it is essential to have user-friendly GUIs of 
some kind for presenting data. As noted, time 
remains a critical factor in tactical-level operations 
and the main function of an FFW is to fight, not to 
spend time browsing different databases in search for 
vital data. 

Creating a new communication tool requires 
resources, such as personnel, time, money, troops 
and space to execute the use of the tailored device in 
pre-defined drills. The vendors and the end-users 
have to co-operate to create a functioning 
communication and control tool for the use of an 

FFW. In the development process, the use-cases and 
usage methods of SDRs have to be defined. This 
includes defining use-cases of operations, training-
scenarios, types and timing of operations, training 
practices, data gathering during the exercises, and 
After Action Reviews (AARs) together with 
debriefing-sessions for system designers and troops 
after implementing the training-scenarios.  

The system-creation process requires strict timing 
in a well-orchestrated series of field testing in which 
the system users and system developers have to 
attend the tests at the same time. The time required 
for field testing equals approximately a decade, the 
number of training drills necessary a hundred, and 
the number of military personnel committed to 
executing the drills a hundred. The complexity of the 
SDR system requires that a handsome number of 
designers and engineers from the vendor’s attend the 
drills, ideally one on one. The estimated funding 
requirements equal at least a 100 M€. However, only 
average ballpark figures can be estimated as the 
actual realized costs and their approximations would 
by default value be labelled classified. The number of 
personnel and funding required described in this 
paper rely on the experience accumulated over 
twenty years on active duty as a field-test participant. 
The military personnel, designers and engineers have 
to be fully committed to this work in order to achieve 
results. Table 2 below lists the identified resources 
needed for the described study. In order to create a 
feasible testing system, an amount of work equal to 
producing a dissertation is required. 

 
 

Table 2. Estimated resources required for field-testing. 
 

Types of resources 
required 

Vendor side Military side

Money 30 M€ 70 M€ 
Personnel 100 100 

Time for planning 2 years 2 year 

Time for testing the 
system 

5 years 5 years 

Time for evaluating the 
results and the system 

2 years 2 years 

Reserve time 1 year 1 year 

Total resources 
10 years and 

30 M€ 
10 years and 

70 M€ 
 
 
Table 2 features only a rough estimate. More 

precise data requires pre-planning for a period of 
twelve months. Different sources of funding, such as 
industrial and/or academic contributions of personnel 
and/or equipment, need to be estimated before any 
final estimation is doable. 

To sustain optimal performance, an FFW has to 
be able to use only one single device for command 
and control. This device can be an SDR with a GUI. 
This way there is only one single device,  
Software Defined Radio/Graphic User Interface 



Sensors & Transducers, Vol. 185, Issue 2, February 2015, pp. 7-20 

 18 

(SDR/GUI), for an FFW to communicate and use 
controls with instead of being exposed to several 
communication tools. Compared to a stable civilian 
environment, a military environment equals a 
constantly altering battlespace. An FFW has to be 
able to monitor the events in the prevailing 
environment instead of needing to update  
the status and monitor his or her command and 
communication tool. An FFW has to have hands  
on a weapon and be ready to act when necessary. If 
unable to do so, the FFW will become incapacitated 
by a splinter or a bullet. It is essential to  
enable an FFW to receive and transmit data with the 
assistance of SDR/GUI, into which SDR can  
be embedded. 

First, an improved SDR/GUI can act as a control-
station for all of the digital systems. This allows an 
FFW to focus on his or her main task, to fight. He or 
she can monitor the prevailing environment and use 
his or her weaponry in a time-critical environment. 
Second, an FFW can concentrate on one device, 
SDR/GUI, instead of monitoring several screens and 
displays. He or she saves time and can focus on the 
task commanded. Third, the control units of his or 
her own warrior skeleton and communication 
controls can be found from one communication 
device, SDR/GUI. The fourth challenge can also be 
solved by adopting SDR/GUI which will take care of 
the various networks and waveforms and switch 
automatically to the free and appropriate channel to 
transmit or receive data. 

The fifth challenge was a problem concerning the 
access to BMS via different communication tools. 
The problem is linked to the issues of bandwidth, 
frequency and waveform. The accessing  
process into BMS involves utilizing the  
performance provided by the SDR and SON.  
This means offering the frequencies, bandwidths and 
waveforms required from the fighters’ perspective. 
The swarm of UAVs serves as a secure and 
replaceable communication gateway for the data 
exchange process. This allows for keeping the 
transmission power low and transmission  
ranges relatively short. The Sixth challenge was 
linked to the GUIs. To comprehend the  
prevailing operational situation and a holistic list of 
events at a tactical level, an informative presentation 
of SA and COP is in an essential role. The presented 
system together with improved SDR/GUI  
can be seen as a feasible solution to solve all the 
listed challenges. 

 
 

12. Results 
 
The main result is an idea-phase introduction of a 

tactical level (battalion and below) communication 
system to be used by a tactical end-user  
performing in a battlespace. This article focused on 
the use of Unmanned Aerial Vehicles as part of 
Unmanned Aerial Systems operating in low level 
operations for accruing data for decision making and 

acting as hubs for communication purposes. As  
this paper’s contents represent an early idea stage of 
concept development, the system drafted and its 
features described can neither be operationalized  
nor field-tested. 

This paper described an idea-phase solution for 
utilizing Software Defined Radio (SDR) with 
Unmanned Aerial Systems (UAS) and discussed the 
system’s structure and functionalities. The 
description allows for creating a communication 
system which features Low Probability of Detection 
and Low Probability of Identification thereby 
hampering enemy action. As for advancing own 
capability, the proposed communication system 
offers wide bandwidth communication and, 
moreover, increased operational security as opposed 
to the conventional communication setting composed 
of fixed base-stations and different type of  
mobile users. 

As the described system utilizes Unmanned 
Aerial Systems (UAS), it offers a battle commander 
command and control tool which, properly and 
timely used, enables its users to draw from an 
extensive information network that remains utilizable 
in the battlespace. In other words, the described 
communication system represents a poor man’s 
satellite communication system in which UAS equal 
the base stations (sort of stallites) and FFWs are the 
end-users of the communication services in the 
battlespace. The proposed communication system 
propagates as its fundamental benefit the ability to 
rely only on one end-user device (SDR/GUI) instead 
of forcing the battle commander to have to use 
several communication devices. 

An FFW performs in a battlespace filled with 
ubiquitous networks and communication systems. He 
or she has to cope with actions involving humans and 
machines, such as databases and UVs. Equipped with 
a reliable communication tool, an FFW can perform 
tasks with improved speed and efficiency. Bespoke 
SDR can enhance the performance of an FFW by 
answering the defined challenges listed in Section 5. 

Fig. 15 features a possible view of a functional 
SDR/GUI for the FFW operating at low level 
(company and below) tactical operations. 

 
 

 
 

Fig. 15. An example of tactical SDR/GUI [1]. 
 
 
Tactical SDR/GUIs can serve as command and 

control tools offered for the FFWs. SDR/GUIs can be 
utilized as tools for possibly enhancing the overall 
performance of the soldier. An FFW needs only a 
short period of time to take a look at the SDR/GUI 
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and notice if something significant has changed in 
the overview. An FFW can concentrate on his or her 
main mission, which is to fight instead of constantly 
monitoring all the controlling units of his or her gear. 

 
 

13. Conclusions 
 
When moving towards tactical military 

SDR/GUI, the system presented requires funding and 
field testing to be able to create a functional end-
product. The rough estimate of the resources required 
is evaluated above in Section 12 and in Table 2 based 
on the experience gained in twenty years spent as a 
participant in different military tests. Automated 
systems and allocation of diminishing resources force 
militaries to consider the facilitated performance 
offered by means of exploiting SDR/GUI. The result 
could be an agile and modular military performer 
with ever-improved capabilities and SA completed 
with the capability to utilize the diminishing 
resources more optimally with decreased instances of 
collateral damage. 

Further work related to creating a functional 
system based on the idea-phase description outlined 
in this paper needs to pay attention to operational 
security issues of using software and hardware in a 
digitized battlespace. Issues such as adequate level of 
constant energy flow and protection against 
violations caused by electronic warfare must be 
studied, tested and solved before the adoption of the 
system in any type of operational use. 

The utilization of SOA can optimize the use of 
frequencies, bandwidths, the flight route planning of 
UASs and UAVs. When doing so, the end-result can 
involve saving operationally critical resources, such 
as time and energy. This may in turn result in saving 
lives of own troops and minimizing instances of 
fratricide. The process of accruing vital data from the 
designated areas may also enable receiving 
quantitatively and qualitatively improved data which 
are more easily and quickly utilizable. This results in 
an improved decision making process and increased 
executing tempo of military operations which may 
facilitate meeting the set objective efficiently.  

The introduced idea-phase description of a 
communication system aims at being battle-proof 
from the perspective of using a swarms of UAVs in 
particular in that it guarantees the usability of the 
system functionality as the swarms of UAVs can 
automatically recreate a functional communication 
network and maintain an adequate distance between 
each UAV in all the circumstances and situations: 
once a UAV is destroyed or shot down, it has been 
programmed to destroy itself mechanically and 
electronically. The remaining fleets of UAVs 
corrects the formation of flying UAVs automated, to 
maintain a functioning and reliable communication 
system to ensure the communication system remains 
intact. SON supports the communication system 
formed by the swarms of UAVs together with SDRs. 
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Abstract: Conservation of energy is one of the main challenges in designing a wireless sensor network (WSN). 
The reason is that these large scaled networks cannot be arranged, configured, or maintained manually. Thus, 
automated deployment and configuration are required. One important factor determining the total energy 
consumption is the network topology. This article evaluates the relation between the maximum distance (link 
lengths) between the nodes in a WSN and the total energy consumed. The optimal topology for the two most 
commonly used medium access control (MAC) protocols were found. A WSN based on a Time Division 
Multiple Access (TDMA) protocol is limited by the maximum available or allowed emitted radio power. Thus, 
the criterion for optimal link lengths is related to the expected number of transmissions over the links. By 
including the retransmissions over the links we found an optimal internode distance. A Carrier Sense Multiple 
Access (CSMA) based WSN, on the other hand, is limited by the consumed energy of the overhearing nodes. In 
an analysis including only the overhearing nodes, the link lengths should be as short as possible and the 
connectivity of the network limits the link length used. However, we found that in a sparsely populated WSN, 
the total energy consumption increased for shorter link lengths as they were decreased from the optimal link 
length. Copyright © 2015 IFSA Publishing, S. L. 
 
Keywords: WSN, Energy Efficiency, Multi-Hop Routing, Hop Length, Network’s Life Time. 
 
 
 

1. Introduction 
 

A typical wireless sensor network (WSN) 
consists of several battery powered autonomous 
devices. The devices are equipped with a unit for 
sensing targeted environmental attributes and a 
communication unit that enables communication 
with a designated node, that provide data collection 
(sink). The communication capability of a sensor 
node mainly serves two tasks: transmitting the  
sensor data generated by the node and relaying 
packets on behalf of other nodes. This article focuses 
on the transmission and transport of data packets 
through the WSN.  

The characteristics of the radio unit in a WSN 
differ from traditional radios. Many find it strange 
that the receiver consumes approximately the same 
amount of energy receiving (RX) a packet as the 
sender consumes in transmitting (TX) the packet. 
The reason is the low power emitted from the sender, 
as explained in [1-2]. The datasheet of the RF 
Transceiver CC2420 [3] verifies the statement. Due 
to the equality in energy consumption, it is very 
important to reduce the number of overhearing 
nodes. Overhearing nodes receive the packet from 
the sender, but they are neither the destination nor 
next hop node. However, they learn this after 
receiving the packet and analyzing the packet’s 
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Medium Access Protocol (MAC) address. The 
conclusion in [4] was that for a WSN using a Carrier 
Sense Multiple Access (CSMA) protocol the energy 
consumption in a WSN is dominated by the energy 
consumption in the overhearing nodes. In a WSN 
using time division multiple access (TDMA) protocol 
it was found [4] that the distance between two 
communicating nodes (the terms internode distance 
and link lengths are also used) should be as long as 
feasible. An alternative solution would be to include 
a relay node. However, this solution would increase 
the total energy consumption, as more energy is 
consumed during reception and retransmission. 

Our contribution is first the proposed function 
that relates the packet delivery ratio (PDR) and the 
distance between two communicating nodes. The 
function is based on observed results and it is further 
based on published results. Next, an expression is 
derived for the expected number of transmissions 
required along a path. Simulations are used for 
validating and comparing the statistical result. 
Finally, we analyzed a 2-D WSN. Following the 
randomly node deployment, a routing protocol 
defines the topology. The routing protocol had the 
core functionality of RPL [5] with an object function 
[6] that limited the candidate link according to a link 
quality requirement. We used the expected number of 
transmissions as the link quality requirement. Finally, 
the energy consumption in a WSN with different link 
lengths is found for WSN using CSMA and TDMA. 
We found that both protocols have an optimum 
internode distance. 

The novelty of the article is a more realistic 
function relating the packet loss probability and the 
node distance. Currently, most publications are based 
on a model where the packet loss probability is zero 
if the node distance is less than the transmission 
range, and if the mode distance is greater the losses 
are 100 %. The model is commonly referred to as the 
disk model. Although this is not a good model, it is 
used mainly due to a lack of alternatives. The second 
contribution is that the model is applied for 
determine the optimum link distance in WSNs using 
TDMA and CSMA. 

The paper first presents related works, and then 
the model for packet losses is introduced and applied 
for assessing packet losses over a single path. Next, 
the model is applied for a real WSN, where energy 
optimum link lengths are found for a WSN using 
TDMA and a WSM using CSMA. Finally, the paper 
presents the conclusion. 

 
 

2. Related Work 
 

Energy saving in WSN is vital for the operation 
of the network and many publications have assessed 
this issue. This article revisits the challenges 
addressed in [4]. In [4], no lower optimum 
transmission range was found for a WSN using a 
CSMA MAC protocol. Another result was that in a 
WSN using a TDMA MAC protocol, the 

transmission should be as long as possible and no 
upper limit was found. In addition to the related 
publications presented in [4], this section 
supplements related works.  

Several publications have addressed the topic of 
transmission power in WSN. The conclusion found 
in the survey [7] was that the transmission power 
should be as low as possible to reduce the energy 
consumption in overhearing nodes. This conclusion 
has been the starting point of several publications on 
transmission power control. Several earlier 
publications have, however, stated the opposite 
conclusion, as in [8]. It lists twelve reasons for 
having long internode distances (using high 
transmission power). One reason is that longer hops 
are more efficient as they are closer to the Euclidean 
distance between source node and sink. The same 
results are found in [9-10], where sparsely populated 
random networks were shown to cause long paths. 
Our simulation confirms these results.  

A general observation regarding transmission 
power and energy consumption in WSN is that the 
conclusion depends on whether the assessment has 
included all effects that determine the total energy 
consumption. The important effects are the physical 
radio, the link quality, the MAC layer, and the 
routing layer. Furthermore, the conclusion depends 
on the technology used, for example which MAC 
technology that is used. The conclusion of [8] is valid 
for a TDMA, but as the MAC layer is not included in 
the assessment the conclusion is not valid for a 
CSMA. However, the conclusion found in [7] is valid 
for CSMA as the overhearing nodes dominate the 
total energy consumption. 

Statistical analyses of WSN paths are presented in 
several publications [11-14]. Several of these articles 
consider path reliability under high traffic loads 
where the queuing of packets is included in the 
intermediate nodes. Our analysis is of WSNs with 
low traffic load, which is a valid assumption for 
many WSN that reports data at a low duty cycle.  

Another contribution of this article is the proposal 
of applying a Fermi-Dirac function for expressing the 
relation between PDR and distance between the two 
communicating nodes. The commonly used disk 
model is not realistic, even though it is very often 
used. Using our model we derive an expression for 
the losses along a path in a WSN. The model was 
also used in assessing an ordinary randomly 
deployed WSN. The Fermi-Dirac function was 
proposed as a function relating the packet losses and 
Receiver Signal Strength Indicator (RSSI) in [15]. 
Our proposal is to use this function for relating 
distance and PDR. 

 
 

3. Packet Loss Rate for a Link 
 

The performance of the individual radio links 
determines much of the overall network performance 
in a WSN. This section presents the fundamental 
performance issues related to a single radio link. The 
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radio used follows the characteristics of the RF 
Transceiver CC2420 [3].  

Some publications present measured performance 
of sensor nodes [15-18], like the PDR as a function 
of distance. The observed relation between  
packet loss and RSSI are presented in [15]. In [15], 
the Fermi-Dirac function is proposed as a  
function relating the packet losses and RSSI. Here, 
we propose to use the same function for  
relating the PDR and the distance between two 
communicating nodes:  
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Fig. 1 shows data extracted form [17] and the 
approximated function. The internode distance is x, 
and x0 and x1 are fitting parameters. The PDR1, for a 
single trial of transmitting a packet between two 
nodes is: PDR1(x) = f(x). The packet loss rate (PLR) 
is PLR1(x) = 1 – f(x).  

 
 

 
 

Fig. 1. Packet delivery ratio (PDR) as a function of 
distance between sender and receiver. The red dots are 

measured data adopted from [17]. 
 
 

Radio links are made more robust by 
retransmitting packets that are not acknowledged. 
However, the number of transmissions attempts has 
to be limited. Without an upper limit, a high number 
of retransmissions depletes the node’s energy and in 
addition, causes large, unpredictable delays over the 
links. Therefore, a maximum number, m, of 
transmission trials are permitted for each packet 
before the sender discards it. This means that the 
sender tries to retransmit the packet a maximum of 
(m-1) times. Based on the PDR1 for a single packet, 
it is possible to estimate the PDR(m) of a link:  
PDR(m) = p1*Sum[(1-p1)i, {i, 0, m-1}]  

 
mpmPDR )1(1)( 1−−= , (2) 

 
where p1 = PDR1, and the summation of the  
series is written using the notation:  
Sum[ai,, {i, 1, m-1}] = a1 + a2 + …+ am-1. Solving for 
packet loss rate, PLR(m), over the link:  
PLR(m) = (1- p1)m. 

4. Packet Error Rate for a Path 
 
A WSN is a two dimensional (2-D) network as 

shown in the example in Fig. 2.  
 
 

 
 

Fig. 2. A WSN with 100 nodes (blue dots), including the 
sink in the lower left corner. The paths are show as arrows. 

 
 

Each node, depicted as blue dots, may produce 
data destined for the sink located in the lower left 
corner. As can be seen in this example WSN, not all 
nodes were directly connected to the sink and they 
required help of neighboring nodes to relay their 
packets. The pattern of arrows was found by a 
routing protocol, where the forwarding link was 
chosen among a set of candidate links. Routing is 
explained in the next section.  

In this section, we present the results of data 
packet transmission along a single path. This one-
dimensional network (1-D network) of N nodes (and 
one sink) is illustrated in Fig. 3. In our assessment, 
the data-producing node, Node1, was to the left and 
the sink (the destination) was to the right. Between 
these two nodes were a number of relaying nodes. 
Their only task was to relay the data packet produced 
by Node1.  

 
 

 
 

Fig. 3. A path from source node to the sink represented  
as a 1-D network. 

 
 

Our goal was to forward a data packet using as 
little energy as possible. The comparison was 
between different node arrangements using different 
link lengths. We sought the node arrangement that 
consumed least energy. The only energy 
consumption that differed between the node 
arrangements was due to the difference in the number 
of packet transmitted and received (TX/RX). The 
network was designed according to common WSN 
principles where only the communicating nodes (that 
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is the current sender and receiver) were consuming 
TX or RX energy. Nodes not participating in the 
communication were in sleep mode. The number of 
packet TX/RX for a given node arrangement was 
proportional to the energy difference between the 
node arrangements. This is a commonly used 
comparison for example in [11]. The MAC protocol 
used in the 1-D WSN was TDMA. In TDMA, each 
pair of communicating nodes was assigned a time 
slot. The optimal node arrangement was found as the 
configuration that required least packet treatments. 
The assessment of the 1-D network was based on 
both a statistical description of the link  
performance and a simulated performance. The 
motivation for using both was to produce two 
independent comparisons. 

In order to illustrate the usability of the 
theoretical loss function, f(x), two arrangements of 
the nodes was used. The first arrangement had equal 
distance between the nodes and equal number of 
nodes in each calculation. The result, presented in 
Fig. 4, is for a single path of 50 nodes and one sink. 
The figure shows the required number of packet 
transmitted along the path from the first node to the 
sink. The node distance is altered and its value is 
presented as ratio to the 50 % PDR values given as x0 
in Equation (1).  

 
 

 
 

Fig. 4. Total number of packets transmitted from one 
source node to the sink along a path of 50 hops. The 

maximum number of transmission attempts (m) is varied 
from 5 to 30 as shown. 

 
 

The simulations presented in Fig 4 shows that as 
the node distance increase the number of transmitted 
packets starts to increase as the node distances 
approaches x0. Clearly, the total number of packet 
depends on how many transmission attempts are 
permitted over each link. The effect is clearly visible 
as the maximum permitted transmission attempts are 
increased. It is important to notice that as the link 
lengths increases beyond the distance critical 
transmission range, the number of transmissions 
found for the path is equal to the number of 
transmission attempts over the first link. The 
explanation is that the first node cannot transmit the 
packet to its neighboring nodes. However, it tries m 
times to transmit the packet. Even if this node 
arrangement is not realistic, it illustrates the 

important point of not treating each link independent.  
The second node arrangement is presented in this 

section. It was a path where the distance from the 
source node to the sink was fixed, thus making it 
more realistic. The distance from the source node 
(Node1) to the sink was Ltot. Ltot was a fixed 
parameter in this simulation. The distance between 
the nodes was Llink. Llink was assumed to apply for all 
inter node distances, except the last link to the sink, 
which may be shorter, as explained below. Given the 
distance between nodes (Llink), the number of nodes 
required to connect the source and sink was found as 
Ceiling [Ltot/Llink]. The Ceiling [x] operator returns 
the smallest integer greater than or equal to x.  

The expected performance of the 1-D network 
depending on Llink is: Short internode distances will 
have few retransmissions at each link, but the path 
will consists of a higher number of links compared to 
a path of longer internode distances. However, as the 
link distances approaches the zone of less quality, 
retransmission over the individual links starts to limit 
the gained benefit of reduced hop counts. In the end 
no packets get through, when the link distance causes 
disconnected links. Then the sender at Node1 only 
transmits the packet m times over the first link, 
before discarding the packet. The description given 
above is supported in the following statistical 
derivation of the expected performance.  

 
 

4.1. Number of Transmissions Along a Path 
Based on our Proposed Model  

 
The expected number of transmission (ETX) over 

a single link, allowing maximum m transmissions is: 
ETX(m) = (1-q1) Sum[{n q1

n-1}, {n, 1, m}] + m q1
m, 

using the notation q1 = PLR1. The summation gives 
the following result: 
 

1

1

1

1

-q

-q
ETX(m)=

m

 (3) 

 
The importance of not treating each link 

independently is illustrated in the discussion related 
to Fig. 4. Therefore, the throughput along the path 
depends on the probability of a packet reaching the 
intermediate nodes. The probability that a packet 
reaches node number z (Nodez) is: 

 
1

11 −−= zm
z )q(] P[Node  (4) 

 
However, the packet losses of the individual links 

were assumed statistically independent. Thus, the 
expected number of transmissions along the path is: 
ETXpath(N)=ETX(m)*Sum[(1-q1

m)(i-1),{i, 1, N-1}] 
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The performance of a 1-D network can be derived 
from (5). If only high quality links are used, PDR1 
approaches one (q1 approaches zero). Then the 
number of transmissions required is N-1, which 
equals the hop count. However, if disconnected links 
are used, PDR1 approaches zero (q1 approaches one). 
Then it is found from (5) that the number of 
transmissions equals the maximum transmissions of 
the first link, which is m. This is in accordance with 
the results found using simulation as presented in the 
next section. 

Fig 5 illustrates the average number of 
transmissions required to reach the sink from a node 
located 500 meters away. The parameter that was 
changed was the distance between the nodes. Both 
theoretical and simulated results are presented. The 
effect of discontinuous changes in the number of 
links appears as discontinuous changes in the number 
of transmissions. Fewer transmissions are needed 
when longer link lengths are permitted since fewer 
hops are required. However, poor link quality caused 
retransmission. This can be seen by the increase in 
number of transmission at link lengths above 
70 meters. The theoretical results are given by (5) 
while the simulation results were produced using the 
OMNeT++ [20] simulation framework and 
simulation models available in the MiXiM simulator 
[21]. To mimic a real world sensor node the 
theoretical and simulation were according to the 
CC2420 datasheet [3] and the IEEE802.15.4  
standard [19]. 

 
 

 
 

Fig. 5. Number of transmission as a function of node 
separation. 

 
 

5. Optimal Topology in a WSN 
 
The previous analyses established some 

fundamental understanding of the performance of 
packet transfer along a path subjected to packet 
errors. In this section, the performance of the 
individual links are used to find the optimal network 
configuration in terms of link length that minimize 
the total energy consumption in a two-dimensional 
(2-D) WSN. The comparison follows the method 
presented earlier where the performance is according 
to the energy consumption for different network 
configurations. The difference is presented in number 
of times packets transmitted and received (TX/RX). 

Here, all nodes, except the sink, generate data. This 
implies that the nodes are both data generators and 
some are also relay nodes.  

The simulation was done by randomly deploying 
the nodes in a 400×400 m2 area. The paths were 
established using a routing protocol (RPL) with ETX 
link quality criteria as presented in the introduction 
and a more detailed presentation will be given. Next, 
the difference between energy consumption is 
presented as the difference in the number of times 
packets had to be transmitted and received in order to 
get to the sink. The sink was placed, as shown in  
Fig. 2, in the lower left corner. The motivation was 
that we wanted to investigate the consequences of 
long paths. Each node arrangement was repeated at 
least 200 times in order to gain statistical confidence. 
The nodes were interconnected as the routing 
protocol determined which links each node should 
use to forward their data. However, not all node 
configurations produced a connected graph. These 
arrangements were not included in our results. 
Especially for the short maximum internode 
distances (producing sparsely WSN), it was difficult 
to produce a fully connected WSN.  

The number of transmission permitted at each 
link was introduced above as the number m. In our 
analyses of a single path, it was also pointed out that 
when link lengths become too large the end-to-end 
performance is compromised, as the packets do not 
get through to the sink. A low value for m would 
produce an optimum network with disconnected 
links. Therefore we used m=100 in our simulations. 

Before the number of TX and RX was found the 
nodes had to be arranged and interconnected. The 
nodes were arranged by randomly positioning them 
in the area. The next step was to interconnect the 
nodes using a routing protocol. Here, we used the 
selection criteria of the RPL routing protocol [5], 
with an object function that selected only links 
fulfilling the defined EXT requirement [6]. The 
requirement is given in the following text. The ETX 
was found from the proposed function relating PDR 
and internode distances and the ETX of the 
individual links derived above. Thus, this selection 
criteria and the random node positioning produced 
links with different lengths, but with an upper limit 
with respect to internode distance. This means there 
was a maximum link length (or internode distance).  

Different MAC protocols produce different 
results. Therefore, the two most popular MAC 
protocols were evaluated according to their 
characteristic performance as presented below. In the 
1-D network, it was assumed that only the 
communicating nodes were active. In our analyses of 
the 2-D WSN we used the same assumption. The first 
MAC protocol analyzed was a TDMA protocol, 
where the two communicating nodes were assigned a 
time slot. Time slots were assumed allocated during 
network establishment (as in, e.g., WirelessHART™ 
[22]). The overhead due to network configuration is 
not included in our assessment. The motivation for 
omitting this is that the total energy consumption is 
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determined by the long-term operation. Furthermore, 
several assumptions would have had to be made 
regarding signaling and initial connections.  

The second MAC protocol analyzed was a CSMA 
MAC protocol. In CSMA, all nodes in the reception 
area of the sender decoded the packet in order to 
determine if the packet was destined to them. Since 
all nodes in the sensing range overheard the 
messages, it was concluded in [4] that the 
transmission range (link length) should be as  
short as possible.  

Before the energy consumption results are 
presented, some observations are given regarding 
paths length in WSN. The reason for this discussion 
is that the characteristics of the paths in WSN 
determine the performance of the network. It was 
pointed out in [9-10] that short link length in 
randomly deployed networks results in long paths. 
This was clearly observed in our simulations.  
In Fig. 6, the maximum number of hops is presented 
for a network of 200 nodes.  

 
 

 
 

 
 

Fig. 6. The upper figure shows maximal hop count as a 
function of maximal permitted node distance. The lower 

figure shows the estimated probability distribution function 
(pdf) of maximal hop for a node distance of 45 m. 

 
 

The figure shows that the variation in maximum 
hop count is larger for networks using short link 
lengths. In addition, as illustrated in the lower graph 
in Fig. 6, the distribution of maximum length has a 
tail towards long paths. These long paths demand 
many transmissions in order to forward packets to the 
sink. Clearly this is negative as they consume much 
energy, and in a CSMA based WSN the long paths 
will have many overhearing nodes along the paths. 

5.1. Optimal Topology for TDMA 
 

The TDMA simulations are based on a radio with 
a fixed transmission power. The motivation was that 
in TDMA, the link length should be as large as 
possible, following the conclusion in [4]. However, 
the emitted power cannot be increased beyond a 
limit. The limit is determined by the design of the 
radio and/or the regulations.  

In the TDMA simulations, we sought optimal 
performance with respect to optimum internode 
distance. The limitation on the distance was the ETX 
of the individual links. ETX is proposed as an 
alternative metric to filter out only links fulfilling a 
defined quality determined by the object function [6]. 
Our model, f(x), has a direct relation between ETX 
and the distance between the nodes, as presented 
above. The challenge of estimating the ETX was thus 
avoided, and the routing protocol did not have to 
establish this information based on over the air 
communications. The assumption was according to 
the assumption stated earlier that the management 
traffic was not included. 

In Fig. 7, a typical result is presented. Starting 
with the shortest allowed link length, it can be seen 
that by allowing longer links the total energy is 
reduced as the paths get shorter. However, the 
reduced energy consumption reaches a minimum, in 
the figure at approximately 60m. Further increase in 
allowed hop length causes increased total energy 
consumption. The reason is that longer internode 
distance causes higher ETX. The probability of 
retransmission over the links increases and this 
retransmission consumes energy.  
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Fig. 7. Number of packets transmitted as a function  
of maximum allowed link length through a TDMA WSN. 

 
 

5.2. Optimal Topology for CSMA 
 

The CSMA simulations were performed 
differently from the TDMA simulations. Here, the 
emitted power of the sender is changed. The reason is 
that for a CSMA WSN, we seek the optimal link 
lengths for the radio as in [4]. Change in the TX 
power causes changes in the parameters x0 and x1,  
in (1). In our simulation, x0 was increased and the 
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original ratio between x1 and x0 determined the new 
x1. Thus, the grey zone increased with increasing TX 
power according to observations [17]. 

The ETX was used as a criterion for link selection 
in the CSMA simulations. Only links having a PDR1 
equal to or better than 90 % were considered 
candidates for routing. The derived relations above 
defined the relation between ETX and PDR1. Clearly, 
nodes outside the link length overheard the 
transmission. These nodes were in the sensing range 
(gray zone), where they received packets, but most 
often with bit error. However, the nodes consumed 
energy in receiving the packets and this energy was 
included in our analyses. The node’s sensing range 
was set equal to x0. It might be argued that this is too 
short, but here we used this as a first approximation.  

Fig 8 presents the results for a WSN based on 
CSMA. The left graph shows all data points in 
addition to the average result of number of TX/RX. 
The draw line shows the average number of TX/RX 
required. The interesting observation is that there is a 
point where the number of required TX/RX starts to 
increase if the transmission range is decreased 
beyond an optimal hop length. The reason for this 
increase is the long paths that are likely to occur as 
the network is operated close to its connections 
limits. A second, interesting observation is the 
variation in number of TX/RX that is shown for the 
short internode distances. From the figure, it can be 
seen that for a maximum link length of 45 m, there 
are some very low values and some very high values 
for the maximum hop count. From these results it can 
be concluded that it is advantageous to use long-hop 
also for CSMA. 

 
 

 
 

Fig. 8. Total number of TX and RX packets handling as 
function of maximum link distance. The line shows the 
average values and the does give each individual result. 

 
 

7. Conclusions 
 

A Fermi-Dirac function was suggested for 
relating the packet delivery ration (PDR) and the 
distance between the nodes. The function enables 
analytical evaluation of WSN. The parameters of the 
function were found by curve-fitting to published 
results. Next, the Fermi-Dirac function was applied 

in estimating the total number of transmissions along 
a path. The estimated number of transmissions 
showed good correlation to simulated results.  

In a WSN with randomly deployed nodes, the 
link quality of candidate links available for routing 
was evaluated for a TDMA based WSN. The 
consequences of having too strict requirement on the 
links caused higher energy consumption due to the 
long paths. However, beyond an optimal point the 
total energy consumption increased rapidly as each 
link had to retransmit the packet due to the reduced 
link quality. Thus, it was found that TDMA based 
WSN has an optimal internode distance.  

An optimal node distance was also found for a 
CSMA based WSN. This is contrary to an intuitive 
conclusion, where the maximum link length should 
be as short as possible in order to reduce the 
unnecessary energy consumption in the overhearing 
nodes. The increasing total energy consumption for 
short link lengths was found to be due to the long, 
none optimal paths that occurred when short link 
lengths were used. 

Our findings can be used as a tool for designing a 
WSN based on a more realistic description of the 
relation between the link quality and node distance. 
The method was used to find the optimum node 
distance for WSN based on both CSMA and TDMA.  
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Abstract: In a sensor network, sensor data messages reach the nearest stationary sink node connected to the 
Internet by wireless multihop transmissions. Recently, various mobile sensors are available due to advances of 
robotics technologies and communication technologies. A location based message-by-message routing protocol, 
such as Geographic Distance Routing (GEDIR) is suitable for such mobile wireless networks; however, it is 
required for each mobile wireless sensor node to know the current locations of all its neighbor nodes. On the 
other hand, various intermittent communication methods for a low power consumption requirement have been 
proposed for wireless sensor networks. Intermittent Receiver-driven Data Transmission (IRDT) is one of the 
most efficient methods; however, it is difficult to combine the location based routing and the intermittent 
communication. In order to solve this problem, this paper proposes a probabilistic approach IRDT-GEDIR with 
the help of one of the solutions of the secretaries problem. Here, each time a neighbor sensor node wakes up 
from its sleep mode, an intermediate sensor node determines whether it forwards its buffered sensor data 
messages to it or not based on an estimation of achieved pseudo speed of the messages. Simulation experiments 
show that IRDT-GEDIR achieves higher pseudo speed of sensor data message transmissions and shorter 
transmission delay than achieves shorter transmission delay than the two naive combinations of IRDT and 
GEDIR in sensor networks with mobile sensor nodes and a stationary sink node. In addition, the guideline of the 
estimated numbers of the neighbor nodes of each intermediate sensor node is provided based on the results of 
the simulation experiments to apply the probabilistic approach IRDT-GEDIR. Copyright © 2015 IFSA 
Publishing, S. L. 
 
Keywords: Wireless Sensor Networks, Routing protocol, Intermittent Communication, Low Power 
Consumption, Mobile Sensor Nodes, Probabilistic approach. 
 
 
 
1. Introduction 

 

A sensor network is anticipated to play an 
important role of a fundamental infrastructure for 
Internet of Things (IoT) and the big data support. A 
sensor network consists of multiple wireless sensor 
nodes and a stationary sink node connected to the 

Internet. Sensor data messages are transmitted along a 
wireless multihop transmission route which is a 
sequence of wireless sensor nodes to the sink node. 
Then, the sensor data messages reach a dedicated 
server computer through the Internet [1]. Since only 
limited battery capacity is available in each sensor 
node, it is not reasonable for each sensor node to 
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transmit sensor data messages directly to the sink 
node. Hence, each sensor node transmits sensor data 
messages to one of its neighbor nodes within its 
wireless signal transmission range. In order for the 
sensor data messages to reach the sink node, 
intermediate sensor nodes forward the received 
sensor data messages. For such wireless multihop 
transmissions, various ad-hoc routing protocols have 
been proposed [11]. In most of such routing 
protocols, it is assumed that all wireless nodes are 
always active; i.e., the wireless nodes can send and 
receive data messages anytime. However, in wireless 
sensor networks, due to limitation of battery capacity 
and difficulty for continuous power supply, low-
power communication is required. Especially, for 
support of mobile wireless sensor networks, such as 
mobile robot networks with various sensors, human 
centric sensor networks and vehicle-mounted sensor 
networks for Intelligent Transport Systems (ITS), the 
low-power consumption requirement is serious. 

Intermittent communication technique is widely 
introduced in sensor networks for reduction of power 
consumption. In each wireless sensor node, its 
wireless communication module should be active 
when it observes objects and creates sensor data 
messages as a source sensor node and when it 
forwards sensor data messages in transmission as an 
intermediate sensor node. Otherwise, i.e., while the 
wireless sensor node is not engaged in any sensor 
data transmissions, it gets in its sleep mode to reduce 
its battery consumption for longer lifetime. In order 
to realize the intermittent communication, it is 
difficult for each intermediate sensor node to 
synchronize with its previous- and next-hop sensor 
nodes. In a source sensor node, its wireless 
communication module is required to be active only 
after the sensor node observes certain objects and 
achieves its sensor data. Hence, it simply enters its 
active mode. On the other hand, in an intermediate 
wireless sensor node, it is required to be active before 
it receives sensor data messages from one of its 
neighbor sensor nodes. Hence, it is difficult for the 
intermediate wireless node to determine when it gets 
in its active mode.  

Intermittent Receiver-driven Data Transmission 
(IRDT) is an asynchronous intermittent 
communication protocol for sensor networks [4]. In 
IRDT, an intermediate wireless sensor node with 
sensor data messages in transmission waits for its 
next-hop neighbor wireless sensor node to be active 
without continuous transmissions of control 
messages which is required in various Low Power 
Listening (LPL) [6] protocols. Though it is a power-
efficient communication method, it is difficult for 
conventional ad-hoc routing protocols to be applied 
since the protocols are designed to support only 
wireless networks consisting of always-on stationary 
wireless sensor nodes. In order to realize power-
efficient routing with intermittent communication in 
wireless sensor networks, this paper proposes IRDT-
GEDIR under an assumption that a location 
acquisition device, such as a GPS module is in each 

sensor node. IRDT-GEDIR [8] is a combination of 
IRDT and a well-known location-based greedy ad-
hoc routing protocol Geographic Distance Routing 
(GEDIR) [9]. GEDIR is based on the message-by-
message routing, which is suitable for various sensor 
networks where short sensor data messages are 
usually transmitted and especially for dynamic sensor 
networks whose topology is not stable due to 
mobility of sensor nodes and their removal caused by 
battery consumption and failure. An asynchronous 
intermittent communication reduces power 
consumption; however, the transmission delay of 
sensor data messages usually gets longer by 
synchronization overhead in each intermediate sensor 
node with its previous- and next-hop sensor nodes. In 
addition, for combination of IRDT and GEDIR, 
location acquisition overhead for next-hop selection 
is not negligible in mobile wireless sensor networks. 
In IRDT-GEDIR, introduction of a novel 
probabilistic next-hop selection method reduces the 
transmission delay of data messages.  

This paper is organized as follows: Section 2 
shows the related works for intermittent sensor data 
transmission protocols. In Section 3, we propose 
IRDT-GEDIR which combines intermittent sensor 
data transmissions and a geographical ad-hoc routing 
protocol. Section 4 evaluates the performance of 
IRDT-GEDIR. Section 5 concludes this paper and 
shows the future works. 
 
 

2. Related Works 
 
Battery capacity in sensor nodes consisting of 

wireless sensor networks is limited and usually there 
is no continuous power supply to them. Hence, 
intermittent communication is introduced where 
sensor nodes switch between their active and sleep 
modes [10]. Their communication module works only 
in the active modes. In order for sensor data messages 
to be transmitted to the sink node along a wireless 
multihop transmission route, each intermediate sensor 
node should be in the active mode when its previous-
hop node forwards a sensor data message. Such 
intermittent communication methods are classified 
into synchronous and asynchronous. In the 
synchronous methods, all the sensor nodes are closely 
synchronized and each sensor node transmits sensor 
data messages according to a predetermined schedule 
as in Traffic-Adaptive Medium Access Protocol 
(TRAMA) [12] and Lightweight Medium Access 
Protocol (LMAC) [5]. However, they are based on 
the close synchronization among sensor nodes which 
requires frequent exchange of control messages as the 
distributed clock synchronization protocols [3]. Even 
though the required clock synchronization overhead 
is acceptable, additional control messages are 
required to be transmitted to update their sleep-
wakeup schedules consistently to follow the unstable 
network topology due to the mobility of the wireless 
sensor nodes. 

On the other hand, in the asynchronous methods, 
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synchronization among neighbor nodes is required 
only when a sensor node forwards a sensor data 
message to its next-hop sensor node. In LPL [6], 
when a sensor node requests to transmit a sensor data 
message to its next-hop sensor node, it continues 
transmissions of a preamble message during a mode 
switching interval and all its neighbor nodes 
receiving the preamble message should be in an 
active mode even if they are not the next-hop sensor 
node as shown in Fig. 1. In IRDT [4], a current-hop 
sensor node Nc waits for receipt of a polling message 
from its next-hop sensor node Nn as in Fig. 2. Every 
sensor node switches between its active and sleep 
modes in the same interval and broadcasts a polling 
message with its ID each time when it changes its 
mode active. Then, it waits for a transmission request 
message Sreq from its previous-hop node in its active 
mode. If it does not receive Sreq, it goes into its sleep 
mode. Otherwise, i.e., if Nc receives a polling 
message from Nn which enters its active mode and 
transmits Sreq to Nn with its ID, Nn transmits an 
acknowledgement message Rack back to Nc and a 
virtual connection is established between them. Then, 
data messages are transmitted from Nc to Nn. 
Different from LPL, a current-hop node Nc does not 
transmit a preamble message continuously but only 
waits for receipt of a polling message in IRDT. 
Therefore, low-overhead, i.e., low battery consuming 
intermittent communication among wireless sensor 
nodes is realized. 

 
 

 
 

Fig. 1. LPL Intermittent Communication. 
 
 

 
 

Fig. 2. IRDT Intermittent Communication. 
 
 

In [7], a wireless multihop routing protocol for 
IRDT-based sensor networks has been proposed. It is 
a proactive routing protocol where each sensor node 

keeps its routing table for the shortest transmission 
route to a sink node up-to-date. In order for the sensor 
nodes to determine their next-hop neighbor sensor 
node, a flooding of a control message initiated by the 
sink node is applied. Though it works well in usual  
ad-hoc networks consisting of always-on mobile 
nodes, it is difficult for sensor networks with 
intermittent communication since a control message 
is not always received by all the neighbor sensor 
nodes due to their sleep mode. Thus, the control 
message is required to be retransmitted. Hence, in the 
worst case, a sensor node unicasts the control 
message to all its neighbor nodes one by one. In 
addition, in order to support mobile wireless sensor 
networks, it is difficult for proactive routing protocols 
to keep the routing tables consistent to the current 
network topology especially with the intermittent 
communication among the mobile sensor nodes. 
 
 
3. Proposal 
 
3.1. Next-Hop Selection 

 
As discussed in the previous section, for wireless 

multihop transmissions of sensor data messages to 
reach a stationary sink node with the intermittent 
communication in mobile wireless sensor nodes, a 
novel routing protocol is required to be developed. In 
order to reduce the communication overhead and 
transmission delay for sensor data message 
transmissions with intermittent communication, this 
paper proposes a combination IRDT-GEDIR of IRDT 
and GEDIR [9] which is one of the well-known 
location-based ad-hoc routing protocols with low 
communication overhead for synchronization among 
sensor nodes. GEDIR is a message-by-message based 
routing protocol. That is, an intermediate node 
determines its next-hop node for each data message 
according to the most up-to-date locations of itself, its 
neighbor nodes and the destination node. Each sensor 
node with a GPS-like location acquisition device 
broadcasts its current location information in a certain 
interval and thus it achieves location information of 
its neighbor nodes. The original GEDIR is designed 
for always-on wireless nodes and the broadcasted 
location information is surely received by all the 
neighbor nodes. Only the localized information, i.e., 
location information of not all but only neighbor 
nodes, is required to determine its next-hop node 
according to the following method. 

An intermediate wireless sensor node Nc selects 
one of its neighbor sensor node Nc as its next-hop 
node where the distance dn=|NnS| to the sink node S 
is the shortest among all its neighbor sensor nodes as 
shown in Fig. 3. 

In IRDT, each sensor node transmits a polling 
message each time it enters its active mode. Thus, by 
piggybacking its location information to the polling 
message as in Fig. 4, its location information is 
broadcasted without additional communication 
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overhead and notified to its possible previous-hop 
nodes. However, the polling message is not  
surely received by all its neighbor sensor nodes since 
they might be in their sleep mode where their 
network interfaces do not work. If the sensor nodes 
are stationary, a neighbor node which receives the 
polling message by chance holds the location 
information and uses it for its next-hop determination. 
However, in a mobile sensor network, the achieved 
location information gets stale and the most  
up-to-date location information is required for the 
next-hop selection. 
 
 

 
 

Fig. 3. GEDIR Overview. 
 
 

 
 

Fig. 4. Location Information Propagation  
by Polling Messages. 

 
 

An intermediate sensor node Nc requires location 
information of its neighbor nodes only when it has a 
sensor data message to be transmitted to the sink 
node through its next-hop sensor node. Thus, in our 
proposal, based on the location information 
piggybacked to the received polling messages, Nc 
determines its next-hop sensor node. Here, since a 
neighbor sensor node N waits for receiving an Sreq 
message only for a predetermined interval after 
transmission of a polling message from N, Nc should 
determine during this interval whether it selects N as 
its next-hop node or not. 

In order to solve this problem, according to a 
certain criterion, Nc evaluates N and compares the 
evaluation result and an expected evaluation where 
one of the later activating neighbor sensor nodes are 
selected as its next-hop node. In GEDIR, the distance 
to the destination sink node is applied as the criterion 
for selection of its next-hop node for achieving 
shorter transmission route to the sink node. On the 
other hand in IRDT-GEDIR, since wireless sensor 
nodes communicate intermittently, forwarding to the 

neighbor sensor node nearest to the destination sink 
node does not always reduce the transmission delay. 
Even when a sensor node N is not the nearest to the 
sink node, shorter transmission delay might be 
achieved by forwarding it to N being active currently. 
Thus, this paper introduces a novel criterion pseudo 
speed of sensor data message transmission which is 
achieved by division of difference of distance to the 
sink node S, i.e., |NcS| – |NS| by the time duration 
between the transmission request and receipt of the 
polling message as shown in Fig. 5. It is a reasonable 
criterion for selection of a next-hop sensor node in 
intermittent communication environments for shorter 
transmission delay to the sink node. 

 
 

 
 

Fig. 5. Next-Hop Selection based on Pseudo Speed. 
 
 

Due to IRDT intermittent communication, an 
intermediate sensor node Nc should determine 
whether it selects a neighbor sensor node N as its 
next-hop node soon after it receives a polling 
message from N since Nc should transmits a Sreq 
message to N while N is in its active mode. That is, 
Nc can’t compare all pseudo speed svi each of which 
is achieved in case that Nc forwards a sensor data 
message to a neighbor node Ni since each svi is only 
achieved when Ni wakes up and broadcasts its polling 
message containing its current location information. 
This is almost the same setting as in the secretaries 
problem [2]. 

The secretaries problem is one of the famous 
problems of the optimal stopping theory. It has been 
studied extensively in the fields of applied probability, 
statistics and decision theory. The basic form of the 
problem is as follows: 

• An administrator is willing to hire the best 
secretary out of n rankable candidates. 

• The candidates are interviewed one by one in a 
random order. 
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• A decision about each particular candidate is to 
be taken immediately after the interview. 

• Once rejected, a candidate cannot be recalled. 
• During the interview, the administrator can rank 

the candidate among all candidates interviewed so 
far; however, it cannot rank the candidate among 
unseen forthcoming candidates. 

• The problem is about the optimal strategy to 
maximize the expectation of the rank of the selected 
candidate. 

In our next-hop selection, neighbor nodes get 
active one by one and an intermediate sensor node 
with sensor data messages in transmission can 
evaluate the pseudo speed of data messages to them 
at that time. It should immediately determine whether 
it selects the currently active neighbor node as its 
next-hop node or not even though it cannot evaluate 
the pseudo speed of data messages to the 
forthcoming active neighbor nodes. Thus, the 
solution of our next-hop selection problem is 
expected to be achieved based on the secretaries 
problem. 

Nc evaluates the pseudo speed sv where it 
forwards a sensor data message to N from which Nc 
receives a polling message and the expected pseudo 
speed  where it forwards it not to N but to one of 

the later activating sensor nodes. If sv > sv , Nc 
transmits a Sreq message to N; i.e., it selects N as its 

next-hop node. Otherwise, i.e., sv < sv , Nc does not 
transmit a Sreq. 

 
 

3.2. Expectation of Pseudo Speed  
 
In the proposed method in the previous 

subsection, an intermediate sensor node determines 
whether it forwards a sensor data message to a 
currently active neighbor sensor node from which it 
receives a polling message by comparison of pseudo 
speed of transmission of a data message. For the 
comparison, this subsection discusses the method to 
evaluate the expected pseudo speed of transmission 
of a data message in case that the intermediate node 
forwards the message not to the currently active 
neighbor node but to one of the later activating nodes. 
Here, let  be the constant interval of activations in 
sensor nodes, i.e., the interval of consecutive 
transmissions of polling messages and  be the 
number of neighbor sensor nodes of an intermediate 
sensor node  with a sensor data message in 
transmission. 

First, we investigate the distribution of distances | | from neighbor nodes  of  to the destination 
sink node . As shown in Fig. 6, let ,  and  be a 
wireless transmission range of , the distance from 

 to 	( > )  and the distance from   
to 	( − 	 ≤ ≤ + ) . Under an assumption 
that sensor nodes are distributed with the same 
density, the probability ( )  where the distance | | is shorter than  is as follows: 

 

( ) = ( )
= 2 − ( − )

+ − , (1) 

where ′ = ( + − )/2 . 
Since ( ) is the distribution function of , the 

probability density function ( ) where | | equals 
to  is the following: 

 ( ) = ( ) = 2 − ( − )
+ −  

(2) 

 
 

 
 

Fig. 6. Area of Candidates of Next-Hop Node. 
 
 
The probability density function ( )  of the 

reduction of distance = −  to  achieved by 
forwarding a sensor data message from  to  is  
as follows: 

 ( ) = ( − )= − 2 ( − )(2 − − )+ − , (3) 

 
where = (2 − ) + /2 ). 

Next, we examine the distribution of time 
duration from the transmission request of a sensor 
data message in  to the receipt of a polling message 
from . Here, the transmission is supposed to be 
requested at = 0. Let  be the time when the ith 
polling message is transmitted from one of the 
neighbor nodes of . Thus, − 1  neighbor sensor 
nodes transmit polling messages in an interval [0,t ) 
and the rest −  neighbor sensor nodes transmit 
polling messages in an interval ( , ). Under an 
assumption that the transmission time  of the polling 
messages from the −  neighbor sensor nodes are 
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distributed in the interval ( , ) according to the 
unique distribution, the probability density function ( , , ) where jth ( < 	 ≤ 	 ) polling message is 
transmitted from one of the neighbor sensor nodes of 

 at time 	 ∈ 	 ( , ) is as follows: 
 ( , , ) = −−  × 1− × −−  = ( − )( − ) ( − )( − )  

(4) 

 

Since the location of a neighbor sensor node and 
the time when it transmits a polling message are 
independent each other, the probability density 
function ( , , , ) where  transmits a sensor data 
message to a neighbor sensor node  which 
transmits the jth (i < j	 ≤ 	n) polling message at time 

  
( < < ) and the distance to the sink node	  is 
reduced  by this forwarding is induced by (3) and (4) 
as follows: 

 ( , , , ) = ( , , ) ∙ ( ) (5) 
 

Here, the pseudo speed  of transmissions of 
sensor data messages is / . 

In case that  does not select a neighbor sensor 
node which transmits the ith polling message at  as 
its next-hop node,  selects another sensor node 
which transmits the jth ( < ≤ 	 ) polling message 
at  < <  or a sensor node transmitting its 
second polling message after = . In the latter case, 
kth (1 ≤ ≤ )  polling messages are transmitted at (0 ≤ ≤ )  and the distance reduction by 
forwarding to the neighbor node is . Thus, the 
pseudo speed achieved by forwarding on receipt of 
the second polling message is = /( + ) . 
Since  has already achieved both  and  (1 ≤ ≤ ), the expected pseudo speed where  
forwards a sensor data message at ≥ 	  is  
as follows: 

 = max = max +  (6) 

 

This is an expected pseudo speed in case that  
does not forward a sensor data message to a neighbor 
node transmitting the nth polling message.  
Based on (6), we evaluate the expected pseudo speed 

 when  does not forward a sensor data message 
to a neighbor node transmitting the jth ( ≤ 	 ≤ 	 ) 
polling message. 

In case of = , p( ) and ( , , ) are defined 
in an area (−r ≤ l ≤ r	and	 < < ) as shown in 
Fig. 7 and ( , , , ) = ( , , ) ∙ ( ). Here, the 
area is divided into  and ′ by a line = . In , 
since the pseudo speed /  is higher than ,  
forwards a sensor data message to a neighbor node 
transmitting the nth polling message. On the other 

hand, since the pseudo speed /  is lower than  
in ′,  forwards a sensor data message to the node 
transmitting not nth but kth polling message which 
gives the maximum /( + )  in (6). Therefore, 

 is evaluated by the following formula: 
 = ( , , , )  + ( , , , )  

(7) 

 

Generally, the expected pseudo speed when  
does not forward a sensor data message to a neighbor 
node transmitting the jth ( ≤ < 	 ) polling message 
is also evaluated as in the same way. That is, the area −r ≤ l ≤ r	and	 < <  in which , +1, ,  is defined is divided into sub-areas  and ′by a line =  as in Fig. 8. 

 
 

 
 

Fig. 7. Expected Pseudo Speed where Transmitter  
of (n-1)th Polling Message is not Selected  

as Next-Hop Node. 
 
 

 
 

Fig. 8. Expected Pseudo Speed where Transmitter of jth 
Polling Message is not Selected as Next-Hop Node. 

 
 

In , since the pseudo speed /  is higher than sv ,  forwards a sensor data message to a 
neighbor node transmitting the + 1 th polling 
message. On the other hand, since the pseudo speed /  is lower than sv  in ′,  forwards a sensor 
data message to the transmitting node of not (j+1)th 
polling message but a later transmitted  
polling message. Therefore, sv  is evaluated by the 
following formula: 
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= , + 1, ,  

+ , + 1, ,  

(8) 

According to (6) and (8),  calculates sv . Thus, 
if a neighbor sensor node  which is  nearer to the 
sink node  than  transmits the th polling message 
at time ,  determines whether it selects  as its 
next-hop node as follows: 

• If / ≥ ,  forwards a sensor data 
message to . 

• Otherwise, i.e., if / < ,  does not 
forward a sensor data message to . 

In our proposed protocol, only ID and location 
information of mobile sensor nodes are piggybacked. 
In a wireless sensor network with stationary sensor 
nodes, it is enough for precisely estimate the pseudo 
speed of its neighbor nodes. However, in a mobile 
wireless sensor network, since no mobility 
information is piggybacked, it is impossible for an 
intermediate node to estimate future locations of its 
neighbor nodes. Thus, it may possible that the 
achieved locations are changed when the next polling 
messages are transmitted. That is,  might be 
changed and in the worst case the neighbor node 
goes out of the wireless transmission range of the 
intermediate node when it transmits the next polling 
message. The effect is later discussed in the 
performance evaluation and the conclusion sections. 

 
 

4. Evaluation 
 
4.1. 1-hop Performance and Estimation  

of Number of Neighbor Nodes 
 
First, we evaluate the 1-hop transmission 

performance achieved by the proposed IRDT-GEDIR 
next-hop selection method. Here, pseudo speed is 
evaluated in IRDT-GEDIR and two conventional 
naive methods. A wireless transmission range of a 
wireless sensor node is assumed 10 m and the 
distance from an intermediate node  currently 
holding a sensor data message to the sink node is 
100 m.  
5-20 neighbor sensor nodes are randomly distributed 
in a wireless signal transmission range according to 
the unique distribution randomness. All sensor nodes 
are assumed stationary. The interval of activations in 
each sensor node is 1 s and the initial activation time 
is also randomly determined. The proposed IRDT-
GEDIR is compared with the following two 
conventional methods and an unrealistic locally 
optimum method: 

•  forwards a sensor data message to the 
neighbor node which transmits the first polling 
message after the transmission request in . (Greedy 
Conventional). 

•  forwards a sensor data message to the 
neighbor node which provides the highest pseudo 

speed determined after receiving polling messages 
from all the neighbor nodes of . (Conservative 
Conventional). 

•  forwards a sensor data message to the 
neighbor node which provides the highest pseudo 
speed determined by the information of locations and 
activation times in all the neighbor nodes. (Locally 
Optimum). 

Locally Optimum is evaluated only for 
comparison since it is impossible for  to achieve 
location information of its neighbor nodes without 
any overhead. If  is a dead-end node which cannot 
select its next-hop node, the pseudo speed is 
evaluated as 0 m/s.  

Figs. 9-12 show the results of simulation 
experiments. Here, the value of the distribution 
function ( ) = ( ′ < )  of Probability where 
pseudo speed ′	is lower than .  

 
 

 
 

Fig. 9. 1-Hop Transmission Performance 
 (5 Neighbor Nodes). 

 

 
 

Fig. 10. 1-Hop Transmission Performance 
(10 Neighbor Nodes). 

 
 

In all the results, higher pseudo speed is achieved 
in the order IRDT-GEDIR, Greedy Conventional and 
Conservative Conventional. Locally Optimum 
provides the ideal pseudo speed, since  achieves all 
the required information to determine its next-hop 
node in advance. The performance of Conservative 
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Conventional is low since the overhead to receive all 
the polling messages is too high. Though the 
performance of Greedy Conventional and  
IRDT-GEDIR is almost the same in low density 
environments, higher pseudo speed is achieved by 
IRDT-GEDIR in more dense environments. In 
IRDT-GEDIR, no additional control messages are 
required to determine its next-hop node as discussed 
in the previous section. Therefore, IRDT-GEDIR is 
expected to realizes low-power shorter-delay 
transmissions of sensor data messages in intermittent 
wireless sensor networks. 

 
 

 
 

Fig. 11. 1-Hop Transmission Performance  
(15 Neighbor Nodes). 

 
 

 
 

Fig. 12. 1-Hop Transmission Performance  
(20 Neighbor Nodes). 

 
 

In the proposed IRDT-GEDIR, a number  of 
neighbor sensor nodes of an intermediate sensor node 
is mandatory to select its next-hop node to which 
sensor data messages in transmission is forwarded. If 
the sensor network is designed cautiously, i.e., all the 
sensor nodes are placed prudently, the schedule of 
their intermittent communication is carefully 
designed and all the sensor nodes are always sound 
without autonomous mobility and accidental failure, 
all the sensor nodes always achieve the precise 
numbers of their neighbor nodes. However, in 

environments to which IRDT-GEDIR is applied, each 
sensor node communicates intermittently and it is 
difficult for the sensor node to achieve the number of 
its neighbor nodes precisely. This is because a sensor 
node cannot always receive the polling messages 
transmitted from its neighbor nodes, there may be 
hardware- and software-faults in its neighbor sensor 
nodes, battery capacity may be exhausted in some 
neighbor sensor nodes and the topology of the sensor 
network may be changed since all or part of the 
sensor nodes are mobile. Therefore, even though it is 
difficult or almost impossible for an intermediate 
sensor node to achieve the precise number of its 
neighbor nodes, it is required for it to estimate the 
number of its neighbor nodes. Here, we evaluate the 
effects on the transmission performance, i.e., pseudo 
speed of sensor data messages, of the difference 
between the real number  of its neighbor nodes and 
its estimation . 

The simulation settings are almost the same as the 
1-hop performance evaluation experiments. Fig. 13 
shows the results of the experiments where the 
number of the neighbor sensor nodes of the 
intermediate sensor node is 5 (n=5) and the 
estimation  of the number of the neighbor sensor 
nodes in the next-hop selection algorithm is varied 
(2 ≤ ≤ 10 ). Here, when the intermediate node 
applies the precise estimation (ne=n) to the next-hop 
selection algorithm, the highest performance is 
achieved. If the estimation is smaller ( < n ), 
though the achieved pseudo speed is lower than the 
best one, the performance degradation is not so high. 
Otherwise, if the estimation is larger ( > n), the 
achieved pseudo speed is also lower than the best 
one. Thought the performance degradation when 	= n + 1  is exceptionally small, it is remarkable 
and unacceptable when > n + 1 . Fig. 14 shows 
the results of the experiments where the estimated 
number of the sensor nodes of the intermediate sensor 
node is fixed (ne=5) and the real numbers of the 
neighbor sensor nodes are varied (2 ≤ n ≤ 10). The 
results show almost the same inclination as the 
previous experiments. The best performance is 
achieved when =  and almost the same 
distribution of the achieved pseudo speed when ≤n − 1. However, the performance becomes extremely 
lower when < n − 1 . Therefore, it is 
recommended that the number of the neighbor sensor 
nodes is estimated slightly smaller for achieving 
higher pseudo speed of sensor data messages 
averagely. 

 
 

4.2. Multihop Transmission Performance 
 
Next, we evaluate the multihop transmission 

performance in mobile wireless sensor networks. In a 
100 m×100 m square simulation field, 1,000 mobile 
wireless sensor nodes with 10 m wireless signal 
transmission range are randomly distributed 
according to the unique distribution randomness. It is 
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assumed that the interval of activations in each 
sensor node is 1.0 s, communication overhead for 1-
hop transmission is 0.1 s and the activation time 
offset is also randomly determined in each sensor 
node according to the unique distribution in [0 s, 1 s). 

 
 

 
 

Fig. 13. Performance Evaluation with Various Estimation 
Numbers of Neighbor Sensor Nodes. 

 
 

 
 

Fig. 14. Performance Evaluation with Various Numbers  
of Neighbor Sensor Nodes and Fixed Estimation. 

 
 

The speed of mobile wireless nodes is 0.1-2.0 m/s 
and their mobility is according to the Random-Way-
Point model. A location of a stationary sink node is 
also randomly determined, which is assumed to be 
advertised to all the mobile sensor nodes in advance. 
In IRDT-GEDIR, for calculation of expectation of 
pseudo speed, the number of neighbor nodes  is 
needed; however, it is difficult for intermediate 
sensor nodes to determine  in an intermittent 
communication environment. Hence, the average 
number of mobile sensor nodes in its wireless 
transmission range is applied as  in the simulation 
experiments. Thus, according to the discussion of the 
estimation of the number of the neighbor nodes in the 
previous subsection, in these experiments,  

= 1,000 ÷ (100 × 100) × (10 × 10 × ) = 31 . 
End-to-end transmission delay and hop counts of a 
sensor data message is evaluated in IRDT-GEDIR, 
Greedy Conventional, Conservative Conventional 
and Locally Optimum. Fig. 15-19 and Fig. 20-24 
show the simulation results of 1,000 trials of end-to-
end transmission delay and hop counts, respectively. 
The x-axis represents distances between a source 
mobile sensor node and the stationary sink node 
when the multihop transmission is initiated. 

Though an intermediate sensor node transmits a 
sensor data message soon after it receives a polling 
message from one of its neighbor sensor nodes in 
Greedy Conventional and Locally Optimum. 
However, it determines its next-hop sensor node after 
receipt of all the polling message always in 
Conservative Conventional and sometimes in IRDT-
GEDIR. In such cases, due to the interval between the 
receipt of the polling message and the transmission of 
a sensor data message and mobility of the sensor 
nodes, it may fail to forward the sensor data message 
if the neighbor node moves out of the wireless 
transmission range. In our simulation results, only 
Conservative Conventional fails to forward as shown 
in Table 1. Thus, it is not suitable especially for high 
speed mobility. 

 
 

Table 1. Ratio of Forwarding Failure  
in Conservative Conventional. 

 

Mobility 
Speed [m/s] 

0.1 0.2 0.5 1.0 2.0 

Failure 
Ratio [%] 

15.9 26.1 64.6 74.0 88.3 

 
 
As shown in Fig. 15-24, independently of the 

mobility speed of wireless sensor nodes, all the 
simulation results, i.e., both end-to-end transmission 
delay and hop counts are proportional to the distance 
between a source sensor node to the destination sink 
node. The order of transmission delay is Locally 
Optimum, IRDT-GEDIR, Greedy Conventional and 
Conservative Conventional and the order of hop 
counts is Conservative Conventional, Locally 
Optimum, IRDT-GEDIR and Greedy Conventional. 
Though Conservative Conventional achieves the 
smallest hop counts, which means the lowest power 
consumption transmissions are realized, it requires 
too long transmission delay and suffers too high 
transmission failure ratio. The relation among Locally 
Optimum, IRDT-GEDIR and Greedy Conventional is 
almost the same in all the results. In IRDT-GEDIR 
and Greedy Conventional, 18.56 % and 23.06 % 
additional transmission delay and 21.70 % and 
35.64 % additional hop counts are required to those 
of Locally Optimum. Hence, IRDT-GEDIR achieves 
improvement in both power consumption and end-to-
end transmission delay. 
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7. Conclusions 
 

This paper proposes IRDT-GEDIR which is 
combination of IRDT intermittent communication 
protocol with lower power consumption and GEDIR 
location-based message-by-message ad-hoc routing 
protocol. In intermittent communication, it is difficult 

for an intermediate node to select its next-hop node 
due to difficulty to achieve location and activation 
time information from neighbor nodes. By 
introduction of a solution of the secretaries problem 
and a pseudo speed criterion, a novel next-hop 
selection method is induced. 

 

 

 

 
 

 
Fig. 15. End-to-End Delay in Wireless Multihop 

Transmissions (0.1 m/s). 
 
 

 
Fig. 16. End-to-End Delay in Wireless Multihop 

Transmissions (0.2 m/s). 
 

 
Fig. 17. End-to-End Delay in Wireless Multihop 

Transmissions (0.5 m/s). 
 

 

 
Fig. 18. End-to-End Delay in Wireless Multihop 

Transmissions (1.0 m/s). 
 

 
Fig. 19. End-to-End Delay in Wireless Multihop 

Transmissions (2.0 m/s). 

 
Fig. 20. Hop Counts of Data Message  

Transmissions (0.1 m/s). 
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Fig. 21. Hop Counts of Data Message  

Transmissions (0.2 m/s). 
 

 
Fig. 22. Hop Counts of Data Message  

Transmissions (0.5 m/s). 
 

 
Fig. 23. Hop Counts of Data Message  

Transmissions (1.0 m/s). 
 

 
Fig. 24. Hop Counts of Data Message  

Transmissions (2.0 m/s). 
 

 
The 1-hop simulation experiments in a stationary 

sensor network show that the proposed method 
achieves better next-hop selection with higher pseudo 
speed. In addition, the wireless multihop 
transmission experiments in a mobile sensor network 
show that it is expected for IRDT-GEDIR to achieve 
shorter end-to-end transmission delay and smaller 
hop counts of sensor data messages even with the 
sleep mode in intermediate sensor nodes due to the 
intermittent communication. Here, no forwarding 
failure occurs even without mobility information of 
neighbor nodes. Therefore, IRDT-GEDIR improves 
the performance of mobile sensor networks. 

In this paper, all the mobile sensor nodes assume 
to have the same activation interval. However, it is 
required for mobile sensor nodes to have different 
activation intervals, e.g., depending on the battery 
capacity. In our future work, the next-hop selection 
method is extended to support variation of the 
activation interval in sensor nodes. 
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Abstract: In several application scenarios, like the case of structural monitoring, it is important to model and 
represent the Wireless Sensor Networks (WSN) to be deployed. To model the components and properties of 
entire WSN types of collaboration in WSNs, we have created the Collaborative Wireless Sensor Networks 
(CWSN) model. This model also models the different types of collaboration that occur in a WSN. Our main goal 
is to provide a theoretical mathematical foundation that can model and analyze WSNs. Our approach is based on 
graph theory and propositional logic. The main contribution of this paper is applying the CWSN model to 
describe and represent a WSN. The use of the CWSN model brings several advantages, such as enabling the 
graphical representation of the state of the network and of several important properties: 1) the network topology; 
2) the transmission between nodes considering a multi-hop communication; 3) the transmission hierarchy; 4) the 
evolution of the networks through a succession of graphs; and so on. Copyright © 2015 IFSA Publishing, S. L. 
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1. Introduction 
 

WSNs are a special case of wireless ad hoc 
networks, but characterized by specific constraints. 
Besides energy restrictions, sensor nodes suffer from 
other resource limitations: they have reduced 
memory and processing capabilities; and, due to short 
transmission range, nodes can only communicate 
locally, with a certain number of local neighbors [1-
4]. In many cases, these networks are subject to 
highly dynamic conditions, caused by nodes’ 
mobility, hardware failures, lack of battery, or other 
factors. To overcome these limitations, nodes have to 

collaborate in order to accomplish their tasks: 
sensing, signal processing, computing, routing, 
localization, security, etc. Therefore, WSNs are, by 
nature, collaborative networks [5].  

There are quite a few works in the literature 
concerning collaboration in WSNs; however, they 
only focus a specific type of collaboration, which is 
associated with the accomplishment of a specific 
task. In [6], we proposed a formal and hierarchical 
model of cooperative work, the Collaborative 
Wireless Sensor Networks (CWSN) model, which is 
designed specifically for WSNs. It allows not only 
the modeling of collaborative work (based in CSCW 

http://www.sensorsportal.com/HTML/DIGEST/P_2602.htm
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- Computer Supported Cooperative Work [7] - 
concepts), but also the modeling and visual 
representation of all the entities that can compose a 
WSN, as well as its properties. Moreover, CWSN is a 
generic model since it can be applied to 
heterogeneous networks. We have used first-order 
logic to formalize and describe the proposed model. 
We further employ graph-theory to describe how 
communication occurs within a cluster. This formal 
description of clusters’ communication is based on 
directed graphs; nodes are labeled with the signal ±, 
respectively indicating if a node is active or not [6].  

In this paper, we focus on using the graphical 
representation of the CSWN model to represent the 
state of the network and its properties. This graphical 
representation allows the user to comprehend what is 
occurring in a certain moment of the WSN lifetime, 
by easily visualizing the communication interactions, 
the state of the nodes (active or not), the state of the 
links, etc. This will allow enriching the proposed 
model and giving the user a better understanding of 
the components and the state of the WSN as well, 
through a more complete visual representation of the 
WSN. This is the main contribution of this paper. 

This paper is organized as follows. In Section 2, 
we briefly describe the related work. In Section 3, the 
CWSN model and its entities are briefly presented. 
Then, a comparison between CWSN and other 
models is presented. The advantages of the model 
are, also, outlined. Section 4 presents the SAVER 
project, an application example of our model. Section 
5 provides some conclusions and future work 
perspectives. 

 
 

2. Related Works 
 

There are several works that try to model some 
aspects of WSNs. We have observed that the great 
majority of works focus on modeling of connectivity 
or mobility problems, or even on both problems. 
Moreover, we have identified other modeling 
concerns, such as: communication models, 
interference models, data aggregation models, 
coverage models, and signal processing models. On 
the contrary, the CWSN model intends to model a 
whole WSN, i.e., it tries to consider the most 
complete set possible of entities that can exist in a 
WSN, and their respective attributes. 

Regarding the works focusing collaboration in 
WSNs, the great majority of them covers a specific 
type of collaboration, which is associated with the 
accomplishment of a certain task, such as: signal 
processing [8], sensing [9], computing [10],  
routing [11], localization [12], security [13], task 
scheduling [14], heuristics [15], calibration [16], 
resource allocation [17], time synchronization [18], 
transmission [19], etc., and also works concerning 
collaboration between wireless sensor nodes and 
other kind of devices (heterogeneous groupware 
collaboration) [20-21] to support some specific 

applications (for example, collaboration between 
sensor nodes and PDAs, in a fire fighting scenario).  

According to the literature, the only work that 
presents a model for collaborative work, in sensor 
networks, was proposed by Liu, et al. [22]. It is the 
Sensor Networks Supported Cooperative Work 
(SNSCW) model, a hierarchical model that 
essentially divides cooperation in sensor networks in 
two layers; the first one relates to cooperation 
between humans and sensor nodes; the second one 
relates to cooperation between the sensor nodes. This 
model was designed for sensor networks.  

However, the SNSCW model only allows the 
modeling of collaboration itself. On the contrary, the 
CWSN model, which has been presented in [6], is a 
formal model that was created specifically to describe 
WSNs. However, the CWSN model allows not only 
the modeling of collaborative work (based in CSCW 
concepts), but also the modeling, formalization and 
visual representation of the entities that can constitute 
a WSN (different types of nodes, clusters, 
relationships, sessions, obstacles, etc.), as well as its 
attributes. Moreover, it allows the representation of 
the WSN’s hierarchy and of the network evolution. 

The CWSN model formalizes the most significant 
properties of each entity through first-order logic. 
Even though the CWSN model is a graph-based 
model, it includes other objects [6] in order to make 
the modeling of the various entities of a WSN 
possible. This is of paramount importance to 
completely represent a WSN. 

WSNs are extremely dynamic systems, both in 
the sense that their characteristics change over their 
lifetime and for the fact that sensor networks’ 
technology (hardware and software) is subject to fast 
changes. To overcome this issue, the CWSN model 
can be updated or extended, through the introduction 
of new entities and/or new attributes. Therefore, 
another key point of this model is its scalability, since 
it can easily evolve. 

 
 

3. The CWSN Model 
 

The CWSN model is a formal model of 
collaborative work that was specifically created to 
describe WSNs. This model allows the representation 
of the entities (different types of nodes, clusters, 
relationships, sessions, obstacles, etc.) and properties 
of a WSN, of its hierarchy, and of the network 
evolution; therefore, it allows not only the modeling 
of collaborative work (based in CSCW concepts), but 
also the modeling, formalization and visual 
representation of a whole WSN. 

The CWSN model formalizes all the properties of 
each entity through first-order logic. Also, CWSN is 
a graph-based model; however, it includes other 
objects in order to make possible the modeling and 
visual representation of all the entities that can 
compose a WSN. This is of paramount importance to 
completely represent a WSN. 
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3.1. CWSN Model Definitions  
 

We define entities as all the components that 
might exist in a WSN. The symbol, the concept and 
the description of all the entities included in the 
proposed model are illustrated in Table 1.  

A WSN can have different types of nodes: 
ordinary wireless sensor nodes, anchor nodes, one or 
more sink nodes (also known as base stations) and a 
gateway. The sink node and the anchor node are 
wireless sensor nodes with special functions. 

A cluster is a group of nodes, created according 
to: geographical area, type of sensor nodes, type of 
phenomenon, task to be performed, etc., providing 
the WSN with a hierarchical structure. If nodes are 
grouped in clusters, one of the members of each 
cluster becomes the cluster head (there is only one 
cluster head per cluster). In this case, all nodes in the 
cluster have to send collected data to the cluster head 
(for instance, the more powerful node or the router, in 
case of a ZigBee-based WSN), which, in turn, is 
responsible for sending data to a sink node. 

If two nodes collaborate, there is a relationship 
between them. Associated with a relationship there is 

always an exchange of data, which corresponds to the 
data flow entity. Collected data (temperature, 
humidity, light, etc.) can be sent to other nodes using 
one or more types of signals (radio, ultrasound, 
acoustical, etc.).  

Obstacles are objects (for, e.g., building, tree, 
rock, etc.) that may obstruct the line-of-sight between 
two or more nodes, not allowing for direct 
communication between them. So, they can influence 
the relationships created. 

The user is the entity who interacts with the 
WSN, defining the application, querying the network, 
visualizing data, customizing the work of the sensor 
nodes, etc. 

Several collaborative sessions can be established 
when monitoring a WSN, and they can exist 
simultaneously or not. Basically, new sessions may 
be established based on new queries a user makes on 
the WSN. 

And, last but not least, as the battery is the most 
critical resource of a sensor node, it is really 
important that the user knows the state of the battery 
of each sensor. That is why the battery is also an 
entity of our model.  

 
 

Table 1. Definition of the entities can constitute a Wireless Sensor Network. 
 

Symbol Concept Description 

 Sensor node 
Nodes can be either stationary or mobile. Also, they can be in one of three possible 
states: active, sleep mode (in order to save energy), or inactive. 

 

Sink node/ 
Base Station 

Node to which data collected by ordinary nodes is sent; being responsible to send 
data to the gateway. If there is only one sink node, all data collected by sensor 
nodes has to be sent to it. Otherwise, data may be sent to any sink node and, in this 
case, sink nodes must be able to communicate to each other. 

 Anchor node Node with known localization, which support the other sensor nodes in the 
localization process

Cluster 
Group of nodes, created according to: geographical area, type of sensor, type of 
phenomenon, task, etc. 

Cluster Head 
Sensor node to whom all sensor nodes in the cluster send the collected data; it is 
responsible for sending the received data to the Sink node. 

 
Relationship 

The arrow represents a relationship between nodes A and B. It also represents and 
adjacency relation between nodes A and B; nodes A and B are neighbors. 
A relationship can be established based on: localization, phenomenon, type of 
sensor node, etc. 

 
Data flow 

This label identifies both the type of signal being used (radio frequency, 
ultrasound, acoustical or light) and the type of data being transmitted between 
nodes (temperature, humidity, light, sound, video, internal voltage, etc.). 

Gateway Device responsible to send the data to the user, through the Internet or satellite. 

 

Obstacle 

An object (building, tree, rock, etc.) which may obstruct the line-of-sight between 
two or more nodes; depending on the type of signal that is being used by nodes 
(radio frequency, optical, acoustical, etc.), the obstacles may even not allow for 
communication between nodes. 

            
Session 

In a certain moment, there may be several collaborative sessions in a WSN.  
A session can be established based on the objective (type of phenomenon to 
monitor, geographical area to monitor, etc.) of the WSN. 

 Battery It represents the percentage of the sensor node’s remaining battery. 

 
User 

Person that interacts with the WSN, querying the network, visualizing data, etc. 
The user customizes the work of the sensor nodes; the data collected by sensor 
nodes is used by the users’ application. 

 
 

A

CH

A B
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In this section, we formalize the model’s entities 
and their main properties, using both first-order logic 
and graph theory.  

1) Definitions: We can formulate the sensor  
network as a graph G(V,E). V (vertices) represents 
the set of sensor nodes, and E (edges) describes the 
adjacency relation between nodes. That is, for two 
nodes u, v ∈ V:  

(u, v)∈ E, if, and only if, v is adjacent to u. If a 
node u is within a node v’s transmission range, we 
say that u is adjacent to v, or equivalently, that u is a 
neighbor of v. In the absence of interference, this 
relation is typically symmetric (or bidirectional), i.e., 
if a node u can hear a node v, also v can hear u. 

An arrow between two nodes represents a 
relationship between them. A relationship can be 
established based on: localization, phenomenon, type 
of sensor node, etc. The arrow represents a producer-
consumer relationship. Let us consider two nodes A 
and B; the arrow  means that node A 
transmits data to node B. So, node B consumes 
information from node A. The transmission of data 
between both nodes follows the format 

TypeOfSignal.Data ( ), verifying the 
consumer-producer property.  

So, according to the specifications of the CWSN 
model, a WSN can be represented using labeled and 
directed graphs; the labels are associated to the edges 
and are designated by data flow. TypeOfSignal.Data 
identifies these labels. The labels inform the user 
about the type of signal that is being used by the 
sensor nodes for transmitting data (for, e.g., radio 
frequency, ultrasounds, acoustical, etc.), and about 
the type of data that is being collected and sent to the 
sink node (for, e.g., temperature, humidity, light, 
acceleration, etc.). These labels are important because 
they allow the user to become more aware of the state 
and the behavior of the WSN, since the labels add 
information that goes beyond the mere representation 
of the communication interactions between nodes.  

Let’s represent the total number of sensor  
nodes that constitute the WSN by Nr, with  
N = {1, 2, …, Nr} and a wireless sensor node by Ni, 
with i ∈ N. The WSN has a limited lifetime, which 
can vary from some hours to several months or years. 
Let us denote the lifetime of the network (in seconds) 
by LT, with T = {1, 2, …, LT}, and the jth second of 
life of the network by tj, with j ∈ T. 

 
2) Sensor Node (Ni): A sensor node (Ni) is  

defined by:  
 
Ni = {ID, TS, CM, CT, R, PS, L, TM, S, 
PD, CN} 
 

Table 2 defines and formalizes the properties that 
are important to identify a sensor node (Ni). This 
Table serves as an example for the type of 
formalization that has been proposed for the 
remaining entities, presenting a formal description of 
their most important properties [6]. 

3) Sink Node (SK): The sink node is the node to 
which data collected by ordinary sensor nodes is sent. 
It is responsible for sending data to the gateway being 
the only node that can do it, what verifies the flow 
control property. Regarding mobility, two cases must 
be distinguished: the Stationary Sink Node (StSK), 
with the localization of the sink being well-known 
and independent of time; and the Mobile Sink Node 
(MbSK), where the localization of the sink node 
varies as it moves along the WSN.  

 

4) Anchor Node (A): If the localization (L) of 
wireless sensor nodes is unknown (usually, due to an 
ad hoc deployment), it may be necessary to have 
some anchor nodes to help these sensor nodes to 
determine their own localization. So, an anchor node 
differs from a sensor node because its localization is 
always well known. This can be achieved either by 
equipping the anchor node with a GPS receiver or by 
manually configuring its position prior to 
deployment. Regarding mobility, an anchor node (A) 
can be: 
 Stationary (StA): In this case: TM (StA) = St 
 Mobile (MbA). In this case: TM (MbA) = 

{ContMb, Des} or TM (MbA) = {OcMb, Des} 
 

5) Network (WSN): So, a WSN can be defined by 
the following properties:  
 
WSN = {To, M, H, Nr, A, C, D, Hi, 
NSK, NA, NC, NO, LT}.  

 

6) Session (Sei): A session is the essential unit of 
a collaborative activity, which can be created based 
on different queries posed by the user. Depending on 
the WSN specific application, sessions can take place 
in parallel or in sequence; or they can be synchronous 
or asynchronous. Thus, in a certain moment, there 
may be several collaborative sessions in a WSN. A 
session (Sei) can also be formulated as a sub graph, g, 
of the WSN, with g(V,E) ⊆ G(V, E). Accordingly, 
some properties of the entities network and the sensor 
node are inherited.. Similarly to a sensor node (Ni), a 
session (Sei) can be in one of two states: Active (Ac), 
or Inactive (In) when its objective is fulfilled. So: 
S(Sei) = Ac or S(Sei) = In. 

Besides, similarly to the entity network, each 
session can have a group of active sensor nodes, a 
group of inactive sensor nodes and a group of 
relationships and data flows. So, a session (Sei) is 
defined by the following properties:  

 

Sei = {SeiID, SeObj, S, DTx, SeTLife, 
To, M, H, A, C, D, Hi, Nr, NSK, NA, 
NC, NO}. 
 

Note that the topology (To) has the same 
definition as in Table 2; however, considering a 
specific instant of time, the topology of the session 
(Sei) may be different from the topology of the WSN.  

Also, considering the number of nodes, number of 
anchor nodes, number of sink nodes, number of 
clusters and number of obstacles, note that:  
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Nr (Sei) ≤ Nr (WSN), NA (Sei) ≤ NA 
(WSN), NSK (Sei) ≤ NSK (WSN), NC 
(Sei) ≤ NC (WSN), NO (Sei) ≤ NO 
(WSN), and SeTLife (WSN) ≤ SeTLife 
(Sei) 

 

7) Cluster (C): If a clustering algorithm is applied 
[23], clusters will be formed. Sensor nodes are 
grouped into clusters, mainly to support scalability 
(for managing a high number of nodes). But, besides 
supporting scalability, clustering can have several 
different objectives, such as: load balancing, fault 
tolerance, network connectivity, maximal network 
longevity, etc. Each cluster has a leader, the cluster 
head (CH). So, a cluster (C) is defined by:  
 
C = {CID, CH, Stb, NrC, IaC-To, IeCH-
Con, CMet}. 
 

Even though clustering is influenced by the 
network and link layer protocols, some attributes can 
be identified.  

 

8) Cluster Head (CH): The cluster head (CH) can 
be elected by the sensors in a cluster or pre-assigned 
by the network designer. Also, CHs may be the 
richest nodes in resources of the whole network. So, a 
cluster head (CH) is defined by [23]: 
 

CH = {CHID, TM, TN, Ro}. 

3.2. Main Properties Represented  
by the CWSN Model 

 

The CWSN enables the graphical representation 
of several important properties, like nodes’ mobility, 
connectivity and communication, network 
heterogeneity and stability, network coverage, 
consumer-producer and flow control, as well as the 
graphical representation of other important aspects, 
like, the occurrence of failures, the network topology, 
the established routing paths, or the communication 
modality used by nodes and the type of sensed data. 
However, some aspects like signal interference was 
not considered in the CWSN model.  

The representation of some of these network 
properties, like mobility of nodes or topology 
changes, is possible through the representation of the 
network evolution. In other words, the model 
represents a screenshot of a WSN in a specific 
moment of time. As time goes by, several aspects of 
a particular WSN can change:  

1) The state of the nodes can change; 
2) New nodes can be deployed;  
3) The topology can suffer modifications;  
4) New clusters can be created;  
5) New obstacles can appear; etc. In the CWSN 

model, these network changes are naturally 
represented through a succession of figures as 
exemplified in Fig. 1.  

 
 

 
 

Fig. 1. Modeling a change in the network topology, applying the CWSN Model. 
 

 
Fig. 1 represents a modification in the topology of 

the network caused by the elimination of an obstacle. 
The obstacle was located between nodes N4 and N1, 
impeding direct communication between these two 
nodes. For some reason (the obstacle may be static, 
like a tree or building, or it may move, like an animal 
or a car), the obstacle has disappeared. Consequently, 
connectivity and, therefore, communication has been 
established between the referred nodes. 

The consumer-producer is another property that 
can also be deduced from the CWSN model, and it is 
denoted through the use of directed graphs, i.e., 
through the direction of the relationship between 
nodes. Formally, the consumer-producer property 
can be described as follows: 

Considering that the WSN is represented as a 
graph constituted by vertices (nodes) and edges 
(relationships), and that the vertices use these edges 
to transmit data, with a set of data being represented 
by Da, then a WSN can be described as:  

 

GD(VD, ED), 
 

where VD represents the group of Nr participant 
nodes (Ni), and  
 

, ,( , , )D i prod j consE N Da N= ,
 

 

with i ≠ j, and Da is the set of data that is shared by 
the producer (Nprod) and the consumer  
nodes (Ncons). 
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Table 2. Definition of the properties of the entity a Sensor Node (Ni). 
 

 Properties Description / Formalization 
S

en
so

r 
N

od
e 

(N
i) 

Identifier (ID) 
Each sensor node has a unique identifier (ID) 
ID (Ni) = i , i ∈ ℕ 

Types of sensors 
(TS) 

A sensor node (Ni) can have several types of sensors, each one measuring a different phenomenon: light (Li), 
temperature (Te), humidity (Hu), sound (Sd), internal voltage (Iv), acceleration (Ac), pressure (Pr), vibration 
(Vb), received signal strength indicator (RSSI), etc. 
So, TS (Ni) ⊆ {Li, Te, Hu, Sd, Iv, Ac, Pr, Vb, RSSI, ...} 

Communication 
modality (CM) 

A number of communication modalities can be used, such as: radio (RF), light (Li), ultrasound (US), acoustical 
(Ac), optical (Opt), hybrid (Hy). 
So, CM (Ni) ⊆ {RF, Li, US, Ac, Opt, Hy} 

Communication 
Technology (CT) 

A sensor node (Ni) can use different communication technologies. So far, three technologies have been proposed: 
ZigBee (ZB), which corresponds to IEEE 802.15.4; Bluetooth (BT); IEEE 802.11 (WiFi). 
So, CT (Ni) ⊆ {ZB, BT, WiFi} 

Transmission 
Range (R) 

Let Pt be the nominal transmission power of a node. PR; j  i is the received power of a signal propagated from 
node i to node j. A received power PR; j  i above a given threshold Pth will provide sufficient SNR (Signal to 
Noise Ratio) in the receiver to decode the transmission.  
The nominal transmission range for successful communication can be defined as [19]: R = Pt/Pth 
Note that due to the instability in the transmission range, the area a wireless sensor node can reach is not 
necessarily a circle and the range can vary between r=(1-ε). R and R, ε>0 [19]. 

Power Supply (PS) 

Energy can be supplied by batteries (that are, usually, of very limited capacity), solar cells or an external and 
unlimited power supply (only possible if nodes are stationary and in indoor applications).  
 Battery (B); 
 Solar cells (SC); 
 External and unlimited power supply (VDC); 
 Hybrid (Hy) – for, e.g., battery and solar cells; 
 Etc. 
PS (StSK) ⊆ {B, SC, VDC, Hy, etc.} 
However, the great majority of sensor nodes are equipped with batteries. The lifetime of a sensor node (Ni) is 
limited by its battery, depending on its capacity and type. The battery can be defined by: 
 Type of battery: TB, with TB (Ni) ∈ {lithium, alkaline, li-ion, AA, external power supply, solar cells, 
electromagnetic and piezoelectric transducers, etc.} 
 Capacity (voltage): CB (Ni) [V] 
 Remaining capacity at time tj: PBNi (tj) [%] 
BNi (tj) = {TB (Ni), CB (Ni), PBNi (tj)}  

Localization (L) 

Let LNi (tj), with i ∈ N and j ∈ T , denote the location of node Ni at time tj.  
The type of deployment affects important properties of the network (node density, node locations, etc.). The 
deployment of sensor nodes may be: 
 Random (ad hoc deployment, for, e.g. dropped by an aircraft). In this case, the localization of a node is 
unknown:  
LNi (tj) = (x, y, z), where x, y, z ∈ ℝ are unknown. 
 Manual: sensor nodes are deployed in pre-determined positions. In this case, the localization of a node is 
well-known:  
LNi (tj) = (a, b, c), where a, b, c ∈ ℝ are known. 

Product 
Description (PD) 

Alphanumeric that identifies the brand and the model of the sensor node. 
PD (Ni) = {Brand (Ni), Model (Ni)} 

Consumer Node 
(CN) 

Often referred to as parent node, is the node to which the sensor node Ni is sending data at time tj. Considering 
for example a relationship between nodes A and B; if node A is transmitting to node B, then B is the consumer 
node since it is receiving the data.  

Type of Mobility 
(TM) 

A sensor node (Ni) can be: 
 Stationary (St): LNi (t1) = LNi (t2) = … = LNi (tLT) 
 Mobile (Mb): The period of mobility can be occasional or continuous: 
Occasional (Oc), when long periods of immobility occur: 

∃ j, l ∈ T : LNi (tj)  ≠ LNi (tl), and j ≠ l   ∧  ∃ r, s ∈ T : LNi (r)  = LNi (r+1) = … = LNi (s), and s >> r 

Continuous (Cont): ∀ j∈ T  \ {LT} LNi (tj+1)  ≠ LNi (tj) 
Mobility can still be classified in: 
 Incidental (Inc), for, e.g., due to environmental influences ≈ Occasional 
 Desired (Des), whether active or passive, which can be applied to any period of mobility (occasional or 
continuous). 
So, TM (Ni) ∈ {St, {OcMb, Inc}, {OcMb, Des}, {ContMb, Inc}, {ContMb, Des}} 

State (S) 

Depending on its power mode, the node Ni can be in one of two states (S): 

 Active (Ac): Node that is in the active state. Its color will depend on the cluster it belongs to, since each 
cluster will be represented by a different color. By default, the green color will be used. 

 Sleep Mode (Sm): Node that is in the sleep mode, in order to save energy. Colored in grey color. 

 Inactive (In): Node that is damaged, or has some failure or has run out of energy. Colored in black color. 
So, S (Ni) ∈ {Ac, Sm, In} 
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For example, in Fig. 1, N1 is the cluster head and, 
thus, the consumer node, whereas the remaining 
nodes of the cluster, namely N2, N3, and N4, are the 
producer nodes. Similarly, the sink node is the 
consumer of all data produced in the WSN. Also, a 
cluster head consumes data from all the nodes of  
the cluster. 

This property allows assuring that GD(VD, ED) is a 
connected graph, given that at least one relationship 
between two nodes exists. 

Another property that can be inferred from the 
CWSN model is the flow control property. The sink 
node is the only node that can send data to the user. 
Therefore, all nodes have to send collected data to the 
sink node. Therefore, the sink node verifies flow 
control property; it controls the flow of data. This 
means that, regardless the considered moment in the 
whole lifetime of the WSN, only the participant sink 
node can send data to the user.  

Similarly, if clustering is implemented, all the 
nodes that belong to the cluster have to send data to 
the cluster head, which in turn forwards data to the 
sink node (using other cluster heads, if necessary). 
Consequently, the cluster head verifies flow control 
property; it controls the flow of data. 

Since both the sink node and the cluster head 
verify the flow control property, this property can 
formally be described as: 

,( , , )D k prod consE S Da User=  or ,( , , )D prod k consE CH Da S= , 

where Da  is the set of data that is shared by the 
producer (Sk or CH) and the consumer nodes  
(Usercons or Sk).  

Thus, the CWSN model also addresses some of 
the most important CSCW concepts but, more 
importantly, it addresses the analysis of temporal 
information. This can be used as an input for creating 
a real-time tool that allows visualization and 
representation of a WSN, as we have demonstrated in 
[25], where the CWSN model was translated into 
XML language, which was used as an input for  
the tool.  
 
 

3.3. Comparing the CWSN Model with Other 
Models for WSNs  

 

Table 3 allows a quick overview of the main 
differences between the CWSN model and other 
models that have been applied to model  
these networks.  

The remaining state-of-the-art, models mostly 
address the modeling of a single issue of WSNs, 
addressing up to two issues (like mobility and 
connectivity) in the most complete modeling cases. 
Contrarily to these models, instead of focusing on 
modeling some specific problem of WSNs, the 
CWSN model is used to systematically describe and 
represent the features and properties of all the 
components that might constitute a WSN. So far, no 
other model has covered so many aspects of a WSN 
as the CWSN model does. 

For example, unlike the SNSCW model [22], our 
model does not only model the cooperation within 
the network, but also the entire WSN. The CWSN 
model also allows the representation of the network 
hierarchy, from the collected data to the user (passing 
through the clusters, the session and the WSN). 
Moreover, the CWSN model is generic, in the sense 
that it can model heterogeneous networks and that it 
can be applied to any type of wireless sensors, 
(regardless its size, its hardware characteristics, the 
types of signals it can measure, etc.). It can also be 
applied to any WSN despite its specific application. 
So, it is possible to use all the entities defined in the 
model to represent a specific scenario of any 
application (monitoring a forest, a vineyard, a 
volcano, a museum, a natural catastrophe, etc.). 

Besides, any changes that might occur on a 
certain application scenario (new collaborative 
sessions, new clusters, nodes moving, etc.) can be 
represented by a sequence of figures; hence, the 
CWSN model allows the representation of each state 
of the network and its evolution. 

Regarding collaboration, the model includes some 
fundamental CSCW [7] concepts (for, e.g., session, 
relationship, data flow and groups) and properties 
(for, e.g., consumer-producer and flow control). 
Thus, analyzing Table 3, it is possible to conclude 
that the CWSN model presents important advantages 
over the state-of-the-art models presented in  
Section 2. 

 
 

3.4. Contributions of the CWSN Model 
 

WSNs are extremely dynamic systems, both in 
the sense that their characteristics change over their 
lifetime and for the fact that sensor networks’ 
technology (hardware and software) is subject to fast 
changes. To overcome this issue, the CWSN model 
can be updated or extended, through the introduction 
of new entities and/or new properties. Therefore, 
another key point of this model is scalability, since it 
can easily evolve. 

The CWSN model itself models the most 
important components of the WSN. As such, their 
advantages are: 
 The CWSN model provides a grammar for 

formally modeling an entire WSN, i.e., all the 
entities that can exist in a WSN, and their 
respective attributes.  

 It also allows to visually and graphically 
representing a whole WSN, including not only 
its entities, but a very important aspect to users 
and network managers, the network topology. 
Basically, the CWSN model provides a common 
framework for describing and representing  
any WSN.  

 Moreover, the CWSN model allows representing 
the network hierarchy, from the collected  
data to the user, passing through the sensor 
nodes, the clusters, the sessions and, finally, the 
whole WSN. 
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 Besides, any changes that might occur on a 
certain application scenario (mobility of nodes, 
failure of nodes, topology changes, new 
collaborative sessions, new clusters, etc.) can be 
represented by a sequence of sub-graphs; hence, 
the CWSN model allows the representation of 
each state of the network and its evolution. 
Furthermore, the CWSN model is generic, since it 

can model heterogeneous networks; it can be applied 
to any type of wireless sensor nodes (regardless their 
size, their hardware characteristics, the types of 
signals they can measure, etc.), and to describe and 
represent any WSN, despite of its specific 
application. So, it is possible to use all the entities 
defined in the model to represent a specific network 
scenario of any application (monitoring a forest, a 
vineyard, a volcano, a museum, a natural catastrophe, 
etc.). 

4. The CWSN Model Applied to 
Structural Health Monitoring 
 
The use of WSNs have brought several 

advantages in structural monitoring and the 
establishment of structural health compared to 
conventional methods where computers connected to 
accelerometers are used. In conventional methods, it 
is necessary to install cables through the structure, 
disturbing its normal operation and generating 
maintenance cost. Compared with conventional 
methods, WSNs provide the same functionality at a 
much lower price and a more flexible monitoring. 
Another problem is the high equipment and wiring 
installation and maintenance cost.  

 

 
 

Table 3. Comparative analysis of the models created for WSNs. 
 

Model Modeling issues 
Graph-
based 

CSCW 
concepts 

Collabor
ation 
levels 

Graphical 
representation 

of the WSN 
Formal model

Kenniche and 
Ravelomananana 

(2010) 
Topology YES NO NO 

YES 
(topology) 

NO 

SNSCW  
(Liu, et al., 2006) Cooperation NO YES 

YES 
(two) 

NO YES 

Wang (2011) Coverage no no no no 
Deployment 
and topology 

control 

Bonaci, et al. 
(2010) 

Behavior of the 
WSN under 

attack 
yes no no no 

Network 
security 

Wu and Chung 
(2009) 

Sensing and 
Coverage 

no no no no 
Deployment 
and topology 

control 

Ni, et al. (2009) Sensor faults no no no no Fault detection

Wüchner, et al. 
(2010) 

Performance no no no no 

Evaluation of 
performance 
and energy 
efficiency 

CWSN  

The whole WSN 
and 

collaboration 
hierarchy 

YES YES 
YES 
(five) 

YES 
(whole WSN) 

YES 

 
 

The cost of a conventional system with a 
computer and a piezoelectric accelerometer is about 
USD 40000 per sampling point. The estimated cost 
of the proposed system, in this work is less than USD 
200 per point. In WSNs no wiring is required, 
making installation and maintenance much easier and 
inexpensive. Moreover, the use of WSNs allows 
Structural Analysis of VulnerabilitiEs of buildings 
through wiReless sensor networks (SAVER) 
platform to be deployed and operate even if the 
building is in operation. It does not cause further 
visual impact due to its small size, low power 
consumption and installation flexibility. The 

advantage of structural health monitoring based on 
WSNs can be extended if the MEMS acceleration 
sensor type is used. The MEMS accelerometer is a 
silicon chip, which is very compact in size, low 
power consumption and cheap. Without MEMS, a 
small WSN, even low-power and low-cost 
accelerometer, would be degraded. 

Thus, the SAVER platform will aim at gathering 
information to establish the vulnerability level of 
structural health of buildings. Such information  
will be used in decision making for both  
schemes and prevention programs, and for post-
seismic evaluation. 
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The SAVER platform will be able to monitor and 
display information in real-time. It will determine 
from the implementation of several methods for 
estimating seismic response and damage detection, 
the level of structural vulnerability of buildings. In 
addition, our platform will offer several services that 
will notify users about potential risks of the structure 
through alarms, email and SMS. Besides, it will have 
a Web based monitoring platform and a mobile app 
for Android and I-Phone. Also, this platform will 
generate graphs, reports and statistics. Some 
preliminary results of the SAVER project was 
publish in [26]. 

The expected results, in SAVER project, intend 
to give the basis for the analysis of buildings and 
gather instrumental data that can be useful for 
decision-making of institutions and users that are 
responsible for infrastructure and buildings. 
Furthermore, in this project, we pretend to provide 
the necessary information to implement methods of 
vulnerability analysis and therefore, to estimate the 
seismic risk of buildings, such as hospitals or 
schools.  

SAVER project will be validated in the building 
B (Fig. 2) of UPAEP University, located in Puebla 
city in México. This building is structured based on 
reinforced concrete rigid frames. Furthermore, it is 
regular in plan and consists of four levels with a 
height of 3.15 m each one, so it has a total height of 
12.60 m. In the transversal direction, it has a bay of 
10.50 m. In the longitudinal direction, the building 
has eight bays of 6 m each one, so that it has a total 
length of 48 m. The structural elements are 
composed of beams and columns. The beams, in 
transversal direction, have square cross section at all 
levels. 

 
 

 
 

Fig. 2. Building B of the UPAEP University. 
 
 

In the longitudinal direction at Level 1 and 4, 
they have variable prismatic section, while in Level 2 
and 3 are rectangular. All columns in each level have 
variable hexagonal section. Floor system has 0.25 m 
thickness and is prefabricated. The building has 
masonry walls with 0.15 m thickness. This building 
was built in 1984. In recent studies, we have 
determined a high level of structural vulnerability. 

But, these studies were made using only three wired 
sensors. In order to obtain a better vulnerability 
estimation, we intend to instrument this building 
using the SAVER platform. The proposed topology 
for this building is shown in Fig. 3. 

 
 

 
 

Fig. 3. Topology of the WSN installed in the Building B. 
 
 

We are planning to install 12 sensor nodes. Each 
node has two sensors, a temperature sensor and an 
acceleration sensor. Using CWSN model, we can 
visualize the interaction among the sensors and  
their relationship.  

The spatial distribution of the sensors is 
established from the geometry of each building. But 
it is necessary to deploy each sensor at least one in 
the geometric center of each level, and one sensor on 
the corner of the roof. If the longitudinal dimension 
of the building is large, it is suggested deploy some 
sensors in one border of the building. It is important 
to monitor also the ground response using a free  
field sensor. 

Fig. 4 shows the WSN deployed in Building B, 
but represented using the entities proposed by the 
CWSN model.  

 
 

 
 

Fig. 4. Modeling Building B’s WSN. 
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Basically, this representation clearly shows that 
only one session is established, but more importantly, 
it shows the structure of the WSN and the 
interactions that will take place between the different 
types of nodes that compose it. For instance, it shows 
that nodes are grouped in two clusters. 

Using the CWSN model, it becomes evident the 
type of data collected by each node. 

The problem to establish the structural health on 
buildings will be reduced if we use the CWSN 
model. The model can provide a tool for getting 
instrumental information about the structural 
properties, like acceleration on each storey as well as 
some structural dynamic parameters. If we use a 
sensor that can measure the acceleration (Ac) at each 
storey and considering that each sensor can provide 
the record of (Ac), in three orthogonal directions, 
respect to the building (longitudinal, transversal and 
vertical), the CWSN model can be implemented in 
order to estimate the structural vulnerability level. 
For this reason, we need to compute a parameter 
correlated with the lateral displacement and the 
structural damage.  

The structural vulnerability level can be estimated 
using the algorithm presented in [26], where this 
level is associated with a damage parameter. The 
vulnerability can be estimated using a function, 
which considers the physical damage at any story and 
is defined as: 

 
d(u) = 1− exp(−aum ) (1) 

 
where a and m are the parameters to be determined 
according with the structural system features (frame, 
walls, etc) and u is the local deformation of interest, 
normalized with respect to its peak value at failure 
(total loss). The damage function is obtained as 
function of the corresponding inter-story drift. In this 
way the parameter u is related to the lateral 
displacement. The lateral displacement u can be 
determined considering two criteria:  

1) Using actual seismic records,  
2) Using ambient vibration records.  
The first approach is direct, because we use the 

record acceleration time history on different floors 
along the building. A double integration of the 
acceleration time-history can be used in order to 
obtain the response displacement. For this is 
necessary to apply a numerical procedure for 
integrating the corrected and filtered acceleration 
time-history, assuming that it has a linear variation 
between each time increment. For the velocity time-
history this procedure is repeated in order to estimate 
the displacement time-history. The maximum inter-
story drift can be determined by the following 
expression: 

 

1
max

1

(t) u (t)j j
j

j j

u

h h
ψ +

+

−
=

−
, (2) 

where ψmaxj is the maximum inter-story drift, uj(t) is 
the lateral displacement at level "j" for a time t, and 
hj is the vertical distance between each level. 

The second approach considers several steps that 
are described in the follow. First, it is necessary to 
synchronize the signals with a common time 
reference and carry out the polarization procedure 
according to the sensor´s orientation and the 
reference system. The baseline correction of the 
original records also is needed. In order to eliminate 
the undesirable components of frequency a signal 
filtering procedure is recommended for this we can 
use a Butterworth. For the ambient vibration records 
in three directions we can apply the Fast Fourier 
Transform (FFT), in order to obtain the Amplitude 
Fourier Spectra. With this information we can 
estimate the transfer functions, the vibration periods 
and mode shapes. The vibration period and the mode 
shapes can be used for generating a Simplified 
Reference System (SRS) using the criteria proposed 
in [27]. The SRS has dynamic properties that 
represent the behaviour of the actual building, 
however is necessary introduce the corresponding 
transform response factors. These factors are also 
defined in [28]. In order to obtain the non-linear 
response of the SRS, in terms of lateral displacement, 
an adequate hysteretic model will be adopted. The 
non-linear responses can be related with a specified 
seismic scenario. In Fig. 5 the SRS model is shown, 
where m, k and c are the mass, stiffness and damping 
coefficients of the building, respectively.  
These parameters are correlated with the  
dynamic properties.  

 
 

 
 

Fig. 5. SRS model. 
 
 

In this implementation we can define the specific 
properties for each Sensor Node (Ni), for example, 
we can use three Types of sensors (TS): Ac, Te and 
lv; Communication modality (CM) can be defined as 
radio; for the Communication Technology (CT), we 
can use ZigBee (ZB); the Power Supply (PS) can be 
a Hybrid type (Hy); the Localization (L) can be 
defined as Manual.  

In order to show the advantages of the SAVER 
platform, we present a structural vulnerability 
function for building B (Fig. 6). The vulnerability 
function describes the damage level d(Ψ)in terms of 
inter-storey drift d(Ψ). The values of damage are 
from 0 to 1. A damage equals to 0 indicates fully 
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health condition and damage equals to 1.0 indicates 
collapse of the building. The vulnerability function 
was estimated using only one accelerometer located 
in three different points on the building. We recorded 
three acceleration records (ambient vibration), but 
these records were in three different intervals of time. 
This is a big limitation that can be covered by the 
SAVER platform, because the acceleration records 
must be at the same interval of time. The CWSN 
model can represent this easily, since it defines the 
evolution of the network, which can be represented 
through a succession of graphs.  

 
 

 
 

Fig. 6. Typical vulnerability function to establish the 
structural health condition on Building B. 

 
 

The modeling and representation of the deployed 
WSN using the CWSN model can bring several 
advantages from the user and network manager’s 
points of view. The main contribution of the CWSN 
model is to standardize ways to model a WSN and 
provide a unified view of such a network  
regardless of what aspects are considered. Moreover, 
it allows the user and the network manager to 
become more aware of the composition and state of 
the whole network. That is, the CWSN model allows 
for visually representing several details about the 
WSN that has been deployed, what provides them 
with a more intuitive and prompt understanding of 
the WSN.  

 
 

5. Conclusions 
 

The CWSN model also defines the evolution of 
the network, which can be represented through a 
succession of graphs.  

In this extended version of the paper [29], we 
presented the CWSN model, which is based on the 
CSCW methodology and specifically designed for 
WSNs. The great advantage of using this model to 
represent WSNs is that, besides modeling 
collaboration, it can also model the entire WSN. 
Also, this model allows for the representation of each 
state of the network and its evolution. Moreover, the 
CWSN model is generic, in the sense that it can be 
applied to heterogeneous WSNs, and scalable, as it 
can be updated if any modifications need to be 

introduced. The CWSN model was formalized in 
first-order logic. This attribution allows knowing 
which edges are active and which are not. In other 
words, we are able to identify which nodes are 
transmitting information. If some failure occurs on 
the process of transmission, our approach allows 
identifying this situation. 

We consider that some advantages of the CWSN 
model arise from the fact of being formal and based 
on graphs.  

The attributes defined for each entity of the 
CWSN model cover several dimensions. Thus, this 
model can be used as a framework for developing 
more generic software solutions for WSNs. Given the 
fact of being a broad and generic model, also confers 
the CWSN model with the ability of being applied to 
describe any WSN regardless of its application 
scenario. 

We also believe that this model can assist 
network designers in making better decisions 
regarding the organization and management of the 
network. This contribution becomes more significant 
given that the CWSN model was used as a basis to 
implement an awareness tool and a sessions’ 
managing tool for WSNs, which will be described in 
the next chapter.  

Moreover, the CWSN model can be used to 
automatically generate some graphs of the WSN that 
will allow for identifying routing paths, detecting 
damaged/failed nodes or links, etc. 
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Abstract: Experiments have shown that the number of asymmetric and unidirectional links often exceeds the 
number of bidirectional ones, especially in the transitional area of the communication range of wireless sensor 
nodes. Still, most of today’s routing protocols ignore their existence or try to remove their implications. Also, 
links are not stable over time, and routes become unusable often, resulting in a need for new routing protocols 
that can handle highly dynamic links and use unidirectional links to their advantage. At SENSORCOMM' 2014, 
we presented BuckshotDV, a routing protocol which is resilient against link fluctuations and uses the longer 
reach of unidirectional links to increase its performance. Furthermore, its distance vector nature makes it 
scalable for large sensor networks. This paper is an extended version which adds some implementation details 
and the evaluation of BuckshotDV in two more application scenarios. Copyright © 2015 IFSA Publishing, S. L. 
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1. Introduction 
 

This is an extended version of the paper called 
’BuckshotDV - A Robust Routing Protocol for 
Wireless Sensor Networks with Unstable Network 
Topologies and Unidirectional Links’ which was 
presented at SENSORCOMM' 2014 [1].  

In recent years, asymmetric and unidirectional 
links have been shown to be common in wireless 
sensor networks. Depending on the used hardware 
and the distance between nodes, different regions 
(transitional region [2], grey area [3]) have been 
defined, in which unidirectional links are common 
and can even represent the majority of links. Also, 
most links are not stable over time [4].  

In traditional routing protocols, unidirectional 
links and unstable links are ignored and not used for 
forwarding purposes. Bidirectional, stable links make 
routing decisions much easier. Unfortunately, this 
approach neglects a lot of potential optimizations, as 
unidirectional links often have a greater reach than 
bidirectional ones. Thus, unidirectional links reduce 
the number of hops needed to deliver a message to its 
destination. However, using unidirectional links is 
often considered to induce too much overhead [5]. 
An example for this overhead is the need to inform 
upstream nodes of their outgoing links.  

In this paper, we present BuckshotDV, a routing 
protocol specifically designed to use unidirectional 
links implicitly. The overhead which results from the 

http://www.sensorsportal.com/HTML/DIGEST/P_2603.htm

http://www.sensorsportal.com
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need to inform upstream neighbors of their outgoing 
unidirectional links in other protocols is eliminated. 
BuckshotDV is based on a multi path approach, 
enabling the usage of unidirectional links and making 
it resilient against link changes and node failures. 
Moreover, a node implicitly updates its routing table 
each time a message is received.  

The remainder of this paper is structured as 
follows: the nature of unidirectional links and their 
commonness in wireless sensor networks are 
presented in Section II. Selected state of the art 
routing protocols that were used in the evaluation are 
presented in Section III, followed by the description 
of our protocol BuckshotDV in Section IV. In 
Section V the evaluation of BuckshotDV and selected 
state of the art protocols in simulations and real 
experiments is shown before concluding remarks are 
given in Section VI. 

 
 

2. Unidirectional Links in Wireless 
Sensor Networks   
 
Different classifications of link quality are used in 

literature. Examples are included in [2-4, 6], which 
all use different classifications (see below).  

The most commonly used classifications divide 
links into bidirectional links, asymmetric links and 
unidirectional links. A bidirectional link is always 
defined as a link between two nodes which can be 
used to transmit a message from either of those two 
nodes to the other one. In contrast, the terms 
asymmetric link and unidirectional link are not 
always defined clearly, and sometimes used 
synonymously. Common definitions for asymmetric 
links focus on a variation of either Received Signal 
Strength Indication (RSSI) values or packet loss 
(delivery ratio). When the delivery ratio is used, 
unidirectional links can be seen as a subclass of 
asymmetric links where the delivery ratio in one 
direction is 0. However, this definition requires quite 
a lot of message transmissions in order to evaluate 
the delivery ratio. For this paper, a unidirectional link 
is defined as follows: a link from node A to node B is 
unidirectional, if node B can receive messages from 
A, but not vise versa.  

Woo et. al. focus on link quality estimation in [2]. 
They measured link quality for a sensor network 
deployment consisting of 50 Mica Motes from 
Berkeley. All nodes within a distance of about 10 feet 
(about 3 meters) or less from the sender received 
more than 90 % of the transmitted packets (called the 
effective region). It is followed by the transitional 
region which reaches roughly from 10 feet to 40 feet 
(between 3 and 13 meters) distance. Nodes in this 
region cannot be uniformly characterized as some of 
them have a high reception rate while others received 
no packets at all. The last region is the clear region 
and contains only nodes that did not receive any 
transmissions.  

Zhao and Govindan measured the properties of 
wireless sensor networks on the physical and medium 
access control layers [3]. These measurements were 
conducted using up to 60 Mica motes, which were 
placed in three different environments: an office 
building, a parking lot and a habitat. The experiments 
for the physical layer were realized with a single 
sender and multiple receiver nodes, and have shown 
the existence of a grey area in reception which can 
consist of up to one third of the network (similar to 
the transitional region described above). Another 
result described by the authors is that in the parking 
lot and indoor environments nearly 10 % of measured 
links were unidirectional (called asymmetric links in 
the paper).  

The Medium Access Control (MAC) layer 
evaluation used a simple Carrier Sense Multiple 
Access/Collision Avoidance (CSMA/CA) protocol, 
which is the default implementation for TinyOS. It 
was augmented with a retransmission scheme, to 
make use of the link-layer acknowledgments that 
were being transmitted anyway. The authors have 
defined the packet loss difference for two nodes as 
the difference between the packet delivery efficiency 
of both nodes. Unidirectional links are quite 
common: more than 10 % of the surveyed links have 
a difference of more than 50 %. Ortiz and Culler 
studied the feasibility of using multiple channels in 
wireless sensor networks [6]. They evaluated link 
quality in three different testbeds: a machine room, a 
computer room and an office building, using up to 60 
sensor nodes. During the experiments, each node 
transmitted 100 messages and each other node 
recorded the number of received messages, enabling 
easy calculation of the packet reception rate. The 
authors found that unidirectional links were indeed 
common in their testbeds. In the machine room  
32 - 36 % of links were unidirectional, 18 - 34 % in 
the computer room and 10 - 46 % in the office 
building. In previous work [4], we described 
connectivity measurements conducted using eZ430-
Chronos sensor nodes from Texas Instruments. We 
evaluated different placements (desk, lawn, stones), 
different heights (ground or poles) and two radio 
channels. Connectivity graphs were gathered every 
minute, for 60 minutes in each experiment. The 
results show that unidirectional links were extremely 
common in those experiments, there were always 
more unidirectional than bidirectional links. Also, the 
increased communication range that resulted from the 
higher placement on the poles led to a stronger 
increase of unidirectional links than of bidirectional 
ones. On average, we measured about four to five 
times more unidirectional than bidirectional links. 
Furthermore, we found that all links were extremely 
unstable, with lots of link changes between 
measurements (minutes). All these experiments show 
that unidirectional links are normal in wireless sensor 
networks and should be taken into account when 
routing decisions are made. Using them can increase 
connectivity, which may prevent network separation 
and increase performance. 
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3. Related Work 
 
AODVBR [7] is an enhancement of Ad-Hoc On 

Demand Distance Vector Routing (AODV) [8, 9], 
that uses a mesh structure to supply multiple paths. 
The main achievement of the protocol is to build 
multiple routes without sending additional control 
messages. This is possible because of the broadcast 
character of the medium. Every node that overhears a 
route reply packet and is not the addressed next hop 
discards this packet in AODV. In AODVBR, these 
nodes enter the node from which the route reply was 
received as next hop to the destination into their 
routing cache. This way, a structure similar to a fish 
bone is constructed.  

When a link breaks, the node that detected the 
break (re-)broadcasts the data packet with a flag 
indicating that this message should be sent using an 
alternative route. A neighboring node that receives 
this message and has overheard the route reply that 
created this route forwards the message to the next 
hop. This way, a detour of one hop is taken, which 
may enable the delivery of the data packet. Also, a 
route error packet is transmitted to the source, so that 
a new and possibly better route can be established. 
However, the message still has to traverse all nodes 
that are on the original route.  

Dynamic Source Routing [10-12] is one of the 
first routing protocols that took unidirectional links 
into account. The authors specify two different 
modes of operation for DSR: one for the usage of 
only bidirectional links, and another which should be 
used when unidirectional links are common (used 
here). In this version, route request messages (RREQ) 
are flooded in the usual way. Route reply messages 
(RREP) however, are not sent back the inverted path 
of the RREQ message. Instead, the destination (D) 
inserts the path the RREQ has taken into a RREP 
message, which is also flooded. Once this message 
has arrived at the originator of the RREQ message 
(the source, S), S inserts the path taken by the RREQ 
into its routing table and transmits an additional 
routing message to node D, which contains the path 
taken by the RREP. Once the destination has received 
this message, the routes from S to D and from D to S, 
which can differ strongly, have been established.  

Virtual coordinates are used by ABVCap Uni [13] 
to enable the usage of geographic routing in networks 
without location information. ABVCap Uni uses 
clusters and rings to enable the usage of 
unidirectional links. The overhead of maintaining 
clusters and rings is high, though. When links change 
often, the performance of ABVCap Uni decreases 
drastically.  

In previous work, we introduced Buckshot 
Routing [14], a source routing protocol for dense ad-
hoc networks. It uses a multi path approach to 
circumvent broken links, unidirectional links or dead 
nodes. These multiple paths are implemented by a 
limited directional flooding: when a node receives a 
message, the forwarding decision differs from that 
used in traditional source routing protocols. 

Normally, a node that receives a message only checks 
if it is the intended next hop. In Buckshot Routing, 
only the one after that is important, the next-but-one 
hop. All nodes that have this next-but-one hop in 
their neighbor table forward the message. 

 
 

4. BuckshotDV 
 
Buckshot Routing and BuckshotDV are both 

based on a limited directional flooding. When a node 
S wants to transmit a message to a node D and a path 
is already known, messages are not only sent along 
this path, but also within a certain tunnel around the 
original route.  

An example of the forwarding mechanism is 
depicted in Fig. 1. The original path from node S to 
node D is a straight line in the middle of the figure. 
Where in traditional routing protocols a node only 
forwards the message if it is the intended next hop, 
nodes forward it if they have the hop after the next in 
their neighbor table in Buckshot Routing and 
BuckshotDV. This results in a higher message load, 
but also adds redundancy to the forwarding 
mechanism.  

 
 

 
 

Fig. 1. Multiple paths taken by a message in Buckshot 
Routing and BuckshotDV. 

 

 
The usefulness of the created redundancy can also 

be seen in Fig. 1. The dashed link between the second 
and the third node on the path is now broken, which 
would usually result in a delivery failure. In Buckshot 
and BuckshotDV, this broken link is implicitly 
circumvented, removing the need for a new route 
discovery.  

Buckshot Routing and BuckshotDV are based on 
the same forwarding mechanism. However, while 
Buckshot Routing works quite well in networks with 
a small diameter, wireless sensor networks are 
assumed to consist of thousands of nodes in the 
future. The source routing character of Buckshot 
Routing means that the size of messages grows with 
the route length, which can become a problem in 
state of the art wireless sensor networks where the 
upper bounds for message size can be quite low (e.g., 
64 Byte on the eZ430-Chronos from Texas 
Instruments [15]).  
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To make the forwarding principle of our 
Buckshot Routing usable in large scale networks, we 
developed its distance vector version called 
BuckshotDV, which reduces the message size while 
at the same time increasing the robustness of the 
routing protocol and increasing the delivery ratio.  

In traditional distance vector routing algorithms 
like DSDV [16] or AODV, each node maintains a 
routing table, with entries consisting at least of the ID 
of the destination, the distance, and the next hop. 
Using the same entries in Buckshot Routing with 
Distance Vectors (BuckshotDV) is simply not 
possible. Buckshot Routing needs to know the next-
but-one hop, which means that this value has to be 
kept in the routing table, too. Instead of a whole path 
with many node identities, a routing table for 
BuckshotDV contains a single ID: The next but one 
hop. But this has to be determined somehow, 
requiring changes to the way route request (RREQ) 
messages are built in distance vector protocols.  

 
 

4.1. Message Types 
 
In BuckshotDV a node enters its own ID along 

with the ID of the node from which it received a 
RREQ message before retransmitting it, previous 
entries are overwritten. A node that receives a RREQ 
message now knows its neighbor’s neighbor, and 
thus the next-but-one hop on the reversed path, which 
it enters into its routing table in the form (Source of 
RREQ, next-but-one hop, distance). This entry is 
based on the fact that in Buckshot Routing the ”real” 
next hop is never important, only the next-but-one 
hop. The only exception to this is the 

source/destination, which does not have a next-but-
one hop. To compensate this the source enters an 
illegal ID when creating a RREQ message.  

The first value in the RREQ is the type of 
message, followed by the sequence number of the 
originating node and its identity, which are used for 
duplicate suppression and to build the reversed route. 
The destination ID is of course necessary to terminate 
the route discovery once the destination has been 
reached. All of these values are fixed throughout the 
lifetime of a RREQ message.  

The first value being subject to change is the hop 
count which is incremented by one on each hop. 
Please note that of course any other weight function 
like, e.g. energy, would also be possible. The hop 
count is followed by the identities of the previous and 
the current hop, which of course change with each 
hop the message takes.  

Fig. 2 shows an example of a RREQ message that 
is transmitted from its source to node A and then to 
node B. The changing values are initialized with 0 for 
the hop count, an illegal value and the source’s ID 
before the source transmits it RREQ message. Upon 
reception of this message, node A enters the source 
with a distance of 1 and next-but-one hop: the illegal 
value into its routing table. This is necessary to 
prevent all other neighbors from rebroadcasting a 
message from A to the destination over and over 
again. After creating the routing table entry, node A 
increments the hop count of the RREQ message and 
enters the last hop (the source) and its own ID before 
retransmission. On node B the procedure is the same. 
If some node C received the message from B it would 
create a routing entry consisting of the source, a 
distance of 3 and node A as the next-but-one hop.  

 

 
 

Fig. 2. Per Hop Changes in a Route Request Message in BuckshotDV. 
 
 
When a node receives a RREQ and determines 

that it is the destination of this packet, it creates a 
routing entry for the source of the RREQ message 
and transmits a route reply (RREP). RREP messages 
contain the ID of the node from which the RREP was 
received and the identity of the next-butone hop in 
BuckshotDV. The next-but-one hop is needed to find 
the route to the source of the RREQ message, the 
identity of the previous node is needed to build the 
backward route. Thus, contrary to Buckshot Routing 
in its basic source routing variant, RREP messages 
are also used to build new routes. Nodes that receive 
a RREP message check their neighbor table for the 

next-but-one hop listed there, which is the next hop 
from their perspective. If and only if there is an entry, 
they look up the next-but-one hop from their 
perspective in their routing table, adjust the values in 
the RREP message and retransmit it.  

In Fig. 3 an example of the way RREP messages 
are handled in BuckshotDV is given. The RREP 
message consists of four values that do not change 
and four that do. The type, sequence number, source 
ID and destination ID are used in exactly the same 
way as before. In the varying fields, the hop count 
has been reset by the destination of the RREQ before 
retransmission and now denotes the distance of each 
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node that receives the RREP message from the 
destination of the RREQ. Following the hop count, 
the identity of the next-but-one hop is inserted, which 
is used on the receiving nodes to decide whether they 
should forward the message, following Buckshot 
Routing’s forwarding mechanism. The other two 
varying fields are the same as in the RREQ message: 
The identity of the last and current hop. They are 
used to build routing table entries for the way to the 

destination (of the RREQ message). In the example, 
node A enters an illegal value into the next-but-one 
hop field, because it is a direct neighbor of the 
destination and no next-but-one hop exists. Please 
note that node A does not know that, i.e. it retrieves 
this value from its routing table. No special case 
handling is required, because the illegal value had 
been present as next-but-one hop in the RREQ due to 
which this routing entry was made.  

 
 

 
 

Fig. 3. Per Hop Changes in a Route Reply Message in BuckshotDV. 
 

 
An example of the way routing table entries are 

created in BuckshotDV can be seen in Fig. 4. Node S, 
the source, searches for a route to node D, the 
destination. It transmits a route request message as 
described above. Upon reception of this message, 
node A enters node S into its routing table with no 
next-but-one hop (illegal value: NULL) and a 
distance of 1. When node B receives the (modified) 
RREQ, it enters node S with next-but-one hop node S 
and a distance of 2 into its routing table. Finally, 
node D receives the RREQ, creating an entry 

consisting of node A as next-but-one hop and a 
distance of 3 for node S. This concludes the building 
of the backward route. Now the forward route has to 
be established by the route reply message, which is 
transmitted by node D. Node B receives it and enters 
node D with no next-but-one hop and a distance of 1 
into its neighbor table. For node A the entry consists 
of node D as next-but-one hop and a distance of 2. 
Node S enters node B as next-but-one hop and a 
distance of 3 into its routing table.  

 
 

 
 

Fig. 4. Routing Table Entries Generated by BuckshotDV. 
 
 
Once the RREP message has arrived at the source 

and the routing table entry has been created, the 
DATA packet can be transmitted. As no new route 
needs to be learned from a data packet, the identities 
of the previous and current hop are omitted in DATA 
packets.  

The data packet format used in BuckshotDV is 
shown in Fig. 5. Just like when forwarding a RREP 
message, each node that receives a DATA message 
checks its neighbor table for the next-but-one hop 
listed in the message and replaces it with its own 
next-but-one hop for the listed destination if and only 
if it has found the neighbor in its neighbor table.    

 
 

Fig. 5. DATA Message Format in BuckshotDV. 
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4.2. Variations 
 
A possible variation of BuckshotDV concerns the 

DATA messages. In the basic version, they contain 
only one entry that changes with each hop: The next-
but-one hop which is used for routing decisions. It 
would be possible to include the current and previous 
hop, to learn about the path that has been taken by the 
DATA message. Then, a node that receives a 
message could update its routing table entry for the 
source of the data message. 

 
 

4.3. Advantages and Disadvantages 
 
When compared to pure Buckshot Routing, 

BuckshotDV is complicated and requires more 
computation and copying on each node. Still, when 
comparing it to protocols like AODV, it remains 
simple. Its main advantage compared to Buckshot 
Routing is its scalability. In Buckshot Routing, as in 
all source routing protocols, the message headers 
grow with increasing network diameter. In 
BuckshotDV the header size is constant for each type 
of packet, making it usable in large networks. 
However, where Buckshot Routing is able to use 
route shortening if some of the intermediate nodes 
move closer to the source, BuckshotDV is not. The 
only point where BuckshotDV could use route 
shortening is when the destination becomes a direct 
neighbor of one of the intermediate nodes, which 
could then find it in its neighbor table. 

 
 

5. Evaluation 
 
The evaluation includes simulations using the 

OMNeT++ framework [17], as well as outdoor 
experiments on 36 eZ430- Chronos sensor nodes 
from Texas Instruments [15].  

OMNeT++ [17] is a discrete event simulator that 
can be used to simulate different kinds of networks. 
OMNeT++ supplies a framework of modules which 
can be combined to form compound modules. Both 
types of modules contain gates, which can be 
connected using channels, to allow the modules to 
communicate with each other. This is realized by 
passing messages from one module to the other. 
OMNeT++ is implemented in C++ and enables the 
usage of the same code in simulations as well as on 
the sensor nodes. To enable simulations of a sensor 
network, the MiXiM framework [18] has been used. 
It provides an abstraction for communication layers. 
Explicit simulation of unidirectional links using a 
connectivity matrix has been added to MiXiM for 
this evaluation.  

For all experiments, eZ430-Chronos Sensor nodes 
from Texas Instruments [15] were used. The eZ430-
Chronos is an inexpensive evaluation platform for the 
CC430. These feature an MSP430 micro controller 
with an integrated CC1101 sub-gigahertz (868 MHz) 
communication module [19]. The evaluation board is 

delivered as a compact sports watch containing 
several sensors, e.g. a three-axis accelerometer, and 
five buttons which are connected through general 
purpose I/O pins.  

Fig. 6 shows the used eZ430-Chronos sensor 
nodes in three different placements which were used 
in the experiments. An external battery pack has been 
soldered to the nodes, which replaces the internal 
coin cells. This enables the usage of freshly charged 
batteries for each protocol. 

 
 

 
 (a) (b) (c) 

 
Fig. 6. A modified eZ430-Chronos sensor node from Texas 

Instruments, (a) affixed to poles; (b) placed on the lawn;  
(c) on a stone pavement. 

 

 
Apart from the modification for the batteries, the 

sensor nodes were used as they were delivered, no 
calibration was made. The transmission power was 
also left at the preset level of 0 dBm, which lead to a 
small transmission range. This small transmission 
range is also due to the absence of a real antenna on 
the eZ430-Chronos: the metal surrounding the 
display acts as antenna.  

Five different routing protocols were chosen as 
competitors for BuckshotDV in the evaluation: 
Flooding, Tree Routing, AODVBR, DSR and 
Buckshot Routing. 

 
 

5.1. Simulation Method 
 

The simulated networks consisted of four 
different sizes of grids: 100 nodes (10x10), 400 nodes 
(20x20), 900 nodes (30x30) and 1600 nodes (40x40). 
A grid alignment was chosen to represent 
applications that need area coverage, where each 
node is equipped with sensors that have a range of 
one distance unit. To simulate a certain connectivity 
between nodes, we used the matrix-based simulation 
approach presented in [20]. As the largest networks, 
consisting of 1600 nodes, needed to be simulated for 
the longest time, they also needed the highest number 
of connectivity matrices: for a single simulation 
17761 connectivity matrices were needed. In each of 
these matrices, a (directed) link from node A to node 

B exists with a probability of 6/ dα  where d is the 
distance between node A and node B. The inverse 
link, from node B to node A, exists with the same 
probability. Therefore, the link is bidirectional with a 

probability of 6/ dα × 6/ dα , unidirectional (in any 
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one direction) with 6/ dα × (1 - ( 6/ dα )) and non 

existing with (1 - ( 6/ dα ))2. The quotient (d6) 
reflects the dampening induced by the distance 
between nodes while α represents the probability that 
a link between geographically adjacent nodes exists. 
Nodes that are directly above, below, right or left of a 
node are called direct neighbors and their distance 
was defined as 1. α was varied between 0.9, 0.95 and 
1, and for each value of α ten sets of matrices with 
different seeds for the random number generator were 
generated, leading to 30 sets of matrices per network 
size, and a total of 996120 connectivity matrices 
containing between 10.000 and 2.560.000 entries. 
Please note that due to the fact that connectivity 
matrices were generated randomly, there is no 
guarantee that there always was a path from sender to 
destination. Therefore, no upper limit can be 
calculated, but Flooding is used as reference 
protocol: the number of application messages 
delivered by Flooding is taken as 100 % and the 
delivery ratio of all other protocols calculated 
accordingly. 

 
 

5.2. Experimental Methodology 
 
In the experiments, four different placements 

were used: a desk, a lawn, poles, and stones. The 
desk placement is a one hop environment with all 36 
nodes lying directly next to each other. In the other 
experiments, nodes were placed one meter from each 
other, on the grass of a lawn, on a stone pavement or 
affixed to poles at a height of 20 cm above ground. 
Each placement has different radio characteristics. In 
the experiments the delivery ratio was defined as the 
number of received application messages divided by 
the number of application messages handed to the 
routing protocol. 

 
 

5.3. Application Scenario 1: Sense and Send 
 
The application implemented for scenario 1 

represents a sense-and-send behavior that is often 
found in sensor networks: All nodes within the 
network wanted to transmit all their messages to the 
same destination.  

The delivery ratio of Buckshot Routing, 
BuckshotDV, DSR, AODVBR, Flooding and Tree 
Routing is shown in Fig. 7. For a small network 
containing only 100 nodes, the delivery ratio of 
Buckshot Routing in its source routing version and 
that of BuckshotDV are still close to each other. 
However, when the number of nodes and thus the 
network diameter and route length increase, the 
performance of Buckshot Routing declines while that 
of BuckshotDV improves.  

Indeed, the performance of all protocols declines, 
except for BuckshotDV. This is due to the forwarding 
mechanism of BuckshotDV, which always uses the 
next-but-one hop from the perspective of the node 

which is currently handling a message. As this next-
but-one hop might be different for different nodes, 
the limited directional flooding gets broader with 
increasing network diameter, increasing redundancy 
and robustness against unidirectional links and link 
breaks.  

 
 

 
 

Fig. 7. Scenario 1: Delivery Ratio. 
 
 
However, this increase in robustness comes at a 

price: the increased redundancy means that a higher 
number of messages are transmitted. Fig. 8 shows the 
number of messages transmitted by each protocol. 
While Flooding naturally transmitted the most 
messages, BuckshotDV nonetheless transmitted 
about twice as many messages as Buckshot Routing. 
The least number of transmitted messages can be 
seen on Tree Routing as expected: when a link 
breaks, two retransmissions are tried before the 
message is discarded, keeping the cost of delivery 
failure low. In the case of DSR, a failure to deliver a 
message to the next hop results in a route error 
message being transmitted to the originator of the 
message, and a subsequent new route discovery, 
which includes two floodings of the whole network. 
AODVBR should in theory be robust against 
message losses due to the fish bone structure it uses 
to reclaim lost data messages. However, this 
reclaiming mechanism is only used for data 
messages, meaning that AODVBR needs a 
completely bidirectional path during route discovery.  

The cost of delivering a single application 
message to the destination measured in transmitted 
messages is shown in Fig. 9. With a delivery ratio of 
40 % and a low number of overall transmissions, 
Tree Routing can be a good choice for small 
networks if network load is more important than 
delivery ratio. DSR represents the other end of the 
spectrum - the low number of delivered application 
messages compared to the fairly high number of 
transmitted messages results in a very bad cost ratio. 
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Therefore, DSR should not be used in such dynamic 
environments. The ratio of AODVBR is also worse 
than that of Flooding, therefore it should not be used 
for the resource constrained sensor networks. The 
ratios of Buckshot and BuckshotDV are close to each 
other, with BuckshotDV a little worse. The decision 
which of these two should be used in a certain 
scenario depends on the importance of data and 
network load: if the delivery ratio is more important, 
BuckshotDV should be chosen, and the increased 
network load tolerated. If network load needs to be 
reduced, Buckshot Routing should be used.  

 
 

 
 

Fig. 8. Scenario 1: Transmitted messages. 
 
 

 
 

Fig. 9. Scenario 1: Transmissions per application message. 
 

 
The delivery ratio of each protocol, divided by 

different placements, is shown in Fig. 10. The figure 
shows that all protocols work well on the desk, and 

fairly well in the pole experiments. But when the 
sensor nodes are placed on the ground, AODVBR 
and DSR show a steep decline in delivery ratio. Tree 
Routing works much better, but still not as well as 
Buckshot Routing or BuckshotDV. Even Flooding 
shows a strong decline, which is due to problems 
with the MAC layer. However, BuckshotDV 
outperforms all protocols chosen for comparison.  

 
 

 
 

Fig. 10. Delivery ratio of each protocol achieved  
in the experiments. 

 

 
The total number of messages transmitted by each 

protocol is shown in Fig. 11. It can be seen that 
Flooding transmits the most messages in all 
placements, with Buckshot Routing and DSR 
following for the placements on the ground (Lawn, 
Stones). Tree Routing transmitted the lowest number 
of messages in the placements on the ground. 
However, the number of transmitted messages needs 
to be correlated to the delivery ratio.  

 
 

 
 

Fig. 11. Number of messages transmitted by each protocol 
in the experiments. 

 

 
The cost of delivering a single application 

message to its destination measured in transmitted 
messages is shown in Fig. 12. DSR performs worst 
due to the high number of transmissions and low 
number of delivered application messages. However, 
BuckshotDV performs at least as well as all other 
protocols, often outperforming its competitors. Even 
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TreeRouting which has a better cost function in the 
stones placement has a lower delivery ratio for that 
same scenario. In the desk and pole placements 
Buckshot Routing has the same ratio of 1 as 
BuckshotDV and in the lawn placement Tree Routing 
and BuckshotDV share a value of 7. When the 
delivery ratio is taken into consideration, this means 
that BuckshotDV always outperforms its competitors, 
even for our relatively small testbed consisting only 
of 36 nodes. 

 
 

 
 

Fig. 12. Number of messages transmitted to deliver a single 
application message in the experiments. 

 

 
5.4. Application Scenario 2: Single Pairing 

 
In this scenario all settings, including the number 

of messages a node wants to transmit, are the same as 
in the sense-and-send scenario. However, instead of a 
single sink as destination for all messages from all 
nodes, each node has a randomly chosen partner node 
it wants to communicate with. This pairing of nodes 
was generated before the simulations and 
experiments, and differs only between different 
network sizes: If e.g. node 15 is the partner of node 
21 for the network consisting of 36 nodes, this 
pairing remains fixed for all protocols as well as for 
simulations and real world experiments.  

This pairing of nodes represents a communication 
pattern for MANETs and was chosen because two of 
the protocols used for comparison (AODVBR and 
DSR) are MANET protocols.  

In the simulations for the single pairing scenario, 
the same connectivity change lists were used that 
have already been used in the sense-and-send 
scenario. However, as the destination was not a 
single fixed one for all nodes, the simulations were 
not varied according to the destination. Instead, the 
generated pairings were used as stated above.  

Flooding was once again used to measure the 
upper limit for delivered messages and the delivery 
ratio was defined as the number of messages 
delivered by a protocol divided by the number of 
message delivered by Flooding.  

The delivery ratio of AODVBR, Buckshot 
Routing, BuckshotDV, DSR, Flooding and Tree 
Routing is shown in Fig. 13. For all protocols except 

Flooding the delivery ratio declines with increasing 
number of nodes. It can be seen that AODVBR and 
Tree Routing suffer the most from the increased route 
length in the larger networks, as the decline of their 
delivery ratio is steep. For AODVBR, building the 
initial route is the crucial part. When a route has been 
successfully established, the fish bone structure can 
be used to salvage data packets. But since building 
the initial route requires a bidirectional path and the 
probability of a complete path being bidirectional 
decreases with route length, AODVBR only works in 
small networks. For Tree Routing, building the initial 
route is no problem. However, due to the dynamic 
nature of links between nodes, the initial path is 
obsolete soon and the two retransmissions used as 
reaction to message loss are not sufficient in larger 
networks.  

 
 

 
 

Fig. 13. Delivery ratio of AODV-BR, Buckshot Routing, 
DSR, Flooding and Tree Routing, Scenario 2. 

 

 
The delivery ratio of DSR and Buckshot Routing 

also declines due to their source routing nature. 
However, finding the initial route is not a problem for 
either of them, as DSR uses one flooding for each 
direction and Buckshot Routing uses multiple paths 
implicitly. The main difference between both 
protocols is their route maintenance mechanisms. 
When DSR detects a route break it tries to inform the 
originator of the message that caused the detection of 
the break. Following this, a new route discovery with 
all its costs takes place. In Buckshot Routing this 
route maintenance is done implicitly with each 
received message, resulting in fewer stale routes and 
a better delivery ratio. Also, a maximum route length 
of 40 and caching of overheard routes were used for 
Buckshot Routing and DSR in this scenario. When 
the delivery ratio of Buckshot Routing for this 
scenario is compared to that achieved by the same 
variant in the sense-and-send scenario it can be seen 
that the delivery ratio has increased from less than  
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20 % to nearly 60% in the networks containing  
1600 nodes. This is due to the fact that the implicit 
route maintenance did not work in the sense-and-send 
scenario as all messages were transmitted from the 
nodes to the sink. As the nodes never received replies 
from the sink, they could never use the implicit route 
maintenance mechanism. In this scenario however, 
the pairing of nodes results in a constant message 
exchange between a node and its partner, leading to 
routes that are up to date most of the time. The figure 
once more confirms that the performance of 
BuckshotDV increases with network size as the 
number of available redundant paths increases.  

The number of transmitted messages for each 
protocol is shown in Fig. 14. 

 
 

 
 

Fig. 14. Number of transmitted Messages, AODV-BR, 
Buckshot Routing, DSR, Flooding and Tree Routing, 

Scenario 2. 
 
 
Here, the impact of the route maintenance 

mechanism of DSR can be seen: It transmits more 
than twice as many messages as Flooding as it tries to 
repair broken routes. Tree Routing presents the other 
extreme, it transmits nearly no messages at all, while 
Buckshot Routing and AODVBR need slightly more 
messages. When these results are compared to those 
of the sense-and-send scenario, it can be seen that the 
number of messages transmitted by BuckshotDV has 
increased much more than that of the other protocols. 
This is the price that BuckshotDV pays for a high 
delivery ratio: As the routing tables are continuously 
refreshed by messages from the partner node, the 
number of nodes that receive a message and also 
know the next but one hop increases. As all of these 
forward the messages in BuckshotDV, the number of 
redundant paths that are used is increased. This leads 
to an increase of delivery ratio of roughly 5 % for all 
network sizes. But to achieve this raise in delivery 
ratio the number of transmitted messages is nearly 
doubled.  

When the network load is considered (Fig. 15), 
the impact of the low number of messages 
transmitted by Tree Routing can be seen even better: 
The number of messages transmitted to deliver a 
single application message would suggest that Tree 
Routing is an excellent choice. However, this fact 
needs to be correlated with the delivery ratio in most 
cases, and the delivery ratio of Tree Routing is the 
lowest of all protocols. This is once again due to the 
length of routes. Tree Routing delivers a nearly 
constant number of data messages to the destination 
(roundabout 8000) for the networks with 400, 900 
and 1600 nodes, even though the total number of 
application messages that is handed to the routing 
protocol increases proportionally to the number of 
nodes in the network. The increased number of 
messages transmitted by BuckshotDV naturally also 
increases the number of messages transmitted to 
deliver a single application message. BuckshotDV 
still performs best, but only marginally. When it is 
compared to the performance of Buckshot Routing in 
its source routing variant, it can be seen that the 
source routing variant transmits much fewer 
messages per delivered data message but only has a 
delivery ratio of 59 % for the network consisting of 
1600 nodes, whereas BuckshotDV delivers 99 %. 
This is a good example for a choice to be made by 
the application programmer: If high network load 
poses a problem but message delivery might fail 
every once in while, source routing Buckshot 
Routing can be used. But if the delivery ratio takes 
prominence over all else, BuckshotDV is the protocol 
of choice.  

 
 

 
 

Fig. 15. Number of Messages transmitted to deliver a 
single application message, AODV-BR, Buckshot Routing, 

DSR, Flooding and Tree Routing, Scenario 2. 
 

 
In the experiments for the single paring scenario, 

only two locations were used: The desk and the stone 
pavement. No experiments were made on the poles, 
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because of the similarity between pole and desk 
scenario. On the desk, all nodes can communicate 
directly while on the poles the logical distance 
between nodes was only 1-2 hops even in the sense-
and send scenario where the destination was on the 
corner of the deployed grid. The pairings used in this 
scenario reduce the average route length and would 
result in even more single hop routes for the pole 
scenario, making the experiments redundant. The 
lawn placement has been neglected due to its 
similarity with the stone pavement placement.  

Fig. 16 shows the delivery ratios of all protocols 
that were achieved in the real world experiments on 
the desk and stone pavement. All protocols delivered 
100 % of messages in the desk scenario.  

 
 

 
 

Fig. 16. Delivery Ratio of each Protocol achieved  
in the real experiments, Scenario 2. 

 
 

In the stone pavement experiments, even 
Flooding did not deliver all messages, which gives an 
insight into the MAClayer problematic experienced 
more or less by all protocols. Flooding has the best 
delivery ratio in this scenario, Buckshot Routing and 
BuckshotDV which are next in line. Tree Routing 
also has a good delivery ratio in this scenario as it 
does not produce too much network load and the 
average path length was fairly small, making its two 
retransmissions a good reaction to message loss. DSR 
is continuously trying to repair routes, and thereby 
increases the network load very much, which can be 
seen in the next figure.  

The total number of messages transmitted by each 
protocol is shown in Fig. 17 In the stone pavement 
placement, DSR transmits more than 57.000 
messages and thus nearly as many as Flooding. 
Buckshot Routing and BuckshotDV transmit between 
17.111 and 23.301 messages, while AODVBR and 
Tree Routing transmit about 15.000 and 8.000 

messages respectively. These numbers already hint at 
the fact that Tree Routing profits quite a lot from the 
application setting and the small network diameter.  

The number of messages transmitted to deliver a 
single application message is shown in Fig. 18. As 
there were 36 nodes in the network, Flooding 
transmitted 36 messages for each data message 
delivered to the destination. The overhearing of route 
reply messages described above leads to a good 
performance on the desk for Buckshot Routing and 
BuckshotDV, with AODVBR, DSR and Tree 
Routing following close.  

 
 

 
 

Fig. 17. Total Number of Messages transmitted  
by each Protocol, Scenario 2. 

 
 

 
 

Fig. 18. Total Number of Messages transmitted by each 
Protocol divided by the number of delivered data messages, 

Scenario 2. 
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On the stone pavement, Tree Routing performed 
best, with Buckshot and Buckshot following. When 
the delivery ratio (Fig. 16) is also taken into account 
it can be said that for this application scenario, 
network size an placement, the choice of routing 
protocol should be made between Tree Routing and 
Buckshot Routing. Tree Routing produced the least 
network load per application message delivered and 
should be chosen if some message losses could be 
tolerated but the network load is the most important 
factor. Buckshot Routing should be chosen if 
network load is not a major concern. 

 
 

5.5. Application Scenario 3: Multiple Pairings 
 
The third application scenario, multiple pairings, 

once again uses the same settings as the two previous 
ones, only the application was changed. Instead of all 
nodes transmitting to a single sink or one 
communication partner for each node, there are 
multiple partners. Each node has one communication 
partner at the start of the simulations/experiments and 
transmits the first five messages to this node. Once 
five messages have been transmitted, the 
communication partner is changed. This is repeated 
every time five messages have been transmitted, until 
the total number of messages specified (110 for 
simulations, 60 for experiments) has been reached. 
The pairings of nodes were once again generated 
randomly before the start, and the same pairings were 
used for all protocols.  

This represents a MANET scenario where all 
nodes only want to exchange a few messages with a 
chosen partner before communicating with a different 
node. The fact that each pairing is only used for five 
messages results in a reduction of the importance of 
route maintenance. It is much more likely that a route 
is stable for five minutes than for a whole 
simulation/experiment, resulting in less route errors. 
Instead, route discovery rises in importance, as it is 
carried out after every five application messages.  

The simulations once again used the connectivity 
change lists that were generated before the start, to 
keep network connectivity equal for all protocols. As 
in the single pairing scenario, the pairings define a 
different destination for each node, making the 
additional simulation parameter destination used in 
the sense-and-send scenario unnecessary.  

The delivery ratio remains defined as the number 
of application messages delivered by a protocol 
divided by the number of messages delivered by 
Flooding in the simulations.  

The delivery ratio of Buckshot Routing and 
BuckshotDV is compared to that of the related work 
protocols in Fig. 19. It can be seen that Buckshot 
Routing still outperforms all related work protocols, 
even though the application scenario has been 
switched to one that should be better for the related 
work protocols. As the importance of route 
maintenance is reduced, one of the advantages of 

Buckshot Routing, the implicit route maintenance, 
has only a small impact.  

 
 

 
 

Fig. 19. Delivery ratio of AODV-BR, Buckshot Routing, 
DSR, Flooding and Tree Routing, Scenario 3. 

 
 
For AODVBR and Tree Routing, the number of 

nodes and therefore the route length is much more 
important than the communication pattern of the 
application: The changes between single pairing and 
multiple pairings are marginal. The performance of 
Tree Routing increased by one percent for the largest 
network while that of AODVBR decreased by two 
percent. A bigger difference can be seen for the 
smaller networks, where AODVBR has lost 10 % of 
its performance compared to the single pairing 
scenario in the network consisting of 100 nodes. This 
decrease in delivery ratio is due to the fact that 
building the initial route is one of the weaknesses in 
AODVBR. When searching for a route, the path has 
to be bidirectional to enable the route reply to use the 
same path as the route request. Once this path has 
been established, the fish bone structure that has been 
built with the route replies can be used to salvage 
data messages when links break. In the multiple 
pairings scenario, each node needs to search routes to 
22 different nodes instead of only one. BuckshotDV 
starts with a delivery ratio of 95 % and increases its 
performance up to 99 %.  

The number of messages transmitted by Buckshot 
Routing, BuckshotDV and the related work protocols 
is shown in Fig. 20. With twice the number of 
transmitted messages as Flooding, DSR once more 
transmitted the most messages by far. Buckshot 
Routing, AODVBR and Tree Routing transmitted far 
less messages, with Tree Routing producing the least 
number. When the results are compared to those of 
the single pairing scenario, only Buckshot Routing 
shows a significant difference. This is due to the fact 
that Buckshot Routing now needs 22 times as many 
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floodings of the network, one for each new route 
discovery and node in the network instead of only 
one for each node. As Buckshot Routing does not 
transmit any route maintenance messages, route 
discovery and data transmission are the two factors 
that define its performance. Therefore, the increased 
number of route discoveries has a strong influence on 
the number of transmitted messages. It can also be 
seen that the number of messages transmitted by 
BuckshotDV has risen when compared to the single 
pairing scenario. While the number is still lower than 
that of Flooding it has gotten close. The fact that the 
number of transmitted messages rises can be 
explained by the increase in redundancy and the 
higher number of route searches as the route replies 
already use multiple redundant paths.  

 
 

 
 

Fig. 20. Number of transmitted Messages, AODV-BR, 
Buckshot Routing, DSR, Flooding and Tree Routing, 

Scenario 3. 
 
 
The cost of delivering a single data message, 

measured in transmitted messages, is shown in  
Fig. 21. Even though Buckshot Routing transmitted 
more messages than AODVBR, the much higher 
number of delivered messages results in a fairly good 
performance. Only Tree Routing transmitted fewer 
messages per application message delivered. 
However, this is once more due to the fact that the 
cost of delivery failure is small in Tree Routing. 
When the delivery ratio is also taken into account, 
Buckshot Routing emerges as the better protocol. On 
the downside, the increased number of messages 
transmitted by Buckshot Routing when compared to 
the single pairing scenario results in an increased cost 
of delivered messages is the reason why its 
performance decreases in the multiple pairings 
scenario.  

The experiments for the multiple pairings 
scenario featured the same settings and locations as 

the experiments for the single pairing scenario 
(section V-D): The desk placement was used as 
single hop, and the stone pavement as multihop 
environment. The pole placement would have been 
redundant to the desk placement while the lawn 
placement would have been similar to the stone 
pavement environment.  

 
 

 
 

Fig. 21. Number of Messages transmitted to deliver  
a single application message, AODV-BR, Buckshot 

Routing, DSR, Flooding and Tree Routing, Scenario 3. 
 

 
The delivery ratio achieved by all protocols in the 

multiple pairing scenario is shown in Fig. 22. In the 
desk experiments, all protocols reached 100 % 
delivery ratio.  

 
 

 
 

Fig. 22. Delivery Ratio of each Protocol achieved  
in the real experiments, Scenario 3. 
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On the stone pavement, Flooding has the highest 
delivery ratio, followed by Buckshot Routing and 
BuckshotDV. DSR performs worst. The reason for 
this can be found in the MAC layer, which has 
problems with a high network load produced by the 
many floodings of DSR.  

This total number of transmitted messages is 
shown for all protocols in Fig. 23. Flooding once 
more has the highest number of transmitted messages 
for the single hop environment by far. On the stone 
pavement, Flooding also transmits the highest 
number of messages while Tree Routing transmits the 
smallest. Still, when considering that only 2160 
application messages were generated it can be seen 
that Tree Routing often used its two retransmissions.  

 
 

 
 

Fig. 23. Total Number of Messages transmitted  
by each Protocol, Scenario 3. 

 

 
The number of transmitted messages divided by 

the number of delivered application messages is used 
to measure the performance of all protocols in  
Fig. 24. For the desk placement, Buckshot Routing 
and BuckshotDV show the best performance. Tree 
Routing is placed shortly thereafter, with AODVBR 
following while DSR and Flooding are far off.  

When the sensor nodes were placed on the stone 
pavement, Tree Routing needed the least number of 
transmissions to deliver a single application message, 
which is once again due to the low cost of delivery 
failure. When only the cost of an application message 
delivery is considered, Tree Routing performs best. 
However, Buckshot Routing and BuckshotDV 
delivered much more application messages but also 
needed more messages to reach this increase in 
delivery ratio. If the delivery ratio is most important, 
BuckshotDV would be chosen for such small 
networks and this application scenario. If the network 
load is more important, Tree Routing should be 
chosen. 

 
 

Fig. 24. Total Number of Messages transmitted by each 
Protocol divided by the number of delivered data messages, 

Scenario 3. 
 
 

6. Conclusion 
 
In this paper, we presented a closer look at 

BuckshotDV, a distance vector routing protocol for 
wireless sensor networks which uses unidirectional 
links implicitly. We evaluated its performance and 
compared the results to those achieved by AODVBR, 
DSR, Tree Routing, Flooding, and our original 
source routing version of Buckshot Routing. The 
evaluation included three different application 
scenarios: Sense-and-send with a single destination 
for all nodes, single pairing with one communication 
partner for each node and multiple pairings with 
changing communication partners at runtime. The 
experiments that we conducted with 36 sensor nodes 
from Texas Instruments show the feasibility of our 
approach, while the simulations of up to 1600 nodes 
were used to evaluate the scalability. Simulation 
results indicate that while Buckshot Routing can only 
be used for sensor networks with a moderate 
diameter, BuckshotDV can indeed be used in large 
scale networks. However, we did not posses enough 
hardware to prove this indication in large scale 
experiments.  

The evaluation shows that BuckshotDV can 
operate in sensor networks with unidirectional links, 
and use them to increase its delivery ratio without 
introducing additional overhead. BuckshotDV does 
not need to inform upstream nodes of unidirectional 
links. Rather, those links are used implicitly. The 
implicit usage of multiple links makes BuckshotDV 
resilient against link changes and node failures, and 
removes the need for explicit route maintenance. 
Routing tables are implicitly updated with each 
received message, introducing no communication 
overhead and only negligible computation overhead 
on the nodes. The fact that the route maintenance 
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overhead is marginal in BuckshotDV shows its 
usability for networks with frequent topology 
changes.  
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Abstract: This paper details a new approach for dynamic reconfiguration of building automation systems. To 
achieve dynamic reconfiguration in this context we rely on LINC, a coordination middleware that provides an 
abstraction layer allowing the encapsulation of hardware and software components. This paper shows two 
aspects of dynamic reconfiguration: one using the LINC middleware as an intermediation layer and one using 
LINC to reconfigure autonomous building management systems.  

A case study is presented. It consists in the reconfiguration of a room that can be split in two or merged in 
one according to the current needs. The building is equipped with the LON system, a standard in building 
automation. Such a reconfiguration is normally done manually by a skilled technician. Thanks to the proposed 
approach, it can now be autonomous and triggered by various external events such as sensor readings, a remote 
controller or information from an agenda. Copyright © 2015 IFSA Publishing, S. L. 
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1. Introduction 
 
Advances in consumer electronics and embedded 

systems have leveraged the emergence of connected 
smart devices for a huge number of applications. 
These devices communicate using different protocols 
and physical medium.  

Such explosion of heterogeneous devices and 
services, and the necessity of interaction between 
them, has yielded architectural concepts based on a 
common software layer called middleware. A 
middleware provides an abstraction view of 
heterogeneous hardware, services, and protocols. It 
hides heterogeneity to the application and facilitates 
software re-utilization, the deployment of 

applications, and coordination between different 
devices to achieve a common goal. 

Building Automation Systems (BAS) are a 
typical example of systems requiring a middleware. 
Indeed, a BAS contains a huge number of devices 
and services that use different protocols and that need 
to interact between them. 

A proper solution for BAS typically has the 
following requirements:  

1) The necessity of a common software layer to 
access heterogeneous devices;  

2) The compatibility with legacy systems and 
protocols, to communicate with existing 
infrastructures and extend BAS capabilities;  

3) The possibility to dynamically reconfigure  
the system. 

http://www.sensorsportal.com/HTML/DIGEST/P_2604.htm

http://www.sensorsportal.com


Sensors & Transducers, Vol. 185, Issue 2, February 2015, pp. 68-77 

 69

Concerning the last point, several motivations for 
changing the BAS configuration may be considered: 

• Maintenance: when it is required to replace a 
faulty device by a new one of the same type but 
not necessarily using the same configuration or 
technology; 
• Retrofit: when new functions, services, or 
scenarios need to be put in place, with new 
devices during the lifetime of the building; 
• New usage: when the interconnection of 
different and independent subsystems, not 
initially considered to be cooperating, is 
concerned. For instance, we can decrease the 
energy consumption of a building by using the 
information coming from the alarm system to 
infer the fact that the building is empty and 
control the HVAC (Heating, Ventilation and Air 
Conditioning) system according to this 
information; 
• Contextual adaptation: when the scenarios 
in place need to be adapted to new building 
usages. This may be needed either because the 
user changes (more or less people, different 
categories of people) or because the building 
itself changes (space reconfiguration by splitting 
a room for instance). 
Existing middlewares [1-3] only partially fulfill 

these needs. They lack of flexibility failing to 
provide dynamic reconfiguration and they focus on a 
specific part of the BAS needs. 

In this paper, we use LINC [4] to answer these 
challenges. LINC is a resource-based middleware 
that provides interactions between connected devices 
or software components through coordination rules. 
LINC allows to dynamically reconfigure devices and 
to redefine the interactions describing how the 
devices cooperate. 

Using LINC for BAS reconfiguration may refer 
to two different aspects. In the first aspect, the more 
obvious, LINC provides an abstraction layer on top 
of the heterogeneous devices and a coordination 
layer that permits the definition of scenarios 
managing the building. In this case, LINC is used as 
an intermediation layer. In the second aspect, LINC 
is used as an administration layer to reconfigure 
devices belonging to the same technology. In this 
context, the devices are self-managed and considered 
as an autonomous subsystem. Then, LINC is only 
used during the reconfiguration phase. Once the 
reconfiguration is completed, the control is given 
back to the autonomous subsystem and LINC is not 
used any-more. 

These two aspects are complementary and, when 
combined, offer the flexibility required to fully 
mastering dynamic reconfiguration of a BAS. We 
have already discussed and driven the first previous 
papers [5-6]. 

This paper, which is an extension of [7], focuses 
mainly on the second aspect of reconfiguration. To 
demonstrate how we manage BAS reconfiguration 
we present an example where a BAS that uses the 
Local Operating Network (LON) [8] platform is 

dynamically reconfigured to allow space 
reconfiguration. In the case study we consider a room 
that is split in two (or merged in one) when a 
removable wall is closed (or opened). Then, all the 
devices present in the room are automatically 
reconfigured according to the position of the wall. 
The rules describing all the actions to be performed 
for reconfiguration are automatically generated, 
compiled and executed. These actions include 
removing the current configuration and putting in 
place the new one. Additionally, LINC provides the 
possibility to extend the capabilities of the BAS 
thanks to the encapsulation of new components. 

The structure of this paper is as follows. Section 2 
presents some related work; then, Section 3 
introduces the main parts of the LINC middleware to 
make this paper self-contained. Section 4 describes 
the architecture put in place for the 2 aspects of the 
dynamic reconfiguration. The case study is described 
in Section 5 along with some discussions and results. 
Finally, Section 6 concludes the paper. 
 
 
2. Related Work 
 

A BAS concerns the control of building services. 
Extending or modifying the behaviour of an existing 
building automation infrastructure requires dealing 
with heterogeneous communication protocols and 
legacy systems [9]. There are lots of communication 
protocols and many of them coexist on the  
same building. 

Therefore, a middleware or abstraction layer [10] 
is needed in such scenario. Some characteristics such 
as scalability, fault tolerance and flexibility are 
desired when choosing the proper middleware. For 
instance, scalability allows extending the capabilities 
of the BAS by introducing new communication 
technologies. Wireless technologies are becoming 
very attractive given its flexibility and easiness to 
install and deploy [11-12]. Some efforts trying to 
integrate legacy BAS technologies and Wireless 
Sensor Networks (WSN) technologies can be found 
in the literature [13-14]. Besides, some middleware 
solutions for BAS have been proposed [2-3]. 
However, since they target a specific technology or 
application, these solutions lack of flexibility. 
Scalability may also be an issue given the complexity 
of such approaches. 

Regarding reconfiguration, it can be performed at 
different levels:  

1) The nodes or devices level, where the 
behaviour of the node is modified, i.e., sampling 
period, routing mechanism, sensing precision, 
transmission power, 

2) The system level where relationships and 
coordination of devices are modified according to a 
new defined scenario.  

In WSN scenarios much effort has been put at the 
node level; in this case, reconfiguration is mostly 
related to reliable communication between nodes and 
energy efficiency. Some examples of reconfiguration 
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in Wireless Sensor Networks have been presented  
[15-16]; furthermore, a middleware may facilitate the 
task of reconfiguration [17]. In this paper, we focus 
on the system level reconfiguration which allows 
adapting an existing system to a new defined 
scenario. Therefore, new coordination rules that 
modify interactions between the devices are 
generated and executed. Such reconfiguration may be 
triggered by an external event. Similarly, a context-
aware middleware allows adapting the application, 
based on information retrieved from sensors or 
events. Several context-aware middlewares can be 
found in the literature [1, 18] each of them focusing 
on a given set of applications. For the specific case of 
building automation Istoan, et al. [19] proposes a 
mechanism to reconfigure in dynamic way the 
relationships between devices and services in a 
building. This proposition remains as a conceptual 
approach and no real implementation is presented. 
 
 
3. Overview of LINC 
 

Full description of the LINC middleware may be 
found in [4]. This section describes the very basic 
information to make the paper self-contained. 

LINC provides a uniform abstraction layer to 
encapsulate the different software and hardware 
components. This layer simplifies the integration of 
legacy components and their coordination. This 
abstraction layer relies on the associative memory 
paradigm implemented as a distributed set of bags 
containing resources (tuples). Following the Linda 
[20] approach, bags are accessed only through  
three operations: 

• rd(): takes a partially instantiated tuple as 
input parameter and returns a stream of fully 
instantiated tuples from the bag, where the fields 
match the given input pattern; 
•  put(): takes a fully instantiated tuple as 
input parameters and inserts it in the bag; 
•  get(): takes a fully instantiated tuple as 
input parameter, verifies if a matching resource 
exists in the bag and consumes it in an atomic 
way. 

 
 

3.1. Examples of Components Encapsulated 
as Bags 

 

A typical sensor, measuring a physical quantity, 
can be modelled through a Sensor bag containing 
tuples that are formed as (sensorid, value). The 
measured quantity is then retrieved by accessing this 
bag. To differentiate sensors capabilities, i.e., 
temperature, humidity, and so on, a Type bag can be 
Added; this bag contains tuples formed as 
(sensorid, type). 

Actuators may be modelled with a bag command 
designed as (actuatorid, function, 

parameter1, parameter2). Then, when a resource 

is inserted with a put() operation, the bag triggers 
the awaited action over the targeted actuator adapted 
with the appropriate parameters. In a similar manner, 
any other component or service which provides a 
given protocol or API, such as SOAP, RPC, 
CORBA, or REST can be encapsulated in a bag or a 
set of bags. 

 
 

3.2. Object 
 
Bags are grouped within objects according to the 

application logic. For instance, all the bags used to 
control a network with a given technology are 
grouped in the same object. 

 
 

3.3. Coordination Rules 
 

The three operations described above, i.e., rd(), 
get(), and put(), are used within production rules 
[21]. A production rule is composed of a 
precondition phase and a performance phase. 

The precondition phase is a sequence of rd() 
operations which detect or wait for the presence of 
resources in a set of given bags. The resources are for 
instance values from sensors, external events or 
results of service calls. In the precondition phase: 

•  The output fields of a rd() operation can be 
used to define input fields of subsequent rd() 
operations;  
•  A rd() is blocked until at least one resource 
corresponding to the input pattern is available. 
The performance phase of a production rule 

combines the three rd(), get(), and put() 
operations to respectively verify that some resources 
(e.g., the one(s) found in the precondition phase) are 
present, consume some resources, and insert new 
resources. In this phase, the operations are embedded 
in one or multiple distributed transactions [22], 
executed in sequence. Each transaction contains  
a set of operations that are performed in an  
atomic manner. 

Hence, LINC can guarantee that actions 
belonging to the same transaction are either all 
executed or none. This ensures properties such as: 

• Some conditions responsible for firing the rule 
(precondition) are still valid at the time of the 
performance phase completion; 
• All the involved bags are effectively 
accessible. For instance, for a bag encapsulating a 
remote service we can determine if such service 
can be actually accessed. 
These properties are very important as they 

ensure that the set of required objects, bags and 
resources, are actually available “at the same time”. 
More properties offered by LINC in the BAS context 
are detailed in [5]. 

The Listing 1 illustrates a simple example of 
LINC rule. The precondition and the performance 
phase are separated by the symbol “::”. 
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[“Object”, “Sensors”].rd(“presence_1”, “true”)&   
[“Object”, “Sensors”].rd(“luminosity_1”, value)&   
INLINE ASSERT: int(value)<200&    
::       
{       
[“Object”, “Sensors”].rd(“presence_1”, “true”);    
[“Object”, “Sensors”].rd(“luminosity_1”, value);    
[“Object”, “Actuators”].put(“ligth1”, “80”);   
}.       

 
Listing 1. LINC rule example. 

 
 

In the precondition, we verify if the sensor 
presence_1 has detected someone and if the 
luminosity is below 200 lux. Two rd() operations 
are used to get the information from the sensors. In 
the first case, we verify directly that the value is 
equal to "true" in the second case we compare the 
value of the sensor thanks to the INLINE_ASSERT 
token which allows the verification of a condition. If 
the precondition is fulfilled, the performance phase is 
triggered and the light is set to 80 % of its capability. 

During the performance phase, we verify if the 
presence and the luminosity information did not 
changed and we perform a put()operation in the bag 
Actuators. The put()operation changes the state of 
the lights. The performance phase is executed only if 
all the defined operations are possible, i.e., the rd() 
of the conditions and the put()of the new light 
intensity. 

A full description of the LINC middleware may 
be found in [4]. 

 
 

4. Application Architecture for Dynamic 
Reconfiguration 

 

LINC naturally provides an abstraction layer to 
deal with the heterogeneity of connected devices. 
LINC also provides a coordination layer that 
facilitates the development of applications requiring 
the interaction of several BASs or independent 
systems. These two layers are well suited for the first 
aspect of reconfiguration, i.e., using LINC as an 
intermediation layer. 

To deal with the second aspect of reconfiguration, 
we have defined an administration layer to 
encapsulate the legacy tool used to reconfigure a 
BAS technology. The flexibility of LINC allows 
managing both aspects within the same environment. 
Then, LINC can be used to coordinate different 
systems and devices and/or to reconfigure 
autonomous subsystems. 

 
 

4.1. BAS Integration 
 

To simplify the integration procedure and 
facilitate software re-use and evolution we have 
developed a framework dedicated to BAS 
technologies. A significant number of wired and 
wireless protocols have been encapsulated. 

The framework defines features that are common 
to a set of devices. For instance, all WSNs share a 
common set of bags for controlling the sensors and 
the actuators. Depending of the capability of a 
technology, the dedicated LINC object inherits from 
sensors, actuators or both, as shown in the Fig. 1. 
Only the communication part which is dependent on 
the technology is different. 

 
 

 
 

Fig. 1. Defined framework and examples  
of integrated technologies. 

 
 

To add a new technology we need to integrate its 
driver into the framework. Then, when the driver part 
has been written, the object can be coordinated with 
the rest of the system. More details on this software 
architecture may be found in [5-6]. 
 
 
4.2. Reconfiguration of Devices and Systems 
 

In several applications, reconfiguration of devices 
at run-time may be needed. For instance, we may 
need to change device parameters and/or the 
relationships between devices, or we may need to 
perform a software update without having to stop  
the application. 

In LINC, the coordination of devices from 
different technologies is done through coordination 
rules. These rules define the different configurations 
and interactions between devices. For instance, what 
action must be done on the light when the button is 
pressed twice. In this case, the reconfiguration 
consists in replacing the existing coordination rules 
according to the new desired behaviour. 

Alternatively, when all the concerned devices use 
a technology that integrates one controller, i.e., LON 
or KNX, we can use LINC to reconfigure these 
controllers. To do so, we extended the framework 
described above with the encapsulation of the legacy 
system used to reconfigure the controllers of the 
devices. In the case of LON it is the LNS22O tool 
[23]. Then, the reconfiguration is performed by 
dynamically inserting new coordination rules to 
reconfigure the different controllers. 

Such functionality is achieved by inheriting from 
a dedicated object that encapsulates the appropriate 
tool provided with the technology. This object 
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contains the basic primitives to reconfigure an 
autonomous subsystem. 

Fig. 2 shows the example of the LON integration 
that inherits from the 
object_wsan_sensor_actuator and the 
object_admin_LON. Such an object is able to 
manage the two aspects that concern the 
reconfiguration, i.e., interaction with external devices 
and reconfiguration of the autonomous system. 

 
 

 
 

Fig. 2. Frameworks for the two reconfiguration aspects. 
 
 

4.3. Example of Application 
 
Fig. 3 presents the architecture of a typical 

application using the framework. The top layer is the 
application layer and it defines how devices and 
services interact (e.g., the scenarios) with each other. 
These interactions make use of bags and  
coordination rules.  

 
 

 
 

Fig. 3. Example of application. 
 
 

The bottom layer corresponds to the hardware or 
service specific layer. The API and actions provided 
by each device are encapsulated so that they can be 
accessed through bags defined in LINC. Therefore, 
as soon as the encapsulation is done, the different 
devices are managed in the same way, regardless 
their technology. 

The object_LON is able to respond to the 
requirements of the first aspect since it allows to 

access to the individual devices. Thus, it can read 
sensors’ values and inject commands to the actuators. 
In addition, the object_LON deals with the second 
aspect by changing the behaviour of the LON 
controllers. The dynamic reconfiguration of the 
scenarios involved in building management uses the 
LINC capability to add new rules or deactivate 
current rules at run-time. These characteristics of 
LINC are described in the two following subsections. 

 
 

4.4. Dynamic Rules Generation 
 

The reconfiguration procedure will be started by 
the application as a response to a given event, i.e., a 
request from the user, the presence of a resource, or 
the value of a given sensor. We now detail how it is 
possible to dynamically generate rules and how the 
activated rules can controlled. 

When performing reconfiguration, coordination 
rules must be consistent with the new configuration 
or scenario. To ensure this consistency, rules can be 
automatically generated corresponding to contextual 
information. In LINC, rules are seen as resources in 
bags. Hence, they can be added, removed, enabled, or 
disabled at run-time. To add a new rule, a resource is 
added in a dedicated bag of the object called 
AddRules. This bag receives resources of the form 
(package, source)where package is the logical 
name of the group of rules and source is the actual 
code of the rules. 

When the reconfiguration is triggered, the device 
is reconfigured and new coordination rules are 
generated and added in the AddRules bag. When a 
resource is added in this bag, the rule is dynamically 
compiled. This compilation includes syntax 
verifications and various checks to prevent potential 
issues at execution time. If the rule contains no 
detectable error, the object starts to execute it right 
away. At this point, the new scenario is set-up. 

 
 

4.5. Control of Rules Execution 
 

In a rule-based system it might be difficult to 
know which rule is executed at any time. Ensuring 
that a rule is really not active may be even more 
difficult. To overcome such issues, LINC uses a 
specific bag, called RulesId, containing the rules 
that are enabled at a given moment. When a rule is 
compiled (when the system is started, or dynamically 
added as explained previously), an operation 
rd(ruleId, "ENABLED") is added in the beginning 
of the precondition and in every transaction of the 
rule. Hence, removing a rule only requires to remove 
the corresponding resource in the bag RulesId. 
Indeed, no new instance of the rule may be started. If 
an instance reaches the performance phase, it will be 
aborted because the resource (ruleId, 

"ENABLED") is not in the bag. 
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Obviously, the same pattern may be applied to a 
group of rules by using a specific bag mapping the 
rules id to some other information that is meaningful 
for the application. A typical example in a BAS is to 
have two set of rules. The first set contains the rules 
for daily life (e.g., lights, heating and comfort 
management). The second set of rules are dedicated 
to emergency situation (e.g., to coordinate the lights 
with the evacuation procedure). In case of an 
emergency, the comfort rules must be disabled to 
prevent unexpected situation. This can be done with 
a bag containing the current mode i.e., comfort or 
emergency. An rd("comfort") or, respectively, an 
rd("emergency") on this bag is added in every 
precondition and every transaction to ensure that 
only one mode is used at a time. 

Another important aspect of rules execution is 
that they can be run on a distributed way. This 
characteristic provides scalability and the possibility 
to integrate a considerable number of technologies. 
For the particular case of building automation, 
several BAS can be easily integrated. Moreover, 
rules can be replicated on several machines so that 
we guarantee its execution even if there is a  
faulty machine. 

 
 

5. Case Study: Reconfiguration  
of a Building Automation System 

 
The context of this case study is the SCUBA 

(Self-organizing, Co-operative ad robUst Building 
Automation) project [24]. It aims to provide novel 
architectures, services, and engineering 
methodologies for robust, adaptive, self-organizing, 
and cooperating monitoring and control systems. 

The case study presented in this paper consists in 
reconfiguring a LON system where a room is split in 
two (or merged in one). This implies to change the 
bindings between devices to adapt the system to the 
current situation: Which button triggers what and 
which sensor controls what. 

The example presented in this work illustrates a 
requirement more and more important in BAS where 
people want to optimize the room usages while 
keeping comfort and optimal energy consumption. 
To explain the scenario, we first introduce some 
basic concepts and definitions regarding building 
automation and the LON technology, which is the 
imposed legacy technology. Then, we describe the 
reconfiguration procedure and we discuss the 
obtained results. 
 
 
5.1. Building Automation 
 

A BAS is a network of software and hardware 
components that sense, control, and act on the 
environment and communicate between them. It 
ensures the operational performance of the facility as 
well as the comfort and safety of building occupants. 

Nowadays, it is possible to monitor and control 
several systems of a building. Typically, these 
systems work independently and can communicate 
between them thanks to a given interconnection 
technology which can be a standard or a proprietary 
solution. In general, several communication 
technologies are present in a building. 

At deployment time, the interconnections 
between devices are defined according to the 
disposition of the building and the selected 
technology. Configuring such interconnections is 
complex, time demanding, and requires the 
intervention of qualified personal. Reconfiguration of 
the BAS may be required in order to respond to the 
needs of occupants, or to replace or upgrade some 
devices. Typically, these modifications are  
planned in advance and they are done on purpose by 
a technician. 

Changes in the space configuration are something 
more dynamic, unplanned, and can be triggered by 
any occupant. Physical reconfiguration of a room 
needs to be synchronized with the involved devices, 
i.e., sensors, actuators, controllers. For example, 
consider a button to switch on or off the lights in a 
room. If this room is combined with another room by 
removing a wall, the lights of the second room must 
also be connected to the button of the first room. 

 
 

5.2. Overview of LON 
 
LON [8] is a control network system designed by 

Echelon Corporation. LON is widely used in existing 
BAS and it allows communication between devices 
coming from different manufacturers using a 
common protocol called LONtalk. LON devices are 
physically linked together and they embed a special 
controller called the Neuron Chip. The latter is 
associated with a transceiver that allows its 
reconfiguration and communication with other 
devices. A unique identifier permits to identify inputs 
and outputs of each device on the network. Although 
devices are physically connected, they are not able to 
exchange messages unless a logical connection, 
called a Binding, is created between them. Fig. 4 
shows an example of two bindings between three 
LON devices.  

 
 

 
 

Fig. 4. Binding between LON devices. 
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In the example, one of the Network Variable 
Outputs (NVO) of the Device_1 is associated to the 
Network Variable Inputs (NVI) of two devices: the 
Device_2 and Device_3. 

LON networks are designed, monitored, and 
managed through a dedicated MS-Windows software 
stack. This stack is based on the LON Network 
Services (LNS) tool [23]. The tool gives access to a 
database storing LON designs and provides a 
complex API to interact with the network. An LNS 
Server is provided on top of the LON Networks as an 
ActiveX component. Usually, these tools allow 
reconfiguring the network connections by manually 
creating or removing bindings between network 
variables. However, the user can only act on one 
binding at a time. A classical room configuration 
typically contains dozens of bindings and 
reconfiguration needs to be done by a skilled 
technician. Hence, space reconfiguration with the 
LON technical tool rapidly becomes too costly and 
time demanding. 

 
 

5.3. Reconfiguration of a Room 
 

The platform used for the case study is illustrated 
in Fig. 5. It is called T1 and is located in the 
Schneider premises in Grenoble, France and is one of 
the use case sites of the SCUBA project. It consists 
of two separate rooms (Room A and Room B) with a 
removable wall. The wall may be open to combine 
both offices to form a single office, or it may be 
closed to obtain two different offices. 

 
 

 
 

Fig. 5. T1 Platform. 
 
 

Each office is equipped with sensors 
(temperature, luminosity, and presence), a HVAC 
system, dimmable spotlights, motorized venetian 
blinds, and push buttons. All these devices use the 
LON technology. To manage the space 
reconfiguration of the platform, we consider  
two configurations: 

• Configuration 1: The wall is open, i.e., the 
platform consists of a single room. In this 

configuration, LON bindings are created between 
push buttons (Room A and Room B) and 
actuators (lights, blinds) of both rooms. In 
addition, a single temperature sensor is used to 
control both HVACs. The two presence sensors 
are used with an “OR” logical and any of them 
can signal the room occupancy. 
• Configuration 2: The wall is closed i.e., the 
platform consists of two separated rooms. Both 
rooms have an individual control; then, push 
buttons of Room A only manage actuators of 
Room A, and the same applies for Room B. 
HVACs are controlled separately by their 
respective temperature sensor. The two presence 
sensors are independent.  
The detection of the wall position, in order to 

trigger reconfiguration, is done thanks to an external 
device that may use an arbitrary communication 
protocol encapsulated by LINC. In our case study, 
we have used a simple wireless magnetic sensor that 
operates in the 433 MHz frequency band.  

Room reconfiguration requires redefining LON 
bindings. We now detail how the LON tools have 
been encapsulated in LINC, and how automatic 
reconfiguration is made possible. The approach 
significantly decreases the time and cost, compared 
to a manual reconfiguration. 
 
Encapsulation of LON in LINC 

For encapsulation, a software layer (driver) has 
been built on top of the LNS Server provided with 
the LON controller. This driver permits to access 
LON administrative services (for reconfiguration). 
The LON_object has been placed just on top of the 
driver layer and it contains bags associated to a 
specific LNS. Then, the request of a given service is 
reduced to a simple standard operation on a bag 
(rd(), get(), or put()). 

The most important bags in our scenario are: 
• CreateBinding: A put() operation on this 
bag, with the binding information, creates the 
binding; 
• RemoveBinding: A put() operation on this 
bag, with the binding identification, removes the 
binding. 
Internally, when a put() operation is done on one 

of these bags, the corresponding APIs in the LON 
ActiveX layer are called, implementing the new 
binding configuration. 

 
Automatic Reconfiguration of LON 

Listing 2 gives an example of a generated rule to 
switch between two configurations. The rule starts 
with the removal of bindings and then, it creates 
bindings for the new configuration. This rule has no 
precondition and it is always triggered once. Also, 
the rule is automatically generated from predefined 
configuration stored in a dedicated component called 
BASont [6] provided by one of the SCUBA project 
partners. Alternatively, this information could be 
stored in a database. 
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: :  
{ 
# remove bindings  
[ “LonObject” , ” removeBinding” ] . put( ” Locations. Room2 , R2 
PushButton. Switch[1] , nvoSWsetting[1]@@@Locations. Room2 , 
R2 Room Box. ConstLightCtr l[0] , nviCset ting ” ) ; 
#. . . 
# c reate the new bindings  
[ ” LonObject” , ” c reateBinding” ] . put( ” Locations. Room 1 , 
R1PushButtonLeft.Switch[0],nvoSWsetting[0]@@@Location.Roo
m1,R1LightController(LRC5141).LightController[0],nviChannel1” ) 
; 
}. 

 
Listing 2. Generated rule for LON binding creation. 

 
 

Once generated, the rule is inserted in the 
AddRules bag of the LON_Object upon a condition 
concerning the presence of the wall. To do so, we use 
three rules detailed in Listing 3 and 4. 

 
 

[ ”LonObject”, ”Sensors” ] . rd( ”magnetic1” , ”opened” ) &  
: : 
{ 
[ ” LonObject” , ” Sensors” ] . rd( ” magnetic 1” , ” opened” ) ; 
[ ” LonObject” , ” Tr iggerConf ig” ] . put( ” wall opened” ); 
}. 
 
[ ” LonObject” , ” Sensors” ] . rd( ” magnetic 1” , ” closed” ) & 
: :  
 { 
[ ” LonObject” , ” Sensors” ] . rd( ” magnetic 1” , ” closed” ) ; 
[ ” LonObject” , ” Tr iggerConf ig” ] . put( ” wal l c losed” ) ; 
}. 

 
Listing 3. LINC rules that trigger reconfiguration. 

 
 

The first set of rules (Listing 3) takes the value of 
the magnetic sensor that detects the position of the 
removable wall. The wall is typically moved by the 
user of the room. When a new value is sensed, the 
rule inserts the required configuration in the bag 
TriggerConfig of the LON_Object. 

As observed in the rule, the information obtained 
from the magnetic sensor is used to trigger  
the reconfiguration process. Thus, we can also  
trigger very easily the change with an event  
coming from a remote controller or a time-based 
order from an agenda. We only need to add a rule for 
each case. 

 
 

[ “LonObject”, ” TriggerConf ig” ] . rd( ” T1” , wallPosition )&  
[”BindingDB” , ”Bindings” ] . rd( ”clearbindings ”, allBindings) & 
[”BindingDB”,”Bindings”].rd(wallPositon,wallPositionbinding) & 
COMPUTE: generatedRule ,Rulesname = 
lonFunctions.generateConf igRule(allBindings,wallPositionbinding 
, wallPosition ) & 
: : 
{ 
[ ” LonObject” , ” AddRules” ] . put( Rulesname, generatedRule) ;  
}. 

 
Listing 4. LINC rules that trigger reconfiguration. 

The second rule (Listing 4) generates the rules 
presented in Listing 2 when the wall position 
changes. For each configuration, there is a list of 
corresponding bindings which are stored in the bag 
Bindings. This bag belongs to the object BindingDB 
and associates the list of bindings to the 
configuration: "wall_closed" or "wall_open". This 
bag also contains the list of all bindings to erase, 
associated to "clear_bindings", in order to have a 
clean configuration. 

The rule executes as follows: 
• A rd() operation on the bag TriggerConfig 
retrieves the configuration according to the wall 
position when it changes; 
• The next rd() operation on the bag Bindings 
with the variant name "clear_bindings" retrieves 
the list of all possible bindings on the T1 platform 
independently of the actual configuration; 
• The next rd() operation is performed on the 
bag Bindings with the wall’s position read from 
the bag TriggerConfig to get the list of bindings 
to be created; 
• The generateConfigRule method generates 
the LINC rule for the new room configuration 
following the format of the rule presented in 
Listing 2. The COMPUTE operation permits calling 
an external method, in this case 
generateConfigRule; 
• The generated rule is put in the bag AddRules 
of LON_Object in order to be executed to switch 
to the new configuration. 
Note that, once the rule has been generated and 

executed, the middleware is not used anymore; the 
BAS continues to work autonomously thanks to the 
LON controller.  

After the encapsulation of LON, the 
reconfiguration mechanism can be applied to any 
number of configurations involving any number of 
rooms. Thanks to LINC, the approach is not 
restricted to a given technology and it allows 
extending the BAS functionalities using new devices 
and services. Considering another standard would 
only require to develop the appropriate driver 
following the same architecture than for the LON 
system. Even if these types of systems are based on a 
quite heavy API, using several software levels, the 
process is repeatable. Once the driver is done, the 
mechanism for reconfiguration presented is this case 
study can be applied. 

The possibility to add and remove rules 
dynamically, along with encapsulation of multiple 
technologies, provides a way to integrate an existing 
infrastructure with new sensors and actuators on a 
dynamic way. For instance, as soon as a new sensor 
is detected, we can execute new rules to allow its 
interaction with existing devices. In addition, we can 
also bridge two or more existing infrastructures that 
use different BAS technologies, i.e., LON, BacNet, 
KNX, ModBus. The bridging of these technologies 
may provide communication between different 



Sensors & Transducers, Vol. 185, Issue 2, February 2015, pp. 68-77 

 76 

buildings or different rooms on a building  
for example. 

Besides, LINC provides several characteristics 
that are desirable for applications such as building 
automation. Firstly, it allows scalability thanks to its 
distributed nature. LINC also provides graceful 
degradation so that alternative actions are executed 
when there is a system fault. In addition, LINC uses 
transactions guaranteeing the execution of all the 
actions defined in a rule, more details about these 
characteristics can be found in [5]. When 
reconfiguration is performed, the latter characteristic 
is fundamental, since it guarantees that the system is 
on a consistent state after reconfiguration. 

 
 

6. Conclusions 
 

In this paper, we have presented our approach for 
dynamic reconfiguration in the context of building 
automation. We have relied on the coordination 
middleware LINC to provide a non-intrusive 
reconfiguration of a legacy system. Once the BAS 
have been encapsulated in LINC, it is possible to 
reconfigure connected devices. Reconfiguration 
allows changing relationships between devices or 
software changes as a response to an event. 

Given that LINC allows adding and generating 
new rules on a dynamic way, reconfiguration and 
adaptation to new environmental conditions can be 
performed easily. As soon as encapsulation is done, 
reconfiguration requires only putting a resource on a 
bag (send the reconfiguration command) and the 
system generates on the fly the rules according to the 
new scenario. This shows the reflexive aspect of the 
middleware, where LINC rules are able according to 
a given context to generate LINC rules that are at 
their turn taken into account by the system. 

This paper described a case study presenting the 
reconfiguration of a BAS based on the LON 
technology. The case study is a room that can be split 
in two or merged in one with a removable wall. This 
reconfiguration concerns a significant set of devices: 
temperature, luminosity, and presence sensors, an 
HVAC system, dimmable spotlights, motorized 
Venetian blinds, and push buttons. In LON, such 
reconfiguration is normally done manually by a 
skilled technician. With our approach, a dynamic 
reconfiguration can be triggered by an external 
device that determines the position of the removable 
wall. This mechanism provides a fully automatic 
system, where the only action required from the user 
is to remove/put in place the wall. Here, the 
middleware is only used to reconfigure the LON 
controller. After reconfiguration, the system 
continues to run autonomously. This automatic 
reconfiguration done through LINC brings three 
advantages. First, it is quicker since we go from a 
couple of hours to a couple of seconds. Second, it is 
safer since as it is done automatically, we avoid the 
always possible human error. And, finally, it 
guaranties that in case of issue in the reconfiguration 

we at least stay in a consistent state and minimize  
the inconveniences. 

The approach presented in this paper opens the 
way to new trends in building automation at a larger 
scale. Indeed, based on a middleware such as LINC, 
it will be possible to provide such automatic 
reconfiguration across several buildings. Future work 
will focus on automatic reconfiguration through 
several buildings, using different BAS. 
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Abstract: Ultra-violet steady state illumination increases the spectral sensitivity of a pi’npin photodiode. 
Increased sensitivity in the range of 400-850 nm is experimentally demonstrated. The pi’npin photodiode can be 
illuminated on both back and front sides. Under front ultra-violet irradiation the gain is high for wavelengths in 
the 500-850 nm range and strongly quenches the 400-500 nm range. Under back ultra-violet irradiation the gain 
is high in the 400-500 nm range and strongly quenches for wavelengths in the 500-850 nm range. Using back or 
front illumination and the relative gain of each wavelength in the 400-850 nm range it is possible to select 
different wavelength channels. Results show that using different communication channels in the ultra-violet, 
visible and near infrared ranges the sensor exhibits a multiplexed output of all channels. By selectively 
illuminating the device with ultra-violet on the back or front sides of the device it enables the demultiplexing 
retrieval of all channels. Copyright © 2015 IFSA Publishing, S. L. 
 
Keywords: Ultra-Violet, UV, Visible, Near Infrared, NIR, Visible Light Communication, SiC technology. 
 
 
 

1. Introduction 
 

Light-emitting Diode (LED) is a very effective 
lighting technology due to its high brightness, long 
life, energy efficiency, durability, affordable cost, 
optical spectrum and its color range for creative use. 
Their use as communication devices with a photo-
diode as receptor, has been used for many years in 
hand held devices, to control televisions and other 
media equipment, and with higher rates, between 
computational devices [1]. This communication path 
has been used in the near infra-red (NIR) range, but 
due to the increasing LED lighting in homes and 
offices, the idea to use them for visible light 
communications (VLC) is present in many working 
groups. The Institute of Electrical and Electronics 

Engineers (IEEE) task group 7 has come up with the 
IEEE 802.15.7 VLC PHY/MAC standard proposal 
for the physical (PHY) and medium access control 
(MAC) for VLC communications [2]. The Internet 
use and its most popular protocols also have been 
studied for their performance over VLC [3]. 
Economic issues that will eventually guide the VLC 
outcome are also on the run [4]. The sensor presented 
in this paper, is based on amorphous silicon carbon 
technology (a-SiC:H) [5], it consists of a pi’npin 
structure. The front pi’n is thinner and has carbon  
a-SiC:H in the intrinsic layer while the back pin is 
based on a-Si:H. Two electrical optically transparent 
contacts interface the sensor at the front and back. 
Due to the asymmetric lengths of each pin structure 
and to their difference in materials, the sensor has 

http://www.sensorsportal.com/HTML/DIGEST/P_2605.htm
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interesting properties, namely a light selective filter 
[6]. The sensor is capable of discriminating different 
wavelength signals and with convenient signal 
modulation has the capability of logic 
transformations (AND, OR, NOT and XOR) over the 
input signals [7], which may play an important 
function in specific VLC applications. A 
multiplexing / demultiplexing function has been 
identified using the sensor with 4 different channels 
allowing WDM applications [8]. The study of UV 
and IR response of the sensor is important for the 
possible use of these wavelengths as communication 
channels for out-of visible band information 
interchange [9]. In this paper, we demonstrate the use 
of near-UV steady state illumination to increase the 
spectral sensitivity of the a-SiC/Si pi’npin 
photodiode beyond the visible spectrum. Section 2 
describes the pi’npin structure. Section 3 presents the 
theoretical optoelectronic model and linear state 
equations. Section 4 shows in graphical plots the 
experimental spectrum of the pi’npin photocurrent, 
and the photocurrent output for input signals in the 
visible and NIR spectrum ranges. Section 5 presents 
the results and their discussion. The conclusions and 
acknowledgement close the article. 

 
 

2. Material and Methods 
 
The sensor is composed by two stacked p-i-n 

structures (p(a-SiC:H)- i’(a-SiC:H)-n(a-SiC:H)- 
p(a-SiC:H)-i(a-Si:H)-n(a-Si:H)) sandwiched between 
two transparent contacts at each end. The thicknesses 
and optical gap of the i’- (200 nm; 2.1 eV) and  
i- (1000 nm; 1.8 eV) layers are optimized for light 
absorption in the blue and red ranges [10]. The 
working range of the sensor is in the visible 
spectrum, although light sources within the ultra-
violet (350-400 nm) and near infra-red (700-880 nm) 
ranges are also used.  

This 1 cm2 structure can be seen in Fig. 1, where 
the wavelength arrows indicate the absorption depths 
during operation [11] and the digital light signals λV, 
λB, λG, λR, λIR, where the V index is in the UV range, 
R, G, B in the Visible and IR in the NIR range. 

 
 

 
 

Fig. 1. Device structure and operation. 
 
 

General purposes LEDs are used as light sources. 
These light sources are used as digital signals and 
background lighting. The signals are impinged on the 

front side of the sensor. The background lighting is 
either at the back or at the front side. The intensity of 
the signal sources is very low when compared to the 
background intensity. The LEDs that shine on the 
front surface, signal and background, are set at a 
distance of 3 cm, while the back led is almost 
touching the surface. Different wavelength signal 
sources are used: violet (400 nm), blue (470 nm), 
green (524 nm), red (626 nm) and infra-red  
(850 nm). For background lighting a 390 nm violet 
wavelength is applied. The signals are thus subject to 
constant background lighting and sampled at the 
midpoint of each bit. To change the background 
intensity different currents were used to drive the 
LED (0 < ILED < 30 mA). The sensor working  
point is set at -8 V. The pi’npin device has a noise 
margin of 8 nA [12]. 

 
 

3. Theory 
 

Based on the device configuration and 
experimental results an optoelectronic model was 
developed [13] and upgraded to include several 
inputs. The model is shown in Fig. 2. as an ac 
equivalent circuit. 

 
 

 
 

Fig. 2. ac equivalent circuit of the pi’npin photodiode. 
 
 

The corresponding block diagram of the ac 
equivalent circuit of the pi’npin photodiode, and the 
linear state equations, are displayed in Fig. 3. 

Input signals, λIR,R,G,B,V model the input channels, 
and i(t) the output signal. The amplifying elements, 
α1 and α2 are linear combinations of the optical gains 
of each impinging channel, respectively into the front 
and back phototransistors, and provide gain  
(α>1) or attenuation (α<1) depending on the 
background effect.  

The control matrix takes into account the 
enhancement or reduction of the channels, due to the 
steady state irradiation: front irradiation α2>>α1 and 
back irradiation α1>>α2. This affects the reverse 
photo capacitances, (α1,2 /C1,2) that determines the 
influence of the system input on the state change 
(control matrix). 
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Fig. 3. Block diagram and linear state equations. 

 
 

A graphics user interface (GUI) computer 
program was designed and programmed with 
MATLAB® to ease the task of numerical simulation. 
This interface allows the selection of model 
parameters, and plots the photocurrent results of the 
simulated and experimental data. The simulation uses 
as a solver, one of two alternative algorithms: a one-
step solver based on an explicit Runge-Kutta formula 
and an implementation of the trapezoidal rule using a 
"free" interpolant. An example is presented in Fig. 4. 

 
 

 
 

Fig. 4. Simulation example of the MUX signal  
with and without front λ=390 nm irradiation. 

 
 

4. Experimental 
 

4.1. Spectral Measurement  
 

Using a monochromator with 1 mm slits and a 
chopper frequency of 3500 Hz, the spectrum 
measurements were made from 400 to 800 nm in 
10 nm steps in three conditions: dark, front, and 
back. In the dark condition, the sensor is only 
subjected to the monochromator’s light source.  

These measurements (dark) are considered as a 
reference. The back or front conditions refer to a 
steady illumination of the back or front side of  
the sensor.  

Several measurements were made with different 
background illumination intensities by applying 
currents in the 0.25 mA to 30 mA range, to the 
background LEDs with a wavelength of 400 nm. The 
results are presented in Fig. 5. 

 
 

 
 

(a) 
 

 
 

(b) 
 

Fig. 5. Photocurrent spectrum with different background 
lighting intensities at the a) front and b) back side  

of the device. 
 
 

Experimental output plotted in Fig. 5a, shows that 
with increasing front illumination (see arrow) by the 
violet LED there is an increase in the gain, from  
470 to 750 nm. This increase is very effective, as a 
current of 0.5 mA is enough to produce an output  
5 times higher than the dark level, which is 
represented in both Fig. 5a and Fig. 5b by a thick 
black curve. The influence of the back lighting in 
Fig. 5b with the same violet wavelength reduces the 
470-750 nm bandwidth with increasing LED current. 
Photocurrent gain is defined as the ratio of the output 
in relation to the dark curve. The spectral gain for the 
different LED currents is shown in Fig. 6. 

 
 

4.2. Visible / Infrared Tuning 
 
Several monochromatic (850 nm, 697 nm,  

626 nm, 524 nm, 470 nm, 400 nm) individually 
pulsed lights (input channels) at 12000 bps, and then 
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combined (MUX signal), illuminated the device 
while steady state 390 nm bias at different intensities 
(0 < ILED < 30 mA) were superimposed separately, 
from either side of the sensor, and the photocurrent 
was measured. 

 
 

 
 

(a) 
 

 
 

(b) 
 

Fig. 6. Photocurrent gain with a) front  
and b) back illumination. 

 
For each individual channel the photocurrent was 

normalized to its value without irradiation (dark), and 
the photocurrent gain determined. Fig. 7 displays the 
different gain as a function of the drive currents of 
the lighting LED under front and back irradiation. 

To exemplify, in Fig. 8, the gain of the 850 nm 
input channel, under front irradiation at different 
intensities, is displayed. 

 
 

4.3. Communication 
 
The use of digital optical channels to 

communicate in the same medium is an application 
of this device [13-14]. Different wavelength channels 
transmit a digital signal and are multiplexed in the 
same medium. The light signal illuminates the 
pi’npin device and the signals are demultiplexed by 
applying ultra-violet illumination at the back and 
front sides [9]. An experiment using ultra-violet 
(400 nm), visible (470 nm, 524 nm, 626 nm) and 
near infra-red (700 nm) wavelengths is presented in 
Fig. 9. At the top of the figure, there are the signals 
used to drive the input channels, and are shown to 
guide the eyes into the on/off states.  

 
 

(a) 
 

 
 

(b) 
 

Fig. 7. a) Front and b) back optical gain at λ=390 nm 
irradiation and different input wavelengths. 

 
 

 
 

Fig. 8. Optical gain at 390 nm front irradiation  
with different intensities. 

 
 

The output of the pi’npin device is presented in 
Fig. 9 without steady state ultra-violet radiation, 
called the Dark signal. All 32 possible combinations 
of the five input channels are visible, in an ascending 
binary count from 0 to 31. The same digital sequence 
is shown in Fig. 10 with the applied back and front 
steady state ultra-violet lighting. 

The output signal in Fig. 10 is the result of the 
amplification or quenching according to the value of 
the individual gains of each wavelength when 
subjected to the back and front ultra-violet  
steady illumination. 
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Fig. 9. Multiplexed signal with channels 400 nm, 470 nm, 

524 nm, 626 nm, 700 nm, without ultra-violet steady  
state illumination. 
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Fig. 10. Multiplexed signal with channels 400 nm, 470 nm, 
524 nm, 626 nm, 700 nm, with back or front ultra-violet 

steady state illumination. 
 
 
Fig. 11 shows the same digital light channel 

wavelengths of Fig. 9 but with a digital random 
sequence that contains all 32 possible combinations. 
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Fig. 11. Multiplexed output (Dark) with random data  
in channels 400 nm, 470 nm, 524 nm, 626 nm, 700 nm. 

 
 

The random signal shown in Fig. 11 is the Dark 
signal without ultra-violet steady state illumination. 
At the top of the figure, there are the signals used to 
drive the input channels, and are shown to guide the 
eyes into the on/off states. 

The retrieval of the original channels, shown in 
Fig. 12, is accomplished by illuminating the back and 
front sides of the device with a steady state ultra-
violet illumination that will change the gain of each 

wavelength according to their relative position in the 
wavelength spectrum. 

Displayed in Fig. 12 is the output due to the front 
and back ultra-violet steady state illumination. The 
correlation between these two signals identifies the 
original transmitted 5 bit code. 
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Fig. 12. Multiplexed random data channels 400 nm, 

470 nm, 524 nm, 626 nm, 700 nm, with Back and Front 
output signals. 

 
 

5. Results and Discussion 
 
Results show, that background illumination of the 

front side, Fig 3a, reduces the 400-470 nm spectral 
range while it augments the 470-800 nm range. It 
acts as a selective filter for the long pass 
wavelengths. Background illumination of the back, 
Fig. 3b, enhances the 400-470 nm range and reduces 
the 470-800 nm wavelengths. It also acts as a 
selective filter but for the short pass wavelengths. 
This fundamental behaviour is the basis of the other 
possible functions that can be derived from it, 
besides a low pass or a long pass filter. Observing the 
gain values of the 850 nm IR wavelength presented 
in Fig. 7a and Fig. 7b, there is a significant difference 
that distinguishes the background lighting at the back 
or front side of the device by a wavelength of 
390 nm. This allows for the recovery of a NIR 
channel by a UV background illumination which 
permits a communication channel outside the visible 
range. The individual magnitude of each input 
channel without background lighting (ILED=0 in 
Fig. 7), was used to simulate the input channels. The 
results of the numerical simulation and the 
experimental results for the same sequence are 
presented in Fig. 4, and show that a good fitting 
between experimental and simulated results was 
achieved, showing the robustness of the proposed 
optoelectronic model. 

The use of channels in the visible range of the 
spectrum, the Red (626 nm), Green (524 nm) and 
Blue (470 nm) wavelengths, with a ultra-violet 
(400 nm) and a near infra-red (700 nm) transmitted 
simultaneously with different digital data generate an 
electrical output on the pi’npin sensor, which is 
denoted as the Dark signal photocurrent show in the 
examples of Fig. 9 and Fig. 11. To aid the recovery 
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of the original channel data a steady state ultra-violet 
(390 nm) illumination floods the front and the back 
of the device each of them shown in Fig. 10 and 
Fig. 12. The Back signal shown on those figures 
follows mainly the 400 nm and 470 nm wavelengths 
data. The Front signal on the same figures follows 
mainly the 524 nm, 626 nm and 700 nm wavelengths 
data. In both Back and Front signal each wavelength 
has different gains according to the photocurrent gain 
of Fig. 6. 

 
 

6. Conclusions 
 
An increased sensitivity in a SiC pi’npin device 

in the VIS-NIR range under UV light was 
experimentally and theoretically demonstrated. 
Results show that under front 390 nm irradiation the 
sensor sensitivity was enhanced in the red/infrared 
ranges, leading to linearly profiled collection areas 
that allow the incoming wavelength recognition. An 
optoelectronic model was presented to explain the 
observed data, and allow decoding of multiplexed 
data in the visible/infrared range. The results of the 
numerical simulation are coherent with the 
experimental results for the same input sequence. 

Several channels distributed along the ultra-
violet, visible and near infra-red light wavelengths 
transmitted with different digital data can be received 
by a single pi’npin device and recovered by 
illuminating the back and the front side of the device 
with steady state ultra-violet light. Each wavelength 
responds to the back and front illumination with 
different gains. This method allows the recovery of 
the original channels. 
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Abstract: Sensor networks can be useful for disaster recovery. It is essential how to realize time-efficient and 
pervasive surveillance over a wide disaster-affected area. A surveillance architecture based on collaboration 
among multiple electric helicopters and vehicles is presented. Area division principles are used considering cost 
minimization as well as considering the requirements of allowable surveillance time, and transmission range and 
effective bandwidth of the wireless link. A simple model and methodology for area division considering the 
battery-capacity-limited flying range are presented. Numerical examples show the feasibility of the area division 
approach. Finally, it is shown that the availability of an electric helicopter for continuous surveillance is 
significantly improved by using a few number of spare batteries maintained in the partner electric vehicle. 
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1. Introduction 

 

The Information and Communication Technology 
(ICT) can contribute to the creation of disaster-
resilient societies in two ways. One way is to increase 
the resilience and tolerance of communication 
infrastructure toward disasters. Second way is to 
develop new ICT technologies for promoting disaster 
recovery activities. In this study, we focus on use of 
ICT for surveillance of wide areas such as disaster-
affected areas.  

A disaster, such as big earthquake, hurricane, etc. 
can affect quite a large area, e.g., as large as 100 km 
square. It would take enormous time to perform 
close, detail, and pervasive surveillance to cover the 
entire area and deliver the obtained surveillance 
results in realtime to the remote disaster recovery 
headquarter. It is thus essential how to realize time-
efficient and pervasive surveillance, and realtime 

surveillance data delivery over a wide disaster-
affected area.  

Surveillance can be performed on the ground or 
from the air. The latter provides a wider field of 
vision than the former, and is, therefore, especially 
efficient when the disaster-affected area is wide. For 
realizing aerial surveillance, a single small 
Unmanned Aerial Vehicle (UAV) with fixed or 
rotary wings can be used to cover the entire disaster-
affected area from the viewpoints of the investment 
required and operational ease. However, this solution 
may not be acceptable since it would take much time 
to complete one-round surveillance for a large area 
due to speed limit of the UAV. 

An alternative approach using a number of UAVs 
can be applied in various applications including 
surveillance and forms an active research area [1-16]. 
Multiple UAVs working in parallel may be especially 
useful for monitoring a wide area. An approach 
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called “three-Dimensional Mobile Surveillance 
(3DMS),” was proposed in [15], where multiple 
Electric Vehicles (EVs) and small, lightweight UAVs 
with rotary wings (helicopters), termed “Electric 
Helicopters (EHs),” were cooperatively engaged in 
surveillance over a wide area. 

In addition to a matter of surveillance, it is also a 
problem how to deliver the obtained surveillance 
results to a remote disaster recovery headquarter in 
realtime and continuously. Since the existing 
communication services including telephone and 
mobile phones may not be available under the 
disaster environment, it is difficult to depend on these 
commercial services to deliver the surveillance data 
to the headquarter. Temporary built wireless multi-
hop or mobile ad hoc networks can be used for this 
purpose. However, a real practice shows that even 
this approach takes weeks to build the network [18]. 
Non-realtime surveillance data delivery based on 
“carry and forward” using multiple EV and EH pairs 
in large area is discussed in [16]. 

The contributions of this paper, which is an 
extended version of [17], are as follows: 

1) A time-efficient and pervasive surveillance and 
realtime surveillance data delivery architecture based 
on the collaboration of multiple EHs, each with its 
partner EV, is presented. 

2) Area division principles are given based on 
cost minimization, as well as considering 
requirements of allowable surveillance time and 
transmission performance. 

3) A simple model and methodology for area 
division devised by considering the battery-capacity-
limited flying range are presented. 

The remainder of this paper is organized  
as follows: 

Section 2 summarizes related works. Section 3 
discusses surveillance strategies for designing wide-
area surveillance architectures. Section 4 outlines the 
basic approach and surveillance architecture of the 
proposed system. Section 5 presents a surveillance 
area division scheme and numerical examples. 
Section 6 discusses availability of limiting-flight-time 
EH for continuous surveillance. Finally, the 
conclusions of this paper are presented in Section 7. 

 
 

2. Related Work 
 

There exist many studies on Vehicular Ad hoc 
NETworks (VANETs) [20]. In these studies, vehicles 
with engines consuming fuels such as oil and gas 
were assumed implicitly, and applications useful 
during driving were extensively explored and 
developed. The benefits of using EVs in a disaster-
affected area for providing emergency 
communication networks have been discussed  
in [18]. 

UAVs can be used for improving the connectivity 
and performance of ad hoc networks on the ground 
[8-10]. It is easier to control UAV position in air 
given the lack of obstacles or physical boundaries. 

Therefore, UAV relay positioning methods have been 
studied extensively [11-14]. 

In well-known routing protocols for mobile ad 
hoc networks such as AODV [20] and OLSR [21], 
packet forwarding is executed on a path established 
between a source–destination pair, where any two 
direct neighbors on the path are within each other’s 
transmission range. In the opportunistic routing 
schemes such as epidemic routing [22], nodes having 
existing mobility help to buffer and carry packets in 
the absence of nodes suitable for packet forwarding 
within the transmission range and forward the 
packets at a later time, when possible. Under the 
message ferrying approach [23], nodes proactively 
move so that they can forward packets to other nodes. 
These packets transferring techniques are termed 
“carry and forward”. These carry and forward 
approach can be used for delay-tolerant applications, 
but may not be appropriate for time-sensitive 
applications such as surveillance data delivery. 

When multiple UAVs work in tandem for 
surveillance in a disaster-affected area, inter-UAV 
coordination for task assignment and responsibility is 
essential to improve surveillance efficiency. 
Coordination among helicopter UAVs for forest-fire 
surveillance was explored; here, the focus was on 
observing the fire’s expanding perimeter and 
devising a parallel, non-overlapping, uniformly time-
consuming patrolling task assignment method [6]. In 
disaster surveillance, all areas should be monitored 
continuously, and repeatedly. This problem has not 
been fully discussed in the previous works. 
 
 

3. Surveillance Strategy 
 

3.1. Ground-based vs. Air-based 
 
Ground-based surveillance is indispensable for 

close, detailed, and pervasive surveillance, as well as 
the subsequent rescue activities. Rescue team 
members should be equipped with means of 
transportation such as vehicles that enable them to 
quickly move around the wide area within limited 
time. In addition to surveillance using ground 
vehicles, surveillance can be performed from the air. 
It is easier to view the entire disaster-affected area 
from the air. Aerial vehicles can monitor locations 
that ground vehicles cannot access owing to a lack of 
roads or the presence of obstacles. 

 
 

3.2. Manned vs. Unmanned 
 
Aerial vehicles can be either manned or 

unmanned. The former type is expensive, and the 
availability of human pilots is limited. Focusing on 
UAVs, the need for a human pilot on the ground 
should be avoided. In principle, the UAV can fly and 
work through autonomous piloting or remote 
automatic control by computer without human 
manual operation. 



Sensors & Transducers, Vol. 185, Issue 2, February 2015, pp. 84-92 

 86 

3.3. Fuel vs. Electricity 
 
Both ground vehicles and UAVs can be powered 

by fuel oil or electricity. The use of EVs and electric 
UAVs is attractive in the disaster recovery phase 
because their batteries can be recharged using local 
power generation facilities such as solar panels, even 
under long blackouts, whereas fuel-based vehicles 
and UAVs cannot be refueled under a shortage of oil 
stock in a disaster-affected area. Focusing on UAVs, 
the spare battery can be immediately substituted for 
the spent battery, while it takes some time to refuel 
the oil tank. 

 
 

3.4. Supply of EV 
 
EVs can reduce the air pollution due to 

automobile exhaust gases. The EV market has 
recently experienced significant growth. 

Furthermore, a very small EV with one or two 
seats, called a mini-EV, can potentially grow EV 
market in the near future, achieving significantly 
greater penetration in the community, especially in 
aging societies [19]. In such an environment, in the 
event of a large-scale disaster, it would be easy to 
divert EVs available in the community toward 
disaster recovery activities, thus reducing the reserves 
required for disaster recovery. Therefore, the supply 
of EVs for disaster recovery is expected 
economically feasible. 

 
 

3.5. UAV Options 
 
UAVs include airships, helicopters, and airplanes. 

Airships allow for relatively long flying and hovering 
times over the disaster-affected area, which are 
desirable for continuously monitoring the same area 
in disaster surveillance. However, support services 
such as the supplementing of helium gas are required. 
Helicopters can hover as well, but require a greater 
amount of energy and have limited continuous 
operation times. Airplanes find it difficult to both 
hover as well as to adapt to the route according to the 
situation. In addition, similar to helicopters, their 
continuous operation times are limited. An airship 
requires a relatively large space for periodic topping-
up of its helium gas, takeoff, and landing, and an 
airplane needs a long runway or special care for 
takeoff and landing. These support services are 
unnecessary for a helicopter. 

 
 

4. Surveillance Architecture 
 

4.1. Overview 
 

In the proposed architecture, an EV–EH pair is 
the key component for the surveillance of disaster-

affected areas. Each EV functions as the carrier of its 
partner EH during the round trip to the designated 
destination and surveillance, providing its roof area 
for accommodation, takeoff, and landing of the EH. It 
also may support automatic piloting for its partner 
EH. Each EV and EH are equipped with sensing and 
wireless communication devices. For conducting 
time-efficient and pervasive surveillance activities 
over a wide disaster-affected area, a number of  
EV–EH pairs may be used for simultaneous and 
parallel surveillance over said area. To start 
surveillance, each EV accompanied by its partner EH 
is driven to and parked at its target point in the 
disaster-affected area. During this phase, the EH may 
get and provide information useful for EV driving, 
e.g., existence of obstacles and traffic congestion on 
streets, to the EV driver.  

A designated EV within the area is assigned the 
role of the data collection node (simply center EV, 
hereafter). The sensed data are delivered from each 
source EV or EH by means of wireless multi-hop 
communication relayed by a number of EVs or EHs 
on the way to the center EV, and then to the remote 
disaster recovery headquarter, using, for instance, a 
satellite communication link. Disaster-affected area 
surveillance by EVs on the ground and that by EHs in 
the air can work in a complementary, cooperative 
manner, thus significantly improving the efficiency 
and accuracy of surveillance. 

 
 

4.2. Area Division Requirements 
 
Area division is useful for coordinating and 

assigning surveillance activities among multiple  
EV–EH pairs, where the entire surveillance area is 
divided into multiple non-overlapping sub-areas 
filling the entire area and an EV–EH pair is assigned 
to each sub-area. Surveillance activities are 
independently and simultaneously performed in 
parallel within each sub-area. In general, the greater 
the number of EV–EH pairs, the less is the time 
required for one round of surveillance of the entire 
area; the required time can be reduced further, 
although at the cost of EV–EH pair resources. These 
characteristics are essential to meet time-sensitive 
applications such as disaster area surveillance. 
 
 
4.3. Wireless Multi-hop Data Delivery 
 

Upon reaching the target point in the assigned 
sub-area, each EV remains at this initial position 
during the following surveillance activities as the 
support station, while its partner EH flies over the 
entire assigned sub-area for surveillance and sends 
the gathered surveillance data to its partner EV, 
which works as the temporal data storage point. The 
EV then forwards the data to the neighbor EH flying 
over the adjacent sub-area, which is located on the 
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designated path toward the center EV. The neighbor 
EH receives this data and forwards it to its partner 
EV, in addition to the data gathered by itself. This 
process is repeated and the data obtained by the 
source EH are eventually delivered to the center EV. 
In addition to EHs, EVs may gather and transmit 
surveillance data. Area division needs to be 
performed to ensure that an EH and its partner EV, 
and an EV and its upstream EH in the adjacent sub-
area on the designated path toward the center EV are 
within the transmission range (Requirement 1). Data 
delivery can therefore be performed in realtime 
unlike the carry and forward approach. Each EV and 
EH may have multiple down-stream EHs and EVs, 
respectively. Simultaneous packet transmission to the 
same EH and EV may result in interference, and, 
thus, the use of non-overlapping channels is desirable 
for avoiding interference. 

 
 

4.4. Line-of-sight Transmission Using  
Flying EH 

 
It is noteworthy that data packets can be 

transmitted between the EV and the EH in the 
proposed architecture, thereby avoiding EH–EH or 
EV–EV transmission. In the EH-EH, packet 
transmission could be unstable due to variations in 
the EH position or attitude in air even in the hovering 
state. In the EV-EV, line-of-sight may not be assured 
due to the obstacles on the ground, thus resulting in 
poor packet transmission performance. In contrast, it 
is easier to assure line-of-sight in the EH–EV packet 
transmission. Moreover, a directional antenna can be 
attached to the side of the EV, which can 
significantly extend the packet transmission  
range [25]. 

 
 

4.5. Flight Time and Range Requirement 
 
To minimize EH total weight, the weight of the 

battery is strictly limited. This means that the EH’s 
battery capacity is also limited, allowing only 
relatively short continuous flight times and ranges. 
The EV’s battery can be used for recharging the 
partner EH’s spent battery, thus allowing the EH to 
engage in airborne surveillance repeatedly [15]. This 
functionality is termed as “on-EV charging.” A 
carrier EV can be equipped with spare EH batteries. 
By substituting a spare EH battery for the landed 
EH’s spent battery, the waiting time for on-EV 
charging can be shortened as mentioned in  
Section 3.3. The spent battery from the EH is 
recharged on the EV for reuse. EH flight time must 
be set at least longer than the round trip time between 
the positions of its partner EV as the on-EV charging 
station and the farthest part within the sub-area 
(Requirement 2). 

 

5. Surveillance Scheme 
 
5.1. Modeling 
 

A surveillance area is a square of 
s i ze  L×L,  wh ich  i s  un i fo rmly  d iv ided  in to
 n×n square sub-areas, each of size L/n×L/n, as 
shown in Fig. 1.  
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Fig. 1. Example of area division in square area modeling. 
 
 

An EV–EH pair is assigned to each sub-area. 
Each EV is positioned in the center of 
the respective assigned sub-area. The center EV is
positioned in the center sub-area. A sub-area is 
further divided into uniform squares, each of which, 
termed “a surveillance unit,” is the field of vision, 
with the length of each side, d′, closest to and no 
greater than the given value, d, to make uniform 
division. The assigned EH flies horizontally or 
vertically in the sub-area crossing over the centers of 
the surveillance units without approaching their 
edges. Let Fmax be the maximum flight distance 
divided by the side length of the surveillance unit 
(normalized flight distance) of an EH. Requirement 2 
in Section 4.5 can then be represented by 

 
Fmax ≥ 2k, (k: even) 

Fmax ≥ 2(k-1), (k: odd)
,
 

(1) 

 
where k= L/n/d. 

Because the EH needs to return to its partner EV 
before running out of battery for on-EV charging to 
continue further surveillance, the normalized flight 
distance, D, required for completing one-round 
surveillance of a sub-area is represented as the 
following function of k and Fmax: 
 

D=f(k, Fmax) (2) 
 

The upper bound of, Dub, is then given by 
substituting Fmax with its lower bound in (1) 
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Dub=f(k, 2k), (k: even) 

Dub=f(k, 2(k-1)), (k: odd)
,
 

(3) 

 
In contrast, if there is no limit on the battery 

capacity, the EH can continue surveillance by taking 
an optimum route over the sub-area without returning 
to its partner EV. The lower bound of D, Dlb, is thus 
obviously given by 

 
Dlb=k2, (k: even) 

Dlb=k2+2, (k: odd)
,
 

(4) 

 
The time required for completing one-round 

surveillance of a sub-area (one-round surveillance 
time), T, is given as 

 
T=Dτ, (5) 

 
where τ is the time required to cross the side length 
of the surveillance unit in flight. It is noteworthy that 
the time of on-EV charging is not included in (5) 
based on the remark in Section 4.5. The surveillance 
time, T, should be designed to be no greater than its 
upper bound, Tmax, which may be given as the design 
target parameter in surveillance system development, 
as shown below. 
 

T ≤ Tmax (6) 
 

Let (MB/km2) be surveillance data size per unit 
area β. The total surveillance data size of the 
surveillance area is then βL2. As described in 4.3, a 
designated path toward the center EV should be set 
for data transfer from each sub-area to the center 
area. Because surveillance data from each sub-area 
are merged at each relay EV and EH, the 
transmission load increases for the upstream EVs and 
EHs closer to the center EV. Four most-upstream 
EHs are adjacent to the center EV in the square area 
modeling considered in this section. Assuming that 
the set of designated paths for the area is designed to 
balance the transmission load among the links, and 
neglecting the transmission overhead, the maximum 
link load, B (Mbps), can be represented as 

 
22 L

B
T

β= , (k: even) 

B
2 2

2

2 ( 1)L n

Tn

β −= ,(k: odd) 

(7) 

 
An example of the designated path configuration 

is given in Fig. 2. 
The transmission range of a wireless link can be 

defined as the maximum distance over which the 
packet loss rate is no greater than the given threshold. 
In general, the transmission range becomes shorter as 
the effective bandwidth increases; thus, the 
transmission range is a function of B represented by 
R(B). The transmission distance can be the longest 

when the EV in the center of each sub-area transmits 
packets to the upstream EH at the far-end corner of 
the adjacent sub-area on the designated path to the 
center EV. For satisfying Requirement 1 in 
Section 4.3, the following relationship should  
be satisfied. 

 

)(
2

10
BR

n

L ≤  (8) 

 
In contrast, the number of EV–EH pairs covering 

the surveillance area should be maintained as low as 
possible for cost saving. 

An area division solution for the square area and 
sub-area models should thus obtain the minimum 
value of n for satisfying conditions (6) and (8), where
B is substituted by (7). 

 
 

5.2. Numerical Examples 
 

Investigation of the characteristics of the function 
in (2) is an interesting research issue, but is out of the 
scope of this study. Instead, the upper bounds of the 
normalized flight distance, Dub, in (3) can be given 
numerically using the flight path configuration 
obtained by a heuristic approach (See Fig. 3). The 
results, including the Dlb of (4), are shown in Fig. 4. 
The ratio of Dub to Dlb is also shown in Fig. 4. It is 
expected that the ratio roughly converges to  
around 1.2. 

 
 

Sub-area
R1-R4: Flight routes

Area
n: even

Area
n: odd

R1

R2

R3

R4

 
Fig. 2. Example of designated path 

configuration to center EV. 
Fig. 3. Example 

of flight path 
configuration. 

 
 

The upper bounds of the one-round surveillance 
time are obtained by substituting D with Dub in (5) 
and shown in Fig. 5, where L and EH velocity are 
50 km and 60 km/h, respectively. As expected, the 
one-round surveillance time decreases with an 
increase in the number of divisions or the field of 
vision. Similarly, the transmission range requirement 
given in (8) decreases with an increase in the number 
of divisions, as shown in Fig. 5. 

Assuming use of an adequate transmission system 
meeting required effective bandwidth and 
transmission range for each EH–EV or EV–EH link, 
link quality such as packet delivery ratio can be 
assured, while end-to-end path quality degrades as 
the number of divisions of sub-area increases. To 
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improve end-to-end path quality, packet 
retransmission mechanism either in link or end-to-
end may be required. 
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Fig. 4. Lower and upper bounds of normalized flight 
distance, D and ratio of upper bounds to lower bounds. 
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Fig. 5. Upper bounds of one-round surveillance time  
and transmission range requirement with regard to number 

of divisions, n. 
 
 

The number of divisions, n, meeting the given 
one-round surveillance time requirements is obtained 
from (3), (5), and (6) and shown in Fig. 6. The higher 
the one-round surveillance time requirement, the 
lower is the number of divisions of sub-areas. The 
corresponding maximum link load in (7) and 
transmission range requirements in (8) are shown in 
Fig. 7. As the one-round surveillance time 
requirements rise, the surveillance data transmission 
frequency decreases, resulting in a decrease in the 
maximum link load. By contrast, the transmission 
range requirements increase owing to an increase in 
the sub-area size. Therefore, given the one-round 
surveillance time requirements, an adequate 
transmission device should be selected based on the 
requirements of decrease in the maximum link load 
and increase in the transmission range.  

In summary, the numerical examples in Fig. 6 
show that wide area as large as 100 km square can be 
monitored pervasively in one hour or so, operating a 
few hundred EV–EH pairs. Transmission devices 
meeting the requirements as shown in the numerical 
examples in Fig. 7 can be in the scope of the  
existing technologies. 
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Fig. 6. Number of divisions, n, meeting given one-round 
surveillance time requirement. 
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Fig. 7. Maximum link load and transmission range 
requirement meeting given one-round surveillance  

time requirement. 
 
 
5.3. Discussions 

 
In actual disaster recovery situations, the type of 

wireless link system is pre-determined and prepared. 
In the proposed surveillance architecture, the 
maximum link load increases as the area size 
increases as shown in Eq. (7) and may become a 
possible bottleneck for the designated wireless link 
system with a particular transmission range and 
bandwidth performances. When the bandwidth is not 
sufficient, link load per channel can be reduced by 
using non-overlapping independent channels. On the 
other hand, one-round surveillance time can be 
extended so as to reduce link load if such extension 
can be accepted from viewpoint of surveillance 
application requirements. Furthermore, information 
aggregation may be used for the similar effect. If the 
disaster-affected area is too wide and the measures 
mentioned above are not enough for the wireless link 
system to accommodate the link load, the entire area 
needs to be divided into smaller areas, to each of 
which a center EV is assigned and area division to 
sub-areas is applied. In this sense, the proposed 
surveillance architecture is scalable and effective for 
any size of disaster-affective areas. 
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6. Availability of EH for Airborne 
Surveillance 
 
As mentioned in Section 4.5, an EH can fly 

continuously for a relatively short time due to its 
limited battery capacity, and the on-EV charging time 
may be considerably longer than the continuous 
flying time, resulting in a low availability, which is 
defined as the ratio of the total flying time to the total 
surveillance period. By using spare batteries, the 

availability can be improved. Without loss of 
generality, we assume that the EH operates with a 
single battery. Let s be the total number of batteries, 
including spare batteries. In the example of Fig. 8, 
three batteries are used in rotation, where the ith 
battery Bi (i = 1, 2, 3) is used during the flying 
periods marked by Bi in the upper part of the figure, 
and is charged on the EV during the periods marked 
by Bi in the lower part of the figure.  

 
 

Te Te TeTfTf Te

B1 B2 B3 Flying period
using  battery Bi

On-EV landing
period

On-EV charging
period

Tw

B1 B2 B3

Tc

Time

B1

B2

B3

Tf : Flying time

Te : Battery exchange time

Bi: Battery i ( i=1,2,3)

Tc

Tw

Tw: Waiting time

Tc : Charging time  
 

Fig. 8. Rotation of charging and use of batteries for EH flying. 
 

 
The following relation is easily obtained from Fig. 8: 
 
Tw=Tc-(s-1)Tf-(s-2)Te 
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The availability, A, is then given by the  

following equation: 
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A numerical example is given in Fig. 9, where the 
availability versus the total number of EH batteries, s, 
are shown for three different charging times Tc: 15, 
30, and 60 min, assuming that Te = 1 (min) and  
Tf = 15 (min). The availability increases with 
increasing s and becomes saturated when s reaches 
and exceeds its minimum required value; at this point, 
the EH does not need to wait for the on-EV charging 
to be completed, and maximum availability is 
obtained. It is shown that the waiting time and the 
total number of batteries are in the trade-off relation, 
and relatively fewer EH batteries are sufficient to 
obtain the maximum availability under  
practical assumptions. 
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Fig. 9. Number of total batteries. 

 
 

7. Conclusions 
 

A time-efficient and pervasive surveillance 
architecture based on the collaboration of multiple 
EHs was presented. A wide area is divided into a 
number of sub-areas. An EH and its partner EV, 
which supports automatic piloting and battery 
charging for the EH, are assigned to each divided 
sub-area. A wireless link is established between an 
EH and its partner EV, as well as between an EV and 
its immediate upstream EH for forming a wireless 
multi-hop path toward the data collection node in the 
area. Area division principles were used considering 
cost minimization as well as considering the 
requirements of allowable surveillance time, and 
transmission range and effective bandwidth of the 
wireless link. A simple model and methodology for 
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area division based on explicit flight route distances 
of an EH considering the battery-capacity-limited 
flying range were presented. Numerical examples 
showed the feasibility of the area division approach. 
Finally, it is shown that the availability of an EH for 
continuous surveillance is significantly improved by 
using a few number of spare batteries maintained in 
the partner EV. 

Further studies on this subject include the 
development of a general algorithm for obtaining the 
explicit flight route of EHs for not only simple 
square area models but also for geographical areas of 
any shape under flight distance limitations. 
Communications aspects, such as performance 
evaluation and improvement of wireless multi-hop 
communication path composed of multiple EH–EV 
and EV–EH links, are also included in the further 
study issues. 
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Abstract: In this paper, the data transmission of an acquisition system for biomedical vital signs via Radio 
Frequency (RF) communication is explored. This system can be considered a medical care terminal (MCT). It 
was developed a platform capable of recording the patient´s physiological signals to check if any medical 
evolution/change occurred. The system allows also acquiring the environment data, as for example the room 
temperature and luminosity. The main achievement of this paper is the patients’ real-time health condition 
monitoring by the medical personnel or caregivers that will contribute to prevent health problems, especially for 
bedridden people with reduced mobility. Copyright © 2015 IFSA Publishing, S. L. 
 
Keywords: Ambient Assisted Living (ALL), Radio Frequency (RF), Medical Care Terminal (MCT), 
Biomedical Sensors. 
 
 
 
1. Introduction 

 

This work is part of a research and development 
project in Ambient Assisted Living (AAL) topic [1]. 
Continuous monitoring of biomedical signals is 
crucial in diagnosis and clinical monitoring of 
patients. Nowadays, several biomedical signals are 
analyzed. The health assistant needs to have 
information of the patient's vital signals in order to be 
permanently informed about the patient health status 
[2-3]. However, this procedure is not easy  
to accomplish.  

In order to acquire the biomedical signals various 
sensors are placed on the patient through a series of 
cables, which may be uncomfortable for the patient’s 

mobility [4]. At this moment, the implementation of 
the remote monitoring of biomedical variables in 
bedridden systems is expensive and unaffordable for 
most of families [5]. An example of a Medical Care 
Terminal (MCT) from BioPlux can be observed  
in Fig. 1 [5].  

BioPlux clinical biofeedback software Graphical 
User Interface (GUI) is used in muscle  
rehabilitation allowing a more efficient medical 
intervention as well as a faster patient recovery. It is 
a web-based application, supported also by mobile 
operating systems. 

Other example of a MCT is the AID-173SHRJ 
from Avalue Technology Inc. (Fig. 2) [6]. This 
system can, remotely, monitor the patient. 

http://www.sensorsportal.com/HTML/DIGEST/P_2607.htm

http://www.sensorsportal.com
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Nevertheless, it is a high cost system and it requires 
an expert user to a correct operation. 

 
 

 
 

Fig. 1. Bioplux clinical biofeedback software GUI [5]. 
 
 

 
 

Fig. 2. MCT AID-173SHRJ from Avalue 
Technology Inc (MCT) [6] 

 
 

Following this trend it is still of upmost 
importance to develop low cost systems, with a user-
friendly interface in order to give support to 
bedridden people.  

The main objective of this work is the 
development of an electronic system using wireless 
transmission capable for registering the patient’s vital 
signals. Moreover, this project gives also the 
possibility to the health aide to access the database of 
the patient, including the medical records and 
personal information. Also, because it is a flexible 
system composed by several modules, the MCT can 
be adapted to the specific real needs of a specific 
patient. This project is a first step in order to achieve 
a minimum invasive biomedical data acquisition 
system, as it is further expected to integrate the 
sensors in the patients’ clothes and/or in other 
common daily life tools. 

This paper is organized as follows: Section 2 
presents the biomedical sensors principle of 
operation used in the project; Section 3 details the 
developed system, Section 4 shows some results. 
Section 5 presents the conclusions and future 
perspectives of work. 

2. Biomedical Sensors 
 

In this section, we describe some of the 
biomedical sensors used in this project.  

 
 

2.1. Electrocardiogram (ECG) 
 

During the electrical activation of the 
myocardium, the heart is swept by a “front 
activation” whose meaning and direction are 
modified in fractions of a second. The ECG detects 
the electrical activity of the heart, reflecting its 
activity, Fig. 3 [7]. 

 
 

 
 

Fig. 3. Electrocardiogram wave [7]. 
 
 

The typical heart rate varies between  
60-100 bpm. The ECG is able to detect, among 
others [8]: 

- Problems with the cardiac valves; 
- Congenital heart defects; 
- Lack of blood flux; 
- Irregularity of heart beats. 

 
 

2.2. Body Temperature Sensor 
 
The junction of two metals generates a 

temperature difference. The principle of operation of 
the temperature sensor is based on this process 
(thermocouple). Two materials of two different types 
are attached; the potential difference is measured 
between two points. Through this potential 
difference, it is possible to obtain the temperature. 
Fig. 4 shows an example of the structure of the 
temperature sensor (thermocouple) used [9].  

Table 1 presents the thermal classification state of 
a human body in function of the temperature [10]. 

 
 

 
 

Fig. 4. Thermocouple [9]. 
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Table 1. Body temperature classification [10]. 
 

Hypotermia 
<35,0 °C 

(95,0 °F) 

Normal 
36,5-37,5 °C 

(97,7-99,5 °F) 

Fever Hyperthermia 
> 37,5-38,3 °C 

(99,5-100,9 °F) 

Hyperpyrexia 
> 40,0-41,5 °C 

(104-106,7 °F) 

 
 

2.3. Airflow Sensor 
 
The airflow is obtained by heating a wire by an 

electric current. The resistance of the wire increases 
as the temperature of the wire increases as a 
consequence of the airflow variation. Thus, it is 
possible to measure the airflow through the amount 
of current passing through the wire; see Fig. 5 [11]. 

 
 

 
 

Fig. 5. Airflow sensor [12]. 
 
 

The variations in the airflow frequency allow 
identifying if the lungs are working properly. The 
normal cycle of a human adult varies between 15 and 
30 breathes per minute. An example of an airflow 
sensor is presented in Fig. 6 [12]. 

 
 

 
 

Fig. 6. Airflow sensor [12]. 
 
 

2.4. Oximeter Sensor 
 

The oximeter sensor indicates the saturation level 
of the oxygen in blood between 0-100 percent. 
Normal values are in the range of 94 % or above. 
Values below 94 % could indicate a lack of oxygen 
(hypoxia). One of the measurement procedures is 
associated with the analysis of the blood color using 

optical sensors in hand fingers. Fig. 7 shows an 
example of the sensor probe principle of  
operation [13]. 

 
 

 
 

Fig. 7. Oximeter probe principle of operation [13]. 
 
 

An example of an oximeter sensor is presented  
in Fig. 8 [12]. 

 
 

 
 

Fig. 8. Oximeter sensor [12] 
 
 

2.5. Position Sensor 
 
The position sensor is based on an accelerometer 

and it is able to monitor different positions of the 
body (standing, fowler’s, supine, prone, left and right 
lateral recumbent) (Fig. 9) [12]. 

 
 

 
 

Fig. 9. Human body typical positions [12] 
 
 

In several cases it is useful to monitor body 
position and movement in order to establish a 
relationship between them and the causes of certain 
diseases (as example sleep apnea). Moreover it can 
also detect falls and fainting [12]. 

An example of a position sensor is presented in 
Fig. 10 [12]. 

 
 

 
 

Fig. 10. Example of body position sensor [12]. 
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2.6. Galvanic Skin Response (GSR) 
 
The galvanic skin response measures the 

electrical conductance of the skin and it can represent 
a physiological or psychological arousal. This sensor 
works basically as an ohmmeter. An example of a 
GSR sensor is presented in Fig. 11 [12]. 

 
 

 
 

Fig. 11. GSR sensor [12]. 
 
 
3. Developed System  
 

Fig. 12 presents the overall block diagram 
corresponding to the intended behavior of the 
developed system. This system registers the patient´s 
physiological signals; it allows the medical personnel 
to access the patient´s personal information and 
medical condition, as well as the applied treatment. 
Moreover, it also allows the remote access to monitor 
the patient's condition.  

The database can store the data of the patient, 
medical personnel, health aid and health unit. 

 
 

 
 

Fig. 12. Block diagram of the program. 
 
 

3.1. System Hardware 
 

The system hardware is based on the Arduino 
platform, including an Atmel microcontroller AVR 
[14]. The programming languages used are C and 

C++. Fig. 13 presents an example of the connection 
between the room luminosity sensor, i.e., Light 
Dependent Resistor (LDR), the Arduino and the 
Radio Frequency (RF) module. 

 
 

 
 

Fig. 13. Room luminosity sensor (LDR)  
physical connection. 

 
 
The sensor (Fig. 13) is plugged into the Arduino 

Analogue to Digital Converter (ADC) input (with a 
resolution of 12 bits [15]). After reading the sensor, 
the value is transmitted via the Arduino’s serial port 
(RX, TX) to the XBee and then to the acquisition 
system. This procedure is also used for the other 
system sensors. 

 
 

3.2. Developed Database 
 
The software used for data modeling was the 

Microsoft Access [16]. Fig. 14 shows the developed 
database for data storage considering seven main 
tables plus one auxiliary table. 

The developed database records the data 
associated to the patient (tables Patient, Report, 
Sensors and Readings), the data associated to the 
medical personal responsible (tables 
Responsible_nurse and Responsible_doctor) as well 
as the data associated to the health unit (table 
Health_unit). 
 
 

3.3. LabVIEW Interface 
 
Fig. 15 shows an example of the user interface 

developed in LabVIEW to consult information about 
a patient [17]. The database is accessed via a 
Universal Data Link (UDL) connection. UDL was 
created to store connections with databases. The 
serial port establishes the connection between 
LabVIEW and Xbee. A time period is defined for 
each sensor reading. The value is stored in the 
database along with the date and time when the 
acquisition was performed.  
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Fig. 14. Data modeling. 
 
 

Fig. 16 shows an example of the interface 
developed to register the light present in the patient’s 
room [18]. 

Apart from the light intensity in the patient’s 
room, the system also registers the air carbon 
monoxide level, the air alcohol level and the  
room temperature. 

 
 

 
 

Fig. 15. LabVIEW user interface – patient  
database consult. 

 
 

 
 

Fig. 16. Light sensor LabVIEW interface [18]. 

3.4. Remote Communication 
 

The developed system allows the remote access 
of the patient data to the health technicians, or 
caregivers, in order to assure an efficient supervision 
of the patient. This is done using LabVIEW Web 
Publishing Tool [17]. The access to the webpage 
created is performed under previous authentication of 
the user to allow data safety. 
 

 

4. Experimental Results 
 

In this section, three examples of the 
experimental results are presented, namely the 
temperature monitoring of the patient room, the 
access to the patient´s data and also the patient´s 
body temperature.  

 
 

4.1. Temperature Room Sensor 
 

In the menu from Fig. 17, the medical personnel 
may choose to monitor the room temperature 
throughout the day by selecting the overall time of 
the acquisition. By observing Fig. 17, it is verified 
that the patient room temperature was around 30ºC 
during the system measurement (one hour). 

 
 

4.2. Medical Reports 
 

As it is seen in Fig. 18, the medical personnel can 
select a time interval and list the patient reports. To 
accomplish this, he/she has to insert the code of the 
patient and click on the “Search” button.  

 
 

4.3. Biomedical Sensors 
 
The system was first tested with two healthy 

persons: a) 28 years old, female, measuring 1.73 m 
and weighting 62 kg; b) 31 years old, male, 
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measuring 1.76 m and weighting 79 kg. The first test 
was carried out to obtain the value of body 
temperature. Fig. 19 refers to the sensor placement 
and Fig. 20 shows the user interface where the 
temperature is acquired through wireless 
communication and registered in a chart.  

 

 

 
 

Fig. 17. Room temperature monitoring. 
 
 

 
 

Fig. 18. Consult reports. 
 
 

 
 

Fig. 19. Placement of the body temperature sensor  
in the patient [18]. 

 
 

The conjunction of the biomedical sensors and 
the environmental sensors allows obtaining a very 
useful profile of the patient’s health condition as well 
as the environment where he/she is exposed. The 

transmission of this information via RF allows a less 
invasive system to the users (patients and caregivers).  

 
 

 
 

Fig. 20. Body temperature sensor user interface [18]. 
 
 

5. Conclusion and Further Work 
 

This paper described a system based on a medical 
care terminal using data transmission via RF. The 
physiological and environment data are acquired. An 
added value of this project is the real-time 
monitoring allowing the medical personnel to 
observe the patient healthcare condition at anytime 
and anywhere. All the data in registered in a 
database, allowing the physician to monitor the 
patient´s evolution over time. This can be an added 
value for bedridden people or people with reduced 
mobility. 

Also, because it is a flexible system composed by 
several modules, the MCT can be adapted to the 
specific real needs of a specific patient. 

So far, the system was tested in laboratory. In the 
near future, we aim to integrate all the sensors and 
test the system in clinical environment.  

This work aims to develop a minimum invasive 
vital signs data acquisition system including the 
biomedical sensors either in the patients’ clothes 
and/or in other common daily life tools. Moreover 
the interface and integration of the MCT data to 
mobile devices should also be considered. 
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Abstract: An increasing volume of data is being generated by sensors and smart devices deployed in different 
areas, often far from computing facilities such as data centres. These data can be difficult to gather and process 
using local computing infrastructure. This is due to cost and limited resources. Cloud computing provides 
scalable resources that are capable of addressing such problems. However, platform-independent methods of 
gathering and transmitting sensor data to Clouds are not widely available. This paper presents a state-of-the-art 
analysis of Cloud-based sensor monitoring and data gathering platforms. It discusses their strengths and 
weaknesses and reviews the current trends in this area. Informed by the analysis, the paper further proposes a 
generic conceptual architecture for achieving a platform-neutral Cloud-based sensor monitoring and data 
gathering platform. We also discuss the objectives, design decisions and the implementation considerations for 
the conceptual architecture. Copyright © 2015 IFSA Publishing, S. L. 
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1. Introduction 
 
With the increase in the number of sensors and 

smart devices that are capable of generating data 
from their usage, data gathering IT techniques such 
as those supporting control systems are showing 
commercial potentials in controlling at real-time data 
transfer from real-world devices. Based on this, more 
generalized applications for sensor devices are 
becoming significant in real world usages. Sensors 
enable access to remote objects and environmental 
information to provide the raw materials, through 
simple monitoring, for the next generation 
applications such as smart cities. The procedures of 
gathering, storing and processing of sensor generated 
data, using local computing infrastructures are 

becoming very costly due to scalability constraints 
resulting from limited resources and the volume of 
the generated data.  

In a similar fashion, the Internet of Things (IoT), 
[1] that promises to connect objects, devices and 
humans, generates large volumes of data. Harnessing 
these data by organisations can be a complex process 
due to heterogeneous operating systems, varying 
connectivity protocols and legacy application 
compatibility. Furthermore, the ability to draw 
meaningful insights from the voluminous data 
unleashed by these technologies is another challenge 
especially in terms of compute power and analytic 
tool availability. 

Cloud computing platforms offer scalable 
compute and storage resources to support the 

http://www.sensorsportal.com/HTML/DIGEST/P_2608.htm

http://www.sensorsportal.com
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management of such sensor data [2]. However, 
solutions available today [3-6] are mostly customised 
for particular usages. To unlock the business 
potential in this area, generic solutions are required to 
address the core challenges such as communication 
bottleneck, data interchange formats, security, energy 
efficiency and interoperability.  

In this paper, we present a state-of-the-art analysis 
of Cloud-based sensor monitoring platforms and data 
gathering techniques. This work is an extension of 
our initial approach presented in [7]. Informed by the 
analysis, the paper further proposes a platform-
neutral architecture providing a generic Cloud 
interface that is focused on addressing the identified 
challenges. The main contributions are  

1) A review of industrial, commercial and open 
source sensor monitoring and data management 
platforms;  

2) Analysis of the platforms to identify trends, 
issues and challenges;  

3) The proposal of a generic architecture utilizing 
standardized data interchange formats and 
interoperable communication mechanisms to achieve 
interoperability among heterogeneous platforms.  

The rest of the paper is organized as follows: 
Section 2 presents the related work. The state-of-the-
art analysis is performed in Section 3. Section 4 
presents an overview summary of the analyzed 
platform features and discusses the challenges and 
trends derived from the analysis. In Section 5, we 
describe the relevant challenges and objectives for a 
platform-neutral architecture while Section 6 presents 
the proposed architecture and its implementation 
considerations. In Section 7, we conclude the paper 
and discuss follow-up work.  
 
 

2. Related Work 
 

In this area, previous efforts have been focused 
mostly on particular issues like the virtualization of 
physical sensors on Clouds, data privacy and security 
or the provision of efficient platforms for sensor data 
storage and processing. Catrein, et al. [8] propose a 
Cloud design for user-controlled storage and 
processing of sensor data to ensure privacy. They 
identified the importance of using the Cloud for 
sensor data processing. However, their approach 
focuses on security-related issues such as data 
privacy and access control. Aoki, et al. [9] present a 
Cloud architecture to enable fast response to real 
world applications despite the flood of sensor data. 
The authors used the strategy of reducing network 
latency to achieve this goal but they did not consider 
creating a generic interface for diverse sensor data 
gathering.  

Piyare, et al. [10] propose an architecture for 
integrating Wireless Sensor Networks (WSN) into 
Cloud services for real time data collection. In their 
approach, WSN is considered an important paradigm 
for Internet of Things since they consist of smart 
sensing nodes with embedded Central Processing 

Units (CPU) and sensors for monitoring different 
environments. This work concentrated on connecting 
WSNs to Clouds and does not consider other sensor 
types. The authors in [3-4] discuss particular 
approaches for gathering medical sensor data. 
Alamri, et al. [11] present a survey on sensor-Cloud, 
architecture, applications and approaches. The survey 
analyses the current efforts and challenges in this 
area. It shows that many of the existing efforts are 
geared towards creating virtual sensors from physical 
ones on Clouds.  

Salehi, et al. [12] present Global Sensor Network 
(GSN), which is a middleware to interconnect diverse 
sensor network technologies. This work focus on 
providing a mechanism for easy integration of 
existing sensor networks. With this approach, the 
management of sensor networks is simplified. For 
example, changing or updating components within a 
sensor network does not interfere or hinder 
communications with other sensor networks. 
However, it does not consider the gathering of single 
sensor data. Other efforts like the Sensor Observation 
Service (SOS) [13] provide standards in accordance 
with the Open Geospatial Consortium (OGC) for 
discovery and retrieval of real-time data from diverse 
sensors in the context of geospatial data processing 
and sharing.  

Thus, to the best of our knowledge, none of the 
existing work provides a generic Cloud-based 
monitoring platform for gathering sensor data. In the 
next section, we present our analysis of the state  
of the art.  
 
 
3. State-of-the-Art Analysis 
 

This section details the review of the existing 
tools and platforms for monitoring, gathering and 
processing sensor data. It highlights their 
characteristic features and practical use cases.  
 
 
3.1. IBM Mote Runner 
 

Mote Runner is IBM’s infrastructure for WSNs 
[14]. It is based on a virtual machine targeted to 
resource-constrained hardware environments and 
consists of two parts: a run time for mote-class 
hardware, such as Libelium Waspmote or MEMSIC 
Iris motes, and a development environment for  
WSN applications.  

At its core, Mote Runner is designed to run on 
very small, standard, embedded controllers, including 
low-power 8-bit processors, thereby reducing initial 
investments as well as post-deployment and 
maintenance costs. It has been shown to be light in 
energy consumption [15]. It provides a high-level, 
language-friendly, resource-efficient and high- 
performance Virtual Machine (VM) that shields 
portable applications from hardware specifics. In 
addition, Mote Runner allows programmers to use 
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object-oriented programming languages such as Java 
and a development environment based on Eclipse to 
develop portable WSN applications that may be 
dynamically distributed. Its features include [16]:  

• Low-power; 
• Support for harvesting solar power as a source 

of energy; 
• Wirelessly connected embedded systems;  
• Provides Software Development Kits (SDK) 

for developers; 
• Supports multiple high-level languages such 

as Java and C#;  
• Runs on 8 bit micro-controllers with as little 

as 4 kB of Random Access Memory (RAM) 
and 32 kB of flash memory; 

• Leverages integrated development 
environments such as Eclipse, Visual Studio 
and MonoDevelop. 

This tool focuses on WSN related applications 
and mote actuators. However, little or no information 
was available about its support for wired or other 
sensor types. The details about the used data 
interchange formats are not publicly available. 
 
 
3.2. SensorCloud Platform 
 

MicroStrains SensorCloud offers a sensor data 
storage, visualization and remote management 
platform that leverage Cloud computing technologies 
to provide data scalability and rapid visualization 
[17]. It was initially designed to support long-term 
deployments of MicroStrain wireless sensors. How- 
ever, it now supports any web-connected third party 
devices, sensors, or sensor networks through a simple 
OpenData Application Programming Interface (API). 
It aims to provide virtually unlimited storage for the 
sensor data [18]. Its features include:  

• Presumably unlimited data storage with triple- 
redundant reliability,  

• A time series visualization and  
graphing tool; 

• A MathEngine analytic tool facilitating quick 
user application development using their data 
on the Cloud; 

• Provides Short Message Service (SMS) and 
Electronic mail (E-mail) alerting capabilities; 

• Provides OpenData API and Representational 
State Transfer (REST) API for data transport;  

• Supports only eXternal Data Representation 
(XDR) and Comma Separated Value (CSV) 
data interchange formats.  

Some of its usage scenarios include structural 
health monitoring and condition based monitoring of 
high value assets where commonly available data 
tools are often not capable in terms of accessibility, 
data scalability, programmability, or performance. 
All communication with the SensorCloud is 
performed over Secure HyperText Transfer Protocol 
(HTTPS), which is secure. It restricts however, other 

forms of interactions such as low-level 
communication thereby forcing the use of HyperText 
Transfer Protocol (HTTP)-capable middleware to 
connect the devices and the platform. Furthermore, 
XDR and CSV are the only data interchange format 
types currently supported.  
 
 

3.3. Ostia Portus Platform 
 

Ostia Portus is designed to mediate between 
multiple vendor technologies where each vendor has 
particular platforms, databases and programming 
languages. It achieves this by taking the isolated data 
sets from individual systems and packaging them into 
a standard service [19]. This platform connects a 
variety of devices including sensors, networks and 
platforms. Its features include:  

• Support for relational databases; 
• Uses Secure Socket Layer (SSL) over HTTP 

to achieve security; 
• Supports Simple Object Access Protocol 

(SOAP), REST, Publication/Subscription 
(PUB/SUB) proto- cols; 

• Supports Java Message Service (JMS), 
RabbitMQ, Transmission Control Protocol 
(TCP)/Internet Protocol (IP), Message Queue 
(MQ) transport protocols;  

• Easy installation and use. 
Portus is built using open technologies and 

exploits open standards in accessing organizations 
data and presenting them using business defined 
views. Its core components are:  

1) Server written in C and C++ and hosted by 
Apache;  

2) Control centre for administration that is written 
in Java and built to run with the Eclipse Framework 
and (ii) front-end providing web services.  
 
 

3.4. TempoIQ Platform 
 

This platform is formerly known as TempoDB. It 
provides a real-time sensor monitoring service 
aiming to store and analyze time series data from 
sensors, smart meters, servers and automotive 
telematics. It is a commercial tool consisting of the 
following features [20]:  

• Flexible monitoring and alerting; 
• Powerful and custom analytics; 
• Simple REST API for data storage  

and retrieval; 
• Allows data storage at full resolution (no 

down sampling); 
• Guarantees data availability with its triple data 

replication; 
• Offers SSL encryption for all data transfer; 
• API clients available in multiple programming 

languages like Java, .NET, Python, Ruby; 
• Supports Internet of things. 
The primary aim of this platform is the 

management of time series data sets with timestamps 
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in ISO8601 format [21]. In querying data from this 
platform storage using a client API, the returned data 
is formatted only as JavaScript Object Notation 
(JSON). Other data interchange formats are currently 
not available. The platform has been upgraded to 
offer flexible sensor data monitoring and alerting 
mechanism. The alerts are based on thresholds and 
inform the user about the status of its applications 
that are using the sensor data. It offers also analytic 
tools to support user applications.  

 
 

3.5. FreshTemp Temperature Monitor 
 

FreshTemp is a Cloud-based monitoring system 
for perishable goods [5]. It automates temperature 
collection during production, transportation and 
storage of any perishable product by providing the 
capability of integrating with the different 
temperature sensors monitoring such products. It 
offers real-time data logs, configurable alerts and an 
online Dashboard. It is a commercial tool aiming to 
provide solutions for food services, transportation, 
health care and industrial usages. Its core features 
include: 

• Wireless temperature monitoring; 
• Bluetooth food probes; 
• Bluetooth data loggers; 
• Real time data logs; 
• Alerting mechanism with SMS E-mail  

and phone; 
• Online dashboard.  
This tool focuses solely on temperature sensors, 

which limits its usability for managing and 
controlling other sensor device types. Furthermore, it 
does not offer any programming API for application 
development or any means of accessing the data 
stored on the platform by developers.  
 
 
3.6. SensaTrack Monitor 
 

SensaTrack is a multi-platform independent 
monitoring service that is ideal for Machine-to-
Machine (M2M) sensor monitoring. It is developed 
by Cannon Water Technology Inc. and released in 
November 2012 [6]. The SensaTrack Cloud- based 
monitoring software solution allows users to 
visualize sensor data from any web-enabled device. It 
is designed for enterprises with distributed assets like 
chemical storage facilities, bulk storage tanks, bins 
and silos. Its features include:  

• Ability to quickly scan multiple locations; 
• Secure data servers; 
• Wireless data gateways; 
• Track trends and find problems early; 
• Easy installation by non-technical personnel.  
SensaTrack uses wireless communications 

equipment based on Zigbee protocols developed by 
the Digi Corporation. It also supports hybrid 
networks of wired and wireless sensors. This tool has 

no support for application developments and does not 
provide an API for external access.  

 
 

3.7. Bluwired S-Cloud Platform 
 

Bluwired S-Cloud provides a platform for sensor 
data exploration, interaction and analysis [22].  
It facilitates the management of sensor and device 
data from any web enabled location in the world, and 
to deploy data processing and analysis applications 
that rely on gathered data on the Cloud. Its  
features include:  

• A platform for sensor data exploration, 
interaction and analysis; 

• Management of wireless sensor data from any 
web enabled location in the world; 

• Support for user development and deployment 
of data processing and analytic applications 
using their data on the cloud; 

• Facilitates real-time data storage  and 
retrieval; 

• Provides alerting mechanism for abnormal 
events; 

• Provides visual management interface.  
Bluwired S-Cloud promises to offer reliable 

storage, tracking and analysis of sensor data that 
comes from monitoring and control solutions for 
most applications, including: Factory Automation, 
Process Control, Agriculture and Irrigation 
monitoring, Patient Monitoring Systems, Oil and 
Gas. It is a commercial tool and does not offer an 
open source API for accessing the platform.  
 
 
3.8. Xively Platform 
 

Xively is a Cloud Service platform that harnesses 
the power of IoT to quickly and easily transform 
connected product vision into market reality. It was 
formerly known as “pachube” and later as “COSM” 
[23]. Xively is currently a division of LogMeln Inc. 
and strives to provide business solutions through the 
IoT. It offers a platform that connects  
devices and products with applications to provide 
real-time control, management and storage. Its 
features include:  

• Secure real-time messaging; 
• Time series data storage; 
• Selective data sharing; 
• Provides easy connection to external Cloud 

services like Twitter and Facebook; 
• Encryption with Transport Layer Security 

(TLS) and SSL; 
• Real-time message bus based on Message 

Queue Telemetry Transport (MQTT).  
An example use case for Xively is the “Park-A-

Lot” project [24], which is designed to support an 
automated parking management system. Although a 
commercial product, it provides open APIs and 
libraries for easy usage by developers to create smart 
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applications and interacts with the platform. Xively 
provides effective means to reason about devices and 
actuators at high level but fails to provide detailed 
context information within which all these devices 
are being placed, especially when it comes to small-
scale setups such as individual houses.  
 
 
3.9. Nimbits Platform 
 

Nimbits is a platform as a service (PaaS) for 
developing software and hardware solutions that 
seamlessly connect to the Cloud and each other. It 
has the ability to record and share sensor data on the 
Cloud [25]. Within Nimbits, sensor data are stored as 
data points using textual, JSON or eXtensible 
Markup Language (XML) formats. It provides REST 
web services for logging and retrieving time and geo 
stamped data (such as a reading from a temperature 
sensor). Nimbits servers can run on both powerful 
Cloud platforms like Google App Engine and on the 
smallest Raspberry Pi device. Its graphic user 
interface is tree structured having parent and child 
structures, which allow user content to be organized 
according to a parent-child structure and could be 
dragged and dropped as desired [26]. Its features 
include:  

• Ability for recording and sharing data; 
• Data storage as data points; 
• Easy connection of data to analytic tools; 
• Graphic user interface for visualization; 
• Ability to generate alerts based on defined 

thresholds or events.  
Nimbits is an open source platform for the 

Internet of things. It is freely available and provides 
libraries, APIs and documentations for different 
programming languages.  
 
 
3.10. ThingSpeak Platform 
 

ThingSpeak is an open source Internet of things 
platform that provides API to store and retrieve data 
from things using HTTP over the Internet or via a 
Local Area Network [25]. It has the ability to 
facilitate the creation of sensor logging applications, 
location-tracking applications, or a social network of 
things providing status updates.  

In excess to its ability to store and retrieve 
numeric data and alphanumeric data, its API allows 
for numeric data processing such as time scaling, 
averaging, median, summing and rounding. 
ThingSpeak is organized in Channels, which is where 
a user application can store and retrieve data. Each 
Channel supports data entries of up to 8 data fields. 
The channel feeds support JSON, XML, and CSV 
data formats for integration into applications. Its 
features include [27]:  

• Open API for developers; 
• Real-time data collection; 
• Geolocation data gathering; 

• Data processing and analytic tools; 
• Data visualizations on web and  

mobile devices; 
• Device status messages and event alerting; 
• Supports diverse programming languages like 

Java; 
• JavaScript, .Net, Ruby; 
• Allows easy plugins integrations. 
ThingSpeak offers also a hosted service that is 

different to the open source version. Open.Sen.se 
[10] is another Internet of Things tool that is very 
similar in characteristics and features to ThingSpeak.  
 
 

3.11. Microsoft Azure Intelligent  
System Service 

 

The Microsoft Azure Intelligent Systems Service 
aims to securely connect, manage and capture 
machine-generated data from industry devices, 
sensors and other line-of-business (LoB) assets 
across a range of operating system platforms. The 
intelligent service represents the efforts of Microsoft 
to address the challenges of IoT and to help 
businesses utilize its potentials.  

This tool promises to offer enterprises the ability 
to extend their Microsoft Azure Cloud across 
connected devices and sensors in order to capture 
vital data, analyze them with familiar Microsoft tools 
like HD Insight and Power BI for Office 365 in order 
to facilitate taking quick and appropriate actions that 
drive impact. Its features include [28]:  

• Secure connection and management of devices 
and data; 

• Support for real-time control of heterogeneous 
environments and accelerated 
implementations;  

• Supports efficient capture, store, join, analyze, 
visualize and share data;  

• Provide a trusted platform that can be 
extended easily for industrial specific 
requirements; 

• Improve operations and unlock new business 
opportunities by harnessing machine-
generated data from connected sensors and 
actuators.  

The intelligent service is fully commercial 
software as the other Microsoft services however, it 
is not yet production ready. A limited preview 
version was released in April 2014.  
 
 

3.12. Paho Platform 
 

The Paho project aims to provide scalable open-source 
implementations of open and standard messaging 
protocols to facilitate new, existing, and emerging 
applications to enable machine-to-machine and 
Internet of things usage scenarios. It is a part of the 
Eclipse foundation and its features include:  

• Enables levels decoupling between devices 
and applications; 
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• Encourages the growth of scalable web and 
enterprise middleware and applications; 

• Supports resource constrained  
embedded platforms; 

• Based on MQTT; 
• Provide MQTT client implementations in 

Java, Python, C, C++; 
• Provide open libraries, API and  

client implementations;  
• Enables integration of wide range of 

middleware, programming languages and 
messaging models. 

Paho strives to be software for constrained 
networks, devices with limited processing resources 
and embedded platforms [29].  
 
 

3.13. SicsthSense 
 

SicsthSense is an open Cloud platform for the 
Internet of Things that enables low power devices 
such as sensor nodes and smartphones to easily store 
their generated data in the Cloud. SicsthSense 
incorporates real data collection and a means of 
pushing them to a data store, which is then visualized 
and made available for sharing between users of the 
platform. It possesses the following features [30]:  

• Designed to ease the interconnection of the 
billions of sensors and actuators to the Cloud; 

• Devices are registered, discovered, 
configured, and programmed from the Cloud, 
either through a Web interface or an open 
machine-to-machine API; 

• Stores/retrieves sensor data in the Cloud and 
makes decisions using Big Data analysis 
techniques and visualizes data;  

• SicsthSense supports the HTTP and Cap 
proto- cols (a specialized web transfer 
protocol to use with constrained nodes and 
constrained networks in the Internet of 
Things); 

• Communication with the API is performed 
using JSON; 

• Storage is provided by two subsystems: in a 
normal RDBMS, which is specifically 
designed to enable easy searching for relevant 
feeds and in a highly scalable asynchronous 
master less replication database system.  

SicsthSense also provides features for basic 
actuation, allowing the system to affect the physical 
device when the incoming data streams meet certain 
conditions. For instance, when the average 
temperature of a user’s house goes below 15C, 
SicsthSense can signal the heater to switch on. It 
enables centralization of computation, monitoring, 
control and redistribution of collected data.  
 
 

3.14. Relay 
 

Relay provides Open Sensor Cloud platform [31] 
that collects data from sensor devices called 

Underbars. A Wonderbra contains six detachable 
Beacons sensors, which can be monitored and 
controlled by smart phones. These sensor modules 
communicate with the Master Module by BLE 
(Bluetooth Low Energy) and the Master Module 
connects with the Internet by Wi-Fi. The modules are 
designed to make programming of sensor devices 
very easy. The composed sensors include: light, 
color, distance, temperature, humidity, remote control 
etc. Relay platform’s features include:  

• It provides a platform enabling users to use 
the data gathered by sensors and other devices 
regardless of the data format and data 
gathering method; 

• It enables an indirect connection of sensors 
and applications and it ensures data 
accessibility regardless of location and 
distance; 

• The platform receives data from the devices, 
stores it and distributes it only to the 
applications which incorporate the Relay SDK 
and meet the authorization criteria established 
when first registering on the platform;  

• It also translates BLE data into JSON/MQTT - 
enabling both the SDKs and the Cloud 
Platform to communicate with the sensor 
modules; 

• The relayr cloud platform allows data 
normalization.  

The Relay Open Sensor Cloud Platform and the 
Wonderbra provide means to easily develop 
applications for the physical world. In its operation, 
each Master Module is authenticated during the 
registration process to enable it to receive data from 
the specific sensors. The Master Module is the only 
module capable of connecting to Wi-Fi and is 
responsible for delivering data from the sensors to the 
cloud and from the cloud to the sensors. Relay also 
provides credential and rule based authentication via 
OAuth and SSL. However, it currently does not 
emphasize much on the analysis methods of the 
gathered data.  

In the next section, we summary the features of 
the above described platforms and discuss the 
identified challenges and trends.  
 
 
4. Result Summary and Comparison 

 
In this section, we present an overview summary 

of the identified platform features and drawbacks.  
This facilitates a quick comparison between them. 

Furthermore, this section offers us also the 
opportunity to identify and discuss trends, and the 
gaps in technological advancements in this area. A 
goal of this analysis is to organize our thoughts and 
to see what is available in order to design a 
conceptual architecture.  

The described and analyzed platforms represent 
the current efforts towards addressing the challenges 
of Cloud-based sensor monitoring and data gathering. 
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As can be observed from the platform descriptions 
most of these challenges are not yet adequately 
addressed to facilitate informed decision making and 
support smart applications. Table 1 presents a 
summarized version of the platform analysis. 

As shown in Table 1, the analyzed platforms 
exhibit some similar characteristics in terms of data 
storage, support for web technologies and availability 
of RESTful APIs. The commercial platforms are 
closed source, thus, details regarding programming 

languages, API, data interchange formats were not 
accessible. It can be observed that the platforms lack 
support for resource-constrained deployments, energy 
efficiency, messaging protocol implementation, 
software development environments and data 
interchange formats. These issues represent the 
challenges facing the existing platforms.  

In the following sections, we highlight and 
discuss some of them in detail.  

 
 

Table 1. Analyzed Platform Features. 

 
 

 

4.1. Openness, API and Library 
Implementation  

 

The characteristic feature of being open source 
and providing API or libraries is essential to facilitate 
rapid development. As can be observed in Table 1, 
the commercial tools promise many features and 
functionalities, but details of their implementations 
are completely hidden from the public, which slows 
down technical know-how establishment and thereby 
makes it difficult for developers to leverage such 
functionalities when creating applications. This 
problem obstructs market growth and poses 
challenges to technology adoption.  

Fig. 1 presents a graphical description of those 
feature analyses. The figure combines the analysis of 

the open source and API/Library features of the 
identified existing platforms. According to the figure, 
only 28 % of the analyzed platforms are fully open 
source projects, which show the growing interest in 
this area to provide standardized software stacks for 
gathering and processing sensor data. The analysis 
also shows 36 % for both partially open and closed 
source. Partially open represents situation where the 
platform provides only open API for interfacing. 
These results indicate the need to strive for more 
openness especially regarding the completely closed 
platforms. We are not proposing that everything 
should be open source but platforms should provide 
open and well-defined APIs. Providing open source 
APIs and interfaces enables easy creation of software 
and assures adherence to defined standards.  
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Fig. 1. Opennes, API and Library Analysis. 
 
 

4.2. Interoperability 
 
There is currently a broad spectrum of sensors 

and smart devices. This constitutes heterogeneous 
environments with different systems and data types. 
The heterogeneity of this environment has proven to 
hinder the rate of accessing and gathering sensor 
data. To disentangle this issue, requires the 
development of generic solutions to facilitate 
interoperability. A means to achieve this is by 
applying appropriate data interchange formats to 
realize a common data format that could be used by 
multiple platforms.  

As shown in Table 1, most of the open source 
analyzed tools are using textual data interchange 
formats, which have the advantage of being human 
readable and easy to understand. However, the 
serialized data in those formats are not very compact 
in size for efficient transportation without consuming 
large amounts of bandwidth. This implies that further 
efforts are required to improve the state-of-the-art. 
For example, by integrating standardized binary data 
interchange formats that have the ability to achieve 
compact serialization of data.  

Fig. 2 illustrates a graphical analysis of the 
interoperability levels supported by the analyzed 
platforms. This graphic is generated by merging the 
analysis for data interchange formats and 
programming languages since these two features 
contributes highly to the realization of 
interoperability and portability of a software solution. 

 
 

 
 

Fig. 2. Interoperability Analysis. 
 

 

As depicted in Fig. 2, 50 % of the analyzed 
platforms are categorized as interoperable, which 

means that they are applying a standard data 
interchange format in formatting and serializing their 
data. This is an encouraging result that highlights the 
interest and importance of this feature for the 
industry. However, Fig. 2 also shows that 43 % of 
the platforms are using proprietary data interchange 
formats and therefore, are not interoperable. Thus, 
there are requirements for further improvements in 
this area to achieve higher levels of interoperability 
in gathering and processing sensor generated data.  
 
 
4.3. Messaging Protocol 
 

The ability to notify or pass control information 
as messages from Cloud platforms back to sensors 
and smart devices is still a challenge, as can be 
observed in the overview summary of Table 1. This 
brings to light that most of the existing platforms 
supports only one-way communication and do not 
provide feedback to the underlying sensors 
generating the data. It is gradually becoming an 
essential requirement by applications to facilitate 
dynamic actuation of sensors in order to update or re-
configure them.  

 
 

 
 

Fig. 3. Messaging Protocol Analysis. 
 
 

Fig. 3 presents a graphical illustration of the level 
of messaging protocol implementations by the 
analyzed platforms. Informed by this figure, 78 % of 
the analyzed tools do not implement any messaging 
protocol or have a hidden one not mentioned in their 
documentations. This is a big surprise to us with 
regards to the high importance of this feature. Most 
of the modern applications using multiple sensors re- 
quire the ability to dynamically perform 
configurations at run-time. The fulfillment of this 
requirement is lacking in the existing platforms 
thereby necessitating further developments in  
this direction.  
 
 

4.4. Energy Efficiency 
 

Energy efficiency considerations are important 
aspect of sensors and smart devices management 
since most of them rely on batteries and small energy 
sources. Much research efforts [32-35] have been 
focused at the infrastructure levels on sustaining 

28% 

72% 

Available Not-available 
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sensor battery life to achieve longer durations and 
maintain consistent performance.  

However, at the application levels where sensor 
generated data are being gathered, processed and 
utilized, energy efficiency considerations are treated 
with less priority. This is evident in Table 1. Fig. 4 
depicts a graphical representation of this analysis.  

According to Fig. 4, 93 % of the analyzed 
platforms do not consider energy efficiency in their 
operations. This underlines the importance for more 
research effort in this aspect since the number of 
smart applications utilizing multiple sensors is 
continuously increasing. It has been shown in data 
center energy management approaches [36-37] that 
the behaviour of applications in terms of resource 
consumptions affects the amount of energy 
consumed by the underlying hardware. Thus, energy 
efficiency requirements should be considered at the 
application layers in order to appropriately control 
and manage the energy consumptions, which could 
help reduce the total IT energy consumption levels 
that are presently high.  

 
 

 
 

Fig. 4. Energy Efficiency Analysis. 
 
 

4.5. Analysis Summary 
 

This section provides a short summary to  
the analysis.  

In general, the analyzed commercial platforms 
tend to surface many features. But, they are mainly 
closed source and implement proprietary 
technologies instead of the standardized ones. Most 
of them also do not provide open-source API, which 
hinders interoperability and ease of adoption.  

On the side of the open source solutions, they 
provide basic features and are not quite advanced. 
Another interesting point is that most of the open 
source tools are developed in the context of Internet 
of Things. This means that they are designed for 
multiplicity and could be easily used in designing 
generic solutions.  

Furthermore, the existing platforms provide poor 
support for resource-constrained devices, software 
development kits, energy efficiency and messaging 
protocol. These challenges call for further efforts and 
development of standardized architectures. We view 
the open source tools as providing a good basis for 
this purpose.  

In the next section, we further highlight the 
identified challenges and discuss the aims of our 
proposed generic architecture.  
 
 

5. Issues and Objectives 
 

In this section, we discuss the challenges 
informed from the state-of-the-art analysis and 
present our objectives for the proposed architecture.  

 
 

5.1. Challenges and API Requirements 
 
As can be observed in Table 1, none of the 

analyzed platforms provide a complete set of features 
representing a generic and open solution. The 
implementation of such a generic platform is 
complex and difficult. Many challenges exist in this 
spectrum especially regarding the heterogeneity of 
the targeted hardware and software components. At 
the lower levels, there is a plethora of sensor devices 
out there, which gather data in different formats. To 
design a generic interface for these data types 
requires a comprehensive study of the existing data 
types and how they could be aggregated or 
adapted/converted to a standard format.  

At the higher levels, another challenging factor is 
the security and data access control on the Cloud 
platform. The authentication of a gateway server 
before allowing the forwarding of the sensor data to 
the Cloud platform is not enough. Many customers 
worry more about the privacy of their data and what 
the Cloud providers might do with them on the 
Cloud. To address these issues, different levels of 
security assurances are required for securing the data 
on the Cloud and controlling their usage.  

Furthermore, the communication mechanism for 
transfer- ring the sensor data and the actuator control 
information is challenging as shown in Table 1. Such 
a mechanism must be simple, pluggable and reliable 
in order to ensure, robust and reliable 
communications.  

 
 

5.2. Objectives 
 

Currently, the ability to gather data from different 
sensor devices and feed them into Cloud platforms in 
a unified manner is lacking. This hinders the 
availability of raw data on computational capable 
platforms that can quickly and efficiently analyze the 
data to derive knowledge, which could support nu- 
merous usage scenarios such as real-time critical 
applications in health and medicine. Therefore, the 
goals of the generic Cloud-based sensor monitoring 
and data processing platform are to provide standard 
and open mechanism for collecting diverse remote 
sensor data and processing them irrespective of the 
sensor devices or usage platform. Furthermore, we 
aim to achieve:  

1) Easy setup and portability; 

7% 

93% 

Energy Efficiency Compliance 

Non Energy Efficiency Compliance
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2) Platform-neutral data formatting  
and serialization; 

3) Interoperability among heterogeneous  
Cloud platforms; 

4) Simple configurations and ease of usage.  
In the next section, we describe our proposed 

architecture. 
 

 
6. Generic Cloud-based Sensor 

Monitoring and Data  
Gathering Platform 

 
The details of our proposed generic Cloud-based 

sensor monitoring and data gathering platform are 
presented in this section. We discuss the conceptual 
architecture and its implementation considerations.  

 
 

6.1. Conceptual Architecture 
 

The conceptual architecture is designed to 
address the identified challenges posed by the 
existing platforms. Ease of use, portability, openness 
and interoperability are the key factors driving this 
design. This architecture is further motivated by what 

we think could be of value to customers with a 
system of distributed sensors and actuators. 

Fig. 5 presents the proposed architecture. As 
shown on that figure, it is a distributed environment 
designed to accommodate efficient sensor 
monitoring, data gathering and sending of control 
information based on analyzed data to actuators. 
Different usage scenarios are considered in this 
conceptual architecture such as:  

Dual interactions: In this case, a local or public 
server is attached to both sensors and actuators 
thereby making it capable of forwarding the captured 
sensor data and as well receiving the control 
information to be passed on to the actuators.  

Data gathering: This scenario includes situations 
where the aim is to store and analyze the sensor 
captured data in the Cloud. This could also be to 
make the data public for applications to use or to use 
the analyzed data results to derive control decisions 
for actuators.  

Controller actuating: This represents the cases 
where the stored sensor data are directly being used 
by applications or to control an actuator.  

As shown in Fig. 5, the conceptual architecture 
consists of different components. However, we focus 
on the key ones due to space constraints.  

 
 

 
 

Fig. 5. Conceptual Architecture. 
 
 

Database Technologies  
The storage of the sensor data on a Cloud 

platform requires efficient management for inputting 
and querying the data. This process is supported by 
appropriate database technologies. In our design, we 
aim to make this component pluggable so as to 
support diverse DB types depending on the usage 
platform. This enables the use of both SQL and 
NoSQL databases. The relational SQL database types 
would provide easy compatibility since most of the 
existing applications, according to our review and 

experiences, are based on this technology. The 
NoSQL databases are aimed for quick and less 
complex scaling of the data storage system. 

 
 

Generic Cloud Interface 
The generic Cloud interface shown in Fig. 6 is 

responsible for mediating between the sensor servers 
and the Cloud platform. It provides a simple interface 
and supports numerous formats for time series and 
alphanumeric data coming from the sensor servers. 
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On the side of the Cloud platforms, it uses platform-
neutral data interchange formats to achieve 
interoperability among heterogeneous Cloud 
environments. 

 
 

 
 

Fig. 6. Generic Cloud Interface. 
 
 

As shown in Fig. 6 the generic Cloud interface 
includes three essential components –  

1) Security; 
2) Data interchange format;  
3) Communication message bus.  
These components provide the core 

functionalities of this interface and therefore deserve 
more explanations.  
 
Security 

This component ensures the privacy of the data 
interactions and guarantees their authenticity. It 
provides authentication mechanism to validate the 
access credentials of the sensor servers to access and 
transfer data to the Cloud platform. It also enforces 
data location constraints specified as a policy by the 
sensor data owners. This policy controls the location 
of the sensor data storage in the Cloud. It also 
informs the data owner whenever their data are being 
copied to some other location.  
 

Data Interchange Format  
The format of the sensor data impacts how they 

can be transported and analyzed. This component 
plays the role of formatting the sensor data into a 
platform-neutral data interchange format enabling 
portability, interoperability and efficient 
transportation. The data interchange formats can be 
categorized into two groups: (i) self-describing data 
interchange formats such as XML and JSON and (ii) 
binary (schema-based) data interchange formats like 
MessagePack & Protocol Buffers. Based on our 
previous findings [38], the two format groups have 
their advantages and drawbacks. The self-describing 
data interchange format group has the strength of 
being human readable and easy to understand. But, 
from the transmission perspective, they contain 
redundant components, which affect the size of data 
transfers. The binary data interchange format group 
is not human readable. But, they are more efficient 
for transmission according to the performance results 

in [38]. For this generic interface, we propose a 
hybrid data interchange format combining the 
strength of self-describing and binary data 
interchange formats. 
  
Communication Message Bus 

This component provides the communication 
mechanism for transferring the sensor data to the 
Cloud platform and also for sending control 
information to the actuators. It uses the data 
interchange formats for formatting and serializing the 
data. The message bus consist of three internal 
components:  

1) Producer; 
2) Messaging infrastructure; 
3) Consumer. 
The producer feeds in the data to be transmitted 

by connecting to the external data producing devices. 
It integrates the data interchange formats to 
appropriately prepare the data for transmission. The 
messaging infrastructure provides the functions of a 
message broker by asynchronously delivering 
messages from the producer to the consumers 
(synchronization decoupling). The producer does not 
need to know the nature or location of a consumer. It 
simply delivers its messages to the broker, which in 
turn routes them to the appropriate consumer (space 
decoupling). The broker therefore enables space, 
time and synchronization decoupling [39]. This 
feature facilitates the necessarily loose relationship 
between a producer and a consumer, which is 
essential in distributed systems like Clouds. To 
realize the messaging infrastructure, we base our 
implementation on the well-established Advanced 
Message Queuing Protocol (AMQP) [40]. The 
consumer connects the receiving end of the 
communication. It ensures that the data is 
appropriately reserialized for the end target platform.  
 
 
6.2. Implementation Considerations 
 

For a prototype implementation of this proposed 
architecture, we suppose the following considerations 
to be important.  

Software artifacts: We envision the use of well 
established open source software components and 
standardized technologies as the basis for the 
implementation. As shown by our survey, there are 
some promising open source projects that could be 
considered. This would support the vision for an 
open and generic solution. Furthermore, it would 
avoid unnecessary re-implementations.  

Component interactions: The generic interface 
is designed to interact with sensors, actuators and 
servers mediating between remote sensors and 
actuators in different fashions. In implementing these 
interactions, care has to be taken in choosing the data 
interchange format and communication mechanism 
since these two factors are very relevant in achieving 
a wide portability and interoperability of a solution.  
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Openness: Efforts should be made to make any 
implemented solution accessible to the general 
public. This would support quick adoptions and 
provide demos to the industry to encourage uptake 
among startup enterprises.  
 
 
7. Conclusions and Future Work 
 

This paper presented a survey of the current 
Cloud-based sensor monitoring and data gathering 
platforms. It analyzed their state-of-the-art and 
identified open challenges and trends. Both open 
source and commercial solutions were reviewed to 
provide a comprehensive analysis. We used a table to 
compile all the features of the analyzed platforms, 
which created a basis for quick comparisons and 
identification of trends. Furthermore, we presented a 
detailed description of some identified challenges 
regarding openness, interoperability, messaging 
protocol and energy efficiency.  

According to our analysis, the commercial 
solutions are generally closed source and implement 
proprietary technologies, which hinders portability 
and interoperability among the platforms. 
Furthermore, the analyzed platforms provide weak 
support for messaging protocols, energy efficiency 
and resource-constrained environments. Also, the 
platforms use mostly textual data interchange 
formats, which are not very compact in size for 
efficient transportation. To address these identified 
challenges, we proposed a generic Cloud-based 
sensor monitoring and data gathering platform. The 
goal is to provide an open solution implementing 
standardized technologies to promote fast adoptions.  

In our next steps, we intend to implement a 
prototype of our proposed conceptual architecture as 
a proof-of-concept. We aim to provide it to the 
general public as open source software to enable fast 
testing, deployment and adoption by the market. This 
contributes to our vision of facilitating interoperable 
data management in Clouds.  
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Abstract: The present paper describes how to design and assemble a low cost online monitoring and WiFi data 
acquisition system using free software applied to microgeneration based on renewable energy sources. The 
development of online monitoring systems for microgeneration plants based on renewable energy sources is 
becoming more important, considering that monitoring and data acquisition systems are applicable in stages of 
the microgeneration process. The monitoring and data acquisition WiFi system was developed using an 
embedded WiFi modem (Wifly) coupled to a microcontrolled board based on the free tool SanUSB. This 
monitoring system was applied to a photovoltaic (PV) water pumping plant without batteries, so as the control 
system and the wireless communication with the online server, which is also autonomous and powered by PV 
panel. The free software for online monitoring and WiFi data acquisition allows the analysis of stored data and 
charts through mobile devices as notebooks, tablets and smartphones. Copyright © 2015 IFSA Publishing, S. L. 
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1. Introduction 

 
Agency (ANEEL) resolution 482 [1], establishing 

general conditions for the connection of 
microgeneration plants (power up to 100 kW) in the 
Brazilian distribution grid, makes more relevant the 
development of online monitoring systems [2] 
applied to microgeneration plants based on renewable 
energy sources, like solar, wind, and biomass. 
Therefore, monitoring and data acquisition systems 
are applicable in various stages of the 
microgeneration process, for example, in the energy 
resource evaluation, generation failures prognosis, 

practical verification of project data and efficiency of 
generation. 

As a first positive reaction, in August 2013 started 
working in Rio de Janeiro a PV microgeneration 
plant connected to the grid, able to produce 50 % 
more than the total house electricity consumption [3].  

Data acquisition and online monitoring systems 
are found in Brazil mainly at large power plants, with 
complex monitoring and relatively high costs, 
making impracticable the incorporation into domestic 
clients and in other clients that are inside the range of 
microgeneration power. In this way, the present 
article intends to develop efficient techniques for 
online monitoring with open source software, sensing 

http://www.sensorsportal.com/HTML/DIGEST/P_2609.htm
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and WiFi data transmission to contribute with the 
diffusion and installation of microgeneration systems 
based on renewable energy sources. Until the 90 s, 
Internet was used as a file, news and electronic 
messages exchange tool, used by students in academy 
and universities [4]. After the 90 s, the World Wide 
Web started to draw the user attention, changing the 
way people interact with other people.  

The Web offers a colorful and easy way to 
navigate in graphic interface, with a content not 
limited to text and hypertext, also offering icons, 
lines, drawing, maps and pictures. Additionally, there 
are also hypermedia contents, hypertext pages with 
sound and video. The Web content can be visualized 
via a browser, which verifies the files and displays 
the contents stored on the server, as the open source 
software for online monitoring developed in the 
present research. 

This paper is organized as follows. Section II 
describes the hardware and software of the WiFi 
microcontrolled system, followed by the description 
of the WiFi communication protocol in Section III. 
Section IV provides information about the open 
source software and the principles of the WiFi 
acquisition system implemented to receive data from 
the photovoltaic (PV) microgeneration plant 
described in Section V, including sensing and 
conditioning. This section contains also charts 
obtained from the values of the microgeneration 
plant. Finally, conclusions are presented in Section 
VI. 

 
 

2. WiFi Acquisition System 
 
This section describes the developed data 

acquisition board with WiFi connection, shown in  
Fig. 1. The WiFi embedded system programming is 
based on open source and free software, which is an 
advantage of the proposed system. The board sends 
monitored data to an online server also programmed 
in open source software. 

This modulated hardware consists of a 
microcontrolled board, called as SanUSB, connected 
to a WiFi modem via an adapter board that was 
developed for this application in order to adjust the 
pin connections, as well as to convert the voltage 
from 5 V to 3.3 V. 

 
 

 
 

Fig. 1. Acquisition data board and WiFi modem. 
 

After coupling the embedded WiFi modem to the 
microcontroller pins (VCC, GND, Rx, and Tx), it is 
necessary to program the microcontroller with the 
firmware developed by Wifly configuration 
commands. In this way, support libraries were 
programmed to develop the firmware available as an 
Android application [5]. The users can also improve 
the open source firmware in order to adapt for a 
specific monitoring system. 

A wireless system using RF signal to power a 
temperature sensor for on-body temperature 
monitoring is shown in [6]. There are also other 
studies on remote wireless sensing, such as those 
developed by [7] and [8]. 

Wireless sensor nodes inside buildings are used to 
read out sensor data and to control actuators by a 
reference value in [9]. The nodes need to operate for 
a long time with a single battery. When using a 
standard WiFi connection, the node battery would be 
depleted after a few hours due to idle currents in 
receive state. The use of sensor nodes with included 
wake-up receivers can prolong the lifetime of the 
sensor network to several years, because the sensor 
measure data and send information only when a 
command is received from the Internet. 

The developed data acquisition board, based in a 
microcontroller USB programmable tool and using 
open source software, is patented by National 
Institute of Industrial Property (INPI) with register 
number 088503, executable in multiplatform like 
Linux, Mac OSX and Windows® and available in the 
files from the SanUSB group [10]. This tool is 
composed by a preprogrammed bootloader in the 
embedded system and a graphic interface used to 
program the microcontroller via USB. 

SanUSB tool allows a friendly interface and also 
debugs directly through the virtual serial emulation 
via USB. This step can be implemented in a fast and 
efficient way when the microcontroller is connected 
to a computer via USB. A developed equipment for 
specific applications tend to be cheaper, have better 
cost benefit relation and make possible an easy 
understanding and operation. With this same data 
acquisition board, a monitoring system was 
developed for implementation of a device for high 
temperature control applied to thermoelectric 
microgenerators [11]. Fig. 2 shows the program 
process using the designed embedded system. 

 
 

 
 

Fig. 2. Program process using the designed  
embedded system. 
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Also using SanUSB tool, students were three 
times consecutively champions of IFCE Robotics 
Competition (2007, 2008 and 2009) in the Location 
category, champions of Brazilian Science and 
Engineering Fair (FEBRACE09) at Federal 
University of São Paulo (USP) in São Paulo in 
Engineering Category (2009), as well as the 
Innovation Award for Technology Application at the 
Feria Explora Medellin in Colombia in 2009, 
champions in the International Forum of Science and 
Engineering 2010 in Chile in the Supranivel 
Category, also in FEMECI IFCE 2010 in labyrinth 
robotics category, third position in technological 
innovation of the I Semantec 2011, champion of the 
Fifth SEDUC Ceará state fair of Culture and Science 
(2011) in educational robotics category and third in 
2014 InfoBrasil Technological Congress [12]. 

The mentioned open source software is based on 
contributions of Internet developers throughout the 
world. This software offers a better performance, 
encourages creativity, allows dedicated applications 
and stimulates finding and correcting code errors 
faster than private software [13]. It is important to 
emphasize that USB ports are used as power source 
by the tool microcontroller only in the code 
development phase. The data acquisition system is 
autonomous; that means, a battery or a PV panel is 
used as an external power source. 

 
 

3. WiFi Communication Protocol 
 

WiFi nets use radio wave technology with 
Institute of Electrical and Electronics Engineers 
(IEEE) standards, such as IEEE 802.11a, 802.11b, 
and 802.11g. These standards provide reliable and 
safe wireless connectivity. WiFi nets can be used for 
connection between computational devices and also 
to connect these devices to Internet [14]. WiFi net 
operates in the not licensed radio waves 2.4 GHz, in 
the IEEE 802.11b and IEEE 802.11g technologies 
and in the 5 GHz frequency of the 802.11a 
technology [15].  

The WiFi modem (Fig. 3) is based in the RN-171 
module to promote connection to the wireless 
networks. The connection of this modem needs only 
four pins designated to power and WiFi 
communication. This device has an independent 
antenna to increase its reach and offers stronger 
signal and support for the most common 
communication protocols like Transmission 
Control Protocol (TCP), User Datagram Protocol 
(UDP), and File Transfer Protocol (FTP).  

If more than one WiFi modem or computational 
device is connected on the Internet in a home 
network using a broadband router or a gateway, most 
of the time only this router will contain an Internet IP 
address and each device in the internal net utilizes an 
IP local address given by the router. 

 
 

 
 

Fig. 3. Online monitoring process via WiFi modem. 
 

 
The intranet IP local address is usually created 

dynamically via a service called Dynamic Host 
Configuration Protocol (DHCP) of the gateway, or 
defined in a static way by the user, according to  
the network. 

In the proposed case, the gateway is 192.168.1.1. 
Therefore, a fixed static IP address was defined for 
the WiFi embedded modem, i.e., 192.168.1.195. The 

proposed embedded system can be, with this 
firmware, server (e.g., switching a load through the 
instruction “192.168.1.195/YT” in address bar) or 
also client (e.g., a sensor value is posted to an online 
databank server). 

To access remotely the system via computer, it is 
necessary to enter the default static IP in the code, as 
previously mentioned, for example 192.168.1.195, 
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followed by a slash and one of the programmed 
commands into the microcontroller circuit (e.g., 
192.168.1.195/YT), as seen in Fig. 4, along with the 
confirmation screen of data received from the online 
server. By accessing the "Logs" link, real time 
information monitoring of data sent, via WiFi every  
10 seconds, is possible [16]. 
 
 

 
 

Fig. 4. Confirmation of data received  
by the online server. 

 
 

4. Proposed Configuration of Online 
Monitoring 
 
In this item, the open source software and the 

principles of WiFi acquisition are described. In the 
present study, a PV powered pumping plant without 
batteries is used, in which the control and 
communication system with the online server is also 
autonomous and powered by a PV panel.  

In this case, information that is sent to the online 
data bank is configured with remote access over WiFi 
without charging, different from the applications that 
use General Packet Radio Service (GPRS) protocol.  

In this context, the development, programming 
and application of a WEB monitoring system and 
wireless data acquisition using open source software 
are described.  

The online data bank can be queried by any 
computational device connected to the Internet by 
using a personal password. The query can be made at 
any time, updated every minute. Fig. 5 shows the 
online monitoring development in two stages: 

•  Sensing, conditioning and data transmission; 
•  Data bank uploading from an online server and 

presentation to the user.  
 
 

 
 

Fig. 5. Steps of the open source software monitoring system. 
 

 
The first stage establishes communication 

between the sensors connected to the data acquisition 
board. The second stage, i.e., the user presentation 
layer, was developed in PHP with MySQL database. 
In this way, a free option for online monitoring 
applied to renewable energy sources is introduced. 

The first stage of sensing, conditioning, and 
wireless acquisition reads the data from the sensors 
every minute and saves the information in an internal 
Electrically-Erasable Programmable Read-Only 
Memory (EEPROM). 

Every ten minutes, the average value of the sensor 
measurement is calculated and sent to the stage two. 
It is important to mention that the actuators may be 
also connected to the board, allowing WiFi load 
control through the server. In the server, a 
communication interface to the acquisition system 
and another one working in parallel to the user 
communication were developed.  

The first interface is responsible for data 
receiving, to store them in the persistent database and 
to send a confirmation to the board. The user 

interface delivers a friendly front-end that allows data 
visualization in the form of list or chart. 

The embedded firmware was programmed using a 
digital filter to identify and exclude abnormal values 
that differ by more than 100 % of the maximum and 
minimum values of the variable reference measured 
every minute. 

 
 

5. Photovoltaic (PV) Microgeneration 
Plant 
 

The microgeneration plant used in the present 
study is installed at the laboratory of alternative 
energies (LEA), Federal University of Ceará (UFC) 
(Fig. 6 and Fig. 7).  

This plant consists of a water pumping system 
powered by PV panels, with a maximum power 
(Pmax) of 87 Wp, open circuit voltage of 21.7 V 
(Voc) and short-circuit current of 5.34 A (Isc).  

The motor-pump has a voltage of 12 Vdc, a 
maximal pressure of 20 psi and a pump flow of 
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5.9 liters per minute (2,205 rpm) and a nominal 
current of 4.2 A. 

The developed online monitoring and wireless 
acquisition open source software was installed to 
record PV panels voltage and current, motor-pump 
pressure and flow, ambient temperature and solar 
irradiance. The electronic devices were located in 
plastic boxes in order to avoid the influence of 
thermal variation. 

 
 

 
 

Fig. 6. PV panels installed at LEA – UFC. 
 
 

 
 

Fig. 7. Water pumping system. 
 
 

5.1. Sensing, Conditioning and Data 
Acquisition 

 

To adapt the sensor signal to the analog-to-digital 
converter (AD) from the data acquisition system is 
used the principle of conditioning by voltage 
division, when the measured value is greater than the 
maximum voltage of the AD converter. There is also 
the principle of signal amplification with circuits that 
use instrumentation amplifiers to adjust the voltage or 
current of the sensor signal to the voltage full scale of 
the microcontroller AD converter.  

Furthermore, the instrumentation amplifiers are 
also used to read sensors, with minimal or virtually 
no signal interference due to the high impedance 
input amplifiers, functioning as a signal insulator, 
since the amplifier output voltage is supplied by the 
amplifier power and not by the input voltage.  

For amplification of the signal from the current 
sensor of the PV panels, conditioning circuit for 
difference amplifying is used. This configuration 
responds to the difference between voltage signals 
applied to the input and ideally rejects signals that are 
common to both inputs. Regarding the PV panel 
voltage, it was necessary to deploy a board with 
conditioning circuit by voltage division to collect the 
data, because the signal exceeds the AD converter 
threshold voltage. In the case of voltage, the PV 
panel used provides maximum voltage of 19 V. 

 
 

5.2. Open Source Software for Online 
Monitoring 

 
The Web Monitor is an application developed on 

online server with the PHP programming language, 
in conjunction with a structured database in Database 
Management System (DBMS), in order to serve as 
visualization of monitoring data (signals sensors) 
from renewable energy sources and to send them via 
a wireless communication (GPRS or WiFi). Fig. 8 
shows the initial login screen of the data monitoring 
system. 

 
 

 
 

Fig. 8. Monitor WEB login screen. 
 
 

To access the monitoring system, it is necessary 
to enter the website link in PHP; after that, the system 
main authentication page appears, containing an 
authentication form (username and password). In this 
way, only pre-registered users can access the system. 
After entering the data access in the authentication 
step, the user is redirected to the system home page. 

Through the WEB monitor, the user can query the 
stored data in the online database via smartphones or 
PC whereas the Ethernet standard is the solution 
currently used in private systems to promote network 
interconnectivity; the cost of monitoring systems for 
microgeneration in wireless network with open 
source software tends to be dwindling. 

At the submenu Monitoramento (monitoring), 
there are two submenus: Gráfico (chart) and logs, as 
shown in Fig. 9. By clicking the submenu Gráfico a 
chart of the sensor values stored in the database is 
generated (Fig. 10), with voltage, current and 
electrical power data.  
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Fig. 9. Menu screen expanded. 
 
 

 
 

Fig. 10. PV voltage, current, and electric power. 
 

 
To generate the charts, a library called 

Highcharts, written in Java Script, was used. The 
chart automatically restarts every 30 seconds. To 
display the sensors values involved in the chosen 
application in a specific day, it is necessary to inform 
or to select a valid date and then click the magnifying 
glass icon. Shortly after, the chart will be updated 
showing for each point a representative value 
averaged over the sensor values every 10 minutes.  
In order to view the corresponding logs to the current 
values displayed in the chart, it is necessary to click 
the logs button. The system also provides the option 
to print or export (PNG, JPEG, PDF, and SVG) the 
entire structure of the chart view. 
 
 
5.3. Charts of the Open Source Software  

for Online Monitoring 
 

In this topic, charts obtained from the open source 
software for online monitoring related to voltage, 
current and power will be presented. The PV panel 
voltage shape remains stable in sunny days, with a 
maximum of 19.3 V at noon and remaining around  
19 V from 6 am to 5 pm. 

The PV current chart showed in Fig. 10 tends to 
follow the solar irradiance, reaching a maximum of 
3.7 A at 12 pm, a peak of irradiance. The electrical 
power is obtained by multiplying the voltage and the 
current of the PV generator. 

The power is maintained around 70 W, for a 
voltage of 19.29 V and a current of 3.64 A. 

The flow sensor has a signal from 0 to 10 V for a 
range from 0 to 25 liters per minute. In order to 
perform the sensor reading, it is necessary that the 
variation is from 0 to 5 V, due to the full scale 
voltage of the microcontrolled data acquisition 
system. Thus, the l/min value for a voltage range 
from 0 to 5 V is 0 to 12.5 l/min (1 liter per minute 
corresponding to 0.06 m3/h).  

In the present study, a pressure sensor PN20 
(2005) was used (Fig. 11).  

 
 

 
 

Fig. 11. Pressure sensor. 
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Considering a 5 V maximum voltage of the 
analog-to-digital converter and a digital maximum 
value of 255, the sensor shows 70 psi. For a reading 
in kPa, the conversion factor from psi to kPa  
is 6.895; then the value of the actual pressure (PR) 
related to read digital value (Vd) is given by the 
following equation: 

 

Vd1,893
R

P6,895
255

Vd70
R

P ⋅=⋅
⋅

=  (1) 

 
Q × H product, measured in m4/h is defined as the 

product of water flow (in cubic meters per hour) and 
pressure (in meters of water column); this product 
multiplied by constants indicate the hydraulic power 

in different units. Pressure, flow, and Q × H product 
of a monitoring day are shown in Fig. 12 [17].  

In Fig. 12, the pumping system begins operation 
with a mean value of 0.5 m3/h at 6 am and reduces 
the flow at 3 pm. This water flow reduction is due to 
the decrease in solar irradiance.  

As expected, the solar irradiance in Fortaleza 
(near the Equator line) increases from 6 am gradually 
to a maximum at noon and decreases up to 5 pm, 
when there is little irradiance on the PV panel. The 
local temperature presents the maximum value a few 
hours after the highest rates of radiation, due to 
accumulation of heat in the room. The ambient 
temperature at the PV plant, in a specific day, varied 
from 28 ºC to a maximum of 35 ºC at 5:30 pm, 
shown in Fig. 13. 

 
 

 
 

Fig. 12. Pressure, flow, and Q x H product. 
 
 

 
 

Fig. 13. Temperature and solar irradiance. 
 

6. Conclusions 
 

As financial resources in developing countries are 
generally limited, solutions dedicated to monitoring 
and identification of local energy resources and for 
real-time monitoring of decentralized plants using 
renewable energy sources can contribute to a policy 

of decentralization of electric power generation in 
these countries. The present paper proposed a 
wireless data acquisition system, online monitoring 
applied to decentralized microgeneration of electrical 
power from renewable energy sources. 

With the advent of ANEEL normative resolution 
No. 482 introducing general conditions for electrical 
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microgeneration connected to the grid using units up 
to 100 kW, it becomes more important to develop 
online systems for monitoring processes of 
microgeneration based on renewable energy sources, 
such as solar, wind, and biomass. 

The monitoring and data acquisition system 
proposed was developed in open source software and 
multiplatform (Linux, Windows®, and Mac OSX) in 
order to facilitate the dissemination of the 
computational tool developed for different user 
profiles. The open source monitoring software 
proposed enables monitoring the microgeneration 
plant via smartphones, tablets or other mobile 
devices with Internet access. As a case study for the 
monitoring system, a water pumping plant powered 
by PV panels was used. 

The online database can be queried by any 
computing device connected to the Internet via 
password. Queries can be made at any time by 
updating the database every 10 minutes, which is 
usually the maximal time step for data acquisition 
systems of renewable energy plants. The WEB 
monitoring and designed data acquisition system of 
the microgeneration plant was efficient because of 
the online query possibility and real-time operation 
of the electrical microgeneration plant, showing a 
behavior according to the project. The use of tools 
based on open source software for online monitoring 
applied to microgeneration systems allows greater 
accessibility to general users. The online monitoring 
and data acquisition model proposed can be 
expanded to record data from other types of analog 
or digital sensors, as well as other types of 
microgeneration plants using renewable energy 
sources. 
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Abstract: In this article we argue that smart items and cloud computing can be powerful enablers of 
servitization as business trend. This is exemplified by an application scenario in healthcare that was developed 
in the context of the OpSIT-Project in Germany. We present a three-level architecture for a smart healthcare 
infrastructure. The approach is based on a service-oriented architecture and extends established architectural 
approaches developed previously at our group. More specifically, it integrates a role model, a layered cloud 
computing architecture, as well as a fog-computing-informed paradigm in order to provide a viable architecture 
for healthcare and elderly-care applications. The integration of established paradigms is beneficial with respect 
to providing adequate quality of service and governance (e.g., data privacy and compliance). It has been verified 
by expert interviews with healthcare specialists and IT professionals. To further demonstrate the validity of this 
architectural model, we provide an example use-case as a template for any kind of smart sensor-based healthcare 
infrastructure. Copyright © 2015 IFSA Publishing, S. L. 
 
Keywords: Sensors, Smart items, Cloud computing, Fog computing, Cyber-physical systems, Healthcare, 
Servitization. 
 
 
 
1. Introduction 

 

Healthcare can benefit greatly from a targeted 
application of the cloud computing paradigm as 
shown in [1]. 

The usage of smart items like collaborative radio 
frequency identification (RFID) solutions that have 
already shown a positive impact, such as continuous 
quality improvement [2]. Furthermore, patients can 
privately maintain it which is supportive to medical 
adherence. A report issued by world health 

organization (WHO) states that there is a majority of 
patients who do not adhere with their medical 
prescriptions as they are supposed to which results in 
delay or failure in the treatment of the diseases [3]. In 
such scenarios smart healthcare items can support the 
monitoring of patient adherence and allow for better 
treatments by providing solutions to such challenges 
like smart pill boxes, which come up with features 
like opening at accurate time and recording of pill 
intake time. Furthermore, smart healthcare items like 
physiological parameter monitors can automatically 

http://www.sensorsportal.com/HTML/DIGEST/P_2610.htm
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record the health parameters and update it to the 
cloud, which become available for patient and the 
healthcare staff who can make comparison with 
record history and can take corrective decisions based 
on that. 

While the economic opportunities of cloud 
computing in healthcare are quite promising and 
often subjects of recent research [4], optimization of 
smart items infrastructure for healthcare processes is 
underrepresented in research [5]. There exist 
approaches that define composability for such 
embedded architecture [6] with a specific focus on 
dependability in distributed environments [7]. In this 
regard the approach of architectural translucency  
[8-9] aims to offer standardized ways of controlling 
such architectural properties via an architecture-wide 
view while using standardized measures such as 
replication [10-11]. Applications range from position 
sensing [12] to project portfolio management [13] 
and consider applications in the healthcare domain 
specifically [14-15]. 

The diversity of sensors applications combined 
with an increase of data flow (to and from the cloud) 
in terms of volume, velocity or variety i.e. Big Data 
[16], have amounted a challenge from the prospective 
of data computing, storage, and transmission. This 
challenge is appreciated more by network operators 
[17]. To coup with such demands CISCO [18] has led 
a vision to pushing some computing capacity toward 
the edges of the network, this concept is also known 
as Fog Computing [18]. Fog computing will provide 
service localization and heretical structure leading to 
inherent advantages and performance improvement. 
The integration of smart items, Fog and Cloud 
computing altogether will require a framework where 
the Fog Devices play the intermediate role at the edge 
of the network. 

The project “Optimaler Einsatz von Smart-Items-
Technologien in der Stationären Pflege”, Germany 
(OpSIT) builds on these existing works and is 
conducting literature research, workshops, and expert 
interviews with healthcare specialists as well as IT 
professionals to model reference processes for 
practice-oriented cloud applications in the healthcare 
domain. Fig. 1 shows an overview of the working 
mechanism of the project. In smart environment, 
smart sensors are responsible for monitoring different 
vital signs of human health, and upload and update it 
to the respective cloud server where the data become 
available and accessible for individuals who are 
involved in the treatment process or directly related 
to the patient. 

This article is an extended version of a conference 
proceedings paper presented at SENSORCOMM 
2014 [19]. It aims to introduce an architectural 
approach for smart items in healthcare environments 
that is being developed as part of the research 
objectives of the OpSIT project. In Section 2, we 
introduce the benefits of sensors in healthcare. 
Subsequently, we elaborate how sensors are used in 
cloud computing environments (Section 3). In 
addition, in Section 3 we introduce fog computing as 

a possible computing paradigm in this context. As a 
consequence, in Section 4, we define eHealth in the 
context of cloud computing. Section 5 presents our 
architecture model, including an application example 
and how it can be modified for individual purposes. 
Managerial implications are presented in Section 6 
for smart homecare and in Section 7 for smart 
stationary care. Section 8 provides a conclusion and 
an outlook on planned future activities. 

 
 

Cloud 

Fog 

Sensors

Fog device

 
 

Fig. 1. Fog computing. 
 
 

2. Sensors and Smart Items in Healthcare 
 

The use of smart items has successfully been 
practiced in the hospitals and other healthcare 
institutes. Nowadays, sensors are embedded in a 
variety of instruments for use at home, elderly 
houses, clinics, and hospitals and providing a critical 
evaluation of physiological, physical and mental state 
of the patients. Most of the diagnosis will not be 
possible nor affordable without using even  
simple sensors, such as thermometer, blood  
glucose monitors, electrocardiography, electro-
encephalography etc.  

These sensors are composed of transducers and 
capable of detecting electrical, thermal, optical, 
chemical, genetic and other signals with 
physiological origin. Signal processing algorithms 
can help to calculate, forecast and measure different 
features of human health based on input from these 
sensors. Measuring the vital state of a patient is also 
important for devices like pacemakers and insulin 
pumps [2]. 

The dimensions which are helping in advancing 
computer technologies in healthcare can be structured 
as follows:  

a) Sensing: Involvement of new, effective and 
cheap technologies with the ability to diagnose and 
provide immediate results and solutions to the 
healthcare and public sectors on promising basis.  
For example, a non-contact electrocardiogram  
can be helpful in detecting symptoms like heart 
diseases [20]. 

b) Cost: Several years ago, most available sensors 
were quite expensive and often not affordable for 
small clinics. But now, the revolution in this industry 
and the availability of cheap sensors, such as RFID, 
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made it possible for clinics to invest in  
these technologies thus making personalized  
treatment possible. 

c) Size: The form factor of sensors is quite handy 
and they are easy to integrate in clothes and pockets 
thus facilitating their portability. These devices are 
available in different shapes and types like blood 
pressure monitors, pulse reading wrist watches, blood 
glucose monitors, etc. 

d) Data: Data collected by sensors generates 
increasing volumes, and require proper evaluation by 
experts in a timely manner. A feasible solution in this 
regard is to transfer it to the cloud, which is a flexible 
and straightforward way for handling so-called “big 
data” [16]. 

e) Cloud services: The three fundamental cloud 
services models which are available to any type of 
businesses [21] are also available to healthcare to 
support the industry in their information systems 
management [1, 22]: 

- IaaS: Enables the healthcare service provider to 
rent the fundamental cloud resources like storing, 
processing, and networking. 

- PaaS: Helps the healthcare service providers to 
deploy their own or rented applications, software, 
libraries and tools on cloud infrastructure. 

- SaaS: Configured software running on cloud 
infrastructure is available where healthcare institutes 
can subscribe under the management of the  
cloud contractor. 
 
 
3. Fog and Cloud Computing 
 

A large variety of definitions for cloud computing 
exists, but there is no single universal upon agreed 
definition. Authors and experts define cloud 
according to their own understandings. The most 
commonly used definition comes from NIST 
(National institutes of standard and technology) 
“Cloud computing is a model for enabling 
convenient, on-demand network access to a shared 
pool of configurable computing resources that can be 
rapidly provisioned and released with minimal 
management effort or service providers interaction“ 
e.g., networks, servers, storage, applications, and 
services that can be rapidly provisioned and released 
with minimal management efforts or service 
providers interaction [23].  

Here, the word "cloud" refers to the two  
essential concepts: 

- Abstraction: The specifics of the technology are 
not disclosed to the users and developers. 
Unspecified physical systems are used to run the 
applications, location of the data is often undisclosed, 
further it allows to delegate the administration of the 
infrastructure while maintaining ubiquitous access of 
the users.  

- Virtualization: It is a pool of resource sharing. 
Centralized storage capability offers storage 
provisioning and can be done when required. The 
cost model is similar to utility model. Moreover it 

offers multi tenancy, while providing dynamic 
resource allocation. 

When considering cloud computing and fog 
computing in healthcare, it becomes very obvious 
that – similar to other industries, healthcare can also 
greatly benefit from the introduction of such 
approaches. Internally it can ease the burden of the 
infrastructure and number of people associated with it 
[4] and allows the institutes to focus on their core 
competencies. Synergistically cloud computing and 
smart items are helping patients, clinics and 
insurance providers to access the health records of 
the patient whenever needed. As a result, the 
development in smart healthcare technologies such as 
mobile healthcare, wireless sensors and cloud 
computing lessen the requirement for visiting 
medical facilities and consultation, which can be 
remotely fulfilled and significantly reduce the 
manpower requirements, while providing quality 
treatment to the patient by making remote  
treatment and consultancy possible and achievable 
[20]. However, the implementation of such 
technologies implicates different challenges such as  
security and privacy issues, technological restrictions, 
or management and governance challenges [24]. 

On one side, it's highly important to understand 
the evolving business processes occurring in 
healthcare environments before developing a cloud 
and smart items infrastructure. On the other side the 
technical possibilities and requirements needs to be 
understood to create an architectural approach for 
smart healthcare. 

Wireless sensors can easily be deployed in any 
environment and with the help of cloud computing, 
the information can be gathered and saved from these 
sensors at any time. Smart devices are evolving at a 
rapid pace in health monitoring, while meeting the 
needs and demands of assisted living and healthcare 
providers. This system focuses on the different 
features for a mobile healthcare system. 

The active smart systems with the help of mobile 
devices collect physiological signals such as body 
temperature, pulse rate, etc. Once the data collection 
is completed, it will be transmitted through WiFi or 
another compatible system network, which will be 
stored, synchronized, and shared instantaneously on a 
server. Health symptoms can be diagnosed 
continuously and immediately. The collected health 
data can be consolidated and accessed with a cloud 
service so that health professionals can analyze the 
information and continue patient treatment on the 
conclusion of the collected data.  

Fog computing is an emerging trend that extends 
the cloud computing paradigm to the edge of the 
network thus providing a unifying paradigm for cloud 
infrastructures and smart-items infrastructures. It 
enables a new breed of applications and services  
and – in the same time - challenges some established 
worldviews in IT [18].  

Fig. 1 shows fog computing paradigm. In fog 
computing, the fog devices are deployed in localities 
where they serve sensors in its vicinity. In the 
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meanwhile, the backbends of the Fog devices are 
connected to the cloud, and hence a fog device on a 
local level, perceived by the sensors as service point 
and from a global prospective, the Fog device is the 
lowest level of computing hierarchy. Therefore, in 
addition to computing and storage functions, the fog 
device (or platform) has another two functions, which 
are sensing and networking. Sensing function refers 
to either direct sensing or signaling aimed at 
establishing links with sensors. As for the networking 
function, it is not specified yet whether the Fog 
device is connected to a switch or a router. Moreover, 
the group of fog devices can be connected on peer to 
peer fashion using dedicated links to serve specific 
structural purposes.  

The advantages of fog computing paradigm are 
many; the most important advantages from the 
perspective of user (or sensor) is reducing latency, 
location awareness, support of users (or sensors) 
mobility [17-18]. In addition to that, the hierarchal 
structure of the system can enforce security measures 
necessary in some applications [25]. On the other 
hand, the disturbed nature of the system may come at 
the expense of amounted cost of hardware and what 
is usually associated to the distributed systems of 
different security risks such as the man-in-the-
middle-attack [26].  

In the previous sections, we have introduced the 
potential use of sensor devices in healthcare where 
multiple sensors with different functions are 
integrated to provide assistance in healthcare 
processes, with such application, Fog computing 
paradigm can be essential part of the system to 
provide improved performance. Prior to accessing the 
cloud, the sensing devices are connected to localized 
fog devices that cater for their needs such as 
computing and storage. Fog devices can in turn 
provide local management for the sensors and handle 
mobility. Interconnectivity with enhanced Quality of 
Service (QoS) is also sought of this computing 
paradigm as latency toned down due to proximity 
between the Fog device and sensors. The fog devices 
provide computing redundancy and backup in case 
the link to the cloud is faulty. In addition to that 
access control can provide better management 
measures for the flow of data to and from the cloud. 
 
 

4. Servitization and eHealth 
 

Servitization is the trend of convergence between 
product-based industries (e.g., manufacturing) [27] 
and the service sector where sensors, connectivity 
and cloud computing serve as the main enablers [28]. 

Healthcare can be defined as the maintenance of 
physical and mental well-being, supported by 
available medical services while eHealth is the 
maintenance of physical and mental well-being while 
employing computer technology resulting in 
improved and better quality of services [29]. 

The combination of servitization and sensors 
using the cloud and fog computing paradigms can 

serve as an underlying model for novel provision 
models in healthcare. Another important precondition 
is the implementation of proper governance models 
for these infrastructures. Due to the specifics of the 
processed data – detailed information about health 
status, vital parameters and their historical trends - 
healthcare applications are particularly challenging 
with respect to data privacy and information security. 

Cloud Governance denotes the idea of applying 
corporate governance concepts to the world of cloud 
computing [22]. This can be of particular relevance 
for healthcare, due to the complex requirements 
regarding data privacy and information security [24]. 
Furthermore, aspects of performance evaluation [30] 
or ensuring the reliability of systems, e.g., through 
replication [10-11] can be of significant relevance 
from a governing point of view. 

 
 

5. Architectural Model 
 

An overview of the proposed architectural model 
is shown in Fig. 2. It employs a service-oriented-
architecture [9] while interaction among the nodes is 
enabled by wired and wireless communication 
channels between them. 

 
 

 
 

Fig. 2. Architectural Overview. 
 
 

5.1. Communication Aspects 
 

Interaction among the devices is empowered by 
proper communication channels between them. In the 
past, sensors’ connectivity was often isolated within a 
proprietary medical device and it was nontrivial to 
connect with. Contrary to that, modern day sensors 
are capable of connecting with a large number of 
standard interfaces, such as wired, RS 232, USB and 
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Ethernet as well as wireless ones, including 
Bluetooth, ZigBee, UWB for short distance and 
WiFi, radio frequency, or ZigBee for longer  
range [2, 12, 31]. 

Some devices come with the capability of 
connecting directly to Smartphones and computers 
allowing sensors to save data in the non-volatile 
memory and make them available for later usage. 
 
 

5.2. Process-oriented View 
 

It is a recursive process, where the respective 
sensors remain active and observe even minor 
changes in the pattern of human body which human 

cannot easily observe. As shown in Fig. 3, this 
process is divided in three different levels. In each 
level, devices are responsible to perform the assigned 
tasks and forwarding the data to the further level, or 
triggering directly an output process. The entire 
process accomplish in a short period of time (in 
nanoseconds) making it very fast while helping 
human to have good control over their health and 
take corrective measures and steps as soon  
as possible.  

In general, Fig. 3 shows the process flow modeled 
with Business Process Modeling Notation (BPMN) 
based on the working mechanism of smart sensors 
architecture from the OpSIT project. 

 
 

 
 

Fig. 3. The BPMN Model of the underlying application scenario. 
 

 

As BPMN is an established way to analyze and 
design operational process flows regarding multiple 
kinds of resources [32] it is utilized in the presented 
architecture which aims to enhance current 
healthcare processes. Moreover, the architecture 
model can be seen as a process flow template for any 
specific use-case, importing it and revising its tasks 
with modeling software such as Modelio. 

As a very basic example use-case, we consider a 
blood pressure measurement process in home care. 
To analyze the traditional process, it is important to 
keep in mind three different levels matching  
with the levels presented in our approach. Hence, the 
“smart items level” can be entitled in the traditional 
process as “measuring device level” where a patient 
uses the blood pressure gauge that directly outputs 

the data on a display. The “gateway level” can be 
compared with a “short-term storage level” where the 
patient will be manually note down the value shown 
on the display. The “cloud level” illustrates 
permanent access and evaluation of the data, while its 
equivalent in the traditional process may be called 
“evaluation level”, when the doctor receives the 
patients’ data in order to evaluate whether medical 
intervention is necessary or not. This simple 
comparison points out the disruption within the 
traditional process flow. Obviously, every level in 
the traditional process ends with an output task and is 
not directly connected to the next level. Analyzing 
this problem is made possible by considering the 
proposed BPMN model even at the stage of modeling 
the status quo process. 
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5.3. Mapping Processes to Sensors Via  
a Service-oriented Approach 

 
A service-oriented architecture (SOA) allows for 

a mapping of IT capabilities with business process 
requirements using the concept of services [9]. In a 
SOA the business processes are modelled using 
notations such as event-triggered process chains 
(EPC) [33] or BPMN [34]. This not only allows for a 
better visualization of process steps but also provides 
a formal and strict mathematical model of  
the process that can be automatically checked  
for correctness, completeness, and whether it is 
logically executable.  

In the functional area the mapping to IT 
capabilities requires the further particularization of 
process steps to autonomous services which in turn 
can be provided by different elements of the 
underlying IT infrastructure, e.g. in the form of web 
services [8]. This can even happen in a dynamic way 
where the appropriate service is selected from 
multiple available alternatives based on the 
respective degree of coverage of the functional 
requirements of the business process by the 
corresponding web services. 

Furthermore, this paradigm allows for more 
advanced approaches with respect to the mapping of 
QoS [35] by a structured formal representation of 
nonfunctional properties (NFPs) and their sub 
sequential enforcement [37] thus providing the 
possibility for assurance of certain QoS levels [34]. 
Such service-level-assurance approaches are 
particularly well-suited for healthcare-related 
scenarios [37].  
 
 
6. Smart Care and Smart Home 

 
Mobile networks give rapid access to the patient 

data provided by the servers of the healthcare cloud 
computing environment. 

Smart healthcare items benefits are broad range 
and dual natured (benefiting healthcare providers as 
well as the patients). These are the physically 
interconnected hardware performing their tasks 
seamlessly through a network. For healthcare 
providers, it is valuable for several reasons:  

At first, it reduces the number of labor due to the 
replacement of human based monitoring. Moreover, 
it reduces the chance of human error.  

Secondly, wearable sensors are capable of 
sensing even very small changes in vital signs and 
recording it, which a human can’t easily observe, 
such as pulse and blood oxygen level.  

Thirdly, on-time measurement can help in saving 
lives while collected health data of the patient stored 
in the cloud can support in decision making process 
whenever needed as enabling the doctor in making 
well informed decisions. And last but not least 
human physicians will be able to get valuable 
assistance from decision support systems. 

Patients can benefit in several ways. They can get 
quality healthcare treatment at home within their own 
private environment while living close to their family 
members while feeling more comfortable and relaxed 
resulting in less mental stress. Other significant 
factors involved are dignity and convenience which 
are highly supported while the patient gets treatment 
at home. 
 
 
7. Smart Care in Hospitals 

 
Most of the smart items available in the 

healthcare sector can be utilized in stationary  
care scenarios as well. Due to cost pressure, hospitals 
as well as intensive care units or other patient  
care facilities, are facing challenges like less 
financial resources. As a result, reduction of labor 
cost becomes the critical criterion for the 
implementation of smart items infrastructure in a 
stationary setting. 

According to a study conducted by the European 
Commission, the large majority (81 %) of the 
hospitals within the EU are connected to the internet 
and two third (66 %) of all surveyed hospitals have 
an in-house wireless infrastructure, an increase of 
twelve percents points within two years. Moreover, 
most of the used IT services are managed in-house 
which means that qualified IT staff is generally 
available [38]. Consequently, the basic infrastructure 
for smart items implementation is already provided 
in the majority of hospitals. The ongoing challenge is 
the integration of IT professionals and medical 
experts to realize smart items solutions supporting 
healthcare processes in a proper way. 

 
 

8. Conclusions 
 

Cloud computing based smart healthcare 
solutions and stationary items can play a vital role in 
improving the quality of health services in near 
future by remarkably supporting care staff in 
fulfilling their tasks and providing for a better quality 
of service. 

Wireless communication channels between 
sensors, gateways and other devices enables 
continuous data transfer to the cloud and making it 
available for doctors, care staff and patient to access 
the health status and maintain the records time to 
time. Hence, synergistic combinations among smart 
healthcare solutions and cloud help the doctors and 
other care staff in making highly informed decision 
and produce better output with quality of care  
service provided. 

Understanding healthcare processes and modeling 
them for IT application is an inevitable task to create 
practice-oriented cloud solutions with the aim of 
providing high quality smart healthcare services. The 
approach presented in this paper can be used as a 
basic design for further developments. 
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Abstract: Infrastructure of Marine Observatory (MO) is an UnderWater Sensor Networks (UW-SN) to 
perform collaborative monitoring tasks over a given area. This observation should take into consideration the 
environmental constraints since it may require specific tools, materials and devices (cables, servers, etc.). The 
logical and physical components that are used in these observatories provide data exchanged between the 
various devices of the environment (Smart Sensor, Data Fusion). These components provide new 
functionalities or services due to the long period running of the network. In this paper, we present our approach 
in extending the modeling languages to include new domain-specific concepts and constraints. Thus, we 
propose a meta-model that is used to generate a new design tool (ArchiMO). We illustrate our proposal with an 
example from the MO domain on object localization with several acoustics sensors. Additionally, we generate 
the corresponding simulation code for a standard network simulator using our self-developed domain-specific 
model compiler. Our approach helps to reduce the complexity and time of the design activity of a Marine 
Observatory. It provides a way to share the different viewpoints of the designers in the MO domain and obtain 
simulation results to estimate the network capabilities. Copyright © 2015 IFSA Publishing, S. L. 
 
Keywords: Models, Verification, Simulation, Underwater Object Localization, Marine Observatories, Domain 
Specific Modeling Language. 
 
 
 
1. Introduction 
 

Sensor network is set of specialized sensors with a 
communications infrastructure designed to monitor 
data in different fields and relays this information in 
real-time to an Internet or specific network. 
Underwater sensor nodes must possess self- 
configuration capabilities, i.e., they must be able to 

coordinate their operation by exchanging 
configuration, location and movement information, 
and to relay monitored data to an onshore station. MO 
Based on UnderWater Acoustic Sensor Networks 
(UW-ASN) consists of a variable number of sensors 
that are deployed to gathering scientific data in 
collaborative monitoring missions [1]. To achieve this 
objective, sensors self-organize in an autonomous 
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network which can adapt to the characteristics of the 
ocean environment. Infrastructure of sensor networks 
is based on specific technologies (copper, fiber, 
wireless, etc.) to establish the connections between 
the different existing devices. Our research scope is in 
the first phase of a MO project: Marine e-Data 
Observatory Network (MeDON) [2]. MeDON 
contains different elements (Hy- drophones, Fusion 
Servers, Object Localization Algorithms), and 
different communication protocols (e.g., REST, 
SOAP and proprietary ones) [2, 3]. The 
implementation of MO information system is 
considered as a complex distributed system [3]. We 
distinguish three sources of complexity: the 
complexity of the system it self, the specification and 
design activities, and the deployment. The complexity 
of the system under study [2, 3] is related to: (1) the 
architecture of the system (Distributed) which 
contains different elements from different sub 
systems (Underwater Sensor Network and the rest of 
the information system); (2) the interactions between 
the different elements of the information system and 
the core network that relies on standard protocols and 
transactions; (3) the large number of sensors 
(Hydrophones) and servers existing on the networks. 
Taking into account the environmental constraints of 
MO context, the deployment phase of MeDON is 
hard. The complexity of the process activities is 
related to: (1) high level services and network 
architecture are coexistent view- points in the system; 
(2) several constraints must be taking into account 
during the design; (3) several levels of abstraction are 
necessary to understand the system. 

Due to these aspects, designing complex 
distributed systems consumes considerable time since 
big volume of objects (e.g., physical, logical) and 
elements should be related together according to a 
specific communication protocol or scenario. 
According to [2, 3], the complexity of the design is 
also emphasize of: (1) the different domains of 
experience (Business Process Modeling, Information 
System Modeling, and the Underlying Infrastructure 
Modeling) that are required from the designer(s) to 
be able to model and describe such system; (2) 
distributed Software Structure of MeDON 
Information System (see Fig. 1) since each 
component (e.g., Data Fusion Server, Smart Sensor, 
etc.) is responsible to perform set of specific tasks. 

The deployment of a set of sensors (Sensor 
Network) is a costly operation due to: the necessary 
equipments such as specific boats, marine cables, 
Sensors (Hydrophones), Data Fusion Servers, and 
experts in diving, etc. Additionally, we cannot ignore 
that the deployment operation is risky and the 
placement of sensors and servers should be in the 
right position where an error in meters may cause 
larger bit-error rates in the communication channel 
(Cables). Thus, an integration between the 
information system (Sensors, Servers) and the 
communication system (e.g., IMS) [4] is needed since 
the IP Multimedia Services (IMS) is used to ease the 
integration with the internet. 

The large number of sensors that are 
communicating with the set of fusion servers results 
in a more complex design [5]. The delivery scenario 
between the different nodes on a network is done 
through copper-based network or fiber-based network 
[6]. Bandwidths reflect the data rate (Mb/s) which 
means the speed of the data transferred on the 
network between the different devices. Reducing the 
data rate will result in connection delay between the 
source and the destination nodes. In [7], the delivered 
bandwidths (speed of data) decreases with the 
increase in the length of the copper cable. These 
returns to the fact that the longer the cable (copper or 
fiber) is, the more bit error rate in the transmission 
channel which means more retransmissions between 
the network peers or between the two ends of the 
connection [8]. Thus, the connection delay in a 
network connection is proportional to the increasing 
of the length of the copper cable. This affects 
negatively the network performance. We consider that 
the time to obtain useful results from the MeDON 
system is the resultant of: the time of the operations 
of deployment and the design time. Thus, our 
research question is: how to improve the time of the 
design phase, reduce the complexity of the 
deployment and maintenance phase, enhance the 
network performance, and enhance the system 
services and its functionalities? 

So in this context, our objective is to provide a 
design tool to the designers of MO that helps them to 
model their design taking into consideration: (1) 
reducing the time of development process by having 
specific concepts, elements and relations that assist 
the designer to work more properly during the design 
phase; (2) managing the complexity that will face the 
designer. 

In this paper, we propose a modeling design tool 
(ArchiMO) that helps to manage the complexity and 
detects design modeling errors during the design time. 
This tooling provides the designer with a set of 
reusable graphical elements, relations and concepts 
that contains ArchiMate [9] and the MO concepts. 
Our approach is based on the concept of domain 
specific modeling languages (DSMLs), which relies 
on Model Driven Engineers (MDE) fundamentals 
[10]. In order to model MO systems, we choose 
ArchiMate modeling language as it relies on 
Enterprise Architecture (EA) framework [11, 12] that 
allows describing a wide range of domains [13]. We 
use meta- models to generate the tools that are 
specified to different development activities using 
Eclipse Modeling Framework (EMF) [14]. 

ArchiMate is designed/defined/intended to model 
systems from the IT domain [9]. Our proposal extends 
the ArchiMate meta-model (Abstract and Concrete 
Syntax) to add new concepts and constraints specific 
for MO into ArchiMate. On one hand, a main feature 
of (EA) frameworks is sharing the multiple 
viewpoints [13]. This reduces the complexity of one 
view (Business layer) to a manageable size. EA 
frameworks introduce interoperability issues between 
views and their dedicated software [13]. On the other 
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hand, our proposed DSML is extensible, where the 
developers may extend it and add new concepts and 
standards according to the progress and needs in  
MO domain. 

Linking our MO meta-model to the IP Multimedia 
Subsystem (IMS) one (proposed previously in [15]) 
helps to integrate the different smart sensors of the 
sensor network to the rest of the information system 
through the core network [4]. We apply our design 
model to a model compiler to generate simulation 
code that runs directly in NS-3 network simulator 
[16]. The resulted simulation helps to obtain an early 
validation of the design model before any prototype 
or deployment. 

The paper content is organized as follow: in 
Section V, we present the related work that is 
connected to the design tools. Section II-A presents 
MO project. In section II-B, we present MDE 
fundamentals, DSMLs, ArchiMate, and our proposal 
meta-model for the MO/MeDON. Section III explains 
the abstract syntax, concrete syntax and semantics of 
the proposed DSML. In Section IV, we present the 
generated design tool and the simulation approach. In 
section VI, we conclude and discuss our future work. 

 
 

2. Context 
 

2.1. Marine Observatories 
 

Underwater Sensor Networks that aim to 
environmental data acquisition will play an essential 
role in the development of future large data 
acquisition systems [17]. They allow the data to be 
exchanged and processed between the different 
devices (Servers, Sensors). On all these devices, we 
can have software components to process and store 
the data. An example about MO is the project Marine 
e-Data Observatory Network (MeDON). 

In this context, the designer should be able to 
include acoustic sensors that are connected to the Y 
fusion servers as shown in (see Fig. 1). These servers 
analyze and processes the acoustic data acquired by 
the hydrophones then diffuse them on the network. 
Servers store their data on the same database. The 
Database server provides the processed and filtered 
data to the web server where the configuration of a 
web application is done. Thus, the web server 
broadcasts the information detected by the 
hydrophones such the dolphin acoustic sounds to the 
web clients through a graphical interface. 

 
 

2.2. Model Driven Engineering (MDE) and 
Domain Specific Modeling Languages 
(DSML) 

 

MDE [18] is a software development method which 
focuses on creating and exploiting domain models. It 
allows the ex- ploitation of models to simulate, 
estimate, understand, communicate, and produce 
code. MDE helps to manage complexity thanks to the 
modeling concept and model transformations. 

Modeling helps to describe the design in a high 
abstract way and model transformation helps to have 
a generated design tool. 

 
 

 
 

Fig. 1. Structure of MeDON- An Example: N=6, Y=3. 
 
 
A meta-model defines a language for describing a 

Specific Domain of interest [10]. In our approach, 
modeling tools contains the specific constraints and 
represents the concepts, elements and relations that 
are defined in the meta-model. It makes it possible to 
instantiate large number of models that conform to it 
like in programming languages [19]; numerous of 
programs can be implemented relying on a specific 
programming language (e.g., C, C++, Java, etc.). 

Eclipse IDE provides a powerful environment that 
relies on EMF which facilitates the modeling/meta-
modeling activities, it supports many model 
transformation languages as well. Model 
transformations help us to generate design tools and 
simulation programs directly and automatically 
considering meta-models and model instances. Every 
model transformation depends on a set of rules that 
describe and control the transformation process. The 
transformation rules may map models that conform to 
different meta-models, such as ATL [20], or map 
between different domains using one meta-model for 
the source model to generate texts/codes (e.g., 
XPAND [21]). We conclude that the main benefit or 
objective of the model transformation concept is the 
ability of changing from technological space to 
another technological space (e.g., from xml extension 
to java or c++). 

In our case (see Fig. 2), the input model represents 
the design of highly abstract level, and the meta-
model is the extended ArchiMate meta-model which 
represents the abstract syntax [18, 15]. Our code 
generation is an automated process that links directly 
the design model to the simulation scripts [16]. Thus, 
it helps to reduce the time of the implementations for 
large simulation programs, and it minimizes the 
implementation errors. 
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Fig. 2. Extending business and application layers of ArchiMate: proposal of MO Meta-Model. 
 
 
1) Domain-Specific Modeling Languages: 

Domain-Specific Modeling Languages (DSMLs) [22] 
enable designers from different domains and 
backgrounds to participate in software development 
tasks and to specify their own needs in a specific 
context using domain concepts, objects, classes, 
elements and entities. A DSML [23] is comprised of 
three components: abstract syntax, concrete syntax, 
and semantics. The abstract syntax defines modeling 
concepts and their relationships. There are several 
kinds of concrete syntaxes: visual, XML- based, 
textual, etc [24]. The concrete syntax is associated 
with a set of rules which defines the representation of 
the abstract syntax. Semantics describe the meaning 
of a model and are related to the abstract syntax. 
They are well-formed rules for the model and are 
used to constrain the concrete syntax [23]. 
Historically, data fusion methods were developed 
primarily for military applications (e.g., radars 
tracking a variable object) since fused data from 
multiple sensors provides several advantages over 
data from a single sensor [5]. A methodology as 
combining set of observations would result in an 
improved estimate of the target position by 
minimizing the error that may occur by calculating 
the position of a variable object. Concepts such 
information fusion and sensors networks have 
dominated the research and specially the military 

research. We distinguish different architecture for 
data fusion as follows [5, 25]: (1) centralized fusion; 
(2) hierarchical fusion without feedback; (3) 
hierarchical fusion with feedback; (4) distributed 
fusion. According to our context, we have selected 
the most complex architecture (distributed) to model 
it, and then simulate it as presented in section IV. 
During the design activity, set of constraints and 
restrictions should be respected by the designer in 
order to model distributed system architecture like in 
[5]. We will present them in the next section. 

In general, errors caught during the design cycle 
are much less time consuming to identify and correct 
than those found during the testing phase. In order to 
avoid errors in the design activity, we have 
implemented constraints that are defined in the 
abstract syntax of the language (Meta-Model) (see 
Fig. 2). The concrete syntax that is associated with 
these added constraints can be implemented in the 
design tool such as ’ArchiMO’ tool in our context. 
This tool is generated relying on Eclipse-EMF (Tool 
Generation Concept thanks to Model 
Transformations). 

Modeling languages are used to describe a system 
with high level of abstraction [24]. For MeDON/MO, 
and in relation with our objectives, we describe 
distributed systems. Thus, we selected ArchiMate 
modeling language that can describe the systems 
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from IT domain and share multiple viewpoints during 
the design as it relies on TOGAF framework [18]. 

 
 

3. Marine Observatory Meta-model 
 

In our context we based our work on ArchiMate 
which relies on Enterprise Architecture (EA) 
framework [12, 18]. It presents the system design 
into three layers: business, application, and 
technology. In our approach, we present these layers 
in the following way: 

1) Business layer: specifies the end-user functions 
and actors. It describes the service activities as 
perceived by the end-user, and the flows between 
them; 

2) Application layer: specifies the functions and 
software components of the service. It describes the 
capability of the system under study, and the way of 
communicating the different existing elements and 
relations in order to perform its tasks; 

3) Technology layer: specifies the functions, 
topology, hardware elements, and signaling protocols 
of the underlying platform. It describes the execution 
platform that offers functions to be used by the 
functions of the application layer. 

In general, a meta-model of DSL represents the 
concepts/operations and constraints that belong to the 
domain specificities (MO in our case). In this section, 
we present our contribution of a new meta-model 
(Abstract Syntax), concrete syntax, and design tool. 
The concepts of ArchiMate meta- model in [26] (see 
Fig. 2) are extended to represent the domain 
specifications of MO. 

Our proposed meta-model is composed of two 
views: one for the business layer, and another for the 
application layer. Regarding to the technology layer, 
we rely on a meta-model for IMS underlying 
platform that we proposed before in (see Fig. 2). We 
present the proposed Meta-Model as the following: 
(1) Business Layer (see Fig. 2): we have extended the 
business actor of ArchiMate by two new concepts: 
the Smart Sensor, and the Data Fusion (the red 
classes or concepts in the Business Layer in Fig. 2). 
We have extended also the business function of 
ArchiMate by four new concepts: the Algorithm 
Selection, Data Transmission, Object Localization, 
and the Data Acquisition (the red classes or concepts 
in the Business Layer in Fig. 2). Smart sensor is 
responsible of the Data Acquisition activity, while 
the data fusion is responsible of the activities: 
Algorithm Selection (performs a procedure to select 
the proper algorithm), Data Transmission (to transmit 
the data between the different fusion components), 
Object Localization (to make the necessary actions 
that localize an object); (2) Application Layer (see 
Fig. 2): we have extended the application component 
by two elements: the Data Fusion System, and the 
Smart Sensor System (the red classes or concepts in 
the Application Layer in Fig. 2). We have extended 
also the application function of ArchiMate by seven 
new concepts: the Manage Resources, Coordinates 

Storage Handling, Compute Coordinates, Transmit 
Localization Data, Voice Streaming, Video 
Streaming, and Inform Server (the red classes or 
concepts in the Application Layer in Fig. 2). The 
Data Fusion System is responsible to perform the 
following application functions: Manage Resources 
(to manage the resources needed for the algorithm 
execution), Co- ordinates Storage Handling (to store 
the coordinates correlated with time), Compute 
Coordinates (to compute the coordinates according to 
a specific algorithm selected previously by the Data 
Fusion actor), and Transmit Localization Data (to ex- 
change information between the fusion 
servers/systems). The Smart Sensor System is 
responsible to perform the following functions: 
Inform Server (to inform the fusion server about any 
detection of a specific object), Voice Streaming (this 
function is useful for the case of hydrophones), and 
Video Streaming (this function is useful for the 
camera sensors). 

A new specific constraint (for the Smart Sensor 
and Data Fusion elements) is added to the abstract 
syntax. This constraint is a new Relationship that is 
used only to connect a Smart Sensor element to a 
Data Fusion element (see Fig. 3). We consider this 
new type of relationships in the business layer 
accompanied with the constraints as logical. 
According to our proposed meta-model extension in a 
previous section, the designer will need to connect 
Smart Sensors to Data Fusion servers. The designer 
will never be able to connect logically these two 
devices without giving proper values by respecting 
the existing constraint between Smart Sensor and 
Data Fusion concepts. The new meta-model enables 
us to generate and develop design tools that are 
coherent with Archi [27]. They contain additional 
concepts, elements, constraints and relations that are 
specific to the MO domain and for data fusion 
concepts [5]. 

 
 

 
 

Fig. 3. ArchiMate RelationShips. 
 
 

Relying on the distributed fusion architecture 
(DFA) in [5], our meta-model (see Fig. 2 and Fig. 4), 
and according to [2], we distinguish the following 
constraints: for Smart Sensor:(1) communication 
between two Smart Sensor elements is not allowed; 
(2) communication between Smart Sensor and Data 
Fusion element is allowed; (3) communication 



Sensors & Transducers, Vol. 185, Issue 2, February 2015, pp. 129-139 

 134

between Smart Sensor and Data Fusion is allowed 
according to a specific constraint; (4) Smart Sensor is 
only allowed to be related to the Data Acquisition 
function. For DataFusion: (1) communication 
between two Data Fusion elements is allowed; (2) 
Data Fusion is only allowed to be related to 
Algorithm Se- lection, Data Transmission and Object 
Localization functions. 

 
 

 
 
Fig. 4. Communication constraint between Smart 

Sensor and Data Fusion. 
 
 
Like in ArchiMate [12, 18] our proposed meta-

model is composed of two views: one for the 
business layer, and another for the application layer. 
Regarding the technology layer, we rely on a meta-
model for IMS that provides an underlying platform 
in [4] to integrate the information system with the 
core network. 

For each extended concept, element or 
Relationship, a graphical view (belonging to the 
concrete syntax) should be defined [13]. Our 
proposed concrete syntax are shown in the palette of 
the business layer (the red circles in Fig. 5), 
application layer (the red circles in Fig. 6), and 
Relationship (the red circle in Fig. 7). These palettes 
are coherent with MO specific concepts and relations 
from which the designer can select, drag and drop the 
desired ones. 

ArchiMate contains different types of 
relationships such association, assignment, etc (see 
Fig. 3). We have specialized the definition of the 
relationships regarding the new added concepts. In 
our context, we have defined the association 
relationship for the smart sensor according to the 
constraints of DFA (e.g. smart sensor could be only 
associated to the data fusion). Furthermore, we have 
defined the assignment relationship for the smart 
sensor according to the constraint of MO [2] (e.g., 
Smart Sensor could be only assigned to the Data 
Acquisition). We have extended the association 
Relationship by a new one which is the SmartSensor 
and DataFusion Relation. The new extended 
Relationship is shown in red (see Fig. 3). 

 
 

Fig. 5. Generated Business Layer in Palette. 
 
 

 
 

Fig. 6. Generated Application Layer in Palette. 
 
 

 
 

Fig. 7. New Relationship in Palette. 
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For each ArchiMate element, we can define the 
relationship type that is allowed with this related 
element. The encoding ArchiMate relationship is 
based on an enumeration for all the possible types. 
The key values are: for example ’o’ for association 
and ’i’ for the assignment relationship. We have 
added the key value ’x’ for the new extended 
SmartSensor and DataFusion Relationship. For the 
business and application layers, we have implemented 
the keys relative to the selected relationships and 
mainly the associated constraints in java code 
regarding to our proposed extended meta-model (see 
Fig. 2 and Fig. 4). This implementation is the 
grammar of the new proposed DSML. 

In order to have a graphical view for the added 
constraints and elements, we have generated the 
design tool ArchiMO relying on eclipse EMF. 
This design tool helps the designer to model the 
system in a highly abstract way by drag and drop the 
elements and relations from the palette. During the 
model edition, all the constraints specified for the 
MO extension are checked: (1) prevent the designer 
to associate two Smart Sensor elements together; (2) 
the designer is able to associate a Smart Sensor 
element to Data Fusion, Business Actor or other 
actors (see Fig. 8); (3) require the designer to enter a 
proper value in order to associate a Smart Sensor to 
a Data Fusion using the SmartSensor and 
DataFusion relationship (see Fig. 9); (4) the 
assignment is only allowed from SmartSensor to the 
DataAcquisition function (see Fig. 8). Concerning 
the Data Fusion element: (1) the association 
between two Data Fusion elements is allowed; (2) 
the designer is able to associate Data Fusion element 
to Smart Sensor element (see Fig. 8); (3) the 
designer is not able to associate a Data Fusion to a 
Smart Sensor using the using the SmartSensor and 
DataFusion relationship in case he didn’t answer a 
value between the minimum and the maximum 
values (see Fig. 10); (4) the designer is able only to 
assign the Data Fusion to the Algorithm Selection, 
Data Transmission and Object Localization 
functions (see Fig. 8). 

 
 

 
 

Fig. 8. Association and assignment relationships. 
 
 

ArchiMO tool considers different domains of 
experience, each domain expert works in a specific 
layer (Business, Application or Technology) as the 

model created in section VI. Our contribution replies 
to the concerns that we have mentioned in V as it: 
(C1) prevent syntax and relation errors that can be 
made during the design activity; (C2) provides three 
layers according to each domain specificity; (C3) 
ex- tends an open, standard, and classical design tool 
to have a specific one like ArchiMO; (C4) deploys 
different physical components (Sensors and 
Servers), and logical components such 
acquisition/localization algorithms. 

 
 

 
 

Fig. 9. SmartSensor and Data Fusion Relationship  
are allowed. 

 
 

 

 
Fig. 10. SmartSensor and Data Fusion Relationship  

are not allowed. 

 
 

4. Object Localization Case Study 
 

In order to validate our proposed tool, we used it 
to model the application of Object Localization 
using the different new elements that are proposed 
in the meta-model (see Fig. 2). Then we applied the 
design model to a model compiler (see Fig. 11) that 
we have developed to perform some error checks 
and generate automatically simulation code for  
NS-3. This simulation code runs in NS-3 tool that is 
a standard and classical simulator in the networking 
domain. 
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Fig. 11. The code generator workflow in XPAND 
language. 

 
 
4.1. Design Model 

 
We have modeled a system that localizes an 

underwater object using our generated design tool 
ArchiMO. In order to localize this object, sensors 
should be connected to data fusion servers. We have 
applied the distributed fusion architecture (DFA) [5] 
for this design. 

The design model is composed of three views 
regarding to the layers of ArchiMate (see Fig. 12): 
Business, Application, and Technology. In  
Fig. 12 we present parts of the large model that is 
designed by ArchiMO. The model contains 
behavioral elements, in the business layer (see  
Fig. 12) shows the first activity of the smart sensor 
which is the dolphin detection1, etc. These activities 
are assigned to their proper smart sensors. Using the 
new extended SmartSensor and DataFusion 
Relationship these smart sensors are associated with 
the different data fusion servers and smart sensors 
that are required in the DFA. 
 
 

4.2. Compilation and Simulation 
 

The design tool ArchiMO generates an XMI file 
to represent the graphical design. This helps to 
conduct the design model to other tools. We use the 
XMI file as an input to our self-developed domain-
specific model compiler to generate the simulation 
code (see Fig. 11). This hides complexity of 
constructing simulation programs from the designer 
and saves considerable time of the development 
process as it hides the specificities of the network 
simulator. The network simulator needs to be 
configured through a specific language and concepts 
using specific libraries that are not of the same 
abstraction level of the modeling tool and are not 
necessarily included in the design model. The code 
generator needs both the meta-model including the 
abstract syntax of DSML for MO, and the input 
model that is generated from the design tool.  

The XPAND template in (Fig. 11) contains the 
mapping rules between the model elements and their 
representations in NS-3[16]. 

We have run the generated code in NS-3 (version 
3.13), and the results of compilation and the 
execution of the simulation program shows no errors. 
Traces and logs (e.g., PCAP files) were generated to 
analyze the simulation outputs. 

Fig. 13 shows the architecture of the system 
design that is generated by NS-3 for the mentioned 
design model. NS-3 generated hardware 
representations (Nodes, Interfaces, Wires) for the 
elements of the design model and the blue colored 
stream represents a message that is exchanged 
between two nodes in a fixed moment. This confirms 
that the behavioral elements were mapped as well. 

We have used our approach in different 
application domains and network simulators (Video 
Conferencing System [15, 16], and MO context). The 
common design concept between all cases is the 
underlying platform (IMS) that represents the 
Platform Specific Model (PSM) [24]. 

In other words, considering using one tool (e.g., 
NS-3), we could change the application domain 
relying on ArchiMate and our extensions (DSMLs) 
by fixing the underlying platform that is represented 
in the technology layer. This confirms that our 
proposed design tool (ArchiMO) creates models that 
follow the same meta-model and domain-specific 
concepts/constraints. 
 
 
5. Related Work 

 
In this section, we present the related work in 

connection with the design tools. 
In relation with the concept of Architectural 

Description 
Languages (ADLs) [28] and their design tools; 

we are interested in the following concerns that we 
shall specify and analyze in this section: (C1) 
preventing errors during design by invoking grammar 
or syntax of language; (C2) multiple viewpoints that 
are represented in the architectural description [18] 
since a viewpoint is a basic product establishing the 
conventions for the construction, interpretation and 
use of architecture views to frame specific system 
concerns; (C3) extensibility of design tool and having 
specific views to tasks and roles; (C4) heterogeneity 
of components and communications; (C5) 
testing/execution platform. 

According to the preventing errors concern, the 
design tool prevents errors during design activity that 
may be made by the designer, rather than correct 
them after deploy. This error prevention is available 
in [29-31]. Our approach also prevents this error by 
invoking the abstract syntax (Our Proposed Meta-
Model) where we have defined and added our 
specific constraints and relations. 

Concerning the multiple viewpoints concern, the 
design tool provides different viewpoints for the 
designers according to their specialties and domains 
of experience. 
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Fig. 12. Object Localization Underwater. 
 
 

 

 
 

Fig. 13. Snapshot from the animation through NetAnim tool after running NS-3 simulation. 
 

 
In [29-31], the design tool provides only one 

viewpoint in order to fit only software development 
tasks. This design tool does not provide the ability to 
share the design between different designers. This 
ability is essential since different domain experts can 
share the same design. Our approach considers this 
issue thanks to the different layers of EA standard 
that separates between perspectives since each layer 
is dedicated for a domain expert. Regarding the 
extensibility concern, the extension of a meta- model 
allows the extension of a design tool by adding new 
concepts and constraints to it [29, 30]. It’s realized in 

our approach by extending the ArchiMate meta-
model by new elements and constraints, then 
generating a new design tool that contains the 
concrete syntax inside the palettes. These palettes 
contain the new added components like in [4, 13]. 
Concerning the heterogeneity concern, the existence 
of components and communications that are related 
to different contexts and activities. We are facing this 
heterogeneity in the software components and 
models in [29-31]. In our approach, we are facing 
this heterogeneity (e.g., Smart Sensor different than 
Data Fusion) but we are able to solve this issue by 
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relating the different existing devices together 
according to a specific scenario. 

According to the execution test platform concern, 
the de- signer in [29-31] is not able to test and verify 
his models or instances on an executable platform 
(e.g., IMS). Relying on [4] in our approach, we are 
able to test our proposed model (see section VI). 

 
 

6. Conclusion and Future Work 
 
In this paper, we have presented a Domain 

Specific Modeling Language (DSML) for MO 
context. Our approach is based on extending the 
ArchiMate meta-model relying on MDE 
fundamentals. We have proposed a new design tool 
(ArchiMO) that is generated from the extended MO 
meta-model which considers the domain-specific 
concepts and constraints. 

ArchiMO helps the designer by avoiding making 
design errors earlier than verification and code 
generation activities. It assists also by the 
representing the domain-specific concepts of MO 
thanks to DSML fundamentals. We rely on a standard 
and open tool (Archi) and developing it by extending 
the modeling language and Java implementations. 
Another advantage is the extensibility of our 
proposed meta-model/tool. The developers may 
extend it and add new concepts and standards 
according to the progress in MO domain. ArchiMO 
provides the reusability of the added MO and Data 
Fusion concepts (e.g., Smart Sensor, Data Fusion, 
etc) in different applications, activities, models or 
instances. ArchiMO reduces the time of the design 
activity as well, by having the specific elements and 
constraints in the palette of this tool. Additionally, we 
conserve the standard constraints in the abstract 
syntax (Meta- Model) of ArchiMate since the new 
added elements inherits concepts from standard 
ArchiMate elements. Representing the connections 
logically between the different smart sensors and 
fusion servers helps to improve the understanding of 
the network constraints in a business level. Thus, it 
improves the communication of the design between 
the different stake- holders. Moreover, it provides a 
way to link between the design constraints and 
softgoals [32] as the design constraints are of a highly 
abstract level (business layer) and platform- 
independent. 

On the other side, representing and meta-
modeling the do- main knowledge is itself a hard job 
that needs experience and high level of accuracy, 
especially when setting the grammar of the DSML 
according to the meta-model constraints. 

As perspectives, we will extend our meta-model 
in order to satisfy and cover the most possible 
required operations, concepts and activities in the 
context of MO. This extension could be the addition 
of specific constraints and features in the context of 
MO during the design activity. 
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Abstract: Big Data phenomenon is a result of novel technological developments in sensor, computer and 
communication technologies. Nowadays more and more data are produced by nanoscale photonic, 
optoelectronic and electronic devices. However, their quality characteristics could be very low. The paper 
proposes new methods of the data management with huge data amounts that is based on associating of data 
quality indicators with each data entity. To achieve this goal, one needs to define the composition of the data 
quality indicators and to develop their integration calculus. As data quality evaluation involves multi-
disciplinary research, various metrics have been investigated. The paper describes two major approaches in 
assigning the data quality indicators and developing their integration calculus. The information systems 
approach employs traditional high-level metrics like data accuracy, consistency and completeness. The 
engineering approach utilizes signal characteristics processed with the probability based calculus. The data 
quality metrics composition and calculus are discussed. The tools developed to automate the metrics selection 
and calculus procedures are presented. The user-friendly interface examples are provided. Copyright © 2015 
IFSA Publishing, S. L. 
 
Keywords: Data quality, Quality evaluation, Computer security evaluation, Sensor systems, Nanotechnology. 
 
 
 
1. Introduction 

 
The advances in computing, instrumentation and 

communication technologies over the last decade laid 
a strong foundation for data generation and storage 
on a staggering scale. For example, the Large Hadron 
Collider at CERN can generate 40 terabytes of data 
every second during experiments. Boeing 737 jet 
engines’ sensors produce 10 terabytes of data for 
every 30 minutes [1]. The phenomenon of Big Data 
is in a large degree the result of the current and 
emerging sensor systems, which are creating ever-
increasing amounts of data. Enabling nano-scale 

instruments, communication and processing 
equipment results in generating even larger amounts 
of data. We entered a new era of an exponential 
growth of data collected and made available for 
various applications. The existing technologies are 
not able to handle such big amounts of data. This 
phenomenon was called the big data. Photonics and 
nanotechnology enabled microsystems perform 
multiple generations and fusions of multiple data 
streams with various data quality [2-7]. The 
development and application of quantum-mechanical 
nanoscale electronic, photonic, photoelectronic 
communication, sensing and processing devices 
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significantly increase an amount of data which can be 
measured and stored. These organic, inorganic and 
hybrid nanosensors operate on a few photons, 
electrons and photon-electron interactions [2, 3, 5, 7]. 
Very low current and voltage, high noise, large 
electromagnetic interference, perturbations, dynamic 
non-uniformity and other adverse features result in 
heterogeneous data with high uncertainty and poor 
quality. The super-large-density quantum and 
quantum-effect electronic, optoelectronic and 
photonic nanodevices and waveguides are 
characterized by:  

1) Extremely high device switching frequency 
and data bandwidth (~1000 THz);  

2) Superior channel capacity (~1013 bits);  
3) Low switching energy (~10–17 J) [8, 9].  
The importance of DQ analysis, data 

enhancements and optimization is emphasized  
due to:  

1) High noise-to-signal ratio (ratio of mean to 
standard deviation of measured signals is ~0.25 in the 
emerged electrons-photons interaction devices);  

2) High probability of errors (p is ~0.001);  
3) High distortion measure, reaching ~0.1 to 0.3;  
4) Dynamic response and characteristic non-

uniformity. These characteristics must be measured, 
processed and evaluated and provided to a data used 
along with the data. 

New generations of information systems provide 
communication and networking capabilities to 
transfer, fuse, process and store data. Various 
applications require the data delivery from their 
origin to the point of use that might be far away. The 
data transfer may lead to information losses, 
attenuation, distortions, errors, malicious alterations, 
etc. Security, privacy and safety aspects of data 
communication and processing systems nowadays 
play a major role and may have a dramatic effect on 
the quality of data delivered. 

New DQ management methods, quality 
evaluation and assurance (QE/QA) tools and robust 
algorithms are needed to ensure security, safety, 
robustness and effectiveness of various sensor-based 
engineering and technological systems. As the 
amount of data available multiplies every year, 
current information systems are not capable to 
process these large data arrays to make the best 
decision. Big data applications require better data 
selection of high quality inputs. The absence of DQ 
indicators provided along with the data hinders the 
recognition of potential calamities and makes data 
fusion and mining procedures as well as decision 
making prone to errors.  

This paper represents an extended and enhanced 
version of [10] that was presented at the SecureWare 
2014 conference in November 2014. In the paper we 
offer a novel system approach to the data 
management that aims at shifting a sensor system 
target from collecting more and more data regardless 
of either they are needed or could be used in a 
particular application to the efficient and effective 
data collection schemes, where data of a required 

quality are collected when and delivered to where 
they are needed. We propose to associate the DQ 
indicators with each data entity, and replace one-
dimensional data processing and delivery with multi-
dimensional data processing and delivery along with 
the corresponding DQ indicators. To realize this 
approach, we need to develop and describe the 
structure and content of these DQ indicators, develop 
the calculus of processing, and, develop interactive 
tools to automate this process. The current situation 
in DQ research is presented in Section 2. As DQ 
evaluation represents a multidisciplinary field, where 
various DQ indicators have been tried in various 
applications. However, we believe there are currently 
exist two major approaches to the DQ evaluation. 
Engineering approach attempts to evaluate the quality 
of electrical signals and works on the physical level 
(see [11] for more details). The approach tends to 
develop the calculus for the evaluation process. The 
DQ indicators suitable to be employed for signal 
quality evaluation are given in Section 3. In 
information system approach, which is presented in 
Section 4, while the DQ calculus is reported in 
Section 5, higher level indicators dealing with time 
and data based characteristics are employed. The 
automation tools are documented in Section 6. The 
conclusions are outlined in Section 7. 

 
 

2. Current Environment and 
Achievements in DQ Evaluation 
 
DQ represents an open multidisciplinary research 

problem, involving advancements in computer 
science, engineering and information technologies. In 
all those fields, it is essential to develop technologies 
and methods to manage, ensure and enhance quality 
of data. Related research in a networking field 
attempted to investigate how the network 
characteristics, standards and protocols can affect the 
quality of data collected and communicated through 
networks. In sensor networks, researchers started to 
investigate how to incorporate DQ characteristics 
into sensor-originated data [12]. Guha, et al. 
proposed a single-pass algorithm for high-quality 
clustering of streaming data and provided the 
corresponding empirical evidence [13]. Bertino, et al. 
investigated approaches to assure data 
trustworthiness in sensor networks based on the game 
theory [14] and provenance [15]. Chobsri,  
et al. examined the transport capacity of a dense 
wireless sensor network and the compressibility of 
data [16]. Dong and Yinfeng attempted to optimize 
the quality of collected data in relation to resource 
consumption [17-18].  

Current developments are based on fusing 
multiple data sources with various quality and 
creating big data collections. Novel solutions and 
technologies, such as nano-engineering and 
technology are emerged in order to enable DQ 
assessment. Reznik and Lyshevski outlined 
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integration of various DQ indicators representing 
different schemes ranging from measurement 
accuracy to security and safety [19], as well as 
 micro- and nano-engineering [20]. The 
aforementioned concepts are verified, demonstrated 
and evaluated in various engineering and science 
applications [21-22]. 
 
 
3. DQ Indicators Composition: 

Engineering Approach 

3.1. Preliminary Definitions and Formulas 
 

This method utilizes information theory measures 
and employs the probability based metrics and 
calculus techniques. It assumes deriving quantitative 
estimates and capability measures with the goal to 
evaluate processing performance and quality. The 
processing schemes are evaluated by analyzing the 
Shannon and quantum-mechanical performance 
limits in classical and quantum domains.  
For a random variable Xi with n outcomes  
{xi: i=1, 2, …, n–1, n} and pdf p(xi), the entropy is 
calculated as [23] 
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xpxpXH )(log)()( 2
 

(1) 

 
The mutual information between the input X and 

output Y quantitatively defines:  
1) The amount of information received on 

average; 
2) The dependence of X and Y. The classical and 

quantum mutual information I(X;Y) and I(X;Y) 
depend on the classical and quantum entropies H(X) 
and H(X). These quantitative information amounts 
are estimated as I and I [3, 4, 11, 24-25] 

 
I(X;Y)=I(Y;X)=H(X)–H(X|Y)=H(Y)–H(Y|X)= 

H(X)+H(Y)–H(X,Y), 
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I(X;Y)=H(X) – H(X|Y), (2) 

 
where pX,Y(x,y) is the joint pdf of X and Y; pX(x) and 
pY(y) are the marginal probability density functions of 
X and Y. 

Example 3.1. If X and Y are independent, 

p(x,y)=p(x)p(y). Hence 01ln
)()(

),(
ln ==

ypxp

yxp , and 

I(X;Y)=0. 
 
The positively defined mutual information 

I(X;Y)≥0 determines the average amount of 
information received per symbol transmitted  
or processed. 

The conditional entropy H(X|Y=y) of a random 

variable X, that is conditional on a particular 
realization y of Y, defines the expected conditional 
information content with respect to both X and Y.  
We have 
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H(X|Y)≥0 
(3) 

 
The conditional entropy H(X|Y) corresponds to 

the average loss of information LI=H(X|Y). Here, 
H(X)≥H(X|Y).  

If X and Y are independent, H(X|Y)=H(X) and 
I(X;Y)=0.  
The joint entropy is the entropy H(X,Y) is 
 

H(X,Y) = H(X) + H(Y|X) = H(Y) + H(X|Y), 
),(log),(),(

,
,2,−=

yx
YXYX yxpyxpYXH  (4) 

 
Analog and digital deterministic computing of 

real-valued physical variables guarantee exceptional 
performance. Quantum communication and 
processing on a few photons and electrons result in 
significant uncertainties, distortions and errors [8]. 
An inherent quantum determinism ensures quantum-
deterministic communication and processing on the 
utilizable initial (I) and final (F) state transductions 
S=[SI,SF]T, SI:vI→SF:vF performed on real-valued, 
directly detectable, measurable and processable 
physical variables v [5, 23-24]. The measured X and 
Y result in p(x), H(X), H(X;Y), I(X;Y) and other 
measures and estimates. This concept is substantiated 
by natural systems, as well as by commercialized 
quantum-effect optoelectronic and photonic devices 
[6, 8]. A quantum-effect processing primitive Pj 
exhibits transductions Sj(v) on detectable, measurable 
and processable variables vj yielding distinguishable 
and computable transforms Tj(S,v). These  
quantum transductions Sj(v) result in processing  
tasks [5, 23-24]. 

 
 

3.2. Communication Channel Capacity 
 

For conventional and quantum-deterministic 
communication, the channel capacity of a stationary 
memoryless channel with finite input and output 
alphabets is  
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If the transition probabilities vary, for 
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3.3. Data Fusion and Data Exchange Rate  
 

These are the DQ related characteristics, which 
demonstrate the achievable performance of the 
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processing platforms that could be reached despite 
errors, distortions, non-uniformity, inconsistencies, 
sensitivity and uncertainties. Using the probability of 
a bit error pb, the maximum data fusion rate is  
 

)(1
)(

2
max

b
b pH

C
pr

−
= , 

H2(pb)=–[pblog2pb+(1–pb)log2(1–pb)], 
(6) 

 
where H2 is the binary entropy function. 
 
 
3.4. Distortion Measure  
 

Consider a sequence X1, …, Xn with p(x) and a 
finite alphabet A, x∈A. Using the reproduced 
alphabet Ar with symbols xr∈Ar, the finite distortion 
measure d: A×Ar → R is  
 

dmax=
rr AxAx ∈∈ ,

max d (x,xr)<∞ (7) 

 
The distortion depends on the sequences, 

encoding and decoding functions, etc. The rate 
distortion function for a source X with d(x,xr) can be 
defined as 
 

rI(D)=minI(X;Xr), rI (D)=minI(X;Xr), (8) 
 
I(X;Xr)=H(X)–H(X⏐Xr)≥H(p)–H(D), rI(D)≥H(p)-
H(D). 

The quantity minI(X;Xr) is found with respect to 
all condition distributions p(xr⏐x) for which the joint 
distribution p(x,xr)=p(x)p(xr⏐x) satisfies the imposed 
distortion constraints. 

 
 

3.5. Data Processing Capability 
 

The data processing capability is estimated as 
 
D=BI(X;Y)r–1(pb)rI

–1(D), D=RI(X;Y)r–1(pb)rI
–1(D), (9) 

 
where B is the bandwidth; R is the  
quantum transduction rate in the microscopic 
processing system.  
 
 
3.6. Data Processing Complexity 
 

The entropies H and H define the data  
set complexity. A finite length of the string x∈{0, 1} 
is denoted as l(x). The Kolmogorov  
descriptive complexity  
 

)(min)(
)(:

plxK
xpUp

U =
= , (10) 

 
provides the minimal description length l of a string x 
with respect to a universal processor U within a 
processing realization p. Here, U is the computable 
function of arguments x and p.  

Binary strings are the words in the alphabet 
A={0,1}. For any computable function U: A→A. The 
complexity of x∈A is defined with respect to U. For 
any processor P 
 

KU(x) ≥ cKP (x), ∀x, c > 0, (11) 
 
where c is the constant which depends on U and P. 
Using KU(·), we define the mutual complexity as 
 

IK(X;Y) = KU(Y) – H(Y|X, KU(X)) (12) 
 

The data processing complexity estimates are 
given as 
 
L = H(X)KU(x)IK(X;Y), L = H(X)KU(x)IK(X;Y) (13) 

 
 
3.7. Data Quality 
 

A Markov information source is a pair (M, f) of 
stationary Markov chain M and function f of 
reachable states sk, f(sk): S→A. The transductions 
Sj(v) are on detectable, measurable and processable 
variables vj. The mapping f(sk) maps states S into the 
Markov chain to entities in the alphabet A. To 
estimate the data quality of information sources, we 
use I≥0 or I≥0. The sequence of length n has a 
complexity ~O(n). The probability of an input  
p is ~2–l(p). The universal probability of a binary 
string x is 
 

( )xpUxP
xpUp

pl
U === 

=

− )(Pr2)(
)(:

)( , 

PU(x)≈2–K(x) 
(14) 

 
Define the data quality measures as 

 
Dq = I(X;Y)PU (x), Dq = I(X;Y)PU(x) (15) 

 
The mutual information does not depend entirely 

on the input – response mapping. The I(X;Y) is 
predefined by the input probabilities. Hence, some 
measures and estimated may not be fully 
characterized and evaluated.  

 
 

3.8. Data Reliance 
 
Using the real-valued deterministic φd(·) and 

probabilistic φp(·) characteristics, given as a known 
set of functions in the defined function space, the 
data reliance measure is defined by using an  
operator L as 
 

L: F(Dcφd(·)φp[pi(x),pj(x,y)])→Dr, 
L: F(Dcφd(·)φp[pi(x),pj(x,y)])→Dr 

(16) 

 
The deterministic parametric characteristics φd(·), 

such as accuracy, linearity, noise, error, signal-to-
noise ratio and others, are available. In addition, the 
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pdfs of faults, failures, defects, characteristic 
variations, sensitivity, noise, errors and other 
quantities may be known and characterized by φp(·). 
For example, the normal Ni(μi,σi

2) and extreme value 
Vi(μi,σi,ki) pdfs are found. The n-dimensional 
deterministic and statistic analyses can be performed 
using factor, principal component, classification and 
other models. The data reliance Dr degrades with the 
decrease of device size which leads to the parameter 
variations, increase of noise, etc. 

Example 3.2. For the nanoscaled optoelectronic 
devices, we use the descriptive pdfs of parameter 
variations Nv(μv,Σv), noise Nn(μn,Σn) and reliability 
Vr(μr,σr,kr). The analysis can be accomplished. The 
measured signal is X=S+N, where S and N are the 
not-perturbed signal and noise. Thus, 
pS,N(s,n)=pS(s)pN(n) with pN|S(n|s)=pN(n), 
pX|S(x|s)=pN(n–s). For N~L(α), S~L(β), the parameters 
α and β are estimated, 
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4. DQ Metrics Composition in 
Information Systems  
 
Data may have various quality aspects, which can 

be measured. These aspects are also known as data 
quality dimensions, or metrics. Traditional 
dimensions are as follows, some of them are 
described in [26-27]: 
 Completeness: Data are complete if they have no 

missing values. It describes the amount, at which 
every expected characteristic or trait is described 
and provided. 
 Timeliness: Timeliness describes the attribute that 

data are available at the exact instance of its 
request. If a user requests for data and is required to 
wait a certain amount of time, it is known as a data 
lag. This delay affects the timeliness and is  
not desirable. 
 Validity: It determines the degree, at which the 

data conforms to a desired standard or rules.  
 Consistency: Data are consistent if they are free 

from any contradiction. If the data conforms to a 
standard or a rule, it should continue to do so if 
reproduced in a different setting. 
 Integrity: Integrity measures how valid, complete 

and consistent the data are. Data’s integrity is 
determined by a measure of the whole set of other 
data quality aspects / dimensions. 
 Accuracy: Accuracy relates to the correctness of 

data and measurement uncertainty. Data with low 
uncertainty are correct. 
 Relevance: It is a measure of the usefulness of the 

data to a particular application.  
 Reliability: The quality of data becomes irrelevant 

if the data are not obtained from a reliable source. 

Reliability is a measure of the extent, to which one 
is willing to trust the data. 
 Accessibility: It measures the timeliness of data.  
 Value added: It is measured as the rate of 

usefulness of the data. 
The methodologies of evaluating the DQ aspects 

listed above have been developed over the decades. 
They well represent the quality of the data at the 
point of their origin at the data source. However, 
nowadays most of the data are used far away from 
the point of their origin. In fact, the structured data 
are typically collected by distributed sensor networks 
and systems, then transmitted over the computer and 
communication networks, processed and stored by 
information systems, and, then, used. All those 
communication, processing and storage tasks affect 
the quality of data at the point of use, changing their 
DQ in comparison to one at the point of origin. The 
DQ evaluation should integrate accuracy and 
reliability of the data source with the security of the 
computer and communication systems. The high 
quality of the data at the point of their origin does not 
guarantee even an acceptable DQ at the point of use 
if the communication network security is low and the 
malicious alternation or loss of data has a  
high probability. 

We describe the DQ evaluation structure as a 
multilevel hierarchical system. In this approach, we 
combine diverse evaluation systems, even if they 
vary in their design and implementation. The 
hierarchical system should be able to produce a 
partial evaluation of different aspects that will be 
helpful in flagging the areas that need urgent 
improvement. In our initial design we will classify 
metrics into five groups (see Fig. 1):  

1. Accuracy evaluation; 
2. Measurement and reliability evaluation; 
3. Security evaluation; 
4. Application functionality evaluation; 
5. Environmental impact. 

 
 

 
 

Fig. 1. Integral quality evaluation composition. 
 
 

While the first three groups include rather generic 
metrics, groups #4 and #5 are devoted to metrics, 
which are specific to a particular application. Our 



Sensors & Transducers, Vol. 185, Issue 2, February 2015, pp. 140-148 

 145

metrics evaluation is based on existing approaches 
and standards, such as [28] for measurement 
accuracy and [29] for system security. Table 1 gives 
a sample of generic metrics representing all first three 

groups, while Table 2 lists the metrics, which are 
considered specific to a particular sensor and  
an application.  

 
 

Table 1. Samples of Generic Metrics. 
 

Generic 
Attribute 

Name 

DQ indicator/group 
(Fig.1) 

Description 

Time-since-
Manufacturing 

Maintenance/reliability The measure of the age of the device 

Time-since-
Service 

Maintenance/reliability 
The measure of the days since last service was performed in accord with 
the servicing schedule 

Time-since-
Calibration 

Calibration/reliability 
The measure of the days since last calibration was performed in accord 
with the calibration schedule 

Temperature 
Range 

Application/performance 
The measure of temperature range within which the device will provide 
optimum performance 

Physical 
Tampering 
Incidences 

Physical security/security 
The number of reported incidents that allowed unauthorized physical 
contact with the device 

System 
Breaches 

Access control/security 
The measure of the number of unauthorized accesses into the system, 
denial of service attacks, improper usage, suspicious investigations, 
incidences of malicious code 

System 
Security 

Security/security Measures presence of intrusion detection systems, firewalls, anti-viruses 

Data Integrity Vulnerabilities/securities Number of operating system vulnerabilities that were detected 
Environmental 
Influences 

Environment/environment 
Number of incidences reported that would subject the device to 
mechanical, acoustical and triboelectric effects 

Atmospheric 
Influences 

Environment/environment 
Number of incidences reported that would subject the device to 
magnetic, capacitive and radio frequencies 

Response 
Time 

Signals/reliability 
Time between the change of the state and time taken to record  
the change 

 
 

Table 2. Samples of Specific DQ Metrics (examples of electric power and water meters). 
 

Device Name 
Application specific 

Quality indicator 
Description 

Electric / 
Power Meters 

Foucalt Disk Check to verify the material of the foucalt disk 

Friction Compensation 
Difference in the measure of initial friction at the time of application of the 
compensation and the current friction in the device 

Exposure to 
Vibrations 

Measure of the number of incidences reported which would have caused the 
device to be subjected to external vibrations 

Water Meters 

Mounting Position 
The measure of the number of days since regulatory check was performed to 
observe the mounting position of the device 

Environmental Factors 
Number of incidences reported which may have affected the mounting 
position of the device 

Particle Collection Measure of the amount of particle deposition 
 

 
5. DQ Metrics Calculus 
 

In DQ calculus implementation we investigate a 
wide number of options of calculating integral 
indicators from separate metrics ranging from simple 
weighted sums to sophisticated logical functions and 
systems. Those metrics and their calculation 
procedures will compose the DQ calculus. To 
simplify the calculus, we organize it as a hierarchical 
system calculating first the group indicators and then 
combining them into the system total. We follow the 
user-centric approach by offering an application user 

a choice of various options and their adjustment. We 
plan to introduce a function choice automatic 
adjustment, verification and optimization. 

To realize a wide variety of logical functions, the 
expert system technology is employed as the main 
implementation technique. The automated tool set 
includes the hierarchical rule-based systems deriving 
values for separate metrics, then combining them into 
groups and finally producing an overall evaluation. 
This way, the tool operation follows up the metrics 
structure and composition (see Fig. 1). This system 
needs to be complemented by the tools and databases 
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assisting automation of all stages in the data 
collection, communication, processing and storage 
for all information available for data quality 
evaluation. The developed tools facilitate automated 
collection, communication and processing of the 
relevant data. Based on the data collected, they not 
only evaluate the overall data quality but also 
determine whether or not the data collection practice 
in place is acceptable and cite areas that are in need 
of improvement.  

In our automated procedures, the DQ score is 
computed by applying either linear, exponential or 
stepwise linear reduction series to the maximum 
score of an attribute. In case an attribute defines a 
range for ideal working, the linear series is 
substituted by a trapezoidal drop linear series and 
exponential is replaced by a bell drop series.  

When considering both accuracy and security DQ 
metrics, assessing whether fusion enhances DQ is not 
obvious as one has to tradeoff between accuracy, 
security and other goals. While adding up a more 
secure data transmission channel improves both 
security and accuracy indicators, using a more 
accurate data stream will definitely improve data 
accuracy but could be detrimental to certain security 
indicators (see [30] for further discussion). If 
resources are limited, as in the case of sensor 
networks, one might consider trying to improve 
accuracy of the most secure data source versus more 
or less even distribution of security resources in order 
to achieve the same security levels on all data 
channels. The concrete recommendations will depend 
on the application. 

 
 

6. Generic Tool Design 
 
The proposed design of the tool divides the 

procedure for automated data collection into three 
main stages. First stage involves mainly a device 
configuration. Since the tool is generic, it provides 
certain flexibility in configuring a large variety of 
diverse devices. These devices could be electric 
meters, power meters, water meters and marine 
sensors. The second stage computes data quality 
indicators of the configured device. The final stage 
performs the detailed analysis of the computed data 
quality indicators. It highlights low data quality and 
help flag erroneous data. Also, it provides 
recommendations on improving low data quality and 
helps ensure that the data being utilized are fit for the 
purpose it is intended to be used. Fig. 2 presents the 
architecture of the tool. Currently, the first and the 
second stages are implemented. 

The generic tool allows for a configuration of a 
large variety of devices. Each automated data 
collection device has DQ factors, which are common 
to other similar devices. These factors are referred by 
the tool as generic attributes. Other attributes, which 
are unique to a particular device are called dynamic 
attributes. These attributes are assigned the 
maximum score based on the significance of the 

contribution they would add to the data quality. The 
greater the significance, the greater is the score. 

 
 

 
 

Fig. 2. Data quality evaluation procedure. 
 
 

The configuration step mainly involves 
recognizing the generic and application-specific 
attributes, as well as assigning the max possible score 
to each of them. Generic attributes are common to 
most devices, for example, timeliness and quality of 
common device servicing such as calibration. 
Application-specific attributes are unique to a device, 
for example, exposure to vibration, shock and 
radiation. This is important for a particular 
application because certain devices, like electric 
meters, produce misleading results when exposed to 
the external adversary affects. If, for some reason, a 
generic attribute does not apply to a particular device, 
the max score of zero would be applied in order to 
eliminate the attribute from the analysis. Table 1 
describes the generic attributes being considered by 
the tool. Fig. 3 illustrates configuring some of the 
generic attributes for an electric meter. Table 2 
describes some application specific attributes, which 
are device and application specific. Fig. 4 illustrates 
configuring an application-specific attribute for an 
electric meter, provided as an example. 

 
 

 
 

Fig. 3. Generic attribute configuration. 
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Fig. 4. Application specific attribute configuration. 
 
 

The second stage involves data quality 
computation. The configured generic and application 
specific attributes help compute the individual 
quality scores. Each attribute is considered a quality 
indicator, whose significance will be dependent on its 
max score. These quality indicators produce a quality 
score using a chosen logic procedure. For example, 
we can consider a generic attribute called time-since-
calibration. Some devices need to get calibrated 
every year. If a device has not been calibrated for an 
entire year or a couple of years, the quality factor for 
that indicator will go down. If the device has never 
been calibrated since its installation it can affect the 
quality score even more. The tool allows a user to 
define the procedure for calculating the application-
specific quality indicators. 

 
 

7. Conclusions 
 

The paper introduces a novel approach to data 
management in data collection and processing 
systems, which might incorporate SCADA, sensor 
networks and other systems with nanoscale devices. 
According to this methodology, we associate each 
data entity with the corresponding DQ indicator. This 
indicator integrates various data characteristics 
ranging from accuracy to security, privacy and 
safety, etc. It considers various samples of DQ 
metrics representing communication and computing 
security as well as data accuracy and other 
characteristics. Incorporating security and privacy 
measures into the DQ calculus is especially 
important in the current development as it allows 
shifting the DQ assessment from the point of data 
origin to the point of data use.  

In order to achieve this goal, one needs to 
develop the DQ indicators structure and composition 
as well as their integration calculus that would allow 
calculation of the integral quality indicators. Over the 
last decade, a variety of indicators and methods have 
been investigated. The paper examines two major 

approaches: an engineering and information systems. 
The engineering approach employs signal level 
characteristics and develops calculus based on their 
probability measures. The information system 
approach utilizes higher level metrics that could be 
calculated over some time and samples, such as the 
data accuracy, data consistency, etc. 

A unified framework for assessing DQ is critical 
for enhancing data usage in a wide spectrum of 
applications because this creates new opportunities 
for optimizing data structures, data processing and 
fusion based on the new DQ information use. By 
providing to an end user or an application the DQ 
indicators which characterize system and network 
security, data trustworthiness and confidence, etc. 
Correspondingly, an end user is in a much better 
position to decide whether and how to use data in 
various applications. A user will get an opportunity 
to understand and compare various data files, streams 
and sources based on the associated DQ with integral 
quality characteristics reflecting various aspects of 
system functionality and to redesign data flows 
schemes. This development will transform one-
dimensional data processing into multi-dimensional 
data optimization procedures for application-specific 
data applications. We describe and demonstrate an 
application of the DQ metrics definition and 
calculation tools, which enable integration of various 
metrics to calculate an integral indicator. 
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Abstract: Physical experiments have difficulties to thoroughly investigate the full structure of air flow behind a 
porous fence. Physical measurement sensors have their limitations of data acquisitions in turbulent air flow. 
Computational Fluid Dynamics (CFD) technique provides an infinite number of virtual sensors that allows 
producing quantitative CFD based virtual sensors data for users. In this paper, a 3D CFD model is assessed by 
the physical sensors data, and the simulation has provided comprehensive information for studying the structure 
of airflow in a 3D domain. Copyright © 2015 IFSA Publishing, S. L. 
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1. Introduction 
 

Outdoor environment in wintry cold regions like 
Norway can be extremely hostile towards human 
activities. Porous fence is one of common devices 
widely applied in these regions. It serves as 
windbreaks to mitigate the damages caused by strong 
wind and transported sediments effectively. 
Therefore, it can create an operable and habitable 
space for human needs.  

Artificial shields are always constructed to have 
optical porosities greater than zero, in order to 
produce artificial windbreaks and block sediment 
intrusions. They can be classified as upright, 
horizontal, gridded, holed-plank, and wind-screened. 
The selection of material is flexible as long as serves 
the purposes.  

The structure of airflow behind a porous fence is 
complex due to the presence of the bleed flow 
passing through the pores in the fence and the 
displaced flow passing over the fence. Fig. 1 shows a 
comparison of flow regimes behind porous fences as 
porosity above and under critical porosity, where ß is 

the porosity of fence, and ßcrit is the critical porosity 
of fence. 
 
 

 
 

Fig. 1. Comparison of flow regimes behind porous fences 
as porosity approaches critical porosity. 

 
 

Critical porosity ßcrit is defined as the maximum 
fence porosity below which flow separation and 
reversal occurs [1]. Above the critical porosity, the 
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airflow in the leeward is dominant by bleed flow and 
there is no flow separation (Fig. 1, a). Below the 
critical porosity, the leeward airflow directly behind 
the fence reverses, resulting in a region of 
recirculating air (Fig. 1, b). In general, fence porosity 
in the range of 0.20-0.50 is considered to give 
noticeable changes of flow structures behind fences 
[2-5]. 

Physical experiments to investigate the structure 
of airflow behind porous fences are quite 
challenging, due to the presence of turbulence. 
Conventional cup-type anemometer is the earliest 
device to give a rough estimate of turbulence 
intensity in the field tests [6]. Hot-Wire anemometer 
(HWA) and Pulsed-Wire anemometer (PWA) must 
be positioned at specific measurement points to 
obtain results, that will distort the airflow field. Laser 
Doppler anemometer (LDA) and Phase Doppler 
anemometer (PDA) are non-intrusive to the measured 
airflow field. However, like HWA and PWA, LDA 
and PDA only provide time-averaged velocity and 
turbulence intensity values at discrete measuring 
points, and have difficulties to measure the near-
wake regions behind fences. Particle Image 
Velocimetry (PIV) and Particle Tracking 
Velocimetry (PTV) as recently developed non-
intrusive measurement techniques can obtain 
instantaneous velocity measurements and are related 
properties in a target area. The air is seeded with 
tracer particles, which must be sufficiently small to 
be assumed to faithfully follow the air dynamics. In 
practice, PIV and PTV are costly, and usually are not 
applied in field measurements. Overall, the above 
physical sensors have their limitations, and have 
difficulties to obtain a high-resolution data set within 
a space of airflow influenced by a porous fence. 

Over the last three decades, with the rapid 
development of computer technology and 
Computational Fluid Dynamics (CFD) techniques, 
numerical simulation has been increasingly employed 
in porous fence researches. Wilson [7] introduced a 
momentum sink involving the fence resistance 
coefficient to simulate a porous fence solved by 
Reynolds-averaged Navier-Stokes (RANS) equation. 
His results demonstrated a promising prediction in 
terms of the flow structure around the fence. Under 
different fence porosities and different turbulence 
models, Packwood [8] examined numerical results 
against wind tunnel experimental results through a 
2D thin fence model in a thick boundary layer. He 
found that the k-ɛ incorporated a Preferential 
Dissipation Modification (PDM) model worked 
better. Bourdin and Wilson [10] confirmed the 
suitability of CFD with regard to windbreak 
aerodynamics, based on the comparison of the 
numerical data (2D and 3D model simulation) against 
the experimental data. Alhajraf [9] introduced a CFD 
model for 2D and 3D simulations of drifting particles 
at porous fences. His model showed good agreement 
with the field observations and the wind tunnel 
measurements.  

Virtual sensor is a smart sensor, it can be used for 
computing estimating complex variables that 
otherwise should require very expensive equipment 
or laboratory tests [11]. Recently CFD-based virtual 
sensor data as alternatives to physical sensor data are 
increasingly adapted by researchers. Jang et al. [12] 
implemented CFD-based virtual sensor data in a 
micro-scale air quality management system. Sun and 
Wang [13] used CFD-based virtual sensor data to 
control indoor environment and space ventilation.  

This research work has been presented in the 
Eighth International Conference SENSORCOMM 
2014 [14] and this paper is an extented version of the 
conference proceeding. In this paper, a porous fence 
with porosity of 0.23 has been selected for the case 
study that ensures recirculating air occurred in the 
flow regime behind the porous fence. Section 2 is the 
theoretical framework discussed about the novelty 
and robustness of the CFD based virtual sensor data. 
Section 3 and Section 4 are the case study carried out 
in physical wind tunnel and virtual wind tunnel 
(numerical), where the detailed procedures of 
physical test and numerical simulation are presented.  
In Section 5, the 3D CFD model has been assessed 
against wind tunnel experiment, and the simulation 
results have been demonstrated and discussed. 
Finally, the capability of CFD based virtual sensor 
data to study the structure of airflow behind a porous 
fence has been concluded in Section 6.  
 
 
2. Theoretical Framework 
 

Blocken [15] reviewed a perspective on the past, 
present, future of Computational Wind Engineering 
(CWE), and made a statement: “CFD offers some 
particular advantages compared with on-site 
measurements and reduced-scale wind tunnel 
measurements. They can provide detailed 
information on the relevant flow variables in the 
whole calculation domain, under well-controlled 
conditions and without similarity constraints.”  CFD 
technique is an efficient, flexible and relatively cheap 
alterative to physical experiment that has been widely 
recognized in the porous fence research industry 
nowadays.  Effective application of CFD is the 
combination of knowledge in domain physics and 
numeric. When adequate physical models are 
selected and supplied with the correct data, 
essentially, CFD allows for an infinite number of 
virtual sensors to assess the performance of a unit. 

Reynolds-averaged-Navier-Stokes (RANS) 
equations are the most popular governing equations 
to describe turbulence flow behind porous fences so 
far, which are mathematically expressed as follows: 
 

0
j

j

u

x

∂
=

∂  
 (1) 

 



Sensors & Transducers, Vol. 185, Issue 2, February 2015, pp. 149-155 

 151

( )2
' '1i i i

j i j i
j i i j j

u u up
u u u g

t x p x p x x x

μ∂ ∂ ∂∂ ∂+ = − + − +
∂ ∂ ∂ ∂ ∂ ∂

, (2) 

 
where iu  is the j component of velocity, t is the time, 

jx  is the j coordinate, ρ is the air density, µ is the 

dynamic viscosity, and ig  is the gravitational body 

force. 
The RANS are time-averaged equations of motion 

for airflow that need to solve a closure problem 
because of the non-linear term from the convective 
acceleration, known as the Reynolds stress.  For the 
porous fence research, k-Epsilon and k-Omega are 
the two most popular turbulence closure models used 
in CFD simulations [7, 8, 16, 17].  The main 
difference between them is that k-Epsilon model 
solves kinetic energy and turbulence dissipation, 
while the k-Omega model solves kinetic energy and 
turbulence frequency. Although it is well 
acknowledged that the selection of turbulence models 
is sensitive to the accuracy of numerical results, the 
suitability of turbulence models varies individually.  
It is still open to debate the issue of turbulence model 
selections in the research field.  

The main limitation of RANS modeling is 
incapable to simulate the inherently transient features 
of the airflow field such as separation and 
recirculation downstream of windward edges and 
vortex shedding in the wake. Large-eddy simulation 
(LES) can explicitly resolve these large-scale 
features. However, LES increases computational 
requirements and has the difficulty in specifying 
appropriate time-dependent inlet and wall boundary 
conditions. Nevertheless, mathematical model based 
on the RANS equations has been used successfully 
for studies of the structure of airflow behind porous 
fences. 

CFD simulation provides virtual sensor data to 
estimate product properties or process conditions 
based on mathematical models. These mathematical 
models use other physical sensor readings to 
calculate the estimations. Inlet velocity profile and 
boundary conditions are those of physical sensor data 
that will be introduced into the mathematical model 
as the pre-set data, which reflects to the real scenario. 
Consequently, CFD simulation creates a channel 
through which a virtual system (CFD based virtual 
sensor data) has communicated with a natural system 
(physical sensor data and empirical knowledge) in a 
way that improves understandings for researchers. 
Care for high quality and reliability of CFD 
simulations is crucial. Numerical and physical 
modeling errors must be assessed. Without validation 
against physical experiments, the robustness of CFD 
based virtual sensor data is questionable. 
 
 
3. Case Study Setup  
 

The physical experiment for this case was 
conducted in a closed return wind tunnel at Narvik 

University College. A porous fence was placed at the 
center of the cross section of the wind tunnel with a 
distance of 1000 mm from the leading edge of the 
test section (upstream). The configuration of the 
fence is 650 mm width × 200 mm height × 3 mm 
thickness, and it is oval holed with porosity of 0.23. 
The CFD simulation domain was configured by the 
exact size of the physical domain, which makes the 
3D domain with dimensions: 655 mm height,  
4000 mm length and 1160 mm its maximum width.  
Fig. 2 shows the physical wind tunnel experiment 
setup. Fig. 3 displays the 3D virtual wind tunnel 
domain. 
 
 

 
 

Fig. 2.  Physical wind tunnel experiment setup. 

 
 

 
 

Fig. 3. 3D virtual wind tunnel simulation domain. 

          
 

The physical wind tunnel experiment is designed 
to investigate the structure of airflow behind the 
fence under free upstream velocities of 15 m/s and 20 
m/s respectively. A Pitot static tube was placed at the 
entrance of the test section to monitor the upstream 
velocities, and a traverse attached with a Hot-Wire 
Anemometer (HWA) was positioned at a longitudinal 
distance of 925 mm downstream of the fence. Test 
data were taken by moving the traverse at steps of  
0.2 inch in the vertical direction. To improve the 
accuracy of the data, 50 readings have been taken for 
each step, and then time averaged data were 
recorded. 

The physical experiment revealed the inlet 
velocity profiles were fully developed and obeyed the 
power law profile: 
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( / )freeu U y αδ=   (3) 

 
where freeU  is the free stream inlet velocity which is 

measured 15 m/s and 20 m/s here respectively. δ  is 
the boundary layer thickness which is equal to 10 
mm. The exponent α  is 0.11. 

Equation (3) was written in program C language 
and was interpreted into the CFD model. As such, the 
real sensor data have been transferred into the 
numerical simulations.  
 
 
4. Numerical Simulation 

 
The CFD simulations were performed under 

ANSYS 14.0 Fluent workbench package. To 
optimize resources the meshed domain was reduced 
down to half since it was symmetrical in the YZ 
plane and an air box (length × width × height =  
= 3000 mm × 400 mm × 300 mm with the upstream 
length of 500mm) was created to dense the elements 
around the fence. Fig. 4 demonstrates the creation of 
the CFD domain and its meshed symmetry wall. 
 
 

 
 

Fig. 4. CFD domain and its meshed symmetry wall 
 
 

In this paper, realizable k-Epsilon turbulence 
model with Non-Equilibrium Wall Function is 
employed, as it is in remarkable agreement with the 
considerable testing results [18]. 

Mesh sensitivity study was carried out under the 
same simulation conditions, where tetrahedral and 
polyhedral elements have been performed through  
6 different meshing scales. The parameters selected 
to check the mesh independent condition of grid were 
velocity magnitudes and turbulent kinetic energies 
(TKEs).  It was examined that the mesh with  
6.3 million tetrahedral elements was desirable. 

Turbulent intensity ratio and viscosity ration were 
set at 1 % and 10 % respectively after the inlet 
velocity profiles were hooked. The gauge pressure at 
the pressure outlet was set at 0 Pascal with the 
backflow turbulent intensity ratio and viscosity ratio 
as 5 % and 10 %. All of the rest boundary conditions 
were treated as no-slip stationary wall with 1mm 
roughness height and 0.5 roughness constant. The 
solution method was the pressure-velocity coupling 

the Semi-Implicit Method for Pressure-Linked 
Equation (SIMPLE) scheme, since the scheme has 
been extensively used for atmospheric flows  
[17, 18]. 

The convergence criteria were set the scaled 
residuals below 1×10-4, and mass flow rates between 
velocity inlet and pressure outlet have been checked 
afterwards. 
 
5. Results and Discussions 
 
5.1. Assessment of 3D CFD Model 
 

The comparisons of velocity magnitudes between 
the numerical and experimental results are presented 
in Fig. 5, where H/h is the ratio of the measuring 
height to the fence height. The acquired data were 
taken along a vertical line 925mm downstream of the 
fence in the symmetry wall, which is correspondent 
to the exact position of the experimental 
measurement line.  

It is observed that the numerical results are in 
good agreement with the experimental results 
especially within the range of H/h = 1.2. Beyond the 
range of H/h = 1.8, velocity magnitude in the CFD 
grows faster than that in the experiment. The reason 
can be attributed to the fact that the blockage ratio of 
the wind tunnel in the current setting is 9.8 %. It is 
slight high that increases the effects of the top wall 
boundary layer on the regional velocities in the 
physical test, while for the case of CFD, the 
roughness height of the top wall is set to 1 mm. 
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Fig. 5. Comparison results between CFD  
and wind tunnel experiment. 

 
 

The CFD simulation over-predicted the reduction 
of velocity when compared to the physical measured 
results. In general, it is describable. 
 
 

5.2. Domain Structure of Airflow 
 

The 3D CFD simulation provides an infinite 
number of virtual sensor data to form a 
comprehensive structure of air flow in the targeted 
domain. It allows assessing the performance of any 
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unit. Fig. 6 and Fig. 7 display the contours of velocity 
magnitude and kinetic energy respectively, where the 
free stream velocity is at 20 m/s, plane-1is parallel to 
the symmetry wall with x = 11 mm, plane-2  is 
parallel to the floor with y = 0 mm, and plane-3 is 
parallel to the velocity inlet with z = 1500 mm. The 
domain structure of air flow is agreed to the 
descriptions of other researchers [1, 19]. 
 
 

 
 

Fig. 6. Velocity magnitude contours in the 3 planes. 

 
  
 

 
 

Fig. 7. TKE contours in the 3 planes. 
 
 
5.3. Shear Stress Distribution in the Fence 

Porous Zone 
 

One of advantages in 3D CFD simulation is that it 
allows scrutinizing shear stress and pressure 
distributions in porous fence zone. Unlike 2D model, 
3D model can directly reflect this information in 
detail without modifying momentum and inertial loss 
within the porous zone. Fig. 8 shows the shear 
distribution in the porous zone. These data are not 
possible to be obtained by the real sensors equipped 
in the current wind tunnel experiment. 
 
 
5.4. Position of Reattachment Point 
 

Reattachment point is determined by examining 
the horizontal velocity component at ground level to 
determine the point, where the horizontal velocity 
changes sign from upwind (negative) to downwind 

(positive) [1]. It is an important parameter to assess 
the shelter distance of a porous fence. It is unlikely to 
accurately capture a reattachment point under the 
current setup of wind tunnel experiment, since the 
sensor produced time averaged data that it is no 
possible to generate negative data. 

In CFD simulation, as the time averaged bed 
shear stress reflects the velocity in the cell next to the 
boundary, then the reattachment is defined as the 
point where the near-wall velocity is zero. Therefore 
it can conveniently allocate the position of 
reattachment point in the domain. Fig. 9 displays the 
red-cross is the position of the reattachment point, 
which is at x, y, z = 3.1e-5, 0, -1668 mm. 

 
 

 

 
 

Fig. 8. Contour of shear stress in the porous zone. 
 
 

 
 

Fig. 9. Reattachment point in the domain. 
 
 
5.5. Algorthmic Outputs of CFD Based 

Vritual Sensor Data 
 

A power feature of CFD simulation is to generate 
algorithmic outputs of CFD based virtual sensor data 
for analysis. It takes CFD generated data of dynamic 
head as an example, since dynamic head is a variable 
commonly used in the fluid dynamics research. 
Calculating dynamic head is based on the following 
formula: 
 

2( ) / 2q uρ= ∗   (4) 



Sensors & Transducers, Vol. 185, Issue 2, February 2015, pp. 149-155 

 154

where q is the dynamic head, ρ  is the air density, 

and u  is the velocity magnitude. 

 
 

 
 

Fig. 10. Contour of dynamic head 
 
 

In ANSYS Fluent, Using the Define command by 
opening the Custom Field Functions, the formula is 
easily to be written into the model. Fig. 10 shows the 
contours of dynamic head in the symmetry wall. 

CFD simulation can also generate its virtual 
sensor data by defining algorithm in its User Defined 
Functions. Outputs of data can be written to files by 
applying XY plot. 
 
 
6. Conclusions 
 

In this paper, the CFD model has been assessed 
and its data of velocity magnitudes are in desirable 
agreement with the physical sensor data. Through an 
infinite number of virtual sensors, the model provides 
quantitative CFD based virtual sensor data to 
comprehensively study the structure of airflow 
behind a porous fence. Comparing with physical 
experimental test, the CFD model has shown its 
strength with regard of flexibility, efficiency, 
relatively low cost and productivity. The model can 
be used in evaluating and designing porous fences. 

It must be pointed out that CFD based virtual 
sensor data are valid only after the model has been 
proved sound, which means that CFD modeling has 
to be examined and assessed by essential physical 
sensor data. 

Future work on this research will apply this model 
for two-phase flow simulation (wind driven 
sediments like sands and snows).  
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Abstract: This article describes sensors for concentration measurement based on the electro-chemical properties 
of the liquid being measured. Herein two electrical methods, namely cyclic voltammetry and impedance 
spectroscopy, are being presented. The measurement can be performed quasi simultaneously using the same 
measurement medium. Further optimization of the combined methods is possible by adapting the geometric 
design of the electrode structure, the electrode material, the optional passivation and the electric coupling 
(galvanically or capacitively). In summary, by combining multiple sensory principles on a device it becomes 
possible to analyze mixtures of substances contained in a solution with respect to their composition. Copyright 
© 2015 IFSA Publishing, S. L. 
 
Keywords: Interdigital structure, Impedance spectroscopy, Cyclic voltammetry, Silicon. 
 
 
 

1. Introduction 
 

Sensors for concentration measurements are a 
very vast area of research. A concentration 
measurement is used when the components are 
known, but not their content. For their determination 
several substance-specific sensor principles are 
known. In this article, two electrical methods are 
presented using the implementation as the sensing 
element is reported [1]. 

These methods are based on cyclic voltammetry 
and impedance spectroscopy. In cyclic voltammetry 
a rising and then sloping current is applied between 
the working electrode and the counter electrode in a 
solution. The potential is determined by a reference 
electrode. If there is a redox-active substance in the 
solution, it will be oxidized or reduced at a 

characteristic potential. The current is recorded as a 
function of voltage. The voltage in the oxidation and 
reduction and the corresponding maximum  
current are of interest. Impedance spectroscopy 
detects both the dielectric properties of a medium  
and its conductivity as a function of frequency. In 
aqueous solution, these properties are dependent on  
the concentration. 
The base of the sensors is an interdigital structure. 
Fig. 1 shows different variations of designs. The 
main features can be combined freely. A galvanic or 
capacitive coupling is possible. The DUT (device 
under test) can be a liquid or a solid. The organic or 
inorganic sensitive solid is applied directly to the 
sensor surface. The thickness is only a few 100 nm 
and is micro- or nano-porous. This binds substances 
(DUT) by absorption from the surrounding 
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atmosphere, such as water or carbon dioxide. The 
electrical properties change due to this and are 
determined by the spectroscopy. Table 1 shows the 
different materials for the sensor. 

 
 

 
 

Fig. 1. Various design options a) interdigital structure, 
passivated for a capacitive coupling; 

b) interdigitated structure without passivation, galvanic 
coupling, c) implanted in silicon interdigital structure, d) 

3D interdigital structure. 
 
 

Table 1. Optional Materials for the Sensor. 
 

Base material 
Silicon, (optional) 

Borosilica 
Passivation Base material SiO2 

Conductor 
Doped Silicon, MoSi, 
Gold Platinum 

Passivation Conductor 
(optional) 

Si3N4, ZrO2, Al2O3 (20 
nm to 500 nm) 

 
 

A more detailed view of the construction can be 
seen in Fig. 2, a cut-through of an interdigital 
structure without passivation. The most important 
geometrical parameters for the sensor are the channel 
height (H1), the channel width (V3) and the size of 
the gap (V2). In case of an interdigital structure with 
passivation, an additional parameter is the thickness 
of passivation. The structure was etched by ICP 
(Inductively coupled plasma). 

When choosing these parameters, several 
influences have to be taken into consideration. A 
higher channel width decreases the resistance of the 
channel as well as the overall capacitance by 
decreasing the number of channels per square 
millimeter. A wider gap reduces the capacitance 
between the channels and makes it easier for liquids 
to flow into the channel. 

In addition to the measurement of purely 
chemical parameters, such as concentration, 
measurement of biological media is possible. The 
evaluation of the measurement results, however, 
requires great experience. In [2] and [3], the 

dielectric measurement of a biological medium is 
described by some examples. 

 
 

 
 

Fig. 2. FIB cross-sections and SEM image of a 3D 
interdigital structure. Doped polysilicon to 2 microns 

silicon dioxide layer. 
 
 
Often the signal is not very selective on the type 

of material. In the DUT the selectivity of the sensor 
can be increased adding an indicator; using the 
mixing ratio and the associated change in impedance 
even a multi-component system can be analyzed. 
Further optimization of the combined methods is 
possible by the geometric design of the electrode 
structure, the electrode material, the optional 
passivation and the electric coupling. 

The combination of multiple sensory principles 
on a device can be used to analyze a multicomponent 
system with a simple sensor. 
 
 
2. Experimental Setup  

 
For the evaluation and adaptation of the sensor's 

design, a test setup was constructed. The design is 
configured such that the distances can be selected in 
a range of 200 microns with free a resolution of 
5 microns. In Fig. 3, the measuring principle is 
shown. By choosing the connections of the electrode 
gap can be selected. In [2] and [3], this method is 
described in detail. 

The measurement setup for impedance 
spectroscopy can be seen in Fig. 4. Here, the 
analysis-chip with the interdigital structure on it is 
seen in the middle. It is surrounded by 12 dual 
multiplexer, which can be used to select the 24 
measurement channels (12 per page). On the left side 
of the figure there are SMA connectors for 
connecting an external LCR meter to chip, with 
which the impedance of the device can be measured. 

Fig. 5 shows the sensor for the combined 
impedance spectroscopy and cyclic voltammetry. 
With the aid of a multiplexer array, a line-bound 
connection between the measuring object and the 
impedance spectrometer is established. Subsequently, 

a)

b)

c)

d)

Substrat

Primary 
passivation

Coupling
passivation

Conductor
interdigitally structure

DUT (Device 
under test)
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the impedance spectroscopy is performed for the 
selected channel.  

 
 

13 24

5

6

7

8

9

10 11 12

13 14 15

16

17

18

19

20

21222324
Selection 
of

electrode

LCR-Meter or
AD5933

Counter and reference
electrode

Voltameter

Selection of

electrode
Selection of the measuring principle

working electrode

 
 

Fig. 3. The principle for the combined impedance 
spectroscopy and cyclic voltammetry. 

 
 

supply fluid(DUT)

Sensorchip

 
 

Fig. 4. The electronic circuit for the combined impedance 
spectroscopy and cyclic voltammetry with die connector 

for the fluid. 
 
 

Interdigital structure

Pads to select the electrode Sensitive area

 
 

Fig. 5. The sensor for the combined impedance 
spectroscopy and cyclic voltammetry. 

 
 
Through the recess in the middle, the liquid 

which is to be investigated can be applied to the 
interdigital structure either directly, or a flow 

chamber can be installed to then perform the 
impedance spectroscopy using the desired channels. 

 
 

3. Measurements for Evaluation 
 
For the evaluation and calibration of the sensor 

measurements are performed on an aqueous solution 
of KCl, ranging from 0.00002 mol/l to 1 mol/l. Fig. 6 
shows the frequency dependent measurement of the 
impedance |Z| of the aqueous KCl solution, the 
distance between the electrodes is constant. In Fig. 7 
the result when measurement is being performed at 
different distances of the electrodes is shown. In this 
way, the appropriate geometric structure is found for 
the measuring task. 

 
 

 
 

Fig. 6. Concentration measurement, variation  
in the concentration. 

 
 

 
 

Fig. 7. Concentration measurement, variation  
of the electrode distance. 

 
 

With the aid of the measured values, the amount 
and phase |Z|, an equivalent circuit diagram is 
developed. The values for the components are 
determined by a curve fitting. The results are shown 
in the Fig. 8. The equivalent circuit is now allows for 
the calculation of the resistor R1 from the measured 
values and the calibration of the sensor to the 
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conductance. Fig. 9 shows the graph of the curve 
fitting. In Fig. 10 the resistances as a function of 
concentration from the curve fitting are plotted. 

 
 

 
 

 
 

Fig. 8. Equivalent circuit diagram and the curve fitting. 
 
 

 
 

 
 

Fig. 9. Graph of the curve fitting. 
 
 

 
 

Fig. 10. Concentration measurement, variation  
of the electrode distance. 

Various layer structures, geometries and 
measurement strategies are explored. The aim is to 
explore a multi-component system with various 
sensors at the same location. The concentration of the 
components is derived from the signal pattern. If the 
sensor is calibrated, the concentration of the 
ingredients can be determined from the signal 
pattern. One application is the in-line measurement in 
biogas plants to optimize the output.  

[4-6] give an overview of the previous work 
done. The cyclic voltammetry is partially used in 
micro-sensors, but not in combination with the 
impedance spectroscopy. The essential idea and 
novelty are related to the connection of several 
measurement principles and sensitivities to determine 
the concentration at the same location. In summary, 
by combining multiple sensory principles on a device 
it becomes possible to determine the composition of 
substances contained in solution. 
 
 
4. Sensor Arrangement for Measuring 

the Permittivity 
 
For the measurement task, the determination of 

the Permittivity of different liquids, the design shown 
in Fig. 1 was evaluated. 

If the sensor is to be used in order to determine 
the permittivity of a liquid, an application has to be 
found which separates the influence of the 
permittivity from the influence of other parameters. 
The permittivity mostly influences the direct capacity 
(C1 in Fig. 8). Therefore the sensor has to be 
operated within a frequency-range where C1 
dominates. One example of this can be seen in  
Fig. 11, showing a 3D interdigital structure etched by 
etched by ICP.  

 
 

 
 

Fig. 11. Frequency-dependencies of a Fig. 1d sensor  
for different fluids. 

 
 

As can be seen, the sensor has a region starting 
roughly around 10 kHz and ending around 100 kHz 
wherein the sensor shows solely the influence of C1. 
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Using this, the value of C1 can be estimated. The 
dependency of the capacitance from the permittivity 
is displayed in Fig. 12. 

 
 

 
 

Fig. 12. Permittivity vs. capacitance at 100 kHz. 
 
 

In order for a Sensor to be usable for this type of 
Measurement, the region in which C1 dominates has 
to be clearly distinguishable from the other regions 
and within a range of measurable parameters. This is 
clearly not always the case. Some sensors, like those 
with Ti02 passivization, show no real ability do tell 
the different regions apart. As seen in Fig. 13, the C1 
dominated region for toluol starts at approximately 
30 kHz, while the region for deionized water ends at 
approximately 20 kHz, giving no overlap for the 
whole range. 

 

 
 

Fig. 13. Frequency-dependencies of a sensor  
with 20 nm TiO2 passivization for different fluids. 

 
 

Other chips, such as an interdigital structure, 
passivated for a capacitive coupling (Fig. 1a), with an 
electrical resistivity of > 300 Ωcm show little 
differences between the varying fluids at all. This 
becomes evident when the graph in Fig. 14 is 
analyzed. Hereby the change in signal from ε=1 to 
ε=80 is less than 2 %. Therefore, the sensor is not 
feasible for this kind of measurement application. 

When deciding the applicability of a sensor for 
measuring the permittivity, there are mainly three 
important aspects to consider (Fig. 8):  

1. C1 should be relatively big 
2. The quotient CPE1/C1 should be as big  

as possible  
3. The resistance R1 should be as small  

as possible 
 
 

 
 

Fig. 14. Frequency-dependencies of sensor like a Fig. 1a 
(interdigital structure, passivated for a capacitive coupling) 

for different fluids. 
 
 

The results of these changes can be seen in 
Fig. 15. Since the sensor with a 1.1 µm raster has a 
higher capacitance than the one with a 1.3 µm raster, 
a steeper gradient is observed. On the other hand, a 
higher overall capacitance lovers the coefficient of 
determination, since it less strongly separates the 
different influences. 

 
 

 
 

Fig. 15. Permittivity vs. capacitance at 30 kHz. 
 
 

5. Experiments on the Ternary System 
Water-acetic Acid-propionic Acid 
 
The ratio of acetic acid-propionic acid is a control 

parameter for the operation of biogas plants [7]. The 
sequence of processes in biogas plants is not 
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explained here, an intrigued reader might take a look 
at [8]. The concentration measurement in this 
mixture is very challenging because acetic acid and 
propionic acid share similar chemical properties. The 
separate determination of the concentration of acetic 
acid and propionic acid in the mixture of the two 
materials is difficult because both materials differ 
structurally only by an additional-CH2-group, which 
is insignificant in terms of responsiveness and many 
physical properties.  

Cyclic voltammetry is preferably used to 
investigate redox processes in terms of their 
mechanism. It turns the electrode material used as a 
limit to the administrable voltage. Since acetic and 
propionic acid can be reduced only under very drastic 
conditions to the aldehyde, it can be expected that the 
cyclic voltammetry for the quantitative determination 
of these two components provides no useful results.  

For the same reason, actually, no significant 
differences in the dielectric properties of both 
substances in the impedance spectroscopy arise. A 
variety of electrochemical processes are modeled in 
the equivalent circuit with a CPE (constant phase 
element). This reflects the ion mobility in the 
solution, which also depends on the mass of the 
moving particle. Thus the different molar masses of 
acetic and propionic-acid could be used for the 
analysis in this way. In Table 2, the two substances 
are shown.  

R1 and C3 in this case represent the influence of 
the used multiplexer on the recorded spectra, while 
the remaining elements result from the properties of 
the comb structure used and of the measured liquid. 
First results show the practicability of this method. In 
addition, by varying the electrode spacing, all the 
other parameters which are characteristic of the 
liquid can be varied in order to eliminate them by a 
subsequent subtraction. 

 
 

Table 2. Comparison of acetic acid and propionic acid. 
 

 Acetic acid Propionic acid 

 

 
Molmass 
(g mol-1) 

60.05 74.08 

pKs 4.76 4.87 
Refractive 

index 
1.371 1.386 
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Abstract: The skinfold caliper is a non-invasive anthropometric technique regularly used to assess the 
nutritional status of clinical and non-clinical individual samples for evaluation of body composition percentage. 
A skinfold caliper allows obtaining important anthropometrical data using a simple and portable tool, with a 
non-invasive and cost-effective procedure. Using regression equations, the skinfolds thickness measurement 
allows estimating the individual body fat. However, this approach has some limitations and no evolution has 
been registered on the skinfold calipers recognized in the literature and used for health, sports and nutritional 
evaluations. Moreover, studies on the skinfolds compressibility pattern have not been explored because the 
available skinfolds calipers do not have not this feature which needs to be complemented by data storage tools, 
namely for large scale studies. Efforts for developing new algorithms, for example, if based in dynamic tissue 
response are also limited by the traditional skinfold calipers. The integrated LipoTool system intends to 
contribute to those goals due to its novel characteristics. The LipoTool features are briefly described. The paper 
highlights the innovative capacities of LipoTool, and explores preliminary studies of the tissue compressibility 
pattern in order to open new methodology for assessing other parameters rather than the skinfold evaluation 
based in the use of a high diversity of regression equations to estimate body fat percentage. Different prototypes 
have been used by people in the health and nutrition areas and, the feedback has been very positive as a 
powerful tool for assessing and tracking, training and study. Now, the next step is to carry on research in order 
to develop new models and different application domains. In this work a very exploratory attempt is presented.  
The LipoTool will be soon in the market and it has been registered as LipoWise. Copyright © 2015 IFSA 
Publishing, S. L. 
 
Keywords: Skinfold caliper, Data recording, skinfold compressibility, Skinfold measurement protocol. 
 
 
 
1. Introduction 
 

Changes in the nutritional status of an individual 
are one of the most common health problems and 
with high impact in society at individual, social and 

economic levels [1]. Malnutrition, obesity or even the 
co-existence of both are a major world health 
problem documented by the World Health 
Organization (WHO) [2]. 

http://www.sensorsportal.com/HTML/DIGEST/P_2615.htm
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According to the WHO, over 50 % of the 
European adult population is overweight or obese. In 
fact, excess body fat may lead to the increase of 
coronary heart disease, high blood pressure, type 2 
diabetes, obstructive lung disease, arthritis, and some 
types of cancer [3]. Malnutrition is also related to 
other diseases generating costs to the European 
Health System comparable to those associated with 
overweight and obesity [4]. 

Malnutrition is a global issue that affects billions 
of people. The term malnutrition refers to both 
undernutrition and overnutrition. Traditionally, 
undernutrition is prevalent in developing countries 
and obesity is an epidemic in developed countries. 
Recently, obesity has been increasing in developing 
countries, leading to a double burden of disease, 
especially in urban settings [5, 6]. 

Therefore, the quantification and screening of 
Body Fat (BF) composition is very important in the 
health area. For monitoring BF, several techniques 
are used being based the most usual on the estimation 
of Body Mass Index (BMI). BMI estimation is based 
on height and weight evaluation, although leading to 
very inaccurate results according to the literature  
[7, 8]. The measurement of skinfolds using a caliper 
and the Bioelectrical Impedance Analysis (BIA) 
measurement based in body resistance and reactance 
are techniques widely used. The Dual-energy X-ray 
Absorptiometry (DXA) for image evaluation is 
considered a valid body fat measuring device [9]. 

The BMI calculation is a highly empirical method 
that only gives a rough idea of body fat. The DXA 
method has great accuracy, but is invasive and 
requires very expensive bulky type equipment, 
adequate facilities, and expert technicians, resulting 
in high cost/test rate [10]. 

The BIA is the technique that competes directly 
with the skinfold caliper. The BF is calculated based 
in correlating impedance and reactance values 
obtained by passing an alternating electrical current 
through the body [11]. It is a recent and widely used 
method requiring a convenient preparation not often 
respected. Individual preparation before the test 
typically includes several requirements: 

• Avoid exercising within 12 hours of the test; 
• No alcoholic drinks within 48 hours of the test; 
• Do not drink coffee within 48 hours of the test; 
• Avoid diuretics within 24 hours of the test; 
• Urinate completely prior to testing; 
• Abstain from eating and drinking within 4 hours 

of the test. 
Failure to meet these requirements leads to very 

poor, inaccurate results. 
Skinfold caliper methodology has advantages 

over other techniques because it is a simple method 
(portable, easy to use and not requiring special 
individual preparation), non-invasive and low cost; it 
provides reliable results compared with the  
DXA [12]. 

The measurement protocol prescribes a uniform 
distributed pressure of 10 gf/mm2 [13] to be applied 
to the skinfold by the end tips. After positioning the 

end tips, three seconds should be counted (as 
recommended), and then, the skinfold thickness value 
may be recorded. With the value of skinfold 
thickness and with the individual anthropometric 
data, the percentage of BF is estimated by selecting 
an equation from a huge set of equations (more than 
60) related with individual data. 

In fact, the assessment method based on the 
skinfold measurement has a well-defined protocol but 
the commercial equipment, considered in the 
literature and available in the market, lacks technical 
evolution. 

The challenge of this work starts precisely from 
the lack of progress and precision that this type of 
device has experienced since its development in the 
1960s and aims at overcoming these limitations. A 
new measurement system called LipoTool was 
designed and tested for BF measurement. The 
integrated LipoTool system intends to achieve all 
requirements for this method: the pressure between 
end tips should be uniform and constant (10 gf/mm2) 
as established by the protocol, to guaranty and to 
improve the precision and measurement resolution, to 
offer a larger measurement range, to minimize or 
even to discard subjective operator errors (thickness 
reading and measurement time counting), to facilitate 
the recording and monitoring of patient results (data 
recorded in database), to guide the technician through 
the complete procedure, and to provide a database for 
large scale studies. Additionally, the system also 
intends to allow further studies in the health and 
nutrition fields and even for other applications in 
distinct areas (now, it is possible to record the 
dynamic tissue response during the skinfold 
compression interval). 

The work aims at highlighting new studies and 
some results already available due to the device 
unique features. The authors believe that new 
algorithms, namely, based on dynamic tissue 
response will be possible to be developed with 
LipoTool. However, these studies will need samples 
referred to another method reported in the literature.  

In the present work, Section 2 describes the 
integrated system LipoTool, comprising a digital 
skinfold caliper, named Adipsmeter, and its 
communication system with the LipoSoft application, 
highlighting the used technology. Section 3 provides 
details of the LipoTool performance, namely, the 
constant pressure between end tips according with the 
followed measurement protocol and its novel 
capabilities for evaluating tissue compressibility. 
This allows accurate studies on the effect of the time 
interval duration for skinfold measurement and its 
significance in the final evaluation of %BF. Section 4 
presents preliminary studies based on the evaluation 
of tissues compressibility. Finally, in the conclusions, 
it is stressed how it can be a powerful tool in the 
assessing and tracking, training, study and research 
domains, such as nutrition and health, forensic 
sciences, veterinary science and sports. 
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2. The LipoTool Integrated System 
 
The technological solution of LipoTool, depicted 

in Fig. 1, comprises a new digital skinfold caliper 
Adipsmeter (1), an antenna AirPCOn (2) for wireless 
communication with a computer and a software 
application LipoSoft (3).  
 
 

 
 

Fig. 1. LipoTool system. 
 
 
2.1. The Adipsmeter Digital Skinfold Caliper 
 

The Adipsmeter mechanical design was studied, 
conceived and implemented in order to guarantee a 
constant pressure value of 10 gf/mm2 between end 
tips, to increase the caliper measurement range and to 
reduce the measurement subjectivity due to five 
novel features: a constant force actuator mechanism, 
a cam to compensate changes in force, a controlled 
end tips articulation for keeping their clamping 
surfaces parallel to each other over all its opening 
range, a large jaws center distance permitting greater 
openings without increasing the device size and, 
finally, a symmetric design to make it independent of 
the operator dominant hand. 

The entire mechanism can be seen in Fig. 2. The 
two jaws (4) opening is accomplished by the operator 
through the manipulation of a fixed handle (1) and a 
lever (2). The simultaneous opening is achieved 
because the two jaws rotate around fixed axes and are 
interconnected by means of mechanical elements. 
Jaws closing action is operated by a transmission 
chain connected at the other end to a constant force 
actuator based on an elastic element. This actuator 
has the double effect of being the force element of 
the system while simultaneously eliminating all 
possible backlash in the transmission chain. The 
inclusion of a cam (3) whose profile compensates 
variations in the length of the applied force arm, 
guarantees the application of a constant force by the 
clamping surface of the end tips (5) to the skinfold 
under measurement. The end tips are hinged at the 
rotation axes in the extremities of the jaws, keeping 

their clamping surfaces parallel to each other at any 
opening level. This is achieved by a movement 
transmission mechanism that provides a constant and 
uniform pressure on the complete contact area 
between the end tip clamping surfaces and the 
skinfold. 

 
 

 
 

Fig. 2. Schematics of the transmission chain. 
 
 
LipoTool is much more convenient and precise 

than any traditional skinfold caliper both in daily use 
and in large scale actions. 

The integration of the mechanical design with 
electronics and informatics design enables to obtain a 
final resolution of 0.025 mm, to reduce the time 
measurement subjectivity, to reduce individual 
reading errors, to follow the tissue compressibility, to 
facilitate the use of the method by incorporation of all 
known equations, and also to integrate a database that 
enables the monitoring of individuals. 

 
 

2.2. The Communication and the LipoSoft 
Application 

 

The transmission rate for the wireless 
communication between the Adipsmeter and 
LipoSoft (60 samples/s) allows to register the 
dynamic tissue response for any skinfold under 
compression. It is also possible to monitor small 
changes in temperature during the compression 
process.  

So, studies based on dynamic tissue response will 
be performed using traditional dynamic systems 
modelling techniques, such as time and frequency 
response, artificial neural networks, and genetic 
algorithms. We think that more flexible models could 
be achieved offering additional methods for BF 
evaluation, overcoming the use of more than  
60 regression equations, at the present. In line with 
this idea, a study using neural networks has been 
reported by Barbosa, et al. [14].  

The current electronic solution uses Microchip 
Technology Inc. [15] components for both processing 
and wireless communication. For the communication, 
data processing 8 bit microcontrollers were used. For 
the wireless communication, antennas were used with 
the communication protocol MiWi, based on the 
IEEE 802.15.4 standard for Wireless Personal Area 
Networks (WPANs) [16]. 
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The digital measurement sensor of the caliper is 
an encoder of angular type and also includes a 
temperature sensor (miniaturized thermocouple bid). 
The angular encoder is connected directly to the 
microcontroller through two specific ports. The 
antenna and the temperature converter communicate 
with the microcontroller by Serial Peripheral 
Interface bus (SPI) and the set of buttons (included in 
the Adipsmeter) communicate through digital ports. 
In the AirPCOn antenna, two microcontrollers are 
used, communicating with Universal 
Synchronous/Asynchronous Receiver/Transmitter 
(USART) between them. One is used to 
communicate with the computer via Universal Serial 
Bus (USB) and the other with the antenna by SPI, as 
shown in Fig. 3. 

The LipoSoft application was developed in Visual 
Basic.NET and communicates with the antenna 
through the USB port. The interface is divided into 
three blocks: Database, Measurement and Results, as 
shown in Fig. 4. 

 
 

 
 

Fig. 3. Communications diagram. 
 

 

 
 

Fig. 4. LipoSoft interface. 
 
 

It is possible to introduce different settings 
through the LipoSoft user interface, as well as to turn 
off the Adipsmeter. 
 
 
3. Testing the LipoTool Performance  
 

This section provides details of the LipoTool 
performance, namely, the constant pressure between 

end tips according with the followed measurement 
protocol. It also describes novel capabilities for 
evaluating tissue compressibility with relevant 
outcomes in the investigation of the influence of the 
skinfold measurement protocol time in the final 
skinfold thickness evaluation and to identify the type 
of tissue response under a constant applied force 
during skinfold thickness measurement.  

The first goal was achieved by comparing the 
pressure between caliper end tips within the 
measurement range for the Adipsmeter and the 
Harpenden caliper [17], the latter being the market 
reference. The second objective is to study the 
relevance of the protocol time interval value for 
measuring skinfolds. 

 
 

3.1. Constant Pressure Between End Tips 
 
According to the protocol, the pressure between 

end tips should be 10 gf/mm2 for the whole 
measurement range. 

In order to compare the pressure values between 
end tips, their area and the force between them were 
digitally monitored and measured. A mechanical 
structure able to ensure repeatability and the same 
conditions in force measurements for both devices 
(Adipsmeter and Harpenden) was developed 
integrating a load cell of 5 LBS measurement range. 
An aluminum structure was built for housing the load 
cell (ensuring the force discharge without friction) 
and room for gauge blocks in order to measure force 
for different skinfold calipers accurate opening, from 
15 mm to 120 mm.  

The Adipsmeter end tips are articulated; so their 
surfaces are always parallel for any opening. For that 
reason, the measurement process is simple to carry 
out. In other cases in which there is no parallelism 
between end tips (and so between skinfold contact 
surfaces), which is the case of the Harpenden caliper, 
it is essential to use special care by introducing 
additional calculations for compensating the lack of 
parallelism. Once the force is equally distributed by 
careful design of the mechanical test system, this 
leads to uniformity in the pressure distribution on the 
surface of the end tips, and therefore, in the skinfold 
surface. 

Fig. 5 presents the results from lab tests for 
comparing the Adipsmeter and the Harpenden 
calipers in terms of pressure between the end tip 
surfaces at different openings. Fig. 5 shows the 
evolution of the pressure between end tips for 
different jaw opening along the measurement range 
of each caliper - Harpenden: 0-80 mm; Adipsmeter: 
0-120 mm.  

It also shows a non-constant pressure between 
end tips, i.e., Harpenden caliper does not accomplish 
the protocol requirement exhibiting a decreasing 
pressure with the opening increase. On the other 
hand, the Adipsmeter offers an increase of 50 % in 
the measurement range and a constant pressure 
between end tips.  
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Fig. 5. Pressure test between end tips for different  
jaw opening. 

 
 
3.2. Tissues Compressibility Pattern 

 
LipoTool provides a unique ability by allowing to 

monitor and to register the skinfold behavior along 
the skinfold measurement. 

LipoTool offers a transmission rate of 60 
samples/s and thus it is possible to record the tissue 
compressibility pattern during a standard time 
interval but it allows it to be adjusted for performing 
additional studies. 

Fig. 6 shows an example of the recorded 
information during a tricipital skinfold measurement 
procedure for a heterogeneous set of 10 individuals. 
The data were processed in order to exhibit a 
normalized evolution of individual skinfolds during 
measuring time allowing a better comparison 
between individual skinfolds behavior. 
 
 

 
 

Fig. 6. Normalized tissue compression evolution  
of tricipital skinfolds. 

 
 

The dynamic evolution of tissue compressibility 
shows very different characteristics among 
individuals. 

 
 

3.3. Time Interval for Skinfold Measurement 
 

The time evolution of the tissue response 
measurement permits to evaluate the time required 
for the skinfold measurement by observing the tissue 
response. 

Studies of the protocol time interval have never 
been done based in an accurate procedure. The 

LipoTool system is able to read skinfold thickness 
and perform time evaluation in an intrinsic and 
precise digitally automatic way and to record them 
for later processing and evaluation. Nevertheless, 
Lohman [18] and Norton and Olds [19] have 
recommended the use of 2 s and 3 s after applying the 
calipers’ end tips to the skinfold, as result of their 
empirical studies based in huge samples; but, it was 
impossible to read time and thickness with precision 
as it can be made by LipoTool. 

In our study for evaluating tissue compressibility, 
the measurement procedure has followed the 
International Standards for Anthropometric 
Assessment recommendations [20]. A sample of  
36 adults (50 % women) aged between 21 and  
49 years old was evaluated and all the participants 
were informed of the study purposes as well as the 
different procedures. 

The tricipital skinfold was measured with the 
LipoTool system and the evolution of tissue 
compressibility during the initial 5 s was registered. 
The body density was estimated using the equations 
of Durnin and Womersley [21] and the % BF was 
estimated using the equation of Siri [22]. All these 
estimations were done in intervals of 0.5 s and the 
difference between these values in consecutive 
moments was calculated. The results are presented in 
Table 1. 
 
 

Table 1. Body fat percentages for tricipital skinfold. 
 

 
 
 

Observing data from Table 1, it is evident that 
changes over 2.5 s are not meaningful when 
determining the % BF and this suggests the need for 
revision of the time interval for skinfold 
measurement. 

 
 

4. Evaluation of Tissues Compressibility: 
Preliminary Studies 
 
The variation in skinfolds compressibility may be 

due to several factors, including differences in skin 
thickness and tension caused by the subcutaneous 
tissue and the distribution of connective tissue and 
blood vessels. This variability can be mediated by 
genetic factors or result from changes in nutritional 
status and degree of hydration. In fact, the proportion 
of intra and extra-cellular water affects the thickness 
of the skin folds. However, studies conducted on the 
relationship between hydration state and the tissues 
compressibility pattern has not been conducted. 
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Thus the compressibility of the skinfolds has not 
yet been characterized. The advancement of 
knowledge in this area could contribute to the 
optimization of the measuring process of 
subcutaneous fat and the estimation of body 
composition. 

One of the reasons that can justify the fact that the 
skinfold compressibility pattern has not been 
explored is the inability of the available equipment 
for performing this type of measurement. The new 
system LipoTool has these capabilities and has been 
already used in preliminary studies in Forensic [23, 
24] and in Nutrition areas [25, 26]. 

 
 

4.1. The Formulated Hypothesis 
 
Observing Fig. 6, the authors are formulating the 

hypothesis that for each individual it is possible to 
distinguishing two behaviors in the skinfold thickness 
compressive evolution. One to be related with the 
connective tissue and the other with the adipose 
tissue, each one corresponding to different decay 
rates, being the first decay rate higher than the second 
one. These decay rate values, are to be related with 
the percentage of connective and adipose tissue, 
respectively.  

 
 

4.2. The Sample 
 
For preliminary exploration a cross-sectional 

study was conducted on a sample of 29 adults. Those 
individuals provided free and informed consent to 
this investigation. 

Exclusion criteria were defined such as the 
existence of pacemaker, amputation, lipodystrophy, 
pachyderm and dialysis therapies, as these situations 
prevent the complementary evaluation using BIA or 
decrease its validity. The assessment of body 
composition and hydration status was performed by 
tetrapolar BIA (model Tanita Body Corporation 
Multi Frequency Analyser MC - 180 MA). 
Anthropometric measurements were also collected. 
The measurement of skinfolds was performed by 
using the LipoTool system, for the standard protocol 
time of 3 s. 

 
 

4.3. Results 
 
Fig. 7 shows an example of the recorded 

information during a tricipital skinfold measurement 
procedure for a sample of 29 individuals. The data 
were processed to get the normalized evolution of 
individual skinfolds during measuring time. 

A very simple consideration on the tissue 
compression pattern for the individuals, suggests that 
the skinfold behavior under compression as being is 
like a 1st order system response to a step excitation 
(the constant force applied by the caliper end tips).  

 
 

Fig. 7. Normalized tissue compression evolution  
of tricipital skinfolds. 

 
 
This leads to fit each individual data, by a 

function like: 
 

 ( ) τ
t

eaftf
−⋅+= 0 , (1) 

 

where ( )tf  is the skinfold thickness time evolution, 

0f  is the final skinfold thickness traditionally used 

for evaluating the BF, and τ is the time constant, as 
depicted in Fig. 8 based in one individual tricipital 
skinfold measured values. 
 
 

 
 

Fig. 8. Example of an excitation step response of a first 
order system. 

 
 

One of the formulated hypotheses is that the 
response time for each individual could be related 
with the connective tissue parameter, as the body 
water.  

Fig. 9 plots the relation between the time constant 
for each individual and the respective body water 
data obtained from BIA. This relation, even for a 
very small sample, depicts a tendency that suggests 
that a smaller time constant means higher body water, 
once this material will exhibit a higher compression 
rate when compared to that of adipose tissue. 
 
 
6. Conclusions 

 

LipoTool presents innovations that allow its use 
for accurate and fast assessment of body composition 
by measuring skinfolds. These new novel features 
open possibilities for new studies as evidenced and 
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suggested in the previous work [27] and reinforced in 
the present new data analysis. These studies are 
original and can provide the basis for the 
identification of novel parameters based in skinfold 
caliper, a simple and non-invasive method. Based on 
the skinfold tissue compressibility new models can be 
implemented and lead to the evaluation of new 
parameters, in addition to the % BF. 
 
 

 
 

Fig. 9. Body water [%] versus time constant [s]. 
 
 

However, future studies have to be based in 
homogeneous and convenient samples sizes with a 
reduced number of influencing variables in order to 
enable the derivation of a mathematical model that 
provides optimal data fitting. 

LipoTool is now under market development, 
registered as LipoWise, and can easily incorporate 
such new models in the future. 
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Abstract: The paper reports about the design and stiffness analyses of communication mast’s diagonal 
mounting using COMSOL MultiPhysics v 4.2 a. This model presents the stiffness effect of a mast’s diagonal 
mounting for incessant communication. When operating under a given wind load at a specific location, the 
antenna’s total rotation angle should stay below a certain limit to ensure uninterrupted communications. For 
most of the masts being are exhibiting very low torsional stiffness that might be due to the geometry of the 
diagonal mountings. An attempt has been made to increase the stiffness of such a diagonal mounting by first 
analyzing a parameterized geometry followed by an updated geometry.Copyright © 2014 IFSA Publishing, S. L. 
 
Keywords: Diagonal mounting, Rotation angle, Stiffness ratio, COMSOL. 
 
 
1. Introduction 
 

With the rapid growth of technology, microscale 
devices are playing a dominant role in mechanical 
and optoelectronic devices. Characteristics like 
miniaturization, multiplicity and microelectronics 
help these devices to sense, control and actuate on 
micro scale with effects on macro scale. A micro-
electromechanical system (MEMS) is a process 
technology used to create tiny integrated devices or 
systems that combine mechanical and electrical 
components [1-3]. They are fabricated using 
integrated circuit (IC) batch processing techniques 
and can range in size from a few micrometres to 
millimetres. These devices (or systems) have the 
ability to sense, control and actuate on the micro 
scale, and generate effects on the macro scale [4-6].  

Generally, mast is comprised of an antenna for 
signal reception, a power amplifier and a transceiver 

device, which acts as a combined transmitter and 
receiver. The transceiver/receiver manages and sends 
signals back and forth between mobile 
communication devices and also between 
communication devices and higher entities such as 
the base-station controller. Without communication 
mast, even the wireless communication is not 
possible. Masts are typically tall structures designed 
to support antennas for telecommunications and 
broadcasting. These are the tallest man-made 
structures. The steel lattice is the most widespread 
form of construction. It provides great strength, low 
weight and wind resistance, and economy in the use 
of materials. Communication masts usually have a 
framework with a bolted triangular lattice design. 
The diagonals of the framework are assembled from 
several parts and welded together. Within the last 
decades, the need for tall structures has accelerated 
with the requirements for effective communication 
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especially the advent of radio, radar and television. 
Most up-to-date, the exponential growth in the use of 
cellular phones has meant a new era for towers and 
masts, however smaller in height but very larger in 
number. Now days mobile phone masts are found to 
provide effective communication. They increase the 
strength of signal transmission and coverage. This is 
vital for individuals in day-to-day social 
communication and businesses that depend on fast 
telecommunication connection. 

There are many challenges viz., transmission, 
receiving losses and noise occurrence for the 
engineers those are associated with the tall and 
slender structures. The predominant loads of masts 
and structures are natural loads as wind and ice, loads 
that affects the structural behaviour. The wind load is 
a dynamic load and the slender structures are 
sensitive to the dynamic part in the wind. Ice on a 
tower or mast will by its weight change the dynamic 
behaviour, as well as it may increase the wind drag of 
a lattice tower or mast dramatically. When the 
communication masts operating under a given wind 
load at a specific location, the antenna’s total rotation 
angle should stay below a certain limit to ensure 
uninterrupted communications. The masts being used 
are found to exhibits very low torsional stiffness that 
might be due to the geometry effect of the diagonal 
mountings. Thus the present work is mainly focused 
to increase the stiffness of such a diagonal mounting 
by first analyzing a parameterized geometry followed 
by an update of the proposed geometry and a new 
analysis leads to the solution for stiffness problem 

 
 

2. Materials and Methods 
 
The software package selected to model and 

simulate the communication mast is COMSOL 
MultiPhysics Version 4.2 a. It is a powerful 
interactive environment for modelling of various 
devices because there was previous experience and 
expertise regarding its use as well as confidence with 
its multiple physical interfaces. This software is also 
capable of facilitates for structural analyses which is 
highly essential for making present design. 

For any device to be constructed by using 
COMSOL software, it is required to follow four 
fundamental steps (a) defining geometry (b) adding 
physical interfaces (c) adding material to the solid 
structure and finally (d) meshing, simulation of 
model with inputs provided. 

Communication mast was designed and analyzed 
by following above steps using COMSOL. Initially, 
geometry is defined for the proposed model, after 
forming the complete structure, suitable material 
from the available built in Materials Library is added 
to the proposed structure. Then depending up on the 
analysis to be carried out, required physical 
parameters are selected (discussed below). Finally the 
model is simulated; results are observed and analyzed 
with different geometries to get better 
communication along with enhanced stiffness ratio. 

2.1. Model Construction 
 

The model geometry includes only a short section 
of the diagonal tubing together with the other parts of 
the mounting. Even symmetry exists in both the 
geometry and load for the problem, this case models 
the entire assembly for illustrative purposes. After 
obtaining the stiffness of the diagonal mounting, 
assume that the geometry has been updated to 
improve the stiffness. Originally 10 mm, the plate 
thickness and mount thickness have been changed to 
12 mm and 15 mm, respectively. The constructed 
diagonal model is bolted to the leg of the 
communication mast. 
 
 
2.2. Geometry Details 
 

Communication mast tube of height 200 mm, 
outer radius 50 mm, inner radius 40 mm, plate 
thickness 10 mm, plate radius 60 mm, plate hole 
radius 5 mm, plate hole distance 65 mm, mount 
thickness 10 mm, mount width 55 mm, mount hole 
radius 12 mm, mount hole distance from base 70 mm, 
distance between mounts 37 mm and mount thickness 
10 mm is to be designed to analyze the effect of 
stiffness ratio based mast mounting with various 
geometries.  

Initially select a cylinder of height 200 mm, outer 
radius 50 mm and inner radius 40 mm. Select the 
work plane and choose y-z work plane section. Build 
a rectangle of width 55 mm, height 70 mm. Then 
construct a circle or radius 27.4 mm. Form the union 
of both circle and rectangle. Construct another circle 
of radius 12 mm. Choose second circle for difference. 
Resultant geometry was shown below in Fig. 1. 

 
 

 
 

Fig. 1. Geometry after union & difference  
of Circle and Rectangle. 

 
 
Form the union of two such work planes with the 
cylinder and select the option wire frame rendering 
on the tool bar. Then, in the graphics window, model 
appears as shown in the Fig. 2 given below. 
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Fig. 2. Model in graphics window  
after wire frame rendering. 

 
 

COMSOL Multiphysics provides a number of 
features for creating geometric primitives and for 
operating on them, from the available geometry 
structures in COMSOL Multiphysics, cylinder is 
chosen for construction of the tube (simulation can 
also be carried out for other structures). Next step is 
addition of material to the proposed geometry.  
 
 

2.3. Material Addition for Solid Structure 
 

Browsing the available built in Material’s library, 
a specific material (steel) is chosen and properties are 
assigned to the material selected. For the present 
model, structural steel is chosen from the material 
browser. 

Addition of material to the proposed structure 
from inbuilt material’s library is done. ‘Steel’ 
material has chosen which is highly suitable for the 
structure and assigned to get complete solid structure. 
The physical properties of steel are presented in 
Table 1. By default the material (structural steel) is 
applied on all domains so any settings need not be 
altered. After the addition of material to the proposed 
model, the finishing geometry in solid form appears 
as shown in the below Fig. 3.  
 
 

Table 1. Physical properties of structural steel. 

S. No Property Value 
1. Young’s modulus 2.0 × 1011 N/m2  
2. Poisson’s ratio 0.33 

 
 

 
 

Fig. 3. Finishing geometry appeared. 
 

Mesh section illustrates how we can mesh 
different parts of the model individually to get a 
suitable mesh. 

2.4. Addition of Physical Interfaces 
 

This model is carried out in structural mechanics. 
After completion of building the mast structure and 
addition of the material along with necessary physical 
interfaces, final step left over to carry out the 
simulation. In order to carry out simulation it is 
necessary to set suitable boundary conditions and 
inputs like thickness of plate and mount. 

 
 

2.5. Boundary Conditions 
 
The boundaries with an applied load and 

constrained displacements. Assume that the diagonal 
is loaded in tension by a force, F = 30 KN, which is 
transferred through the bolt to the mounting. 
 
 
2.6. Simulation 

 
The process of simulation is carried out in two 

steps. Initially communication mast is constructed 
and deformation is carried out. The stiffness ratio,  
SR = S/Sid is 0.41 for the case when the plate thickness 
and the mount thickness are 10 mm.  

As a second step, deformations are carried out 
with the updated geometry when plate thickness set 
to  
12 mm and the mount thickness set to 15 mm. the 
stiffness ratio increases to 0.53. Fig. 4 shows the 
deformed shape of the diagonal mounting with a 
boundary plot of the displacement in the axial 
direction of the diagonal. 
 
 

 
 

Fig. 4. Deformed shape & boundary plot of the axial 
displacement for the mounting assembly with an end plate 

thickness of 12 mm and mount thickness of 15 mm. 
 
 

2.7. Changes in the Dimensions 
 

By adding parametric sweep, the variations in the 
mount thickness and plate thickness have been done. 
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In study section, parameter values are assigned as  
10 mm, 10 mm, 12 mm and 15 mm to compute the 
stiffness of diagonal mounting with the dimensions 
provided. After changing the dimensions of the plate 
and mount, it is found that the shape of the diagonal 
mounting has been deformed which can be seen very 
clearly in the following figure. It also indicates the 
increase in stiffness ration with increase in thickness 
of mount and plate. The comparison of stiffness ratio 
with ideal stiffness ration for the diagonal mounting 
has also been done and corresponding formulae are 
also presented with all the necessary parameter 
labelling. Fig. 5 shows the deformed shape of 
diagonal mounting for the updated model geometry. 
 
 

 
 

Fig. 5. Deformed shape of diagonal mounting  
of updated geometry. 

 
 
3. Results and Discussions 

 
Let us assume that the bolt fills out the entire hole 
volume. The load is distributed on the appropriate 
halves of the hole surfaces according to 
 p = F2(2r b 	) . 32 1 − yr , (1) 

 

where rmh and bmh are the holes radius and the 
thickness, respectively. 

Neglect contact conditions between the bolt and 
the mounting hole, and also neglect the constraint 
imposed on the mount by the bolt. 

The stiffness of the mounting is calculated with 
the equation  

 = , (2) 
 

where dz is the average axial displacement at the 
midplane of the holes, and F is the applied load. 
Compare this formula for the stiffness to an ideal 
stiffness, which would result if the diagonal tube 
were welded to the framework and placed under the 

same load. Calculate the ideal stiffness with the 
equation: 
 S = Eπ(R − r )L  (3) 

 

where rtb and Rtb are the tube’s inner and outer radii, 
and L is the total length measured in the axial 
direction up to the mid-plane of the mount holes.  

For the material under study, the Young’s 
modulus, E, equals 200 GPa. The stiffness ration has 
been estimated by using stiffness of diagonal 
mounting before updated geometry (S) and stiffness 
after updated geometry (Sid). The analyses of results 
of stiffness have indicated that with increase in the 
thickness of plate and mount from 10 mm (both) to  
12 mm and 15 mm, the stiffness ratio, SR = S/Sid is 
found to enhance to 0.53 from 0.41. Thus the 
analyses help us in estimating the stiffness ratio 
enhancement for the diagonal mounting such that to 
get incessant communication for the signal without 
noise at low cost effectively. 
 
 

4. Conclusions 
 

Communication mast is designed using COMSOL 
v 4.2. From the analyses of stiffness of mast by 
changing plate and mount thickness, we conclude 
that the stiffness ratio has been raised to 0.53 from 
0.41 with increase in the dimensions of plate and 
mount. This kind of mast would be highly useful for 
incessant communication. 
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