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Abstract: A small-scale wired sensor network architecture built on top of the standard RS232 serial link with 
the minimum additional non-standard hardware components is described. The presented network structure and 
associated protocol can be used to form a general purpose distributed data acquisition bus. Basic methods of 
data flow control and failure recovery suitable for the described architecture are proposed.  
Copyright © 2013 IFSA. 
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1. Introduction 
 

Multichannel and multisensor systems are 
recently becoming increasingly popular in a variety 
of scientific and industrial applications [1]. Among 
other fields, this trend is particularly prominent in 
analytical chemistry [2, 3]. Integrating multiple data 
acquisition channels into a unified system with 
centralized control provides numerous benefits: 
simultaneous sensing of different physical quantities 
allows to improve measurement accuracy and extract 
otherwise hidden information by eliminating 
influencing factors, aggregating multiple 
measurement results, and employing multivariate 
statistical analysis in post-processing of obtained data 
[4–7]. Data management and processing is also 
greatly simplified with the use of centralized 
database. 

Traditional structure of multisensor system 
usually includes single data converter that connects to 
multiple transducers via analog multiplexer from one 
side, and to the data collecting host through a single 

communication port on the other side (Fig. 1). This 
monolithic design has several drawbacks: lack of 
modularity, impossibility of true synchronous data 
acquisition because of multiplexer delays, 
impossibility to build a spatially distributed sensor 
network without introduction of additional signal 
repeaters and/or data converters, undesired 
redundancy in case when a fewer number of channels 
is required by application compared to that imposed 
by original design. 

Alternative solution is represented by a modular 
system, where every sensor (or a set of small number 
of sensors) is equipped by its own data converter 
(correspondingly, a set of simultaneously operating 
data converters) and its own means of 
communication, allowing to connect together as 
many devices as dictated by application. Since all 
data in such network is transmitted in digital form, 
spatial distribution of nodes can be arranged in much 
more flexible manner as compared to the above 
mentioned monolithic approach; thus either 
distributed, lumped, or mixed data acquisition 
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facilities can be formed as needed. This flexibility 
comes in exchange for the increased cost of every 
single device, because each network node must 
include separate data converter, controller and 
communication hardware. This overhead, however, 
becomes negligible for devices produced in large 

quantities. Another case when added cost is 
outweighed by flexibility is a class of applications 
where single data acquisition channel is initially 
sufficient, but the need for additional expansion may 
occur in the future. 

 
 
 

 
 

Fig. 1. Traditional multichannel data acquisition system architecture. 
 
 
Selection of appropriate communication interface 

is an important part of sensory system design, since it 
affects, directly or indirectly, many aspects of system 
performance. These include maximum allowed 
number of channels, total bandwidth and bandwidth 
distribution, possible area coverage in case of 
distributed acquisition, data transmission reliability 
etc. On the other hand, design choices are governed 
by technical limitations and administrative 
restrictions, such as availability of certain 
infrastructure, long term availability of third-party 
provided components, possibility and complexity of 
future extensions and alterations of the designed 
system. Taking all this into account, we can formulate 
the list of desired properties for the sensor network 
communication layer: 

- it must be a communication technology that is 
widespread, well specified and well supported 
by industry; 

- it must provide possibility to build networks 
with sufficient number of nodes (dictated by 
application needs, primarily by required number 
of sensor channels), ideally with arbitrary 
number of nodes with reasonable performance 
degradation curve; 

- it must provide sufficient bandwidth for selected 
application (dictated by required number of data 
acquisition channels, data sampling rate and 
associated protocol overheads); 

- availability of ready-made third-party solutions 
for necessary hardware and software 
components; 

- low cost of implementation and maintenance. 
For wired networks, Ethernet is an obvious and 

primary candidate meeting most of these 
requirements in many situations. However, in order 
for multisensor system implemented over the 
underlying Ethernet local area network (LAN) to be 
cost-effective, certain prerequisites have to be met. 
Every device has to be connected to a separate 

Ethernet port, which makes it necessary to setup 
dedicated switching router, at least when number of 
devices in the network becomes sufficiently large. It 
might appear unfeasible to create all the required 
infrastructure for a small-scale sensor network only.  

In other words, Ethernet is a good connectivity 
solution for a stationary sensor network, covering 
relatively large area, and seamlessly integrated into 
the existing on-site LAN infrastructure. Such 
seamless integration demands that the data server 
implemented in each device complies to a set of 
standard internet protocols, which leads to increased 
hardware and firmware complexity and 
correspondingly increased device cost. 

For smaller scale applications, where only a few 
sensors have to be connected to a single host, and 
there are no demands for large area coverage and/or 
fast data sampling, more simplistic solutions can 
become applicable. Particularly, this covers the kind 
of applications where sensor network is used in place 
of traditional multichannel approach for the sake of 
flexibility and modularity. Such network usually 
connects small number (an order of 10) of sensors 
situated within the same laboratory, or in several 
adjacent rooms. In many scientific and industrial 
control applications performed measurements are 
quasi-static, in the sense that the measured quantity is 
not expected to change by amount exceeding system 
resolution between two subsequent measurements, 
that is, only stationary signal values are of interest 
and transitional parts of the signal are less important. 
These applications are thus not bandwidth-
demanding and corresponding multi-sensor system 
can be implemented over a relatively low speed data 
transmission medium. 

Below we will show how such network can be 
implemented with a very simple three-wire serial 
connection. Particularly, RS232 [8] is a viable 
alternative to other, more complex serial interfaces in 
this regard. 
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Despite its venerable age (50 years at the time of 
this writing), RS232 serial interface is still in the 
widespread use. Virtually all contemporary 
measurement and control instrumentation still comes 
equipped with RS232 compliant communication 
ports. Although nowadays the interface is rarely 
supported out-of-the-box by home and office use 
oriented equipment, adaptors for connecting RS232 
capable devices to the modern extension interfaces, 
such as USB, PCI and PCI Express, are readily 
available [9–13]. 

The RS232 standard limits interface cable 
capacitance, which in its turn determines maximum 
network segment length. With the commonly 
available shielded cables network area coverage of 
about 100 m2 can be expected [14, Chapter 3], and if 
longer network segments are necessary either special 
low-capacitance cables or active signal repeaters can 
be used, whichever appears more suitable and less 
expensive. The original standard covered 
transmission speeds up to 20 kbit/s, but modern 
implementations offer significantly faster 
communication capabilities. Most of the 
commercially available PCI and PCI Express RS232 
adaptors are rated up to 115.2 kbit/s speeds, while 
industrial solutions provide transmission speeds up to 
900 kbit/s [10, 13], and the rates as high as 3 Mbit/s 
are technically possible [15], albeit with lower 
signaling voltage levels and shorter link distances. 
The latter already comes close to 10 Mbit/s Ethernet, 
especially considering the associated protocol 
overheads. 

Wide acceptance by industry and long life of 
RS232 are, of course, not accidental. The interface 
features sturdy mechanical attachment with D-
subminiature connectors, small number of wires 
(three wires in minimal configuration), asynchronous 
transmission, high electromagnetic interference 
tolerance due to relatively high signaling voltage 
levels and dual polarity thereof, and very simple 
signaling logic. RS232 transceiver hardware is simple 
and easy to implement with either discrete 
components or with available integrated circuit 
solutions. Probably the most important factor for 
long-withstanding popularity is the ease of software 
control of RS232 attached devices, as the core 
software support for the interface is built-in into all 
popular operating system kernels. 

At the first glance, it seems that multiple 
communication ports on the host side would be 
necessary to connect multiple devices. This may 
appear inconvenient, or even prohibitive to the 
system design, due to the connector bulkiness and 
limited number of both available ports and expansion 
bus slots for additional adaptors installation. 
However, it is in fact possible to connect virtually 
unlimited (in practice, of course, it will be restricted 
by available bandwidth and physical segment length 
limitations) number of data acquisition points to the 
host via one communication port, overcoming 
multiple port requirement by the use of ring network 
topology and duplex transmission peculiarities. 

In this work we describe the means of organizing 
the small-scale local area wired sensor network 
controlled by a single host, utilizing only a single 
communication port for data transmission. Although 
presented architecture employs RS232 as physical 
layer, proposed general principles can be applied to 
any serial interface that allows direct peer-to-peer 
unidirectional communication. 

 
 
2. Network Topology 
 

The simple unidirectional ring network with 
straightforward routing allows to connect 
theoretically unlimited number of data sourcing 
devices to the host equipped with only two – one 
incoming and one outgoing – data terminals. This 
network topology is shown schematically in Fig. 2. 
 
 

 
 
 

Fig. 2. Serial link ring network topology. 
 
 

The RS232 physical connection layer ideally suits 
this logical structure, as data transmission is 
asynchronous and it is possible to physically 
(spatially) separate the transmission and reception 
lines. Thus the only non-standard hardware needed to 
implement this ring network with RS232 is a set of 
specific cables (Fig. 3). All cables use standard DE-9 
type connectors [16]. Corresponding internal 
structure of a network node is shown in Fig. 4, and 
schematic of the physical device attachment is shown 
in Fig. 5. 

Notice that the loopback from TxD pin at the 
device output port to the TxD pin at the input port 
allows to use conventional 3-wire RS232 cable for 
device attachment when only a single device needs to 
be connected to the host. Of course, the special split 
cable (Fig. 3, top) can be used for this purpose as 
well. Also note that only one pair of connectors in the 
split cable connects the common (ground) wire. This 
is done to avoid formation of ground loops, since the 
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ground pins of input and output ports of each device 
are already internally connected (see Fig. 4). 

Devices designed in accordance with Fig. 4 
schematic along with interconnections depicted in 
Fig. 5 form the physical layer of the multipoint serial 
bus. Note that in this paper we use terms “bus” and 
“network” interchangeably, that is “bus” is 
interpreted in general sense as a combination of 
physical and logical means of digital data 
transmission between the endpoints (nodes) and the 
host, and not as a specific case of network topology. 

Since only three wires are used for physical 
connection, no hardware handshake as defined by 
standard [8] is utilized. The data flow is controlled 
through bus timeouts, status codes issued by 
connected devices in return to the host requests, and 
cyclic redundancy check (CRC) codes for data 
integrity verification. 

During the normal bus operation, data packets 
originated at the host travel sequentially through each 
connected device. The devices act as active buffers 
electrically, and perform modifications to the data 
packet contents in accordance to the host requests on 
logical level. The packet containing modified or new 
data finally arrives to the host data reception 
terminal, where it is being interpreted and processed 
by the data registration and management software 
running on the host. Next section describes the means 
of logical data flow control in the proposed 
architecture in detail. 
 
 
3. Protocol Outline 
 

Variety of communication protocols can be 
applied on top of the described above physical 
topology to form the logical network layer. The 
protocol variant presented below is simple yet 
sufficient for the basic bus arbitration and payload 
transmission needs. 

The logical bus structure is hierarchical, with the 
host acting as master client and all devices connected 
to the bus acting as slave servers with equal priority. 
All bus transactions are originated at the host. The 
host prepares and issues the data/control packet 
formatted in accordance with Fig. 6. Particular format 
of the packet fields is implementation dependent. It is 
convenient from the software standpoint to use fixed 
length packets for all transactions, but this is not 
mandatory. 

Two types of transactions are possible on the bus: 
peer targeted and broadcast. Peer targeted transaction 
carries the request addressed to the particular device, 
like the data acquisition request. Broadcast 
transactions are used to deliver identical information 
or request to all devices connected to the bus, like the 
firmware or hardware reconfiguration requests, 
transmission mode change requests etc. Broadcast 
transactions are distinguished by specific value in the 
device address field of the data/control packet, which 
cannot be assigned as the actual valid device address. 

It is particularly convenient to use address zero for 
this purpose. 
 
 

 
 

Fig. 3. Device attachment cables. 
 
 

 
 

Fig. 4. Internal structure of the network node. 
 
 

 
 

Fig. 5. Physical network layout. DE-9P designate pin 
connectors, DE-9S designate socket connectors; ground 

wires are not shown. 
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Device 
address 

Host 
command/request 

code 

Payload 
data 

Device 
status/return 

code 

Control code 
(checksum) 

 
Fig. 6. Data packet structure. 

 
 

Initially, after the host power-up and the bus 
control software startup, the number of devices 
connected to the bus, as well as their respective 
addresses, is undetermined. To set up the bus 
configuration, the device enumeration transaction is 
broadcasted by the host. The payload field for this 
transaction initially contains zero. In response to 
enumeration request, each device reads the payload 
value from the received packet, increases this number 
by one and stores the result as its own address, then 
writes it to the payload field and sends the amended 
packet down to the next device on the ring. 

Since the packet is being processed by all devices 
connected to the bus in sequence, when it finally 
arrives to the host the payload field contains the 
number of devices connected, and each device has its 
unique address assigned (assuming there were no 
transmission errors). After this procedure is complete, 
the host can exchange data with each device 
individually by targeting it with its specific address. 

When the packet arrives to the server peer whose 
address is indicated in the corresponding packet field, 
the peer interprets the payload field in accordance to 
the code specified in the command/request field, 
modifies the payload field with new data if necessary, 
accordingly amends the control code field and 
transmits the modified packet down to the next 
device on bus. If an unrecoverable error condition 
arises during the packet reception or processing (this 
includes transmission errors detected by CRC), the 
device that encounters error condition puts 
corresponding error code to the status field and its 
own address to the address field. This way, all 
subsequent devices are effectively excluded from 
transaction and the host receives point of failure 
(POF) address along with the error code. 

Particular set of command codes, status codes and 
control code computation method depend on the 
application requirements and constraints imposed by 
implementation specifics. The few general rules 
described above allow to implement arbitrarily 
complex schemes of interaction between the host and 
the peers. It has to be taken in consideration though, 
that due to the sequential structure of the bus the 
packet delivery time may depend on the targeted 
device address – generally, the further is the peer 
position on the ring relative to host, the longer it 
might take for a request packet to arrive to it, and the 
overall time required for a packet to return to the host 
may depend on the number of devices connected to 
the bus. These issues can become important in 
applications that demand strict timing and 
synchronization of data exchange. This will be 
discussed further in section 5. 

4. Resilience Considerations 
 

Network resilience is determined by its automatic 
reconfiguration ability and node fault tolerance. The 
resilient network must be able to automatically (that 
is, as a part of normal workflow) or semi-
automatically (with a scheduled human operator 
intervention) reconfigure itself when the network 
composition changes due to external, as related to the 
host, circumstances. Such changes may include 
attachment of the new nodes, detachment or 
replacement of existing nodes, and malfunction of 
one or more of the existing nodes preventing them 
from communication with the host. 

The well-known drawback of the simplistic ring 
topology is that a single node failure resulting in 
inability of the said node to receive or transmit data 
leads to the global failure of the network, as every 
node connectivity depends on every others, and there 
are no alternative routing paths. This is an 
architectural flaw and it cannot be worked around 
without modifying the topology itself. However, if 
the device detachment and reattachment is performed 
in a timely manner, the host can recognize the 
resulting temporary failure as a standard workflow 
situation and perform the network reconfiguration 
attempt as needed. By the same means, the non-
scheduled accidental failures can be recognized as 
such, and the POF detection can be performed with a 
minor extension of the bus arbitration protocol 
described above. 

 
 

4.1. Hot-swap and Hot-plug Capabilities 
 

Since the bus does not contain power supply lines 
(devices are powered either individually or from 
dedicated common power supply source), physical 
detachment and attachment of devices can be trivially 
performed during the normal bus operation – 
virtually the only precaution to be taken is the 
properly implemented static discharge protection in 
transceivers. The resulting temporary interruptions in 
traffic flow can be detected by the host and acted 
upon accordingly, as described below. 

If one of the nodes has to be excluded from the 
network, either the corresponding two segments must 
be merged into a singe one by cable replacement, or 
the corresponding device has to be replaced with a 
signal repeater. The first scenario may appear more 
time consuming as it might require physical 
re-arrangement of devices, depending on the original 
network layout and length of the segments being 
merged. The second method is more suitable for in-
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place reconfiguration, considering that the passive 
repeater can be formed by simply connecting together 
the socket and pin connectors of the input and output 
cables formerly used to attach the device being 
removed (type 2 cables shown in Fig. 3). Care should 
be taken though not to exceed the maximum allowed 
segment length dictated by the cable capacitance. In 
the latter case, an active repeater should be used 
instead of the simple passive segments connection. 

The network failures are detected by bus 
timeouts. When the host transmits data packet to the 
first device on bus, it expects to receive it back from 
the last device on bus during the predefined time 
interval. The exact amount of time to wait is 
determined by application needs and implementation 
specifics. At the very least, timeout interval should 
depend on transmission speed, number of devices on 
bus, and expected maximum delay caused by 
necessary packet processing within each device. 

When the host detects bus timeout, it waits for the 
predefined period of time (retry interval) and then 
performs transaction retry. If the retry also results in 
bus timeout, the cycle can be repeated. Timeout 
interval Tbus_timeout, retry interval Tretry and number of 
retries Nretry can be considered the network 
configuration parameters and should be individually 
optimized for every particular use case. If the 
transaction retry finally succeeds, the host is thus 
notified of reconfiguration necessity and issues 
device re-enumeration sequence, then performs other 
device-specific reconfiguration routines as needed. If 
maximum amount of retries is reached and no 
successful transactions could be performed, the host 
declares bus disruption and issues corresponding 
notification message to operator. Thus the scheduled 
temporary device detachment must not last longer 
than the sum of retry and timeout intervals multiplied 
by maximum allowed number of retries. 

In the networks with low traffic, the temporary 
device detachment situation can “slip-through” 
between the regular transactions and pass unnoticed 
by the host. In this case, one or more of the three 
possible misconfiguration problems can occur: 1) at 
least one non-enumerated device is connected to the 
network in addition to the previously attached 
devices; 2) at least one of the previously attached 
devices is replaced by the new, non-enumerated 
device; 3) at least one of the devices was 
disconnected (detached and replaced with a repeater). 
All these situations can be automatically detected and 
resolved on the logical protocol level. 
 
 
4.1.1. Resolving the Extra Device Attachment 
 

Since an extra device does not have its address 
configured, it will only respond to broadcast 
transactions, and re-transmit all other data packets 
unaltered. As the rest of the devices connected to the 
bus still have their appropriate addresses assigned 
during initial enumeration, there is no way for the 
host to notice the appearance of additional peer 

unless it is explicitly queried with the specific 
broadcast transaction. Thus one possible way to 
resolve this misconfiguration problem is to program 
the host to perform broadcast re-enumeration or ping 
transactions periodically in accordance with 
predefined schedule. Note that this method can also 
be used to resolve any of the other mentioned 
misconfigurations. The drawback is that a certain, 
although likely relatively small, percent of bandwidth 
must be reserved for said periodic transactions. 

Another, more economical bandwidth-wise, 
method can be implemented by extending the above 
described communication protocol with the addition 
of special beacon transactions initiated by devices, as 
opposed to usual data transfer and control 
transactions initiated by the host. If a device 
connected to the bus does not receive any packets 
with its target address, or only receives broadcast 
packets, for a predetermined period of time, it starts 
to periodically emit beacon packets to notify the host 
about its presence on the bus. The beacon packet 
payload field contains the originator address (it may 
also contain additional application-specific data, like 
e.g. the device type, serial number etc). If the beacon 
packet was issued by the non-enumerated device, the 
payload field contains zero, and the host thus 
becomes aware of misconfiguration, issues 
notification message to operator and initiates the 
re-enumeration routine. 

The same beacon packet mechanism can be used 
for POF detection, as will be shown in the next 
subsection. 
 
 
4.1.2. Resolving the Device Replacement 
 

Replacement of one of the devices connected to 
the bus with a new non-enumerated one causes 
disappearance of one of the previously configured 
addresses from the node address list and appearance 
of the non-configured node responding only to the 
broadcast transactions in its place. This situation can 
be resolved as follows: when issuing the data packet 
targeted to specific peer, the host fills the status field 
with the special code indicating that the packed went 
unprocessed. When the packet is received and 
properly processed by the target peer, the latter 
replaces this code with the code indicating successful 
request completion (or respective error condition, if 
any arises). If the peer is not present on the bus, the 
packet returns to the host with the status field 
unaltered. The host thus becomes aware that the peer 
is no longer accessible by that address, notifies 
operator and initiates re-enumeration routine. 
 
 
4.1.3. Resolving the Device Removal 
 

From the host point of view this situation is 
identical to the device replacement situation 
discussed above, as the removed node simply stops 
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processing the packets targeted to its previously 
configured address. 

Alternatively to the automated misconfiguration 
detection methods described in this subsection, the 
network activity can be suspended by operator 
through the control software running on the host 
before the network reconfiguration procedures take 
place and resumed afterwards. In this case the host is 
notified of reconfiguration necessity directly by 
operator actions, and performs necessary 
reconfiguration routines as needed. 

On a final note, it has to be kept in mind when 
implementing the host software, that after 
re-enumeration of the devices on bus, the host must 
keep track of the previous address assignments to 
maintain the logical link between the virtual device 
position in the network, which is related to its 
physical location, and its current network address, so 
that the data source channel numeration stays correct 
during the entire data acquisition session regardless 
of the possible network reconfigurations. 
 
 
4.2. Failure Diagnostics 
 

As has been mentioned above, for the considered 
network topology any node failure that results in 
inability of said node to receive or transmit data is 
fatal, as the entire network becomes inoperable. On 
the other hand, any sort of failure which keeps the 
nodes reception and transmission capabilities intact is 
non-critical in the sense that it does not affect the 
operation of other nodes. Besides, the situation when 
the packet reception/transmission unit within the 

device is still working while the packet processing 
unit has failed is very unlikely to happen, unless said 
units are implemented with two physically separate 
controllers. If, however, such situation emerges, both 
the fact of failure and its source point can be detected 
by the host either by persisting CRC code mismatch 
(the POF position in this case is deduced from the 
data packet address field as described in section 4), or 
by disappearance of the targeted peer from the bus 
(as described in subsection 4.1). 

While it is impossible to achieve critical failure 
tolerance in a simple ring network without 
introduction of the additional physical connections 
between nodes, it is however possible to provide the 
automated means for POF detection by utilizing the 
same beacon transaction mechanism as described in 
previous subsection. 

Like the bus timeout interval and retry interval, 
beacon timeout Tbeacon_timeout and beacon repetition 
period Tbeacon are the network configuration 
parameters that have to be optimized for every 
particular application. However, in order for 
proposed failure detection mechanisms to operate 
properly, certain relations must hold between the 
Tbus_timeout, Tretry, Tbeacon_timeout and Tbeacon. One possible 
way to ensure the proper failure detection is to 
arrange the timeout and repetition intervals as 
follows: 
 
Tbus_timeout < Tbeacon_timeout < (Tbus_timeout + Tretry), 

Tbeacon = Tretry. 
(1) 

 
This arrangement is illustrated in Fig. 7. 

 
 

 
 

Fig. 7. Relation between the bus timing parameters. 
 
 
 

It also has to be ensured that the Tbeacon = Tretry is 
greater than the maximum possible transaction time, 
that is, the time needed to cycle a single packet from 
the host serial port output to the host serial port input. 

During the normal bus operation, all devices are 
periodically queried by the host for data collection. 
When the node receives a packet targeted to its 
address, it resets its internal beacon timeout timer. 
Thus normally beacon transactions are only initiated 
occasionally, if ever. 

If one of the network segments ceases to transmit, 
either because of the node (device) failure or the link 
(cable) failure, all devices situated further on the ring 
stop receiving packets. Their beacon timeout timers 
thus never reset, and eventually all of the nodes 
following the POF detect beacon timeout condition 
and start to transmit beacon packets. 

The host meanwhile detects bus timeout since the 
ring is broken, and initiates the transaction retry 
cycle. Unless the failure was temporary and the 
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network structure was restored before the passage of 
Tbeacon_timeout, the host should receive a burst of beacon 
packets from the devices connected to the bus below 
the POF location. By analyzing the origin addresses 
of the received beacon packets, the host is able to 
determine the POF location. It then continues to 
perform transaction retries until one of the retries 
succeed or until the predetermined number of 
unsuccessful retries Nretry is reached. If the transaction 
retry succeeds, the host initiates the device re-
enumeration and associated re-configuration routines. 
If the maximum allowed number of retries is reached, 
the host reports failure condition along with the 
obtained POF location to operator. If neither 
successful transaction retry could be performed, nor 
any beacon packets were received by the host during 
the retry cycle, the host declares bus disruption and 
issues corresponding notification message to 
operator. The bus disruption condition thus can be 
caused either by unrecoverable failure at the last 
network segment (in the last device on bus, or in the 
link between the last device and the host), or by 
simultaneous failure of all network segments (e.g. 
due to the common power source failure). 

Once the POF location has been determined, the 
exact nature of failure can be found out by on-site 
examination and corresponding recovery actions can 
be performed. 
 
 
5. Bandwidth and Timing Considerations 
 

The described protocol allows connection of 
virtually unlimited number of devices (limited only 
by the length of address field in the data packet). In 
practice the main limiting factor for the network size 
buildup is the increasing transaction delay, or in other 
words, the bus latency. The latter depends on a 
variety of factors: the physical layer data 
transmission rate, the packet processing time within 
each device, and the packet reception and 
transmission order – overlapped or non-overlapped. 

Although data flow within the network ring is 
unidirectional, the communication must not 
necessarily be half-duplex; that is, the host does not 
have to wait for reception of a complete data packet 
before sending out the next one, if it has such 
capability. Likewise, any device connected to the 
network is allowed to simultaneously transmit and 
receive data. 

The network therefore can operate in either of the 
two general packet transmission modes, hereby 
designated as pedantic mode and streaming mode. In 
pedantic mode, each node retransmits the data packet 
only after its reception is complete and control code 
verified, even if the packet is targeted towards a 
different peer. In streaming mode, the node only 
processes packets that are targeted to its address (or 
broadcast), and retransmits all other packets instantly 
without intermediate buffering. Note that the latter is 
possible because the address field is received before 
the rest of the packet data. 

Pedantic mode provides maximum reliability and 
data integrity, while streaming mode provides higher 
data exchange rate at the cost of increased probability 
of data corruption. The time T required to transmit a 
single packet through the bus (that is, the bus latency) 
in pedantic mode depends, beside the other factors, 
on the number of connected devices, while in 
streaming mode it is determined primarily by the 
transmission baudrate. If we assume that the delay 
caused by packet processing within each device is 
negligibly small relatively to the data transmission 
speed, we can write the following expressions for 
transaction times: 
 

B

P
NTp )1(   (2) 

 
for pedantic mode and 
 

B

P
Ts 2  (3) 

 
for streaming mode, where N is the number of 
connected devices, P is the packet size in bits 
(including framing bits) and B is the data 
transmission baudrate. 

The maximum allowed bus query rate (that is, the 
maximum frequency at which the host can retrieve 
the data from all connected devices) depends also on 
the packet scheduling algorithm implemented in the 
host software. This algorithm, similarly to the bus 
operation mode, can also be pedantic or streaming. If 
transmission and reception procedures are sequential 
and the packets are not queued, the minimum query 
period is determined by the number of devices on 
bus: 
 

Qp = N·T. (4) 
 
If the transmission and reception procedures can run 
in parallel and the packets are queued in the FIFO 
buffers, the host can transmit the next packet without 
waiting for the reception of the previously issued one. 
In this case query period can be diminished to 
 

T
B

P
NQs  )1( . (5) 

 
Thus in the slowest operation mode the minimum bus 
query period is 
 

B

P
NNQp )1(   (6) 

 
and in the fastest mode it can be decreased by factor 
of N: 
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P
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Values (6) and (7) along with the internal 
buffering capabilities of connected devices determine 
the maximum possible data sampling rate. 

In multisensor applications synchronous 
measurement (simultaneous reading from multiple 
channels) is often required. In the proposed 
architecture true direct synchronous sampling is not 
possible due to sequential nature of queries. The 
synchronous sampling still can be implemented if 
timing information is included in the payload along 
with the sampled data. The easiest way is for each 
device to perform sampling continuously with 
predetermined frequency, buffer the sampled data and 
then transfer the delay Tsampling_delay between the actual 
moment of sampling and the moment of sampled data 
deployment along with the data when acquisition 
query arrives. By knowing this delay, the device 
location on the bus, and associated transmission 
delays, the host can estimate the actual time of 
sampling. The pseudo-synchronous sampling then 
can be performed by extrapolating or interpolating 
the data values at the required time point. 

If more precise synchronization is required, it can 
be achieved by equipping each device with an 
independent real time clock of desired resolution. The 
host then can schedule synchronous acquisition by 
setting the absolute moment of sampling with a 
broadcast transaction, and retrieving the stored 
sampled data from each device after the preset 
sampling moment passes. 

Practical possibility of optimal bandwidth 
utilization closely depends on the data transmission 
modes available in physical network layer. The 
network can be built with half-duplex connections 
only, but this is not a requirement. A mixture of half-
duplex and full-duplex connections can be used in 
different network segments – this can potentially 
degrade performance, but the network will remain 
functional, and no specific changes to the protocol 
are needed to reckon with such situation. 

The same holds for data transmission rates – the 
baudrate must not necessarily be equal in all network 
segments, so the reception and transmission rates of a 
given node can be different. However, such 
heterogeneous network, while still functional, poses 
potential reliability problems, namely: the half-
duplex segments can cause data loss, since the node 
can not receive data while transmitting, and in simple 
two-wire interconnection configuration there is no 
feedback route to indicate that the node is not ready 
to receive; different transmission rates on different 
segments can lead to bus congestion and, 
consequently, data loss if the node receives data at 
the higher rate that it can transmit, and there is not 
enough buffering space available within the receiving 
device. Particularly, the beacon transaction 
mechanism is likely to fail in the network containing 
half-duplex segments if several nodes start beacon 
packet transmission simultaneously. 

To overcome these difficulties, certain 
precautions must be taken and corresponding 
restrictions applied to the data exchange protocol. 

First of all, the host has to determine if the bus is 
heterogeneous by querying each device of its 
capabilities – whether it is capable of full-duplex 
transmission, what are the maximum allowed 
reception and transmission rates and whether these 
rates can be configured or they are fixed. The 
enumeration and query transactions themselves must 
be performed in pedantic mode at the lowest 
predetermined rate with sufficiently long pauses 
between the packet transmissions. Obviously, each of 
the connected devices must accept incoming 
transmissions at a certain preconfigured minimum 
baudrate. If no a priori information is available on 
the capabilities of the attached devices, the host must 
negotiate appropriate transmission rate by means of 
trial and error. 

Once the capabilities of each node are 
determined, the host can select appropriate data 
exchange mode. If the network appears to contain 
half-duplex segments, the pedantic mode should be 
used for all transactions. To ensure reliability of 
beacon transactions, the host then must configure the 
beacon transaction timing parameters Tbeacon_timeout 
and Tbeacon individually for each device, and the 
parameter values should be set so that no overlapping 
of beacon packets is ensured. 

For maximum data exchange reliability and 
optimal bandwidth utilization, it is recommended to 
implement homogenous networks with full-duplex 
transmission at the equal baudrate in all segments 
whenever possible. In this case the possibility of data 
loss due to bus congestion is virtually excluded as 
long as each device has internal buffer capable to 
hold at least one incoming packet. 
 
 
6. Application Example 
 

The described network architecture was used in 
our implementation of the multichannel enzymatic 
biosensor system [17, 18], as a modular alternative to 
the previously designed monolithic version [19, 20]. 

General view of the working prototype is shown 
in Fig. 8. Each node consists of the two-channel 
single crystal ion-sensitive field-effect transistor, with 
one or both channels modified with the bioselective 
enzymatic membrane, connected to the secondary 
transducer containing the sensor signal measurement 
circuitry, analog to digital converters, integrated 
controller and RS232 transceivers. The network in 
current implementation operates at the baudrate of 
19200 bits per second in half-duplex mode. 

Devices provide effective data sampling rate of 
five samples per second (with internal oversampling 
and digital filtering). This is sufficient for the 
application purposes as the measurements are 
essentially static. Data exchange protocol uses 
packets of fixed size with the 8-bit address, request 
code, status code and control code fields and 64-bit 
payload field. Together with framing bits this 
amounts to the raw packet size of 120 bits, thus up to 
five devices can be connected to the bus without 
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synchronization loss, and with an addition of the full-
duplex streaming mode of operation this limit can be 
increased to 31 without changing the baudrate. 

Although the current implementation does not 
incorporate advanced data flow control features 
described in section 4, they can be added in case of 
necessity since the secondary transducer controllers 
are in-system programmable. 

The developed multichannel system was 
successfully used for sensors characterization. 

 
 

7. Conclusion 
 

Despite the relative simplicity of structure and 
implementation, described architecture is suitable as 
a replacement for both traditional multichannel 
systems and for sensor networks that utilize more 

complex data exchange protocols and data 
transmission media layers, and can be used to build 
multi-sensor setups of small to medium complexity. 
If no spatial separation of data acquisition points is 
required, the proposed architecture can also be used 
to form the local interconnection bus in a stacked 
board design. As has been shown in this work, it is 
possible to partially overcome the lack of robustness 
inherent to simplistic ring network topology by 
means of the appropriate protocol conventions. This 
way, the system can be made scalable and, while not 
totally failure-tolerant, capable of semi-automated 
failure detection and diagnostics. The general 
principles expounded in this paper can be as well 
applied to the sensor networks built upon different 
physical data link layers but having similar logical 
topology. 

 
 

 
 

Fig. 8. Working prototype of the pH-sensor network with three physical points and six data acquisition channels, connected 
through a USB-to-RS232 adaptor to the PC-compatible laptop acting as a host. 
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