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Abstract: 3D SIFP (3 dimensional scale invariant features points) can embody the great changes in video both 
in spatial and temporal domain, which can assure the stability against spatial and temporal attacks. As a result, 
they enforce the robustness of video watermarking. In this paper, a novel video watermarking scheme exploiting 
3D SIFP in DCT (Discrete Cosine Transform) domain is proposed. We establish the 3D difference of Gaussian 
pyramid (3D DoGP) and 3D Hessian matrix to locate the 3D SIFP, which are selected by global and local steps. 
All global SIFP are ordered in ascending order according to their 3D Hessian matrix response values, and SIFP 
corresponding to the first several global response values are selected to maintain the stability. Afterwards, the 
SIFP with the largest local response value in detected frame are selected as the center to generate the square 
embedding region. The region is transformed into DCT domain, and the ZigZag scanned mid-frequency 
coefficients are segmented to embed the watermark by using modified odd-even quantization. Experimental 
results show that the proposed scheme guarantees high peak signal to noise ratio (PSNR), and is very robust 
against noising, filtering, JPEG compression, frame swapping, frame insert, frame dropping, scaling etc. 
Copyright © 2014 IFSA Publishing, S. L. 
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1. Introduction 

 

The prosperity and development of modern digital 
video technology, computer and network facilitates 
every aspect in human life, whereas it leads to the 
issue of video protection. Many illegal versions of 
videos can be found on the Internet, in theaters or on 
the supermarkets. These behaviors destroy the digital 
video industries. Therefore, many video producers 
use copyright protection technologies as 

countermeasures against illegal propagation. Digital 
video watermarking technology seems to meet the 
requirements of the digital video in terms of 
copyright protection. Actually, for protecting and 
enforcing the intellectual property rights (IPR), video 
watermarking technology plays a more and more 
important role in many fields, including copy control, 
surveillance, content authentication, covert 
communications [1-3]. 

Up to now, many watermarking algorithms have 
been published in the literature [4-6]. Traditional 
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video watermarking schemes consider video frames 
as still images, which were derived from digital 
image watermarking. Using secure spread spectrum 
scheme in video watermarking has been generalized 
in many methods. Recently, schemes using 3-D 
transform have been widely used in video 
watermarking, such as the 3D-DWT, 3D-DCT and 
3D-DFT. Most of the present video watermarking 
algorithms maintain good visual fidelity and 
robustness against common signal processing and 
have been reported in the literature. However, there 
still exists some attack styles for video watermarking 
to be conquered. 

For video data, the temporal synchronization is 
crucial to maintain the order of frames, which is still 
a puzzle in video watermarking. Furthermore, 
robustness against scaling attack attracts more and 
more eyes. To our knowledge, video watermarking 
schemes meeting the requirements of spatio-temporal 
and scaling attacks at the same time have not  
been published.  

The detection of robust spatio-temporal feature 
points in a video is important for many applications 
such as video interpretation, video tracking and act 
recognition [7, 8]. Many interesting events in video 
are characterized by strong variations of the data in 
both the spatial and the temporal dimensions. These 
space-time feature points reveal the intrinsic structure 
of video including the spatial and temporal 
dimension, which can be seen as a potential solution 
for temporal synchronization in video watermarking 
while preserving the advantage in spatial domain. 
Whereas it seems to be not sufficient enough to 
applying space-time feature points to the video 
watermarking. To our knowledge, only several 
papers that employed the feature points in video 
watermarking have been published [9, 10]. In [9], 
Yang et al. proposed to take advantage of the feature 
points of synchronization frame obtained by space-
time feature points detection to recover the attacked 
digital watermarking video sequences. However they 
exploit mainly the temporal characteristic and ignore 
the information in spatial domain which degrades the 
performance. In [10], Bi et al. proposed to select only 
one most stable feature point to generate the square 
embedding region according to the response in DCT-
SVD domain, which saves the computation time and 
improves the robustness at the same time. However, 
their scheme does not possess the resistance against 
scaling attack. As for the robustness against the 
scaling, much work has been done for image 
watermarking, little work for video watermarking has 
been reported. These reveal that the watermarking 
performance can be further improved to a  
certain extent. 

In this paper, we propose a novel robust video 
watermarking scheme employing 3D SIFP (3 
dimensional space-time scale invariant feature 
points). Property of scale invariance assures the 
robustness against scaling attack. On the other hand, 
space-time feature points are detected to provide the 
embedding frame index, inner-frame coordinates and 

response values. The square regions are generated 
based on the largest response value, where the 
watermark is embedded in DCT domain. The 
quantization embedding assures the blind extraction.  

The outline of the rest of the paper is as follows. 
In section 2, we descript the 3D SIFP detection 
scheme. We establish the 3D Difference of Gaussian 
pyramid, and descript the location of feature points 
by 3D Hessian matrix. In section 3, the proposed 
watermarking scheme is presented, we give the 
embedding and extraction of the watermarking. In 
section 4, some experimental results are mentioned. 
Finally, conclusions are given. 
 
 
2. Detection of 3D SIFP (3 Dimensional 

Scale Invariant Feature Points) 
 

3D scale invariant feature points (SIFP) are 
important for videos. Since our scheme is related 
with the 3D SIFP features proposed by Warren 
Cheung et al in 2007, we briefly describe their 
method that extends 2D SIFT in the spatial domain 
into the spatio-temporal domain [11]. 

DoG filtering has been previously used 
successfully, indicating that extrema in DoG may 
also embody salient features. SIFP and its extensions 
have been previously applied for object recognition 
and have been shown to be most resistant against 
common image deformations, especially stability 
under arbitrary affine transformations [12]. To 
achieve invariance to video scaling, we use a 
multilevel pyramid extending that of 2D SIFT [13].  

The scale space representation of a 3D video can 
be defined as a function, produced from  
the convolution 
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The scale space is divided into a series of voxels 

and each voxel is divided into a series of levels. Each 
level is a scale video. The relationship between two 
adjacent voxels is that the first level in the upper 
voxel is gotten by 2 down-sampling the last level in 
the lower voxel. The first level in the lowest voxel is 
just V . That is to say, this yields a layer for the 
original video, a layer of half-sized videos, quarter-
sized, and so on. To be specific, first, we generate a 
series of Gaussian filtered videos from the first video 

using sigma =  , k , 2k . A DoG video at scale 

ik  is generated from the difference of 

neighbouring filtered videos at scales ik  and 
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1ik . This forms a pyramid-like structure of 
Gaussian scale space. 

It is efficient to detect stable feature point 
locations in the scale space using extrema out of the 
convolution of the difference of Gaussian (DoG) 
function with the video.  

After the Gaussian pyramid is created, in each 
voxel every level is subtracted from its adjacent level 
to compute the difference of Gaussian  
(DOG) function:  

 
 

3 3 3( , , , ) ( , , , ) ( , , , )D D DD x y t L x y t k L x y t    , (3) 

 
Thus we get a DOG pyramid scale space, see  

in Fig. 1.  

 

 

 
 

Fig. 1. Scale space representation. 

 

 
For each pyramid level, we locate extrema in our 

approximation of DoG space. Each voxel of a DoG 
video is compared against the neighbouring voxels 
immediately adjacent, its corresponding 8 voxel 
neighbours in the same level scale, 9 voxel in the 
scale above and the corresponding 9 voxel in the 
scale below and others in the diagonal direction. That 
is, for a video, there are a total of 80 neighbours to be 
checked. (see in Fig. 2). 

The candidate feature points are then detected as 
local minima or maxima in the 3 DoG videos, across 
3D location and scale (which thus requires 2 extra 
scale levels). 

 
 

Fig. 2. Location of extrema. 
 
 

After the detection of scale-space extrema in 2D 
SIFT, we obtained the scale invariant feature points. 
However, these points do not necessarily embody the 
strong variations of the data along both the spatial 
and the temporal dimensions in video.  

Due to the large amount of DoG extrema detected 
in videos, we believed that the extension of the finer 
filtering was also important and necessary. This 
includes the removal of edge-like features, by testing 
the relative ratios of 3D Hessian eigenvalues, which 
can also preserve the feature points with  
great variations. 

Similarly to the 2D case, the principal curvatures 
in video are proportional to the eigenvalues of a  
3-by-3 spatio-temporal second-moment extended 
Hessian matrix composed of first order spatial and 
temporal derivatives averaged with a Gaussian kernel 
function ),;( 22

llg  . We can generalize equation (1). 

Starting from a spatio-temporal sequence 
RRRf 2: , a spatio-temporal linear scale space 

representation RRRRL 22:   can be obtained by 

convoluting f  with a Gaussian kernel. 
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l  are spatial variance and temporal 
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Where the spatio-temporal Gaussian kernel is 
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where the integration scales are 22
li s   and 

22
li s  , while the first order derivatives are 
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defined as )*(),,( 22 fgL ll    . Actually, this 

matrix is computed from finite differences at the 
location and scale of the feature point. 

To select feature points, regions in f  having 

significant eigenvalues 1 , 2 , 3  of   are 

searched. Extending the 2D Harris corner function in 
the spatial domain into the spatio-temporal domain, 
the strength of each feature point at a certain scale is 
then computed by the extended Harris corner 
function which is defined as 
 

 )()det( 3  tracekH   
3

321321 )(   k , 
(7) 

 
where )det(  and )(trace  are determination  

and trace of   respectively. k  is a tunable 

sensitivity parameter. 
According to the condition 0H , k  can be 

determined. For some values of k , positive local 

maxima of H  correspond to points with high 
variation of the image gray-values in both the spatial 
and the temporal dimensions. Thus, spatio-temporal 
feature points of f , which embody scale invariance 

and great variations along the spatial and temporal 
dimension, can be found by detecting local positive 
spatio-temporal maxima in H . In this paper, k  is 
set to be 0.001. 

Furthermore, to achieve invariance to video 
orientations, the next step is to compute the overall 
orientation of the neighborhood. 

In 3D spatio-temporal domain ( x , y  and t ), the 

gradient magnitude and orientations are given: 
 

 222
3 ),,( tyxD LLLtyxm   (8) 

 

 )arctan(),,(3 xyD LLtyx   (9) 
 

 )arctan(),,( 22
3 yxtD LLLtyx  , (10) 

 
where ),,1(),,1( tyxLtyxLLx  ,  

),1,(),1,( tyxLtyxLLy   and  

)1,,()1,,(  tyxLtyxLLt
. 

Where D3  represents the angle away from the 

2D plane. Furthermore, it can be observed that each 
pixel now has two values which represent the 
direction of the gradient in three dimensions. 

Afterwards, we divide D3  and D3  into equally 

sized bins (creating meridians and parallels) and 
creating a 2D histogram, which will be discussed in a 
forthcoming accompany paper. 
 
 
3. Proposed Watermarking Scheme 
 

3D SIFP represent the inherent property of video, 
which can survive against common spatial and 
temporal attacks, especially against the scaling attack 
due to the scale invariance of the 3D SIFP. 
Furthermore, watermarking scheme in DCT domain 
can resist against common signal processing and 
JPEG compression attacks. 

The overall structure of the proposed 
watermarking scheme is depicted in Fig. 3. 

The proposed method mainly consists of two 
parts. In the first part, the video sequence is 
partitioned into scenes. In the second part, the spatio-
temporal 3D SIFP are detected to determine the 
embedding regions, and the watermark bit is 
embedded into the DCT coefficients adaptively. 

 

 
 

Fig. 3. Block diagraph of the proposed scheme. 
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3.1. Watermark Embedding 
 

The 3D SIFP provide a potential solution for 
video watermarking to improve the robustness. The 
detailed embedding steps are as follows: 

Step 1. Detection of 3D SIFP 
In our scheme, we first detect the feature points in 

the original video by the algorithm in section 2. Then 
we mainly exploit the following information 
provided by the 3D SIFP detection algorithm: 1) The 
frame index which indicates the number of the frame 
where feature points are located; 2) The coordinates 
of the feature points in one frame; 3) The  
response values of the points which are computed by 
equation (7).  

Step 2. Selection of 3D SIFP 
For the number of 3D SIFP provided by the 

detection algorithm is relatively large, we select first 
several 3D SIFP after their response values are 
ordered in ascending order. Note that we select 
partial points in all 3D SIFP, so it is possible that in 
some videos there are more than 1 3D SIFP and in 
some videos there may be no one. 

Step 3. Determination of the embedding regions 
We generate a square region to embed the 

watermark for each feature point. To this end, the 
feature point needs to be determined further. Firstly, 
points that are too close to the frame borders are 
discarded for those are not sufficient to generate the 
region. Secondly, we select the 3D SIFP with the 
largest response value in the detected frame as the 
embedded center for this point is the most stable. 
Finally, we generate a square region centered on the 
selected features. 

Step 4. Embedding the watermark 
Once the square regions are generated, we begin 

to embed the watermark. In our scheme, the same 
watermark is repeatedly embedded into all regions. 
Besides, the watermark is embedded by a DCT odd-
even quantization algorithm. 

Suppose the watermark is a binary sequence w , 

}1,0{iw . For each region, it is first transformed 

into DCT domain. Then the DCT coefficients are 
reordered according to the ZigZag scanning order to 
form a sequence ranging from low frequency to high 
frequency. Then the mid-frequency coefficients are 
selected using a private key.  

Thereafter, the watermark is embedded into  
the mid-frequency coefficients by odd-even 
quantization approach. 

The quantized value is computed by 
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where   denotes quantization step. 

To enhance the robustness of the proposed 
scheme, we adopt the improved odd-even 
quantization approach assuring that the modified 

pixel lies in the centre of the quantization interval 
[14]. 

In the first place, we compute the quantization 
noise: 
 

 












),(
),(),(

yxf
flooryxfyxr , (12) 

 
where )(floor  denotes the downward round-off. 

Then the modified error is: 
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Finally, the modified pixel is: 

 
 ),(),(),( yxeyxfyxf   (14) 

 
For each region, repeat the quantization 

embedding operation. 
Finally, perform the inverse ZigZag scanning and 

inverse DCT, combined with low frequency and high 
frequency coefficients, we obtain the watermarked 
video frame. 

According to the frame index and coordinates 
provided by 3D SIFP scheme, repeat step 4, we 
obtain the watermarked video. 
 
 
3.2. Watermark Extraction and Detection 
 

The extraction of the watermark is very simple 
and it is a blind procedure. The first 3 steps are same 
to those in embedding.  

The watermark is detected by the following 
equation: 
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At last, the normalized Hamming Similarity 

(NHS) is computed to evaluate the performance of 
the proposed algorithm.  

NHS is computed by 
 

 

N

wwD
NHS hm ),(

1


 , (16) 

 

where )(hmD  denotes the Hamming distance 

between the original watermark sequence and the 
extracted watermark sequence and N  denotes the 
total number of the watermark bit. 

To determine the presence of the watermark, NHS 
will be compared with a predetermined threshold 
which is computed according to the false  
alarm probability. 
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Suppose each bit can be seen as an independent 
variable for the L -bit-long watermark w , according 
to the central limit theorem and Gaussian 
distribution, the probability of k -bit match between 
the extracted watermark and original watermark is 
formulated in [15]. 
 
 
4. Experimental Results 
 

For assessing the performance of the proposed 
scheme, we performed a variety of experiments. The 
video is “Table Tennis” and “Stefan” with size of 
240352, where both of the video contain 20 frames. 
The block size for embedding is 8080, and the false 
alarm probability is 310-6. 
 
 
4.1 Visual Quality Experiment 
 

The 9th frame and the watermarked frame for 
“Table Tennis” are shown in Fig. 4. The peak signal 
to noise ratio (PSNR) is nearly 56.67 dB, and the 

watermarked frame maintains good visual fidelity, so 
it seems difficult to distinguish the host and the 
watermarked frame. Furthermore, the NHS is 1.0, 
which reveals we can extract the watermark 
accurately. 
 
 

   
 

Fig. 4. Visual quality experiment, Original frame (left) and 
Watermarked frame (right). 

 
 
4.2 Robustness Experiments 
 

To evaluate the robustness of the proposed 
scheme, Table 1 illustrates results after various 
attacks on the watermarked frame. 

 
 

Table 1. Attacks experiment. 
 

Attack 
Table Tennis Stefan 

Average 
PSNR 

Maximum 
NHS 

Proposed 
scheme 

Average 
PSNR 

Maximum 
NHS 

Proposed 
scheme 

No Attack 56.67 1 5/5 64.55 1 6/6 
Gaussian Noise(0.01) 20.33 1 3/6 20.19 1 3/7 
3*3 Low Pass Filtering 21.51 1 2/4 19.67 1 3/4 
Contrast Enhancement 21.38 1 2/4 19.53 1 4/6 
Gaussian Low Pass Filtering 33.50 1 4/7 30.95 1 5/6 
JPEG Compression(100) 37.02 1 4/5 39.08 1 4/4 
JPEG Compression(90) 33.75 1 5/7 34.61 1 4/6 
JPEG Compression(70) 30.61 1 4/7 30.08 1 4/5 
JPEG Compression(50) 29.22 1 4/7 27.99 1 4/7 
JPEG Compression(30) 27.81 1 3/6 26.07 1 3/6 
JPEG Compression(10) 24.88 1 2/7 22.18 1 3/6 
Median Filtering 26.61 1 5/6 22.43 1 5/6 
Frame Swapping 56.67 1 3/6 64.55 1 2/6 
Frame Insert 56.67 1 2/7 64.55 1 4/5 
Frame Dropping 56.67 1 3/6 64.55 1 6/6 
Scaling (0.6) 56.67 1 4/5 64.55 1 5/5 
Scaling (0.8) 56.67 1 5/6 64.55 1 5/5 
Scaling (1.2) 56.67 1 5/5 64.55 1 5/6 
Scaling (1.4) 56.67 1 4/5 64.55 1 5/5 
Scaling (1.6) 56.67 1 4/5 64.55 1 5/5 

 
 

Where the denominator and the numerator 
correspond to the number of detected feature frames 
and the number of matched feature frames where the 
presence of the watermark can be successfully 
determined after various attacks respectively. We 
believe that the case for over 2 matched feature 
frames can be considered as be successful. The 
proposed scheme does not degrade the visual 
imperceptibility greatly. On the other hand, our 
scheme is robust against a variety of attacks 

including the common signal processing in spatial 
domain, scaling, JPEG compression, and frame 
operations in temporal domain. 

 

 

5. Conclusions 
 

In this paper, feature points in spatio-temporal 
domain are employed in the video watermarking. 3D 
SIFP embody the significant changes on both the 
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spatial and temporal dimension. Applying 3D SIFP to 
video watermarking is beneficial to maintain the 
scaling invariance and locate the embedding frame 
index, coordinates, which improves the robustness 
resisting against both spatial and temporal attacks 
efficiently. The DCT odd-even algorithm improves 
the invisibility and robustness against spatial attacks 
and JPEG compression further. The experimental 
results show that the proposed scheme preserves not 
only the high perceptual quality, but also is robust 
against various attacks. The key idea of the proposed 
scheme is the combination of the 3D SIFP detection 
algorithm and watermarking algorithm, the 
performance of 3D SIFP detection scheme influences 
the performance of the whole scheme greatly.  
Further work of integrating the rotation-invariant 
characteristics of 3D-SIFP to enhance the  
robustness against rotation attack into our approach  
is in progress. 
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