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Abstract: The standardized configuration methods of sensors and sensor nodes were presented based on the 
basis of the sensor signal and data interface standardization efforts of China Standardization Working Group on 
Sensor Networks (WGSN). The self-descriptive digital communication sensors that can be configured by the 
sensor nodes were designed and developed. And the sensor nodes could automatically identify the docking 
sensors. The application demo indicates that sensor node can automatically identify the accessing sensors and 
completes the corresponding configuration, which can also calibrate these sensors. Copyright © 2013 IFSA. 
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1. Introduction 
 

The traditional sensors have different interfaces to 
meet the needs of different applications, but its 
interface diversity also produced inconvenience in 
application of integrated adaptation and maintenance 
of sensor application system. In the sensor network 
continuous development today, the sensor providing 
an open, unified plug-and-play interface has become 
an urgent need [1]. 

Some industry organizations and academic 
institutions have proposed standards and norms to 
facilitate the convenience of using the sensors and 
improve intelligence of sensors 

 
 
1.1. IEEE 1451 Standard System 
 

IEEE 1451 is a set of smart transducer interface 
standards developed by the Institute of Electrical and 
Electronics Engineers (IEEE) Instrumentation and 
Measurement Society’s Sensor Technology 
Technical Committee [2, 3] that describe a set of 
open, common, network-independent communication 

interfaces for connecting transducers (sensors or 
actuators) to microprocessors, instrumentation 
systems, and control/field networks[4]. One of the 
key elements of these standards is the definition of 
Transducer electronic data sheets (TEDS) for each 
transducer. The TEDS is a memory device attached 
to the transducer, which stores transducer 
identification, calibration, correction data, and 
manufacturer-related information. The goal of the 
IEEE 1451 family of standards is to allow the access 
of transducer data through a common set of interfaces 
whether the transducers are connected to systems or 
networks via a wired or wireless means. 

IEEE 1451 standard system consists of IEEE 
1451.0 to IEEE 1451.7. In IEEE 1451.1, the Network 
Capable Application Processor Information Model 
(NCAP) was designed as an agent between Smart 
Transducer Interface Module (STIM) and upper 
network. NCAP connected with STIM by the special 
Transducer Independent Interface (TII) [5]. 
IEEE1451.4 defines the protocol and interface that 
allows analog transducers to communicate digital 
information with an IEEE1451 object [6]. It also 
defines the format of the Transducer TEDS. The 
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Transducer TEDS is based on the IEEE 1451.2™ 
TEDS. The standard does not specify the transducer 
design, signal conditioning, or the specific use of the 
TEDS. 
 
 
1.2. WGSN Interface Standard System 
 

In order to keep up with the rapid development of 
the sensor network [7, 8], China Standardization 
Working Group on Sensor Networks (WGSN) was 
established in Beijing on September 11, 2009. It was 
approved and established by the National 
Standardization Management Committee and the 

National Information Technology Standardization, 
which lead the national technical organization that 
engages in the sensor network standardization work. 
Sensor network standard is an important part of 
Chinese Internet of Things technology standard 
system. The standard is mainly related to the unified 
norms that deal with the content of the general 
specification, interfaces, communication and 
information exchange, service support, collaborative 
information processing, network management, 
information security and testing and so on. Fig. 1 
shows the sensor network technology standard 
architecture [9]. 

 
 

 
Fig. 1. Sensor network technology standard architecture. 

 
 

According to the construction of the sensor 
network standard system, WGSN consists of a total 
of 13 standard project groups: the PG1 (International 
Standardization), the PG2 (standard system and 
system architecture), the PG3 (communication and 
information exchange), the PG4 (collaborative 
information processing), the PG5 (identification), the 
PG6 (security), the PG7 (interface), the PG9 
(gateway), the PG10 (research and testing of the 
wireless spectrum), the PG11 (sensor network 
equipment technical requirements and test 
specifications), the HPG1 (Airport enclosures sensor 
network anti-intrusion system technical 
requirements), the HPG2 technical requirements (for 
large building energy efficiency monitoring sensor 
network system) and the HPG3 (agricultural 
applications). Interface standards intend to provide 
standard intelligent plug-and-play interface 
specification for sensor manufacturers and systems 
integration and application vendors, to solve the 
sensor interface diversity in different application 
areas that lead to incompatibility and repeatability 
configuration and other issues. On the basis of Sensor 
signal interface and data interface development 
effort, specifications for signal and data signal were 

formatted into data. At the same time, to develop and 
design intelligent sensors and sensor nodes, signal 
and data specifications were programmed into 
sensors and sensor nodes. The experimental results 
show that, sensors and sensor nodes which interface 
were normalized and standardized can automatically 
identify and establish communication links in order 
to achieve automatic configuration and calibration. 

In order to better illustrate the applications of 
interface standard in the sensor, sensor nodes and 
upper network, this paper is organized as follows: 
The second part gives a general introduction of the 
sensor data interface standard draft v1.2. Parts III and 
IV introduce the principle and design of sensors of 
digital communication type and sensor nodes 
respectively. The fifth section describes the 
consistency of the interface standard and interaction 
protocols between the sensors and sensor nodes, as 
well as unified accessing specification in the upper 
web application. A demo of the application among 
the sensors, sensor nodes and upper web application 
is illustrated and demonstrated in section VI. Finally, 
the conclusion and future work are described in this 
paper. 
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2. Sensor Data Interface Standard 
Introduction 

 
Sensor data interface standard [8] is a second 

portion of the sensor network interface standard, 
which give the specifications of sensor self-
descriptive files and data interface presentation 
format of digital communication type sensors, as well 
as interaction protocols between the sensor node and 
the upper network application. Its successful 
development will be suitable for the production of 
sensors and sensor nodes, testing, system integration 
and the upper network application development or 
other applications. 

The front portion of this standard [10] provides 
information specification of the identity of the sensor, 
the measurement of the sensor, the amount of 
classification of the measuring encoding, the 
encoding of output signal type associated with the 
sensors. The detailed requirements are shown in  
Fig. 2.  

In addition, from the point view of the sensor 
node, further specification of the general parameters 
[10] of the sensor node, the parameters of the channel 
group, the channel parameter type and the parameters 

that user can customize are provided as shown  
in Fig. 3. 
 
 

 
Fig. 2. Sensor information parameter structure. 

 
 

 
 

Fig. 3. Sensor node parameter diagram. 
 

 
Finally, in the aspects of the interaction between 

the digital communication sensor and the sensor node 
as well as between the sensor node and the upper 
layer network applications, the interactive data type, 
access commands, communication protocols, and so 
on, are given in the specifications and requirements 
of the consistency among of them. Fig. 4 illustrates 
the network hierarchy and the impacting range of 
data interaction protocol [10]. In recent years, due to 
the continuous development of the sensors, 
intelligence of sensors is continuously improved and 
boundaries between sensors and sensor nodes are 
blurred. And a lot of intelligent integrated network 
sensors emerged. Nevertheless, from the view of the 
data processing and transmission, the data 
acquisition, the digital processing and network 
transmission process are still the main constant 
components, so that the sensor interface and the data 

interface standard are necessary and applicable. In 
order to illustrate the application range of the 
interface standards from the view of the hierarchical, 
sensors and sensor nodes are clearly apart by 
function, and were designed individually, as shown 
in Fig. 4. 
 
 

3. Sensor of Digital Communication 
Design 

 
Usually, sensor physical quantities such as 

temperature, pressure, velocity can be converted into 
an electrical signal output according to certain rules, 
based on these, sensors that digital processing and 
communicate with other devices are called as digital 
communication type sensor, as shown in Fig. 5  
[11-14]. 
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Fig. 4. Sensor network hierarchy and data interaction 
protocols scope. 

 
 

 
 

Fig. 5. Digital communication sensor diagram. 
 
 

Generally, add the AD converter, microprocessor 
and communication interface models to analog type 
sensor, as shown in the dashed box of Fig. 5, which 
formed into a digital communication type sensor. 
Some microprocessor provide the AD converter 
,Flash Memory, universal serial communication 
interface and so on, such as C8051f000 series 
microcontroller, which have built-in 8-channel 12-bit 
ADC conversion, and UART communication 
interface with sensing nodes[15]. 

Sensors’ own descriptions in binary format are 
programmed into Flash Memory of processor. 
Including channel number, identity number, code of 
the number of measurement, code of measurement, 
code of output signal, code of characteristic 
parameters, these parameters above can be reduced 
according to the actual situation. 
 
 
4. Sensor Node Design 
 

The function of the sensor node is that connecting 
with digital communication type sensor or analog-
type sensor below in the sensor network hierarchical 
chart, and automatically identifying the sensors, and 
giving the required configuration for the docking 
sensors, mean- while, collecting data and formatting 
the data then transmitting the data to upper 
application through the network communication in 
accordance with the communication protocols. A 
configuration diagram [16] of the general principle of 
the sensor nodes consists of the sensor accessing 
port, microprocessor, and network communication 
controller, as shown in Fig. 6. 

 
 

Fig. 6. Sensor node schematic diagram. 
 
 

Data interface parameters in the sensor node are 
described in the same binary format and programmed 
into the microprocessor’s Flash Memory, which 
mainly include the overall node parameters, 
parameters of the channel group, channel parameters, 
user-defined parameters, Channel parameters that 
including voltage channel parameters, the current 
channel parameters and so on. 
 
 
5. Interaction Protocols 
 

The interaction protocols are suitable for sensor 
nodes and digital communication type sensors, by 
which the sensing data, sensors own information and 
status can be accessed and configured. In order to 
maintain the unity of the access interface, sensors and 
sensor nodes that communicate with the upper 
application network use the same interaction protocol 
[10]. Table 1 shows the frame format that is defined 
for data communication. 

Detailed explanation of the frame format is shown 
in Table 2. 

Command words in the Table 3 of macro 
definitions are used to describe the interface file. 

 
 

6. Application Demo and Interactive 
Example 

 
In general, sensor manufacturers format the 

channel number, identity number, code of the number 
of measurement, code of measurement, code of 
output signal, code of characteristic parameters, 
calibration information and extended information 
into flash storage built-in digital sensor. The users 
can use Sensor_Node_Config tool as shown in Fig. 7, 
on the left side tree of which, the Read_Sensor_Para 
function module can read the basic information of 
sensor, and further configure the sensor according to 
the environmental conditions, such as the relevant 
information and channel information, the 
Remove_Node_Para module can remove the 
parameter information of the sensor nodes. 

To change the configuration of the nodes, the 
model of Sensor_Node_Config on the left side tree of 
Config_Node_Para can complete this task. Reading 
the parameters of docking sensor can achieve by 
using Read_Sensor_Para function module on the left 
side tree of Sensor_Node_Config software. 
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Table 1. Data communication frame format definition. 
 

Frame header Data length 
Command 

word 
Data length of 
command area 

data CRC8 

 
 

Table 2. Frame format. 
 

Entries Bytes Description 
Frame header 2 Bounded as 0x00AA 

Data length 2 
Represent the length of [command word+ data length of command area 
+data] 

Command word 1 Represent the type of command 
Data length of 
command area 

2 Data length of command area 

Data N 
Command ancillary data, such as configuration data description file, 
command, must attach the data content of the data description file, the 
data area also requires the use of the TLV format description. 

CRC8 1 
8bits CRC redundancy code of data that besides the header and the CRC 
code. The CRC polynomial provisions: C(x) = x^8 + x^2 + x + 1 (CRC-8-
CCITT) 

 
 

Table 3. Command word code. 
 

Entries Code Description 
0x02(CMD_RMPROF) Remove data description file 

0x03(CMD_RMPROF_ACK） 
The node feedback after removing data description 
file 

0x04(CMD_WRPROF) Configuration data description file 

0x05(CMD_WRPROF_ACK) 
The node feedback after configuration data 
description file 

0x06(CMD_RDPROF） Read the data description file 
0x07(CMD_RDPROF_ACK) The node feedback after read data description file 
0x08(CMD_DATA) Read data  

0x09(CMD_DATA_ACK) 
The node return sensing data while data command 
is received 

0x0A(CMD_DATACTL) Data control 

0x0B(CMD_DATACTL_ACK) 
The node feedback after the data control command 
received, 

Command word 
(0x00-0x1F, 
0x00-0x01, 
0x0C-0x1E 
reserved) 

0x1F(CMD_ERR) Error flag 
 

 

 
 

Fig. 7. Sensor node configure tool. 
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The configuration tool as show in Fig. 7 can be 
run on PC as shown in Fig. 8, to complete the 
configuration of the sensors and sensor nodes.  

 
 

 
 

Fig. 8. Sensor configuration. 
 
 

Sensor nodes generally have the capacity of 
information storing, data acquisition and transmission 
through network, which can dock with digitized 
sensor by wireless or wired network, and also can 

connect with analog sensors. The sensor nodes in  
Fig. 8 connect with digital sensor by wireless 
Bluetooth connection, and connect with analog 
sensors by interface of voltage or current connection. 

After configuration has completed, the sensor 
node can identify the sensors that docked. Then it 
acts as the role of data collecting and transmission as 
shown in Fig. 8. 

For analog sensor, sensor manufacturers generate 
XML files according to sensor network interface - 
Part 2: Data Interface Standard by the tool as shown 
in Fig. 9. The XML files may include the information 
such as sensor accessing channel type, version 
number, manufacturer, model number, serial number, 
units of measurement, the measuring range, the 
mapping mode, characteristic parameters and 
calibration information. The users can also use the 
XML file by the tool as shown in Fig. 7, read this 
information and load it into the connected sensor 
nodes as shown in Fig. 8. It must be noted that: 
whether the sensor node configuration or the 
generation of the basic information of the sensor, 
they are all designed and generated in accordance 
with the preceding sensor data interface standards.  

 
 

 
 

Fig. 9. Sensor XML tool. 
 
 

7. Conclusions 
 

Sensor network interface - Part 2: data interface 
standard is developed and led by China 
Standardization Working Group on Sensor Networks 
(WGSN). Sensor network standard is an important 
part of China's Internet of Things technology 
standard system, the standard mainly focus on the 
content of the norms of the general specification, 
which consist of interfaces, communication and 
information exchange, service support, collaborative 
information processing, network management, 

information security and testing. The organization 
also received the support and help of the relevant 
Chinese departments. 

This paper, based on the sensor network interface 
- Part 2: Data Interface standard, establish an 
interactive way from sensors to the sensor nodes, 
from the sensor manufacturer designing and 
manufacturing to the user’s integrating and using. 
Based on plug-and-play goal, two configuration tools 
are developed that are applicable to digital sensors 
and analog sensors. They also follow by the standard 
specification of the sensor network interfaces - Part 2: 
Data Interface. 
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Finally, interactive application examples are 
given for digital sensors and analog sensors that 
changing configuration, reading information, 
accessing identification, information inputting. These 
appropriately describe the role and status of the 
standard. 

The future work is to evaluate the effect of this 
solution and to spread the sensor network interface - 
Part 2: Data Interface standard. 
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