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Abstract: In allusion to the problem that bus break fault can’t be detected when CAN bus is not in the process 
of data changing, a new method that through adding high frequency signal generator and corresponding 
detection unit on the bus network has been brought forward, and the CAN bus break fault detection method has 
been realized. In this paper, detection model of CAN bus break fault is constructed, the 5 MHz sinusoidal signal 
generator and circuit design of detection unit are also provided. Finally, the rationality of the new method is 
verified by a 4 nodes network. The research conclusions indicate that bus break fault detection can be detected 
in real-time and completely by this way. Besides, the provided method is not occupy the network band width 
and can solve the existing detection institution problem effectively, the apply prospect is very fine in the 
occasion whose reliability requirement is relatively high. Copyright © 2014 IFSA Publishing, S. L. 
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1. Introduction 

 
To the fault in network, CAN bus has strong fault 

detection capability for itself fault detection function, 
but there are two preconditions that CAN bus can 
realize its fault detection function. Firstly, data 
changing must be carried out in the network, that is 
to say, the corresponding node should be in the work 
station. Secondly, the note or circuit who has fault 
must be in the data changing channel. Only the two 
preconditions are all met can the fault detection 
institution make full use of its function. 

In real application, network cannot find the fault 
because the involved note has no communication 
task temporarily although the bus break fault has 
been existed in it. As shown in Fig. 1, there are 
4 nodes in the CAN network, each node controls the 
corresponding equipment. In general circumstance, 
information transmission happens only among  

node 1, 2 and 3, while node 0 only discrete warring 
signal to other nodes through network when its 
controlled equipment occurs fault. 

 
 

Node 1（00001） Node 2（00002） Node 3（00003）

Node 0（00000）

 
 

Fig. 1. 4 nodes CAN network. 
 
 
In Fig. 1, assume the break fault has been 

occurred in the connection circuit between  
node 0 and bus, according to the basic idea  
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of network design and fault detection institution  
of CAN bus, only the controlled equipment by the 
node occurs fault does node 0 generate bus 
information, and then the break fault of the 
connection circuit can be found at this time. 
Obviously, the fatal hazard to the reliability and 
safety of the whole system will be yielded through 
this detection method. 

To solve the problem, inquiry method is adopted 
to detect bus break fault generally. Firstly, set a 
master control unit, and deliver a broadcast signal 
within fix time to inquire whether the node is  
in normal station or not according to presetting time 
intervals. Then, the node will send the answer signal 
which is used to label normal station after received 
the inquire signal. If no answer signal is sent, the 
node is thought in the fault station. In theory, this 
method can solve the problem that the bus break fault 
cannot be detected within long time. But, it also has a 
big drawback that the band width is occupied and a 
lot of independent information has been sent to the 
network. The key point of using inquiry method  
to detect bus break fault is the setting of inquiry 
periodicity, if the periodicity is too long, the 
detection time delay will be long. On the contrary, 
the excessive network width will be occupied. In the 
network which has more nodes, this paradox will 
more drastic. 

 
 

2. Detection Principle of CAN Bus Break 
Fault Based on Loading FM Signal 
 
In allusion to the problem of CAN bus break fault 

detection method, a new detection method based  
on loading frequency modulated signal is put 
forward, and the method is omitted as frequency 
detection method. The main idea of this method is  
to use modulation demodulation principle, a 
modulation demodulation signal is added in the CAN 
bus network. As signal carrier, the communication 
signal is transmitted in the CAN bus with modulation 
demodulation signal and the suitable demodulation 
equipment is used to trace and observe the 
modulation demodulation signal. The state of the 
network can be assured through analyzing the output 
result of demodulation equipment. In a word, the 
provided method can realize the detection of network 
bus break fault in real-time and completely, what’s 
more, the network band width will not be occupied. 

 
 

2.1. Principle Analyzing 
 

The wave shape of CAN bus in data 
communicating is a square wave signal whose 
amplitude is fixed, and the frequency of the square 
wave is associated with bus communication speed 
and no more than 1 MHz. 

The bus level will not be influenced by  
the on-off state of the node in the bus or the bus 
when no data sending in the bus. The bus level will 

always show recessive state only if there is a node 
connected with the bus. So, if a high frequency signal 
which differs from 1 MHz very big is injected into 
the bus, and detect the injected high frequency signal 
in other place, the bus break fault situation and 
approximate place can be assured according to the 
detection result. 

 
 

2.2. Model of Frequency Detection Method 
 

The detection model of frequency detection 
method that has 4 nodes is shown in Fig. 2.  
The HF signal generator which located in the left 
send HF signals to bus successively. A1~A5, 
represent signal detection units, will detect the  
HF signal generated by the signal generator in real 
time and judge the bus break fault in case  
of detection case. 1-9 and 1’-9’ represent the code 
number of break fault. Here, 1-9 are mainly used  
to explain the associated problem. 

 
 

 
 

Fig. 2. Model diagram of frequency detection method. 
 
 

According to the model figure, the corresponding 
relationship between the fault 1-9 and detection result 
generated by A1~A5 is illustrated in Table 1. Where 
0 represents the case that the wave shape sent by 
signal generator has not been detected by signal 
detection unit, 1 represents the opposite case. 

 
 

Table 1. Detection result between fault code and signal 
detection unit. 

 
Fault 
code 

A1 A2 A3 A4 A5 

1 0 0 0 0 0 
2 0 1 1 1 1 
3 1 0 0 0 0 
4 1 0 1 1 1 
5 1 1 0 0 0 
6 1 1 0 1 1 
7 1 1 1 0 0 
8 1 1 1 0 1 
9 1 1 1 1 0 

 
 

From Table 1 we can see that all the 9 kinds  
of bus break fault can be detected by the 5 signal 
detection units, and the specific fault place can be 
located completely. 
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2.3. Option of MF Signal 
 

To frequency detection method, the CAN bus 
break fault judgment is realized through detecting the 
existence station of HM signals by the signal 
detection units. Therefore, the option of MF signal 
plays a great role on the detection effect. 

The MF signals in common use contain 
sinusoidal signal, square wave signal, and triangular 
wave signal. For the modulated CAN bus wave is a 
square wave, the leaping change of the modulated 
signal may be provoked if the square wave signal or 
triangular wave signal is superimposed to the square 
wave signal. Besides, the stability of sinusoidal 
signal is highest among the 3 MF signals. Thus, the 
sinusoidal signal is adopted as MF signal to modulate 
the CAN communication network. 

As is known to all, the power spectral density  
of the signal can be expressed as: 
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And ( )X t  denotes the current intensity or 

voltage in time t . 
Equation (1) and (2) indicate that the power of the 

signal will be enhanced with the increase of current 
intensity and frequency. From Fig. 2, frequency 
signal is generated by the signal generator which 
across the CAN bus. According to the electrical 
character which ruled by ISO 11898 standard, the 
electric potential difference value between CAN-H 
and CAN-L is not too big, or the normal 
communication of CAN bus will be influenced, that 
is to say, cannot be assigned a big value. Accordingly, 
a high frequency signal must be applied to increase 
the power of MF signal. In addition, the highest 
communication speed of CAN bus is 1 Mbps,  
to decrease the influence to CAN bus network 
communication by the MF signal, the frequency  
of MF signal must be more than 1 MHz, 3 MHz is 
chosen generally. The frequency of the chosen 
sinusoidal signal is 5 MHz. 

 
 

 
 

Fig. 3. Simulation result of frequency detection method. 

The simulation result which uses the frequency 
detection method is illustrated in Fig. 3, where  
the frequency ratio between debug signal (sinusoidal 
signal) and debugged signal (square wave signal)  
is 3:1. 
 
 
3. Hardware Implement of Frequency 

Detection Method 
 

There are two hardware need to be designed 
during the process of using the provided method  
to detect the CAN bus network fault. One is 5 MHz 
sinusoidal signal generator, the other is detection unit 
(2 MHz high pass filter). The design process is 
introduced in this paper. 

 
 

3.1. Design of High Frequency  
Signal Generator 

 
High frequency signal generator is an analog 

integrated function generator which constructed  
on the basis of master chip (MAX038).  
The parameters are designed as: output frequency is 5 
MHz, output wave shape is sinusoidal signal, the 
effective value is 0.5 V, and the duty ratio of the 
wave is 50 %. Fig. 4 shows the designed circuit, 
where potentiometer (RP1) is an adjuster, RP2 is used 
to adjust duty ratio. 

 
 

Fμ
 

 
Fig. 4. 5 MHz HF signal generator. 

 
 

3.2. Design of Second-order High Pass Filter 
 
2 MHz high pass filter is designed to isolate the 

high frequency and CAN bus communication signal. 
High pass filter applies second-order Butterworth 
high-pass filtering principle and its design schematic 
diagram is shown in Fig. 5. 
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Fig. 5. Design principle diagram of second-order 
Butterworth high pass filter. 

 
 

While in 1 4 1 2,  R R R C C C= = = = , the natural 

angular frequency can be expressed as: 
 

RCn

1=ω  (3) 

 

Supposed RCτ = , then the break frequency is 
given by 

 

πτ2

1=cf  (4) 

 

In response to the requirement of experiment, the 

break frequency of the detection system cf  is set as 

2 MHz, -87.95 10RC = × , the standard resistor is 
chosen and set as R=1.59 kΩ, so the capacitor is 
calculated as 50C pF= . 2R  and 3R  are applied to 

modulate the systemic gain, here, 

2 3511 ,   886R R= Ω = Ω , the zero-frequency gain of 

the detection system is calculated as 0 1.579G = . 3C  

is used to decrease the influence to input stage 
brought by feedback signals and its capacitance is set 
as 4.7 Fμ . High speed current feedback integrated 

operational amplifier OPA603 is chosen as the 
operation amplifier, the band width is 100 MHz, and 
the slew rate arrives at 1000 /V sμ . 

 
 

4. Experiment of Frequency  
Detection Method 
 

The CAN communication network shown  
in Fig. 2 is chosen as experiment network, HF signal 
generator and signal detection unit choose the 
mentioned equipment. Before the experiment, the 
output resistance of the function signal generator and 
filter which connected on the two terminals must be 
considered for the deep influence of the terminal 
resistor to long distance communication network. 
The inner resistor of the HM function signal 

generator arrives at 49.8 Ω measured by multimeter, 
to not influence the normal communication and 
match with the other terminal, a fix resistor (70 Ω) is 
connected in series with function signal generator. 
The output resistor of the second-order high pass 
filter connected with oscilloscope is 8 МΩ and much 
larger than terminal resistor (120 Ω), so it can be 
connected in the bus network in parallel. 

 
 

4.1. Wave Shape Test with no Data 
Transmission 

 
The HF signal generator and filtering detection 

circuit are connected in the network, observe the 
oscilloscope, with no data transmission, the output 
wave shape of sinusoidal signal (5 MHz) running 
through CAN network is shown in Fig. 6. 

 
 

 
 

Fig. 6. HF signal wave shape with no data transmission. 
 
 

4.2. Wave Shape Test  
with Data Transmission 

 
When the network is in the normal 

communication state, load the sinusoidal test signal 
(5 MHz), observe the oscilloscope, the influence  
of the loaded signal to the CAN communication wave 
shape is shown in Fig. 7. From Fig. 7 we can infer 
that there is nearly no influence to the CAN 
communication wave shape after the HF signal is 
loaded in the process of data transmitting. 

 
 

 
 

Fig. 7. CAN communication wave shape loaded  
HF signals. 
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4.3. Detection test of Bus Break Fault 
 

According to the detection model shown  
in Fig. 2, sets the bus fault 1-9 separately, observes 
the output wave shape of the detection unit, the 
experiment result is in accord with Table 1. 

Fig. 8 illustrates the two different output wave 
shapes in fault state. Fig. 8 (a) shows the wave shape 
generated by signal generator detected by signal 
detection unit. Fig. 8 (b) shows the wave shape when 
there are no signals have been detected by the signal 
detection unit. 

 
 

 
(a) 

 
(b) 

 
Fig. 8. Output signals of 2 MHz high pass filter. 

 
 

4.4. Experiment Summary 
 

1) The experiment result certifies the property 
and practicability of frequency detection method. 

2) Frequency detection method can detect all the 
transmission medium fault in the process of CAN bus 
communication effectively, and can detect the fault 
in real-time. 

3) Frequency detection method will not occupy 
the bus resource, and the normal communication  
of CAN bus will not be influenced under the 
circumstance of HF small signal. 

4) The realization of frequency detection method 
has no relationship with communication protocol. 

5) Frequency detection method can locate the 
fault point exactly. 

 
 

5. Conclusions 
 

The CAN bus break fault detection method based 
on loading frequency modulated signal is a new CAN 

bus fault detection method, which can realize the 
detection of bus network break fault in real-time and 
completely. The provided method does not occupy 
the network band width. Thus, the problem that CAN 
bus network fault detection can’t be carried out when 
the nodes or corresponding equipment are in off-time 
can be solved effectively. The research conclusions 
can offer fine prospect in the occasion whose 
reliability requirement is relatively high. 
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