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Abstract: Video surveillance is a basic mean for fields monitoring, but in uncertain plots for emergency, it is 
usually impossible to construct a delivery channel for video surveillance. With the wide spreading of 3G 
network and smart phones equipped with powerful processor and context-aware sensors, it is possible to build a 
context-aware based mobile surveillance. This work provided a mobile video surveillance solution combined 
with mobile context-awareness realized on Android smartphones. The present paper discussed a context-
awareness framework of smart phone and relevant technology firstly. Then, it introduced mobile surveillance 
architecture and the realization process. Experiment result and use case showed the methods for video collection 
and delivery and QoS were feasible. This proposed system is constructed with inner sensors of smartphones and 
no need to construct a fixed delivery channel. Compared with traditional video surveillance system, the system 
realized with our solution is more flexible, pervasive, and cheaper. Copyright © 2014 IFSA Publishing, S. L. 
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1. Introduction 
 

Video surveillance is regarded as one of the most 
effective means for emergency response of traffic or 
environment. However, the time and cost problem 
resulting from using traditional camera and wired 
communication channel will limit the service. 
Furthermore, traditional video surveillance system is 
awareless to surrounding context such as location, 
speed. Context-awareness based computing is the 
foundation of Internet of Things and Intelligent 
Interaction and helpful for emergency response. In 

recent years, smartphones are equipped with ever 
powerful process capability and rich inner sensors 
such as GPS (Global Positioning System) model, 
camera, accelerometer and light senor. Meanwhile, 
3G network is widely used and nearly 2 Mbits band-
width meets H.264 video stream. It is possible for 
developers to collect mobile video and combine with 
the relevant user context information to construction 
context-aware video surveillance system.  

Many researchers have begun projects of 
smartphone usage in health-care, environment-
protection and intelligent traffic [1-4], also, there are 
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mature software of smartphone like GPS navigation 
and so on. T. Stockhammer et al. studied H. 264 
transmission in wireless environment [5], M. Han, et 
al studied smartphone context recognizer based on 
multimodal sensors [6]. In fact, mobility and location 
awareness is very important to the surveillance 
system for traffic or environment purpose, but 
researchers rarely combine video monitor with 
context information. However, there are two 
problems when practice video collection on 
smartphone: The first one is how to generate standard 
video stream. The camera and its’ application of 
Androids is initially designed for local video 
recording purpose and not suitable for network 
transmitting. Furthermore, different Android version 
or hardware suppose different video format. The 
second problem is 3G quality limitation when upload 
real-time video stream. Although the average 
bandwidth is big enough for H.264 stream, 3G 
networking quality is poor for real-time video stream 
because of the non-uniformed base station 
distribution, building shading, moving and base 
station interchanging. 

This paper proposed solution for construct a 
context-awareness surveillance system based 
smartphones. Video stream is collected and 
transmitted to remote server through camera of an 
Android smartphone and 3G network. By fusion with 
context information, video data provides site 
surrounding information such as location, timestamp, 
temperature and is useful for highway supervise or 
environment monitoring. We first discuss some 
methods of context information collection and 
processing, then introduce a context-awareness 
framework of Android smartphones and discuss the 
processing of video recording, generating, 
transmitting and QoS. Compare with other method, 
our system need only smartphone and 3G network, is 
very cheap and ubiquitous, and the QoS method used 
in this work is simple enough and suitable for 
smartphone computer power and 3G quality. 
 
 

2. Related Work and Technology 
 
2.1. Context-awareness Extraction  

and Classification 
 

There are different definitions for context-
awareness but the main elements are location, person, 
things and their behaviours. Context-awareness 
technology is the foundation of Internet of Things 
and Intelligent Interaction and is helpful for 
information retrieving or event tracing. For example, 
Smart devices with context-awareness sensors can 
reports users' location to remote command center 
during an emergency rescue. Another example is 
polices hold context-aware equipment to capture 
evidences for unlawful practices like over-speed and 
the corresponding location and timestamp. The 
following are applications of smartphone’s context-
awareness: 

• Location and spatial Context. 
Location and speed are common context of 

smartphone. We can compute this information by 
reading GPS raw data or using Wi-Fi/GSM location 
of smartphone. 

Set ( )1 1 1,P x y  and ( )2 2 2,P x y  as two points with 

different timestamp  1 2,  t t  , the current speed V  is: 

 
 2 2
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• Accelerometer data process and classification. 
Since there are different features during different 

user activities, it is necessary to extract accelerometer 
features in order to identify user’s activity such as 
driving or walking. We propose feature extraction 
method by criteria of relevancy which described in 
equation (2): 
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In equation (2), X  is the feature variable, C  is 

the class variable, and CΩ  is the state space of C . 

Respectively, the joint and marginal probability 
distribution is described in equation (3): 
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( ),I C X  is calculated with equation as following: 
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After extracting and selecting features, we can 

classify these features with Gaussian Mixture 
Classifier model (GMM). 

Assume that CX  is a training data matrix 

( )×N K  for class C  in which each row is a training 

sample, and each column is feature, λC  is the 
parameter set, PDF of each class is denoted in 
equation (5): 
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where N  is the Gaussian distribution.  
 
 
2.2. Smartphone Context-awareness 

Framework 
 

Smartphones of current market are often equipped 
with build-in context-aware sensors like GPS, 
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accelerometer, gyroscopes and Wi-Fi access which 
provide raw context data. By comprehensive 
utilization of smartphone sensors, we can get some 
context information such as location and speed, even 
higher level information.  

A framework of smartphone context-awareness is 
presented in Fig. 1. In this model context-aware 
source is divided into two parts, the external-context 
and inner-context. External-context includes network 
condition, user interaction and system timestamp, etc. 

Inner-context includes some context-aware sensors 
such as GPS/Wi-Fi access model, accelerometer, 
gyroscopes and camera/microphone which can help 
us acquire phone holders’ location, direction, trip 
model, surrounding image and audio. There is also a 
data storage part in this framework which includes 
maps, log files, and relational database. Context 
Recognizer gets data from external or inner sensors 
and output the general context data such as location, 
direction, activity model, and video/audio stream. 

 
 

 
 

Fig. 1. Context-awareness Frame work of smartphone [7]. 
 
 

Generally speaking, the steps of smartphone 
context acquisitions include: 1) Information 
collection. Get longitude and latitude, variation of 3D 
acceleration of gravity, video and audio from 
context-aware sensors. 2) Context data storage, store 
data in SD card or remote sever. 3) Data analysis and 
processing. Get meaning of context data by means of 
pattern recognition/matching and data fusion. For 
example, to get speed by divide GPS location 
distance with time interval. Another example is to get 
users’ trip model by analyzing a period accelerometer 
data frequent feature from x, y, z direction. 
4) Information presentation. Present those location, 
user action pattern or video/audio stream in a 
readable and understandable style in soft UI or maps. 
Also, this data can be used as parameters for  
other system.  

Context-aware data, such as geographic location, 
network accessing, user action pattern, can be fused 

together to generate more precise output. Context-
aware devices use this output as parameter or initial 
condition in order to reduce users’ interaction while 
running a task. For example, a driver recorder 
developed under the context-awareness framework, 
can detects engine start, driving, vehicle crash, then 
action automatically with little driver’s operation. 
 
 
2.3. Video and Video Abstraction  

with Context-awareness 
 

H.264 is issued by ISO and ITU after MPEG 
which provides a low bit-rate, fault-tolerant, and 
internet suitable video encoding and decoding 
solution. The basic idea of H.264 is using intra-frame 
and inter-frame prediction algorithm to reduce 
encoding data [8]. H.264 is supported by all Android 
versions. There are two ways to collect H.264 stream 
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in Android smartphone: 1) Developer encode 
Android’s camera view with a H.264 encoder; 
2) Collect H.264 data stream with Android inner 
Camera. For the former, encoding process and 
parameter is under control but is uneasy to 
programming and efficiency is often limited by 
devices’ processing power. The later adopt Android’s 
inner hardware encoding function to generate H.264 
stream directly, but is often limited by Android 
versions or device type.  

The second method is adopted in this paper to get 
H.264 stream. For the camera interface is designed 
for local video recording, in order to generate 
network stream of H.264, a file redirection for 
camera’s output stream is set. The detail process as 
following: 1) Assign a local socket address as 
camera’s parameter of file store. 2) Listen the local 
socket to get camera’s output stream. 3) Generate 
H.264 stream with the data of step 2. 4) Send data to 
remote server by 3G network. SPS/PPS are important 
parameters of H.264 decoding and these parameters 
are related to the video resolution and file format. In 
order to get these parameters of different devices and 
file formats, we recorded 3 different video samples 
with resolutions of CIF/QCIF/QVGA during system 
initialization. Then, the SPS/PPS of H.264 of these 
samples is analyzed and stored in smartphone’s SD 
card. While generating H.264 stream, thread reading 
the stored parameter according to the current video 
resolution. The working flow is showed as Fig. 2. 
 
 

 
 

Fig. 2. Video stream generating flow chart  
of Android phone. 

 
 

After video stream generation, a context-aware 
video abstraction method is provided in which the 
H.264 I frame is combined with the context-
awareness data such location, timestamp, temperature 
and so on. The abstraction is stored in a local XML 

file, just as showed in Fig. 3. For that XML file can 
be transform into relation database easily, the XML 
file will be sent to server side and insert into SQL 
database for late data retrieval after the video 
streaming delivering. 
 
 

 
 

Fig. 3. Video abstractions with context information. 
 
 
2.4. 3G Video QoS Guaranteed 
 

Many factors, such as locations of base station, 
weather condition, and even density of terminals, will 
influence 3G network quality. Packet loss rate is 
relative high and sometime will reach 50 % in 3G 
network. If packet loss happened in I frame of H.264, 
it will cause serious image distortion, induce mosaic 
and error propagation. Many researchers have study 
QoS-guaranteed of H.264 wireless transmission.  
[9-11] proposed several algorithms of H.264 inner 
error correction or error concealment. TFRC [12] is a 
frequently used model method of video delivery 
stream control which adjust max rate of send side 
according the throughput model of TCP it connected, 
the algorithm is [9]: 

 
 

( )
( )22 3

RTT 1,3 1 32
3 8min

S
B p

bp bp
RTO p p

=
 

+ +  
 

, 
(6) 

 
where S  is the package size (bytes) and p  is the 

package loss-rate, RTT  is the round trip time 
(seconds), RTO  is the time of timeout of TCP 
delivery which can be measured but often simplified 
with 4 RTTs , and b is the number of answered 
packages. Through computing the parameters of this 
model, video stream throughput (B(p))  can be this 

model can be confirmed. 
Theoretically speak, algorithms prose in above 

literature will help correct or conceal the video error, 
but these algorithms are not designed for 3G delivery 
and are not suitable for mobile phone computing 
power. In practice, too complex computing for video 
de-combination and combination of stream and the 
error correction will lead heavy computing burden 
and enlarge time delay. Consider that users are often 
more insensitive to the time delay and packets loss 
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but need video storage for late events retracing, this 
work designed a simplified hybrid policy for 
smartphone video delivery over 3G channel, includes 
local loss-less storage, mixture delivery with TCP 
and UDP, packets discard, and adaptive frame and 
resolution adjustment, as descripted following: 

• Local loss-less storage. 
Set a fixed space in the SD card of smartphone for 

local loss-less video storage. When smartphone is 
under Wi-Fi or USB connection, this video file will 
be transferred to sever automatically. 

• Mixture delivery with TCP and UDP. 
In transmission of H.264 stream, Key frame error 

or SPS/PPS loss will lead decoding error, mosaic and 
error propagation. TCP is a connection-oriented and 
packets guarantied protocol, but it will induce 
congestion from repeated retransmission. 

So, a mixture delivery policy which use TCP 
transmission for I frame and coding parameters, UPD 
for P frame transmission is a simple but  
efficient way.  

• Frame discarding. 
When the network gate speed is lower than video 

collection rate, the cache size will be filled with temp 
data waiting for sending out, then socket congestion 
will happen. Properly discard some P frame will help 
to alleviate those temperate networking congestions, 
like switching between base station, instantaneous 
interferences, and motion shading.  

• Adaptive bitrate adjustment. 
When net sending data rate is lower than video 

collection rate continually, it is clear that network 
bandwidth is too narrow to transmit the current video 
stream. The QoS mean by simply discard some frame 
is useless. 

An adaptive adjustment method by change video 
resolution and frame rate is adopted under this 
situation. Resolution changing order is from CIF to 
QVGA to QCIF, and frame rate change with AIDM 
(Additive Increase Multiplicative Decrease, a famous 
TCP transmission model) criteria [13]. When 
network is judged as congested, reduce frame rate 
multiplicatively, and additive increase when free. 

The algorithm as following: 
Step1: compute current video collection rate K  

and net sending rate S  ; 
Step2: if .<S c K  then congestion happen,  

start timer; 
Step3:QoS, from frame discardframe rate 

reduceresolution reduce 
Considering that some congestion is 

instantaneous for the frequently sort time instability 
of 3G network, a timer is started when  
congestion detected. 

Where c  is a threshold value and will be set 
value 0.85 / 0.5 / 0.2= = =c c c  for threshold when 
frame discard or frame rate reduce or resolution 
reduce respectively; 

According congestion level, frame discarding, 
resolution reduction and changing frame rate are 
adopted in turn. 

3. System Design and Implication 
 

A general surveillance system is often composed 
by video collection module, delivery and storage 
module, and remote monitor module [14-16]. This 
work proposes a mobile surveillance system based on 
Android smartphones/PADs with context awareness. 
As showed in Fig. 4, there are four parts of this 
architecture: video collection terminal; video delivery 
layer; video storage and processing layer; and video 
monitor side. Video collection side includes 
smartphone or PADs which working as a traditional 
camera with their inner camera. Besides smartphone 
video stream, context awareness information like 
location, timestamp, and user’s activity are also 
collected. Those video stream and context-awareness 
data are transmitted to remote server by 3G network. 
In the delivery layer, TCP is used for the video data 
transmission of those I frames and video parameters 
and UDP is used for P frames. The sever side is 
response for data processing and storage. In this 
layer, video is packed into RTSP stream server, and 
the RTSP URL and the corresponding context-info is 
stored in a database. There is also a web server 
responses for source distributed and URL require. In 
the video browse side, video stream can be viewed by 
different terminal or client software, e.g., a PC’s 
browser, or a media player of Android OS. 

The system is constructed on Android 
smartphones, PADs and server PCs. A video 
recording and delivery software is designed, in which 
the UI provides buttons for start/stop video recording 
and transition respectively. Also, several webpages is 
designed. A map interface marked with terminal’s 
location based on smartphone context-aware sensor 
helps users visit those video streams via the links of 
this map. A Video monitor client is developed which 
can retrieve RTSP video stream from media sever 
and integrate those video in a traditional monitor 
system screen. 
 
 

4. Experimental Result and Analysis 
 

The experiment devices of system realization are 
Android smartphones/PADs for context sensor and 
video terminals, working station for video stream 
server. Hardware condition is listed as following: 

HTC T328, Double Core 1 GHz CPU, 512 MB 
memory, 16 GB SD Card, Android 4.1; 

SAMSUNG PAD, Single Core 1 GHz CPU, 
512 MB memory, 16 GB SD Card, Android 2.2;  

Lenovo Workstation, 2.40 GHz CPU, 4 GB 
memory, Ubuntu 12.  

Network condition is China Unicorn's 3G 
/WCDMA Network and China Telecom 8M Fiber 
Broadband. 

There are three different resolutions  
(CIF 352*288/QVGA 320*240/QCIF 152*144) were 
adopted for experiment. The bit-rate under Wi-Fi of 
these three resolutions is showed in Table 1 and 
Fig. 5. Average bit-rate of CIF is 22.8 Kbits/s, of 
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QCIF is 18.24 Kbits/s. That is, under a relative lower 
resolution, H.264’s coding cost is higher than data 
delivery and there’s no obvious effect for change into 
lower resolution.  

Under 3G networks, package loss rate of UDP is 
relatively high. We choose Yangzhou Urban and 
Nanjing University Xianlin campus represent very 
good quality of 3G network and relatively bad one 
respectively. The former’s package loss rate between 
5 % and 15 %, and the latter’s higher than 50 %. 
Experiment data shows that UDP is not suitable for 
video transmission under normal or relative bad 3G 
quality. Control experiment result shows that images 

without QoS guarantees have serous mosaics  and 
those pictures after QoS guarantees is relatively 
fluent under relative poor 3G quality.  

Experiment result shows, in an Android 
surveillance system realized with above method, a 
single video stream’s bit-rate of 3G network is less 
than 30 Kbits, and delay is under 3S. In theory, a 
media stream server with 10 Mbs bandwidth can 
carry 100 channels concurrent video stream. As for 
the location precision, LBS with Wi-Fi or base 
station is under 100 m, with GPS is under 15 m that 
can meet the needs of map marking.  

 
 

Internet

Web 
Server

Internet

 
 

Fig. 4. Architecture of context-aware based mobile video surveillance system. 
 
 
Table 1. Data of video streaming with different resolution. 

 

Resolution 
Average 
bit-rate

(Kb) 

Max bit-rate 
(Kb) 

Min bit-rate 
(Kb) 

CIF(352*288) 22.8072 40.5889  5.3408 
QVGA(320*240) 21.3337 42.1758 1.3789 
QCIF(176*144) 18.2418 37.0459 0.6533 

 

 

 
 

Fig. 5. Video stream bit rates with different resolution. 
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This work also provided real mobile video 
surveillance for an emergency successfully. As show 
in Fig. 6, in an rehearse for Yangtze River’s drinker 
water source protection, 8 different city sites 
cooperated successfully with only one server and 
9 Android smartphones equipped with China Union 
3G cards.  

Video streams were sent from 8 different cities 
and packed on the streammedia server, thank for the 
location information, user can find the video source 
site on a marked map immediately. Experiment 
shows this method is effective and cheaper than 
traditional monitor system. 

 
 

     
 

(a) SAMSUNG 1000 as video collection terminal       (b) marked video stream’s location on map 
 

    
 

(c) 3G video based emergency command centre      (d) 3G smartphone based video monitor screen 
 

Fig. 6. System application of android smartphone base on context-awareness. 
 
 
5. Conclusion and Further Work 
 

This work proposes a 3G surveillance system 
based on android smartphone and the correlational 
context awareness technology. Following functions 
have been realized: 1) Video stream collection and 
video abstraction fused with context-awareness; 
2) RTSP video stream packing and QoS guarantee, 
which is marked with location information and can 
be visited anywhere via a stream media server; 3) An 
application case of an emergency rehearse for 
Yangtze River’s drinker water source protection is 
also given which was actualized under our 3G 
monitor system. Compared with traditional video 
surveillance system, this solution needs only 3G 
network and smartphone.  

Experiment result and use case show that the 
methods for video collection and QoS, video-context 
fusion are feasible. These work provides a relatively 
convenient and cheaper way to construct a context-
aware surveillance system.  

Such system has a broad prospect in field’s 
environment, transportation, public security, and 
social networking. In the future work, we will 

enhance the video quality by QoS guarantee through 
inner structures and relations of H.264 and 3G. 
Furthermore, multi-sensor of smartphone and their 
coloration should be deeply studied. 
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