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Abstract: An encryption algorithm is the core of network security, but for ZigBee wireless sensor network 
(WSN), the complexity of this algorithm directly affects the cost and energy consumption in MCU hardware 
storage resources, which results in confliction between data protection and overhead. In this paper, a 
contradiction simple elliptic curve cryptosystem (ECC) is proposed to use for terminal nodes and host computer 
for data encryption and authentication, the purpose is to save the hardware cost and enhanced data security. 
Copyright © 2013 IFSA. 
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1. Introduction 
 

1.1. ZigBee Technology and its Security 
Issues 

 
ZigBee is a short-range communications 

technology, it has a low power consumption, low 
rate, small size, and low cost [1-2]. The short-range 
wireless communication technology along with 
integrated circuits and computer technologies mature 
and get a wider range of applications, the main short-
range communication technology such as ZigBee 
technology, Bluetooth technology, and RFID, etc. 

As a wireless transmission network system, 
ZigBee network faces many security issues, such as 
completeness, legality, availability, message 
authentication, intrusion detection, access control, 
and confidentiality. Wireless communication 
transmission is opened by the air, so as long as the 
same frequency are likely to become vandals or steal 
information, at the same time, can not be stored 

within the node network dynamics, changing 
topology and network resources makes network 
topology information. The safety mechanism 
includes a key establishment, transmission frame 
protection, and device management. A security 
framework is shown as Fig. 1. 

The ZigBee Alliance integrates the elements of 
the IEEE802.15.4 standard of safety, and security 
class and software based 128-bit AES algorithm  
[1, 3, 5]. ZigBee protocol stack defines the security 
attributes, for the link layer, network layer and 
application layer, and equipment sharing by the Trust 
Center security key. Security mechanisms for the 
protection of the network are not the same, however, 
this will lead to memory resource consumption 
increases, therefore, the need to weigh the 
contradiction between data protection and overhead 
applied at different levels. AES standard to the 
attacker brought a great amount of computation, and 
its main function is information encryption, but it 
also brings the huge overhead of energy consumption 
and storage resources, using symmetric cryptosystem 
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is quite upset. Therefore, ZigBee single symmetric 
encryption algorithm, data encryption and key 
exchange may be a security risk, AES encryption and 
decryption operations to the ZigBee end hardware 
overhead also brings a certain burden. The main role 
of the public-key cryptosystem, including encryption 
and authentication without key exchange, simplified 
key distribution workload. This article uses a public 
key algorithm to encrypt and decrypt the data in the 
terminal node and host computer, to improve security 
at the same time to reduce the amount of affordable 
computing network. 

 
 

 
 

Fig. 1. ZigBee Security Framework. 
 
 

1.2. Common Public-Key Encryption System 
 
Public key cryptosystem basic idea is that the 

public key is used to encrypt and the private key is 
used to decrypt and the encryption and decryption 
keys are different. From a mathematical point of 
view, the design of public key cryptosystem is based 
on the difficulty of the math problems, in use, 
original parameters based on positive operator can 
easily get the results, the inverse operation by the 
results, it is difficult to infer the original parameters, 
that is, anyone can use the public key encryption, but 
to decrypt secret data and deduce the private key 
value is very difficult. 

Famous public key cryptosystem backpack 
institutional the Williams system, EGamal system, 
RSA system, elliptic curve cryptosystem (ECC), and 
recently have the braid group public key 
cryptography system and NTRU, and is currently the 
most widely used is RSA public key cryptography 
authentication system [4, 6], the algorithm is a first 
not only encryption but also at the same time the 
digital signature algorithm, public key algorithm is 
also been widely studied, and is considered to be the 
best public key scheme in the current one. 

But the speed is the biggest drawback of the RSA 
algorithm, the main reason is the key generated by 
the prime number generator algorithm restrictions 
makes it difficult to do the one-time pad, in order to 
ensure there is security packet length or at least  
600 bit that is too large to consume computing 
resources. 

Elliptic curve cryptosystem (ECC) is a public key 
cryptosystem public key cryptosystem bit high 
strength, the essence is elliptic curve discrete 
logarithm (ECDLP), which is an elliptic curve 
cryptosystem security infrastructure [7]. Relatively 
RSA, its advantages are mainly reflected in three 
aspects: first, using the general number field sieve 
(NFS) method of attacking it, its strength is higher, 
achieve exponentially, while RSA algorithm only 
achieve subexponential class; Second, equal security 
under the conditions of the key length is short, but 
this advantage is very suitable for use in low storage 
conditions; Third, password storage space consumed 
by the small, low bandwidth requirements, it is also 
very suitable for storing restricted environment uses; 
Fourth computing speed is much higher than the RSA 
algorithm, to improve the efficiency of the service. 
 
 

2. System Architecture 
 

A sensor module is connected with ZigBee 
terminal nodes, or routing nodes, via RS485 line, and 
data are encrypted/deencrypted/authenticated in the 
terminal node and deencrypted or 
encrypted/authenticated in the host computer. In a 
ZigBee network, a separate security system is 
adopted, in which ECC encryption and authentication 
system are designed, namely processing hardware 
nodes and host computer sensor module data. This 
method is able to guarantee the security of the 
network data and less consumption of network 
resources. The system design architecture is shown as 
Fig. 2. 

 
 

3. Elliptic Curve Encryption  
Algorithm Design 
 
Define abbreviations and acronyms the first time 

they are used in the text, even after they have been 
defined in the abstract. Abbreviations such as IEEE, 
IFSA, ac, dc, ms, etc. do not have to be defined. Do 
not use abbreviations in the title or heads unless they 
are unavoidable. 

Elliptic curve cryptosystem has become the 
hotspot of the field of security research direction with 
a high-strength security, the fastest processing speed 
and lowest cost [4], For now, the elliptic curve 
encryption algorithm key length is shorter, generally 
about 30 to 60, which is determined by the execution 
rate of the software implementation. And a key 
length is relatively large in the hardware 
implementation of elliptic curve. The encryption 
algorithm will need a lot of hardware resources. 
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Fig. 2. System Design Architecture. 
 

 
Elliptic curve refers to the curve plane defined by 

the Weierstrass equation, as shown by Eq. 1. 
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2 ZaXZaZXaXYZaXYZaZY  , (1) 
 
Elliptic curve for normal point (X:Y:Z) (Z  0) 

and the infinite point O (Z=0) sets defined in the 
photography coordinate system, each point on the 
curve is non-singular point, curve is smooth. 
Coefficient ai (i=1,2,3,…,6) is defined in the base 
field K, K is the field of rational numbers, real 
numbers, complex domain, or a finite field. And 
elliptic curves in cryptography are defined over finite 
field which is studied in this paper for the prime field. 

To extend photography coordinate system to the 
rectangular coordinate system, sets x=X/Z, y=Y/Z  
(Z  0), then Eq.1 can be converted into Eq. 2. 

 
 

64
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31
2 axaxaxyaxyay  , (2) 

 
As shown in Fig. 3 and Fig. 4, y2=x3-x and 

y2=x3+x+1 are two elliptic curve on a rectangular 
coordinate. For these two elliptic curves and two 
arbitrary points P and Q (do the tangent at the point P 
if two points P and Q coincide) ,draws a linear and 
gets its intersect-point R’ with the elliptic curve. 
Through the point R' a y-axis parallel line is drawn to 
get another intersect-point R. Set P+Q=R, in which 
the sum of infinity point O and the point P still get 
the P, Added to the point P k times, referred to as kP, 
point addition is equivalent as P * Q = R. The elliptic 
curve defined in the base field K of the point and 
infinite point is composed of a set of E(K), Execution 
point addition in E(K) collection for this addition, 
E(K) form a commutative group, this exchange group 
called elliptic curve group, that is, the set of points on 
elliptic curve addition operation constitutes elliptic 
curve group. Its general form is shown  
as Eq. 3. 

 
 baxxy 32   )0274( 23  ba , (3) 

 
ECC is a password system built on the finite field 

on the elliptic curve group, and all coefficients of the 
elliptic curve are certain elements of the finite field 
GF(p), where p is a large prime number. One of the 

most commonly used is the curve defined by the 
equation. p is a prime number, and {0,1, ..., p-1} is 
the exchange group of modulo p plus (Abelian); and 
{1, ..., p-1} is the commutative group of modulo p 
multiplication. The present study is relatively mature 
finite field, there are two, one for the GF(p), and one 
for GF(pm). This paper describes the GF(p).Refer 
with: Eq. 4 [7-9]. 

 
 pbaxxy 32 mod  

( )(, pGFba  , 

0mod274 23  pba ), 

(4) 

 
 

 
 

Fig. 3. y2=x3-x. 
 
 

 
 

Fig. 4. y2=x3+x+1. 
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GF(p) on the elliptic curve group E(GF(p)) is the 
point p(x,y)(GF(p)×GF(p)) to satisfy the equation 
and its infinity point O. For points p(x1,y1)E(GF(p)), 
Q(x2,y2)E(GF(p)), the Eq. 5 and Eq. 6 for both 
point to add the calculation method. Arbitrary point 
p(x,y)E(GF(p)) , there are P+O=P, and the inverse 
element of P is expressed as the -P=(x,-y). 
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Support a point P on an elliptic curve and let k an 

integer, define the scalar multiplication as Eq. 7. 
 

    
k

PPPkP  , (7) 

 
 

 
 

Fig. 5. E991(1,1) Scalar Multiplication Point P(0,2),  
Rank is 955. 

 

 
 

Fig. 6. E8831(3,45) Scalar Multiplication Point P(4,11), 
Rank is 4427. 

Referenced as Eq. 7, if k < 0, then  
kP=(-k)(-P).When k is increased to a certain value, n 
= kmax is the rank of the point P. The problem of 
ECDLP is, for a k and the base point P, when known 
scalar multiplication kP and P, seeking the value of k, 
Time to solve this problem exponentially. ECC 
public key cryptosystem is built at the top of this 
problem [8, 10]. 

As shown in Fig. 5, an access point P (0,2) on the 
in E991(1,1), its rank can be calculated as n=955. With 
m=8831, the elliptic curve E8831 (3,45) point are 
distributed in Fig. 6. With an access point P(4, 11), 
the distribution of kP points will be more intensive, 
the rank of this point P is 4427. In actual condition, a 
suitable base point P would be chosen, so that the 
rank 's value is as large as possible firstly. 

ECC calculation contains four key steps, such as 
operations over finite field, point operation, scalar 
multiplication and ECC application algorithms. 
Encryption and decryption calculation step is 
following as: 

Step 1: A appropriate basic point G (x,y) and an 
elliptic curve equation EP(a,b) selection such as Eq. 3. 

Step 2: Private key k selection and the public Kp 
calculation. 

The order of the point G is calculated as n, and in 
the open interval (0,n), a random number k is adopted 
to calculate Kp=kG. 

Step 3: Plaintext data encoding. 
The collected information data is encoded in 

accordance with the form of the coordinates (x,y) to 
get plaintext Pm= (xm,ym).  

Step 4: Plaintext data encryption. 
A random positive integer r is selected to 

calculate rG and Pm+rKp, and to generate ciphertext. 
Ciphertext data, the base point G, the public key Kp 
are sent to a trusted party.  

Step 5: Ciphertext data decryption. 
The receiving party decrypts the ciphertext data 

with the private key k and a formula Cmy-kKp to get 
the plaintext data encoding. 

Encryption and decryption processes are shown 
in Fig. 7. 

ECC is adopted for encryption, decryption and 
authentication of sensors' data, concrete steps are 
following as: 

Step1: Chooses the elliptic curve E8831(3,45), i.e. 
Step2: Selects the basic point G=(4,11) on the 

curve, and calculate the rank of the point, n=4427. 
Step3: From the interval (0,4427), selects the 

private key, sets k=200, and calculates the public key, 
Kp=kG= (3536,1563). 

Step4: Extracts data from a sensor at the 
transmitter, such as 0xFFAB28954AB1. The data in 
each of the three as a group are encoded, a zero is 
added before the highest bit, finally get the new data, 
0x0FFA0B2809540AB1. 

Step5: The sensor data to code according to each 
of the four as a group are grouped, and encoded in 
Cartesian coordinate data format, Pm1= (40902856) 
and Pm2= (23882737). 
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Fig. 7. Elliptic Curve Encryption and Decryption Process. 

 
 

Step6: Encrypt Pm1 and Pm2, randomly generated 
integer r  (04427), of which, r1=125, r2=137. The 
following results were obtained by calculation. 

r1Kp = (4642, 6242), r1G = (5000, 267), r2Kp = 
(4385, 8355), r2G = (3051, 3946);Pm1+r1Kp =  
(3239, 3100), Pm2+ r2Kp = (6487, 674). 

Through calculation of the ciphertext data to 
obtain the plaintext encrypted for 0x0FFA0B2809540 
AB1:0x1388010B0CA70C1C0BEB0F6A195702A2. 

Step7: Decrypt the encrypted data. 
At the receiving terminal, the ciphertext is 

converted to Cartesian coordinates format. For the  
Cm = (rG, Pm+rKp), first isolated longitudinal 
coordinate Cmy, using the private key k, by 
computing the Cmy-kKp, Cm corresponding to the 
plaintext Pm, after calculation, then obtain the original 
plaintext. 

 

4. Conclusions 
 

In this paper, a simple ECC encryption and 
authentication technology is presented between 
terminal node and host computer in a ZigBee 
wireless sensor network. Most security technologies 
are hardware-based encryption, which requires 
additional hardware resources. In order to reduce 
hardware overhead, data format and encapsulation 
are unified from a sensor modular and (de) 
encryption and authentication are completed in the 
host computer and terminal nodes. This method not 
only saves energy and storage overhead and reduces 
the amount of network computing burden, but also 
enhances data security and reduces security risks in 
data encryption and key distribution and exchange. 
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