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Abstract: High latency, low data rate and intermittent network connectivity make Delay Tolerant Network 
(DTN) cannot copy routing protocols in traditional network. Because of node mobility, node cache limitations 
and energy, it is very difficult to select relay nodes. The paper proposed a Confidence Based Routing Algorithm 
(CBRA) that uses factor combination of message forward successful rate, contact rate and free buffer rate so as 
to make routing decision and selection for better relay node. It can effectively avoid too much network 
knowledge or too many copies to achieve higher successful rate as other routing protocols. Simulation 
experiment results on ONE compared with Direct Contact, Epidemic Routing, Two-Hop Relay and PROPHET 
algorithm show that CBRA has advantages that small redundant, low buffer occupancy rate and low energy 
consumption. Copyright © 2013 IFSA. 
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1. Introduction 

 
DTN is a challenged network, which is often 

disconnected due to movement of hosts and routers, 
network management or energy conflicts. It has 
features as high latency, low data rate as well as 
intermittent network connections, which make it 
cannot copy routing protocols in traditional network. 
There are mainly following several reasons [1]. 
Firstly, it has no end-to-end delay. In case of 
message or packet transmission in network, TCP/IP 
assumes exist end-to-end paths. It is unrealistic in 
DTN because end-to-end path does not exist in DTN. 
Second, it has higher delay. TCP/IP assumes data 
transmission time between any two nodes is not 
larger than a certain value. However, the delay may 
be hours or days in the DTN. Thirdly, it has 
intermittent network connectivity. Each link in data 
transmission of TCP/IP is connected in most of time. 
In DTN, network is sometimes connected and un-
connected, but not in a connected state. 

At some time, two nodes in the DTN are 
temporarily unable to contact because there is not 
end-to-end path. Contact among nodes in DTN uses 
simple protocol to ensure smaller round-trip time. 
DTN routing involves using which policy to select 
path, diffuse routing information, manage group 
members, forward message, maintain status and 
retransmit message. Because DTN contains multiple 
networks and connectivity may intermittent, different 
application scene uses different routing policies. 
Some networks have continuous connection, while 
others have cyclical connections. The selection of 
routing policy should consider nature of network 
connections. The paper towards a confidence-based 
algorithm to select appropriate relay nodes with 
confidence, thus effectively avoid waste of resources. 
Simulation experiment under different network size, 
different cache size verifies algorithm performance. 
The content is organized as follows: Section 2 
introduces related works; Section 3 proposes 
epidemic routing algorithm based on confidence; 
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Section 4 carries out simulation on algorithms; 
Section 5 concludes our work. 

 
 

2. Related Works 
 
Routing problem of DTN began from SIGCOMM 

2004, Sushant Jain et al. firstly proposed routing in 
the delay tolerant network [2, 3]. The article clearly 
stated main issues and expression forms of routing  
in DTN. The earliest proposed routing policy is 
Epidemic Routing [4]. It defines encounter and 
exchange manners among nodes, finally obtain copy 
of each message in each node. It is similar to 
flooding algorithm in TCP/IP. In this paper, a 
framework to evaluate performance of routing 
algorithms in DTN was brought out firstly some 
specific routing algorithms were provided, such as 
MED, ED, EDAQ, EDLQ, MEED and etc. [5]. These 
routing algorithms are similar to connection metric in 
traditional network routing protocols. The routing 
algorithm firstly should establish network topology 
and then assign certain weight to each pair of 
connection. Finally, the shortest path algorithm is 
used to find optimal path. The drawback of these 
routing algorithms is that each node needs to know 
sufficient network knowledge before routing 
algorithm actually play its role. Connection weight 
assignment aims at provide optimal service to nodes, 
including maximum bandwidth, minimum delay and 
highest transmission rate. The most important metric 
in DTN is transmission rate, so network should 
provide reliable data transmission. The second one is 
transmission delay. Therefore, the defined metric 
should maximize transmission rate and minimize 
delay [6]. In addition, there is also other metrics try 
to minimize resource consumption, such as cache 
space or energy. 

The Ref. [7] proposed several algorithms to 
address difficulty as poor routing performance 
caused by low contact probability, les path selection 
in un-determined random DTN. The network model 
of random DTN was also discussed firstly. The 
parameters as delay, available resource, starting time, 
connection interval time in random DTN are 
uncertain and randomly. Jones et al. also brought out 
a practical routing protocol of DTN only using 
network observation information [8]. The paper 
designed a parameter vector to evaluate how long it 
should wait before a message is sent to next hop. 
Anders L. et al. proposed a probability routing 
protocol PROPHET adapt to intermittent network [9], 
which uses encountered or delivery history 
information in routing process. PROPHET sets a 
predictable delivery probability Pa,b between nodes a 
and each known destination node b. When these two 
nodes meet, they exchange total information vector 
of themselves as well as predictable delivery 
probability parameter. The protocol requires each 
node keeping a transmission prediction table from 
each node to each destination node, considering 
history encounter information and adding 

information. If node encounters in pair, the 
corresponding message can be sent only when 
prediction above own. PROPHET has high 
successful transmission rate than epidemic routing, 
which also greatly reduces network load. 

Z. Zhang divided routing algorithms into two 
categories [10, 11]. One is deterministic routing and 
another is random routing. As to deterministic 
routing, time of node movement and connectivity is 
determined. In other words, the topology of whole 
network is known in advance. Such routing needs too 
much network knowledge, including node movement, 
contact access, network topology and etc. Before 
actual message transmission in all deterministic 
algorithms, it needs to establish paths from end to 
end. However, it needs not determine paths from end 
to end in the random routing, such as direct connect, 
epidemic routing and etc. This kind can route without 
much knowledge, which too many copies been 
generated in the network, occupying much network 
resources. Deterministic routing should route 
according to knowledge. 

 
 

3. Epidemic Routing Algorithm Based  
on Confidence 
 

3.1. Definitions 
 
1) Confidence. 
Confidence is judgment of people on true objects 

according to past experiences, or degree of people 
trust on some object. In the confidence-based 
algorithm, we select some node as relay node, which 
also server as some object in the definition. If it is 
true, we select this node as relay node. The degree to 
be true represents possibility to select this node. 
Larger degree means we have greater possibility to 
select it as out relay node. In other words, we will 
select node with larger confidence as relay nodes in 
the algorithm. 

2) Message forward successful rate. 
Since movement of most nodes still have certain 

rule to follow, we use message forward successful 
rate as an important metric for relay node selection. 
Assume A intends to send message to G, it follows B, 
C, D, E, F intermediate nodes, so the path is source 
node A→B→C→D→E→F→G (destination node). 
After message is successfully sent to G, namely 
successfully reach destination node, G broadcast 
entire routing table so that each node in the network 
can receive this table. When other nodes in the 
network received such table, modify their own 
forward table. Taking node A as example, we 
introduce the content to be modified in forward table. 
Node A firstly modifies forward success number to B 
SCA,B, add 1 to its value. Subsequently, SCB,C, SCC,D, 
SCD,E, SCE,F, SCF,G respectively increment. Then, it 
adds nodes B, C, D, E, F, G that can be reached from 
A into table so that be considered in routing selection. 
Meanwhile, node A has saved forward count FCA 
from itself to other nodes.  
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Therefore, we can obtain success ratio of direct 
forward from node A to node B SRDFA,B as: 

 
A,B A,B A,BSRDF SC /FC=  (1) 

 
Thus, we can also obtain the probability from 

node A to node G is product of forward success ratio 
from each pair of nodes: 

 
, , , , A G A B B C F GSR SRDF SRDF SRDF= × ×…×  (2) 

 
In this way, each node obtains any two 

probabilities. When they meet one another, they 
exchange own forward success ratio and then sum 
and average.  

3) Contact probability. 
Suppose the proportion of contact time ( , )iCT A B  

between node A and node B in the interval T is 
( , )iCR A B , namely  
 

( , ) ( , ) / 0i iCR A B CT A B T i n= < < , (3) 
 

where T is the interval from connection establish 
time UPA,B to next establish time UPNextA,B between 
node A and node B. Therefore, the proportion of 
node A and node B from connection establish time 
UPA,B to connection break time DOWNA,B in T is: 

 
, , , ,( , ) ( ) / ( )i A B A B A B A BCR A B DOWN UP UPNext UP= − −  (4) 

 
 
The contact probability between node A and node 

B in network CR(A,B) means adding 
CRi (A,B) (0<i<n) and then average.  

 
( , )

( , ) 0
i

i
CR A B

CR A B i n
n

= < <
∑

 (5) 

 
It is a statistical probability. The ratio can only be 

obtained with statistical information. Of course, 
larger probability means more contact opportunities.  

4) Node cache probability. 
From above we can know that message forward 

success ratio and node contact probability are 
statistical probabilities. Node cache probability is 
currently available ratio of cache, which mainly aims 
at avoid buffer overflow and prevent congestion. To 
avoid node cannot receive message caused by 
network congestion or buffer overflow, we should 
also consider cache status. When he node cache left a 
little, it indicates that too many tasks been carried. 
Subsequently, we will consider whether allocate task 
to this node so that network tends to be balanced. 
When two nodes contact, the information that been 
exchanged each other contains own proportion. The 
proportion that free space occupies in all space can 
be represented by free space ration (FSR) as: 

 
FSR = FS / AS (6) 

We can then obtain the occupied space ratio in 
node as: 

 
OSR = OS / AS (7) 

 
5) Confidence computation. 
In the confidence-based algorithm, H is some 

nodes are selected and E is one of them that can 
successful forward message, contact access and 
available cache. 

The computation formula of confidence is: 
 

( , ) ( , ) ( , )CF H E MB H E MD H E= − , (8) 
 

where MB is the confidence increment and MD is the 
incontinence increment. 
 
3.2. Algorithm Design 

 
The confidence-based epidemic routing is 

designed based on confidence defined above.  
1) Algorithm flow. 
The algorithm running flow is shown in Fig. 1. 

When connection status between one node and 
another changes, routers conduct drive according to 
connection status change. After connection status 
changed, update related factors as routing table, 
contact opportunities and cache. Then, compute 
confidence using updated values. Select appropriate 
relay node according to value of confidence and 
forward messages out. 

2) Routing update. 
As the algorithm is based on confidence, the 

routing information update should mainly consider 
three aspects that affect node confidence, namely 
forward success ratio, contact probability among 
nodes and node cache probability. 

• Forward history; 
Each node contains a table with forward success 

ratio to all nodes. When a node received table about 
message forward success ratio from others, add 
probability of items with same source and destination 
and then average to obtain a new average. 

• Contact among nodes; 
In case of each change of connection status, 

record changes as connected or disconnected as well 
as change time. Then, compute proportion of contact 
time, namely the proportion of connection time. 

• Node Cache; 
To prevent buffer overflow, both connected ends 

should exchange cache usage status at this time in 
case of connection. More free space is more benefit 
to this node and vice versa. 

• Redundant cache process; 
For mobile wireless nodes, the cache is very 

important to forward stored messages. It has certain 
impact on performance of whole routing algorithm. 
Since node forward data with keep and deliver 
mechanism, the cache is likely to overflow. In the 
confidence-based algorithm, we delete oldest 
information, namely the lowest data in cache as most 
algorithm uses. 
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Router (main function)

Connection status changes

Update contact opportunity Update routing table Exchange cache ideal ratio

Compute confidence

Select relay nodes

Forward message

Return
 

 
Fig. 1. Algorithm flow. 

 
 

4. Simulation Experiment 
 

4.1. Simulation Conditions 
 
According to above design, we conduct 

experiment analysis on algorithms. The simulation 
software selects the ONE, which is specialized DTN 
routing simulation software. Simulation scene uses 
network consisted by wireless nodes in Helsinki 
district provided by ONE. To scientifically illustrate 
algorithm performance, it needs to compare proposed 
confidence-based algorithm and others. Furthermore, 
we should also set different simulation parameters to 
verify algorithm performance. We select Direct 
Deliver (DD), Epidemic Routing (EP), Two-Hop 
Relay Wait (SW) and PROPHET (PH) algorithms for 
comparison. 

 
 

4.2. Simulation Results 
 
To compare different routing algorithms and 

evaluate their performance, we define routing 
algorithm evaluate standards for DTN. Generally 
speaking, an effective routing protocol should meet 
requirements as higher message forward successful 
ratio, smaller average delay and less network 
resource overhead. 

1) Different network size. 
We set different network size in the simulation, 

node counts of which are respectively 20, 40, 60, 80 
and 100. Cache size of each node is fixed, which is 
set 25 M here. Node communication range is also 
fixed and set to 100 m. Network transmission speed 
is constant as 250 kbps. The obtained massage 

forward success rate under different network size is 
shown in Fig. 2. 
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Fig. 2. Algorithm success rate under different network size. 
 
 
In the Fig. 2, we can see that message forward 

success rate of CB increase as increment of network 
node count. It shows that confidence-based epidemic 
routing has good performance under larger network 
size. In case of less node number, the proportion of to 
be copied message number in total number is larger, 
so performance will degrade. However, when 
network size becomes larger, namely node count 
increase, it shows better performance. As network 
size increases, the redundant message copies in 
network are relatively less and message forward 
success rate is higher. Obviously, the performance of 
EP and PH decrease in case of more nodes. It is 
because they generate too many redundant in the 
network, which impacts network performance. 
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Finally, we can see message forward success ratio of 
DD and SW impact a little by network size. DD 
transmits messages only when source node and 
destination node encounters. At most moment, the 
message in cache is processed after not been 
transmitted for long time. SW has best performance 
under any circumstance. 

The average delay under different network scale 
is shown in Fig. 3. 
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Fig. 3. Average delay of algorithm under different 
network size. 

 
 

From Fig. 3, we can see that average delay of 
algorithms under different network size are arranged 
from small to big as SW, EP, PH, CB and DD. The 
average delay of CB decreases with network size. 
However, the average message delay of DD is much 
larger than that of others. It is because source node 
and destination node in one-hop routing method have 
little opportunity to contact. 

2) Different cache size 
In the DTN, cache size is limited. When a node 

receives message and put it into cache, if there is not 
extra space to store received latest information, it 
should delete some old messages according to certain 
mechanism to free some space to store latest received 
message. Therefore, cache is still very important to 
network node for forwarding messages. Good 
algorithms can operate beyond control of cache. 
Therefore, in order to verify effect of cache on 
algorithm performance, different cache sizes are set 
here. In the schema, simulation was conducted from 
15 M added by 10 M. Network node number is set 80. 

Fig. 4 shows simulation result of various 
algorithms when nodes are set different cache sizes. 
We can see that with increment of cache size, message 
forward success ratio of each method increases. The 
EP and PH methods change fast. It means their 
performance be greatly impact by message cache size. 
Because EP tries to copy message to all nodes, it 
generates large amount of network traffic. The EP 
routing algorithm based on confidence is just impacted 
little by cache size, because the method select better 
number relay in each hop to forward message. The 

SW method generates k copies for each message, so it 
has least changes. 

Fig. 5 gives average message delay comparison 
obtained from simulation with different cache sizes. 
Firstly, we can see that average delay of DD sharply 
rise with increment of cache size. It indicates more 
messages are transmitted. Average message delay of 
other methods increases slightly with cache size. It 
means more messages should be transmitted. In 
addition, the average message delay of others do not 
affected largely than that of DD. Finally, the average 
message delay of CB is larger than others. It is 
because the method consider purely from node 
forward successful, but not to decrease average 
message delay. Because more average message delay 
saturation buffer node more times, namely more 
messages may be removed before sent to the target 
node properly, which eventually affect the success 
rate of message forwarding. 
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Fig. 4. Success ratio of different cache  
n case of 80 nodes. 
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Fig. 5. Average delay of different caches  
in case of 80 nodes. 

 
 

5. Conclusions 
 
The paper concluded and analyzed on routing 

technologies from aspects of routing classification, 
routing decision as well as routing evaluation. Based 
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on existing algorithms, a confidence-based algorithm 
was proposed so that we can utilize confidence to 
select appropriate relay nodes, thus effectively 
avoiding resource wasting. Three aspects of message 
forward success ratio, node contact probability and 
node cache idle probability were utilized to combine 
confidence. The proposed algorithm was 
implemented on ONE simulation platform and 
compared with other methods. Simulation results 
show that CB method has better performance. 
Compared with other methods, CB has its own 
advantages. For example, it needs not much network 
knowledge and does not generate too many copies. It 
also has some disadvantages. Because of limitations 
of simulation, the algorithm will inevitably encounter 
many problems in actual working scene. Therefore, 
out next research will focus on application in 
practical environment. 
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