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Abstract: Network survivability is the key ability of ad hoc network under all kinds of attacks, which is a 
foundation to the design and evaluation of wireless ad hoc network routing protocol. The definitions of network 
survivability are analyzed and compared. We propose a novel survivability model based on Finite State Machine 
(FSM) and District Time Markov Chain (DTMC) model. DTMC steady-state probabilities are theoretically 
deduced and computed. Performance Evaluation Process Algebra (PEPA) is used to decribe the state transition 
model, PEPA Eclipse Plug-in software is used to compute the steady-state probabilities. We find that the steady-
state probabilities computed by PEPA software match well with the formula derivation. Experiment results 
show that G steady-state probability decreases with the increasing transition probability of attack state. Finally, 
we validate the proposed model by PEPA simulations and numerical analysis.  
Copyright © 2013 IFSA. 
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1. Introduction 
 

Wireless Ad hoc Network is a set of wireless 
mobile nodes that dynamically self-organize in 
temporary network topologies. The networks were 
initially designed for military applications and 
currently they have been widely used in many real 
applications, such as emergency communication, 
military field communication, aero craft 
communication, sensing or probing a region, sharing 
information during a conference, and so on [1]. 

People and devices can be interconnected without a 
communication infrastructure. In the wireless ad hoc 
network, nodes can communicate with the other 
nodes by ad hoc routing protocol. Because of the 
limited energy supply and open network topology, 
the wireless links between mobile nodes are 
unreliability. Compared to traditional networks, 
wireless Ad Hoc networks are more vulnerable to 
many malicious attacks, such as information 
disclosure, inner and outer intrusion, all kinds of 
denial of services. The wireless mobile ad hoc 
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networks are more sensitive to the malicious attack 
behaviors. Routing protocol is the key component to 
the ad hoc network. If the routing protocol is 
attacked, the network service will be destroyed. Thus, 
we need to pay more attention to the security issues 
in the ad hoc network routing protocol. 

Network survivability is the capability of a 
network to fulfill its mission in a timely manner, even 
in the presence of attacks, failures, or accidents [2]. 
Therefore, survivability consists robustness, security 
and recovery, and so on. Routing protocol 
survivability refers to the routing protocol to find the 
available paths under some attacks. Based on the 
survey of the survivable wireless Ad Hoc network, a 
novel survivability model for wireless ad hoc multi-
path routing protocol is proposed and simulated. The 
rest of this paper is organized as follows: This section 
introduces wireless Ad Hoc network and the 
survivability in Ad Hoc network. Section 2 analyzes 
and introduces the related research works. The 
survivability model for Ad Hoc network multi-path 
routing protocol is proposed in section 3. It is 
simulated and validated in section 4. The conclusion 
is made in section 5. 
 
 
2. Related Research Works 
 

In this section, the related research works of Ad 
hoc network survivability are analyzed in three 
aspects. The first aspect is the definitions of 
survivability, the second aspect is related to the 
attributes of Ad hoc network survivability, the third 
aspect is the evaluation models of Ad hoc network 
survivability. 
 
 
2.1. Definition of Survivability 
 

Survivability can be defined as qualitative and 
quantitative aspects in this paper. 
 
 
2.1.1. Qualitative Definitions of Survivability 
 

To information system, survivability is defined: 
Survivability is defined as the capability of a 

system to fulfill its mission, in a timely manner, in 
the presence of attacks, failures or accidents [3]. The 
focus of their survivability research is on delivery of 
essential services and preservation of essential assets 
during attack and compromise, and timely recovery 
of full services and assets following attack. 

In the updated Federal Standard 1037C [4], 
survivability is defined as the property of a system, 
subsystem, equipment, process, or procedure that 
provides a defined degree of assurance that the 
named entity will continue to function during and 
after a natural or man-made disturbance. 

The network survivability as defined by the ANSI 
T1A1.2 committee [5] is the transient performance 

from the instant an undesirable event occurs until 
steady state with an acceptable performance level is 
attained. Suppose a measure of interest M has the 
value m0 just before a failure occurs. The 
survivability behavior can be depicted by the 
following attributes: ma is the value of M just after 
the failure occurs; mu is the maximum difference 
between the value of M and ma after the failure; mr is 
the restored value of M after some time tr; and tr is 
the relaxation time for the system to restore the  
value of M. 

Network Survivability can be defined as: 1) the 
ability of a network to maintain or restore an 
acceptable level of performance during network 
failure conditions by applying various restoration 
techniques; and 2) the mitigation or prevention of 
service outages from potential network failures by 
applying preventive techniques. (proposed by Louca 
et al. [6] for the telecommunication network). 

They consider the survivability of a wireless ad 
hoc network to be a basic network capability to 
maintain a connected topology in the presence of 
malicious adversaries and random failures and use 
connectivity as the metric to define it as follows [7]: 

Given a wireless ad hoc network M , let ( )k M  
denote the (vertex)-connectivity of M . The network 

survivability of M , denoted by ( )kNS M , is defined 
as the probability that all active (unfailed) nodes are 
k -connected, that is shown in equation (1),  
 

r( ) ( ( ) )k aNS M P k M k= = ,                   (1) 
 
where aM is the network induced by all active nodes 
of M . Note that in the definition above, we are 
particularly interested in the connectedness of active 
nodes, including cooperative, selfish, and malicious 
nodes. This is because of the fact that failed nodes, 
being unable to participate in routing operations, do 
not contribute to the topological connectedness. 

These definitions of survivability are a good 
beginning and provide an excellent description for 
the concept of survivability, but it is still difficult to 
determine whether a given system is survivable or 
not and to compare the survivability of two systems. 
 
 
2.1.2. Quantitative Definitions of Survivability 
 

Stochastic modeling techniques are used to 
capture the attacker behavior as well as the system’s 
response to a security intrusion. Survivability is 
calculated as a function that depends on the type of 
network failure and the remaining links available 
after the failure The survivability function can 
calculate expected, worst-case, r-percentile, and 
probability of zero survivability [8]. The survivability 
function is described as “the probability that a 
fraction of the nodes are connected to the central 
node.” The function allows for different quantities to 
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be calculated based on the network characteristics 
such as type of failure (disaster) and goodness  
of the network.  

Liew et al. [9] in their work on characterizing 
disaster-based network survivability. The resource 
under investigation is the number of connected nodes 
or functioning links in the system usually. 
Definition 3. Survivability is measured by the 
fraction of the available resource after the occurrence 
of failures. 

A more general survivability definition was 
introduced by Knight and Sullivan [10] for critical 
information systems as follows: A survivability 
specification is a four-tuple, ({E,R,P,M}) where E is 
the assumed operating environment for the system, R 
is a set of specifications of tolerable services to be 
provided by the system, P is a probability distribution 
across R, and M is a finite-state machine (FSM) 
defining tolerable service transitions. 

The survivability of wireless mobile networks 
was defined in [11] as a network ability to perform its 
designated set of functions given network 
infrastructure component failures resulting in a 
service outage and measured by traditional 
registration blocking probability and call  
blocking probability. 

It is recommended that these key components can 
be used as the basis for developing a standard 
definition of survivability for distributed network 
systems [12]. System: system environment. Threat: 
accidental, intentional (malicious), or catastrophic. 
Adaptability: the ability to adapt to the threat and to 
continue to provide the required service to the user. 
Continuity of service: the network performance 
should not appear to be degraded by the end user. 
Time: the services should be available to a user 
within the time required by the system and expected 
by the user.  

A quantitative survivability characterization 
involves the construction of the finite state machine 
model with a complete specification of the system 
operating environment, and the probability mass 
assignment to each state in the finite state machine 
[13]. They observe that this task may also be 
achieved by converting the FSM into a Markov chain 
where the state transitions are assigned transition 
rates. In this sense, they construct a homogeneous 
continuous time Markov chain (CTMC) model for 
this problem, and solve for the steady-state 
probability that the system is up, also known as the 
steady-state availability. The failure frequency in the 
CTMC model is equation (2): 

 

, 0

1

N

e j

j

f λ π
=

= ∑                                (2) 

 
Mapping our CTMC development onto the four 

tuple survivability definition, E corresponds to the 
system fault/error/failure analysis; R corresponds to 
the ability of the system to tolerate the router failures; 
M corresponds to the CTMC model; and whether the 

system could meet the constraints defined by P may 
be determined from the probability measures 
obtained by solving the CTMC. 

They show unreliable behavior of nodes with first 
order Discrete Time Marcov Chain (DTMC) [14]. 
Markov Chain model of a node is shown in Fig. 1. 
 
 

 
 

Fig. 1. Markov Chain model of a node. 
 
 

According to the above figure, there are two 
modes: ON mode and OFF mode. ON mode 
represents the success transmitting of incoming 
packets to the next hop, and in OFF mode packets get 
destroyed. Parameters of model are defined  
as follows: 

a: The probability of changing from ON mode to 
OFF mode or equivalently, the probability that next 
packet is destroyed under the condition that the 
previous packet was transmitted. 

b: The probability of transmitting from OFF 
mode to ON mode or equivalently the probability of 
the next packet is transmitted under the condition that 
the previous packet was destroyed. 

Semi-Markov process (SMP) is an extension of 
Markov chains and shows advantages in several aspects. 
For example, in Markov environment, the distributions 
for transitions between states have to be negative 
exponential functions. Instead in the semi-Markov case 
the distributions can be nonexponential functions. 
Bharat B. Madan deals with the irreducible SMP model 
that may be used to find the steady-state probabilities 
leading to the computation of steady state security 
measures [15], such as, availability, confidentiality or 
integrity. The SMP model with absorbing states is 
presented for computation of the Mean time to security 
failure (MTTSF) measure and the eventual probabilities 
of absorption into different security failed states. 

A generic model based upon a semi-Markov process 
(SMP) is proposed to characterize the evolution of node 
behaviors, and the stochastic property of the model is 
analyzed to disclose the effects of Ad hoc network node 
behaviors [16]. 
 
 
3. A Novel Survivability Model  

for Wireless Ad Hoc Network  
Routing Protocol 

 
Ad hoc On-Demand Multi-path Distance Vector 

(AOMDV) is the extended work of Ad hoc On-
Demand Multi-path Distance Vector (AODV) routing 
[17]. AOMDV provide multi-path to reach the 
destination, AOMDV provides multi-path for data 
packets delivery from the source to the destination. 
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So the survivability of AOMDV is higher than that is 
in AODV. 

Some researchers have researched AOMDV 
routing protocol, but they do not propose a systematic 
survivability model of AOMDV routing protocol. 
Because attacks are difficultly detected and prevented 
in ad hoc network. A survivable ad hoc routing 
protocol must process its packets properly in the 
existence of attacks or failures. If there is a node or 
link failure, packets will be forwarded by other 
available route path to minimize the loss. Finite state 
machine (FSM) model for security AOMDV routing 
protocol is shown in Fig. 2. 
 
 

 
 

G: good state; V: vulnerable state; A: attack state; MC: masked 
compromised state; UC: Unmasked compromised state; 

E: emergency state; R: rebuild state; GD: graceful degradation 
state. 

 
Fig. 2. FSM model for security AOMDV routing protocol. 

 
 

Fig. 2 shows the state transition model of multi-
path routing survivability. This is a model that 
enables multiple response strategies to support 
routing survivability in different situations. AOMDV 
routing protocol works in good state in initial stage, it 
will keep in the state if it runs normally. When the 
malicious node enters into network and explores 
weakness of routing protocol, the routing protocol is 
vulnerable to the attack node by the accident, so its 
state is transferred to V state. If the malicious node is 
detected and blocked successfully, the system state is 
back to G state from V state; Otherwise the malicious 
node exploits the vulnerability to attack the routing 
protocol, the state of routing protocol is transferred to 
A state. In our survivability routing modeling, multi-
paths routing is used to mask the attack. When the 
source node requests the routing to destination node, 
the destination can reply multi-paths to source node. 
Source node selects the best path from multi-paths, 
other paths will become candidate routing paths. 
When the main routing path fails, the candidate 
routing path can replace the main routing 
immediately to ensure the routing survivability. So 
candidate routing makes the routing protocol from A 
state to MC state, it can mask the damage by 
redundant routing. Then routing state can be 
transferred from MC to G, the routing can recover 
good state. 

If candidate routing is not effective to the 
attacker, emergency process is triggered by intrusion 
detection scheme. The routing state is transferred 
from A to E emergency state. The routing protocol 
will enter into graceful degradation state by isolating 
the attack node. If the attack is controlled 
successfully, the routing state is transferred from GD 
to G good state. Otherwise, routing protocol fails to 
be repaired locally, its state is transferred from E to 
R; routing will be rebuilt to back to good state. If the 
candidate routing paths are not useful and the attack 
can not be detected successfully, the routing state is 
transferred from A state to UM (Unmask 
compromised) state. The routing should be recovered 
to good state manually. By the multi-paths routing 
mode and intrusion detection algorithm, the 
survivability of ad hoc network routing is enhanced 
greatly. 

Because the attack is memoryless and random, 
AOMDV protocol process under attacks can be 
described as Markov process. The (Discrete Time 
Markov Chain) DTMC model of security AOMDV is 
shown in Fig. 3. 
 
 

 
 

Fig. 3. DTMC model for security AOMDV  
routing protocol. 

 
 

Seen from Fig. 3, security AOMDV routing 
protocol can be expressed by DTMC model. Some of 
the parameters of the DTMC model are summarized 
here: 

Pa: Probability of injecting a successful attack, 
given that the system was vulnerable; 

Pm: Probability that the system successfully 
masks an attack; 

Pe: Probability that the attack was successfully 
detected;  

Pi: Probability that the attack was successfully 
isolated;  

The DTMC steady-state probabilities iv ’s can be 
computed as equation (3) and (4),  

 
v v P= ⋅                               (3) 

 

1, { , , , , U , , , }i
i

v i G V A C C E GD R= ∈   Μ     ∑ ,      (4) 

where, [ ]M UG V A C C E GD Rv v v v v v v v v=         and P  
is the DTMC transition probability matrix which can 
be written as:  
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where, 1a ap p= − , 1me m ep p p= − − , 1i ip p= − . 

The transition probability matrix P describes the 
DTMC state transition probabilities between the 
DTMC states as shown in Fig. 3. The DTMC steady-
state probabilities can be theoretically deduced by 
equation (3). 

 

( )

e

E e

E

E

1

(1 )

(1 )

G a V UC MC GD R

V G

A a V

UC m A

MC m A

A

GD i

R i

v P v v v v v
v v
v Pv
v P P v
v P v
v Pv
v Pv
v P v

= − + + + +

=

=
= − −
=

=
=

= −

          (5) 

 
Conjunction with the equation (4), steady-state 

probability Gv  can be solved: 
 

1 
2 2G

a a e

v
P P P

=
+ +

                          (6) 

 
Likewise, other steady-state probabilities can be 

solved. To solve the value of steady-state 
probabilities, transition probability values are given 
as the following: pa = 0.4; pm = 0.3; pe = 0.5; pi = 0.6. 

By solving equations (3) and (4), steady-state 
probability values can be computed as: vG=0.3333, 
vV=0.3333, vA=0.1333, vUC=0.0267, vMC=0.0400, 
vD=0.0667, vGD=0.0400, vF=0.0267. 

 
 

4. Simulation and Validation 
 

Although the steady-state probabilities of DTMC 
model can be computed as above description, once 
the number of states or transition probability matrix 
change, the steady-state probabilities should be 
computed again. The process need take more time. 
To solve this problem, Performance Evaluation 
Process Algebra (PEPA) is adopted to decribe the 
state transition model and computes the steady-state 
probabilities.  

PEPA (Performance Evaluation Process Algebra) 
[18], developed by Hillston in the 1990s, is a high-
level model specification language for low-level 
stochastic models, and describes a system as an 
interaction of the components. 

Each activity in PEPA is a pair ( , )a r  where α is 
the action type and r is the activity rate. The basic 
operators of PEPA model include:  

1) Activity prefix ( , ).a r P : The basic elements of 
PEPA, the components P and activities a , 
correspond to the states and transitions in Markov 
process. Activity a  has a duration that is negatively 
exponentially distributed with a variable r .  

2) Process choice P Q+ : the behavior of the 
system could be either P  or Q  determined by some 
random variables. The component P Q+  represents a 
system which may behave either as P  or Q .  

3) A cooperation operator 
L

P Q : a cooperating 

process synchronizes on the activities in the 
cooperation set L . 

Aiming to the Markov model described in Fig. 3 
the model can be described as PEPA equations: 

 
pa =0.4; 
pm = 0.3; 
pe = 0.5; 
pi = 0.6; 
G=(probe,1).V; 
V=(attack,pa).A+(recovery,1-pa).G; 
A=(mask,pm).MC+(detected,pe).E+(undetected
,1-pe-pm).UC; 
MC=(changepath,1).G; 
UC=(routediscovery,1).G; 
E=(isolatenode,pi).GD+(failed,1-pi).R; 
GD=(routerepair,1).G; 
R=(routerebuild,1).G; 
 
The PEPA model for security AOMDV routing 

protocol is shown in Fig. 4. 
 
 

 
 

Fig. 4. PEPA model for security AOMDV  
routing protocol. 

 
 
Seen from Fig. 3, in this paper, components in 

PEPA correspond to the states in Markov model, 
activity rates in PEPA correspond to the probabilities 
in Markov state transition model. Using the PEPA 
Eclipse Plug-in software [19], the steady-state 
probabilities can be computed and shown in Fig. 5. 
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Seen from Fig. 5, steady-state probabilities can be 
solved by the PEPA Eclipse Plug-in software. The 
steady-state probability values under varying 
attacking are shown in state space view in Fig. 4. The 
values are nearly equal to that are computed by 
manual calculation. Even if the number of states and 
transition probabilities change, the steady-state 
probabilities can easily solved by the PEPA software. 
To research G steady-state probability in security 
AOMDV protocol, PEPA software is used to analyze 
the relationship between the G steady-state 
probability and the Pa (attacks success probability). 
The relationship is shown in Fig. 6. 
 
 

 
 

Fig. 5. Steady-state probabilities solved  
by PEPA software. 
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Fig. 6. G steady-state probability changes  
with Pa transition probability. 

 
 

Seen from Fig. 6, G steady-state probability 
decreases with the increase of Pa transition 
probability. That is because Pa stands for the 
successful probability of attacks. Once attacks 
succeed, AOMDV protocol will face more risk, the 
steady-state probability that AOMDV protocol stays 
in Good state will decrease. Seen from figure 5, the 
experiment result matches the fact condition. So the 
behaviour analysis and design for security AOMDV 
protocol can be used by PEPA software. 

5. Conclusion 
 

Survivability is an important issue for wireless Ad 
hoc network routing protocol. Attack, multi-path 
recovery, intrusion detection could have affects on 
the network survivability. Definitions of survivability 
are reviewed and analyzed, which include qualitative 
definitions and quantitative definitions. FSM and 
DTMC based survivability model for AOMDV 
routing protocol are proposed. DTMC steady-state 
probabilities are deduced and computed. PEPA is 
used to describe the state transition model of security 
AOMDV routing protocol. The steady-state 
probabilities of security AOMDV routing model are 
computed by PEPA Eclipse Plug-in software 
automatically. The relationship between G steady-
state probability and Pa transition probability is 
simulated and researched. The main contributions of 
the paper are the following two aspects: 
1) FSM and DTMC based survivability model for 

security AOMDV routing protocol are proposed. 
Eight different states are included in the 
survivability model. Four kinds of transition 
probabilities are used to describe the DTMC 
model. 

2) PEPA model specification language is used to 
describe security AOMDV routing protocol. 
Steady-state probabilities solved by PEPA 
software match with that are computed by 
formula derivation.  

In the future, more simulation results will be used 
to quantitatively research the AOMDV routing 
survivability. 
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