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Abstract: Wireless sensor network security is the guarantee of the task execution confidentiality, data 
reliability, data fusion, and the security of data transmission. This paper analyzes security problems in wireless 
sensor network MAC protocol at present. The aim of topology control is through the transmission range control 
nodes to generate network topology satisfying certain properties, in order to extend the network life cycle, 
reduce network interference, improve the throughput. The paper proposes design of wireless sensor network 
security and solution by MAC protocol and topology control technology. Finally, this paper discusses a new 
security design of WSN based on more energy-efficient MAC protocol, and the simulation experiment is carried 
out in NS2 network. Copyright © 2013 IFSA. 
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1. Introduction 
 

Wireless sensor network (WSN) technology is a 
kind of integrated network system for monitoring, 
control and wireless communication technology. 
Sensor network nodes generally equipped with one or 
more sensors, the perception of the physical world. It 
adopts multi-hop propagation and no infrastructure 
network, acquisition and node is the issue of 
information, as well as the routing of information, has 
large scale, self-organization, dynamic, application, 
based on the data center etc. Wireless sensor network 
is different from the traditional one: the number of 
nodes in wireless sensor network, many network, 
generally do not have a globally unique identifier, 
wired, wireless network transmission system, each 
node has a unique address for the route. 

Wireless sensor networks are the monitoring and 
management of the surrounding environment 
temperature, humidity, light, acceleration and other 
information technology. This wireless sensor nodes 
with sensor, sensor, control circuit, CPU wireless 
communication module, antenna, power supply 
device, through the Ad-Hoc communication 
technology, and the sensor nodes around the together 
to transmit data to the sink node. This paper 
introduces a wireless sensor network consists of a 
sink node and multiple sensor nodes by the sink 
node, uploaded to the remote host. 

Wireless sensor network is composed of three 
parts: nodes, gateway and system. Measurement of 
spatial node distribution through connected with 
sensor to monitor the surrounding environment. The 
monitoring of the wireless data is sent to the gateway, 
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the gateway can be connected with the cable system, 
so you can use the software to finish data collecting, 
processing, analysis and display [1]. The router is a 
kind of special measuring node, you can use it to 
extend the distance in WSN and increase reliability. 

In WMSN, the media access control (Medium, 
Access Control, MAC) protocol in wireless sensor 
network protocol stack, the main function is to 
allocate the limited wireless channel resource among 
sensor nodes competing, determines the wireless 
channel utilization and network performance, and is 
an important technology to ensure the normal 
operation of the whole network. According to the 
characteristics of complex WMSN limited hardware 
resources, audio and video media and abundant in 
information processing task, this paper summarizes 
the characteristics and challenges of the current MAC 
protocol design, the existing protocols are classified 
according to the channel access methods, focuses on 
the analysis of several typical protocol, and the 
protocol of WSN security support capabilities are 
discussed in detail. The paper proposes design of 
wireless sensor network security and solution by 
MAC protocol and topology control technology. 

So it is not necessary to update the routing table 
information. Because of wireless, battery-powered, 
coverage and node lifetime is limited. A practical 
problem is how to extract data from a wireless sensor 
network deployed in the distance, a method of 
connecting WSN and existing network infrastructure, 
including the internet. Today most of the network 
using the IP protocol as the basic technology, 
therefore, how to achieve the WSN and IP network 
has become a hot research topic. Because WSN uses 
multi-hop propagation and no infrastructure network 
group, in the field or the battlefield and other harsh 
and remote environments, that are not covered in the 
power system and the operation of the local 
communication network, but often there is a big play 
sensor network, real-time monitoring to the field on 
target detection sensor control and remote access 
wireless sensor network is not realistic computer 
equipment, large power, using low power single chip 
and composition of the system, using Power-over-
Ethernet technology can expand the Ethernet in a 
certain range covering range. 
 
 

2. Analysis Security of Wireless Sensor 
Network by MAC Protocol 

 
Wireless sensor network is a new research hot 

point crossed by many scientific fields of current 
international concern. Simply put, wireless sensor 
networks is a resource-constrained integrated sensing 
and driving control ability, computing ability, 
communication ability in a body (refers to the 
computation, storage and energy constraints) 
embedded node through the wireless way 
interconnected network. Also refers to the sensor 
nodes arranged in a specific application in the 
environment by means of wireless communication 

networking, sensor node collecting data specified, 
node sends the data to the network through the 
wireless sensor network, and ultimately received by a 
particular application. 

Network node software includes data acquisition 
and wireless sensor. Data acquisition includes 
temperature and humidity sensor, light sensor, 
infrared sensor, the analog quantity acquisition 
luminance sensor, infrared sensor data is directly 
input into the digital quantity, software design is 
relatively simple, only temperature and humidity 
sensor SHT as an example to introduce the data 
acquisition software. Wireless communication adopts 
ZigBee technology acquisition. 

The WSN Ethernet gateway connected to the 
Windows controller or real-time controller based on 
LabVIEW. The Windows controller is based on PC, 
and can also be embedded PC; Need to install the 
LabVIEW software based on Windows operating 
system. That is to say, you can easily add any 
Windows system based on wireless data recording 
function. If the connection to the LabVIEW real-time 
controller, such as NI CompactRIO or other 
programmable automation controller (PAC), you can 
put the wireless measurement placed next to the cable 
measurement and control application. The operation 
of LabVIEW software in the main controller can be 
collected, and it is the measured data from the sensor 
network processing, analysis and display. 

Wireless sensor network architecture is shown in 
Fig. 1, a sensor network system usually consists of 
sensor nodes, sink node (sink node) and the 
management node [2]. A large number of sensor 
nodes are randomly deployed in (sensor node) 
detection region (sensing region), on the self-
organizing way constitute a network, data transfer by 
multi-hop relay will be detected to the sink node, 
finally through the Internet or satellite to a 
management node. The user through the management 
node configuration and management of sensor 
networks, detection task and collect test data release. 
 
 

 
 

Fig. 1. Wireless sensor network and nodes architecture. 
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General description of the routing protocol is to 
choose a path from the source node to the target 
node, and then through some rules this path for 
transmitting information packet. Wireless sensor 
network routing protocol is to design objectives 
especially special requirements, no matter what kind 
of routing protocol, mostly including route discovery, 
maintenance of routing and routing (delete) process, 
and it is in the sleep state of the sensor node is far 
lower than the work or open for energy dissipation, 
state. In general, in order to save energy, sensor 
nodes are in the sleep state in before the data 
transmission, in need of data transmission, began to 
shift to the routing establishment (found) process. 

Design of WSN key management protocol is a 
complex and difficult problem, in recent years, 
people from the natural biological systems (Natural 
biological systems) in a lot of inspiration, use some 
mechanism of natural biological systems to solve the 
problems of complex network [3]. Such as the use of 
genetic algorithm with self evolution characteristics, 
improve the performance of WSN routing protocol, 
the circulatory system method, a large number of 
sensor nodes to make the artificial node by node 
deployment is almost impossible, by modifying the 
code of each sensor node, or to each node storing key 
material, as is shown by equation 1. 
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Designs of wireless sensor network MAC 
protocol traditional mainly consider the following 
three aspects: save energy; deployment of nodes and 
the network topology to be scalable; network 
efficiency, including fairness, throughput and 
bandwidth utilization. The current sensor network 
MAC protocol basically does not support QoS, can 
not provide multimedia communication services. 

MAC (Schedules MAC) protocol is a time 
scheduling protocol based on energy saving 
technology, which combines the wireless network of 
almost all the. The main purpose of S - MAC 
protocol is energy saving, its main idea is by sleep 
periodically to make the RF low duty-cycle operation. 
In addition it also incorporates energy-saving 
technology of other, such as avoiding collision 
avoidance and crosstalk, and message passing and 
adaptive sensing mechanism. 

CSMA mechanism is to provide a competitive 
channel function. With the establishment of IEEE 
802.15.4 standard, the radio frequency chip 
manufacturers have also launched a better 
performance, more powerful radio frequency chip. TI 
(formerly Chipcon) launched the CC2420 instead of 
the wireless sensor network to use most of the RF 
chip CC1000. Because the radio frequency chip 
characteristics of different functions, in order to make 
the CSMA protocol to achieve better performance, 
according to the specific characteristics of RF chip to 
design optimization of CSMA mechanism becomes 
very necessary, as is shown by equation 2. 

 

}1)1(

,1)1{(,),(

jlylj

ilxlijiI ijij



 

 

(2) 

 
Increase the defense mechanism in the existing 

routing protocols are difficult to implement, the best 
way is the routing protocol, designed to make the 
wormhole attack invalid for example: routing 
protocol based on geographic location, defense witch 
attacks on sensor networks outside the witch can 
attack method use certification and effective 
organization, but is invalid for the internal network 
witch attack [4]. You can use a trusted base station 
and each node sharing a different asymmetric key, 
between two nodes can be mutual authentication, and 
establish a shared secret key. In order to prevent 
insider attacks around the network gradually with the 
nodes in the network to establish a shared secret, the 
base station can reasonably limit the number of its 
neighboring nodes. The use of wireless resource 
detection to find the witch attack source, and it is use 
the identity registration and random key distribution 
node to build secure connection between the old 
witch attack prevention methods. In a geographic 
routing protocol in use, can attack witch security 
positioning technology. 

Because of this, the symmetric key mechanism 
because it is simple and easy to use, complicated 
computation is introduced into as the main encryption 
in wireless sensor networks. With the development of 
wireless sensor network routing protocol, there have 
been many good routing protocol, such as 
hierarchical routing protocol and multi-path  
routing protocol. 

The symmetric key mechanism was introduced to 
the routing protocol to guarantee the security of data 
transmission, the symmetric key mechanism in 
wireless sensor networks is mainly divided into 
shared keys, cluster keys and rent key. But the key 
and authentication security solutions cannot resist the 
legitimate nodes from certified attack based on 
internal attacks, i.e. Trust is the main solution 
methods to solve open internal attack in the network; 
it can resist malicious nodes from the network in all 
kinds of malicious attacks. According to the different 
ways to achieve secure routing protocol for wireless 
sensor networks, the secure routing protocol in 
wireless sensor network classification. 
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In the NI WSN system, the gateway is equivalent 

to a network coordinator, responsible for the 
management of node authentication, message buffer, 
and to build bridges between IEEE 802.15.4 Wireless 
Network and wired Ethernet network, the Ethernet 
networks, you can make a collection, processing, 
analysis and display of measuring data using NI 
software. You can use multiple gateways in WSN 
and communication in the wireless channel in 
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different software provided by each gateway. You 
can connect 8 WSN terminal node (in a star 
topology) or WSN (up to 36 nodes in a mesh 
topology) to the WSN gateway. You have your 
choice of two for the NI WSN gateway. 

MAC protocol design needs to strike a balance 
between various properties, the balance between the 
performance is often more important than individual 
performance. Multimedia sensor network MAC how 
to strike a balance in terms of QoS, network 
efficiency, scalability, energy consumption, but also 
an important issue. Tradeoff problem is complexity 
and performance optimization. The MAC protocol to 
maximize the performance of WMSN is optimized, 
but often the protocol design too complex. Sensor 
nodes energy, computing and storage capacity is 
limited, can not be too much calculation, so the 
protocol should be designed as simple as possible  
and efficient. 

Method of S – MAC is the long message into 
many small pieces, and then transmits them. But only 
in the beginning with an RTS group and a CTS group. 
Each transmission of a data segment packet, wait for 
the receiver to the sender sent ACK. Each data 
segment and the ACK comes with a surplus of time 
domain, its significance is to inform the neighbors 
also need how long channel, which is equivalent to 
the entire message transmitting channel reservation 
time required [5]. So if you don't receive ACK, nodes 
can extend the transmission time, and it is fast 
retransmission existing fragment, as is shown  
by Fig. 2. 
 
 

 
 

Fig. 2. The design of Security of Wireless Sensor Network  
by MAC Protocol. 

 
 

CC2420 provides a CSMACA function, called 
CCA (Clear Channel Assessment, clear channel 
assessment), which uses a register to set the threshold 
value. When the CC2420 receives a CCA command, 
began sampling RSSI value, only the sample to RSSI 
to send data to allow less than register threshold. 

Although CCA has realized the basic function of 
channel monitoring, but also has its own 
disadvantages: less flexible and open degree is not 
enough, only one complete channel monitoring, and 
cannot set sampling times. It has limited its use in 
other protocols, such as LPL (Low Power Listening, 
low power listening) protocol, only one time of 
sampling as a listener. 

In addition, decision mechanism of it and not 
perfect, only one threshold, so developers are 
difficult to find a suitable threshold. 

CAMA protocol is a widely used non-persistent 
CSMA protocol based on nodes, namely before 
sending packets to monitoring channels, if the 
channel is idle, the node will start sending data 
packets. Conversely, if the monitoring results for the 
busy channel, the channel has been occupied by the 
neighbor nodes, the node rollback for a random 
period of time after, began monitoring again, repeat 
the above operation. 

Hello flood attack defense to rely on local 
information exchange between neighbor nodes for 
topology maintenance and flow control routing 
protocol is vulnerable to Hello flood attack, flood 
attack methods for Hello is the effective 
communication between the parties to take effective 
measures for authentication or confirm each neighbor 
node identity through trust base station, and use the 
node position limits the range of neighbor nodes. 
Methods against fraudulent information can use the 
identity authentication and digital signature to ensure 
the legitimacy of the identity of communicating 
parties [6]. Due to limited resources, in the sensor 
network must be built for sensor network identity 
authentication scheme reasonable compromise the 
efficiency and performance of a comprehensive 
consideration of safety. 

Programming wireless sensor node needs not only 
the programmer with embedded system knowledge, 
but also understand some suppliers selected text 
based programming language. But with the 
LabVIEW WSN Pioneer, you only need to use the 
same kind of graphical programming method can add 
smart wireless sensor node NI, this method has 
become the development of data acquisition and 
processing industry standard applications. LabVIEW 
WSN Pioneer can also be flexible code C and 
graphical code directly binding, and running on the 
node, which can realize the algorithm reuse, as is 
shown by equation 4. 
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The symmetric key and asymmetric key 

management based on the use of cryptography, WSN 
key management can be divided into symmetric key 
and asymmetric key management two. In the 
symmetric key management, communication both 
use the same key and encryption algorithm for data in 
encryption, decryption, symmetric key management 
key length is not long, computation, communication 
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and storage overhead is relatively small, compared 
with the use of WSN, a major research direction in 
the current WSN key. In the aspect of asymmetric 
key management, node has different encryption and 
decryption keys, are generally used in the encryption 
algorithm to calculate the sense of security. 

Node localization in wireless sensor network 
technology, according to whether the node known its 
position, the sensor nodes are divided into anchor 
nodes (anchor node) or beacon node (beacon node) 
and unknown node (unknown node). The anchor 
node is the reference node unknown node location. 
The anchor node in the network nodes can be set 
according to the specific location of the proportion of 
demand, the positioning method including through 
carrying GPS positioning equipment and other means 
to obtain accurate unknown itself or in some cases 
are set in advance to the corresponding position. 

In WMSN, the MAC protocol in wireless sensor 
network protocol stack, wireless channel resource 
allocation among sensor nodes competing, 
determines the wireless channel utilization and 
network performance. According to the channel 
access mechanism, these protocols can be  
divided into three categories: non competitive 
occupation, occupation and occupation competition 
hybrid scheme [7]. 

In the S - MAC protocol can not according to the 
network load adaptively adjusting the duty cycle of 
the problem, TMAC protocol based on keep listening 
and sleeping time summation invariant, the 
agreement sets a minimum idle listening time TA, 
after waking from sleep, if in the TA time period no 
activation events, then again to enter the sleep cycle, 
or continue to add a TA to keep the listening state. In 
this way, the nodes can end early interception time to 
sleep so as to reduce the energy consumption, but 
also brought to the problem, although the proposed 
future requests and full buffer priority method to 
solve these problems, but the result is not ideal. 
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Therefore, closely related to positioning 

technology and system to attack the, concrete 
analysis is as follows: Based on the location of the 
attack based on ranging and positioning are 
especially vulnerable to occur in the physical layer 
and link layer ranging interference or spoofing 
attacks, resulting in deviation from the actual results 
ranging result than the normal range. The attacker 
can not only move, isolation of beacon nodes to 
reduce the positioning accuracy, but also can initiate 
radio jamming attack. 

Non competitive MAC protocols are usually 
based on TDMA mode; mode channel also can use 
FDMA or CDMA access. Proposed by Sohrabi et al. 
SMACS is a TDMA based MAC protocol. In the 
absence of synchronization in the network 
circumstances, SMACS can find the neighbor nodes, 
build the transmit / receive link, and the neighbor 

node discovery and channel allocation for the merger. 
Communication chain routing on random selection at 
a fixed frequency (or frequency hopping sequence) 
constitute a communication node. Random wake-up 
through the link is established, and the idle time slot 
closed emission mechanism effectively reduces the 
energy loss. 
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Analysis of sensor network node positioning 

system security measures and compared with 
conventional security mechanisms such as anti 
compromised hardware, software technology, spread 
spectrum and code technology and symmetric and 
asymmetric encryption algorithm, and the 
vulnerability of the attack to defense the different 
positioning properties of technical physics or the 
positioning process. Therefore, emerge as the times 
require some sensor node localization system 
customized security measures. According to the 
safety goal is different, 4 aspects of these security 
measures can be divided into the distance definition, 
security, intrusion and anomaly detection and 
isolation and robust node localization algorithm. 
There is big difference exists between  
different protocols or algorithms, but also have a  
certain correlation. 
 
 
3. Research of Wireless Sensor  

Network Security and Solution  
by Topology Control 

 
As a communication key and must be in the 

calculation condition; communication complexity, 
amount of information transport in a communication 
key generation process. Key connectivity: the 
probability to establish communication keys between 
nodes, maintaining a sufficiently high key connection 
probability is a necessary condition for the WSN to 
bring its function into play. Needs to be emphasized 
is almost impossible, WSN nodes and other nodes 
distance communication directly, therefore does not 
need to guarantee that a node with the other nodes to 
maintain a secure connection, only need to ensure 
that the connection between the connected nodes 
maintain a high key, impaired ability to withstand 
node; survivability (resilience) in the link exchange 
information not to link exposure of any  
security information. 

Topology control technology is one of the most 
important technologies in wireless sensor networks. 
In the topology generated by the wireless sensor 
network, between two nodes can communicate 
directly with the presence of a topological edge. If 
there is no topology control, all nodes will work with 
the maximum transmission power. In this case, on the 
one hand, the limited energy of nodes will be the 
communication component fast consumption, reduce 
the network life cycle. At the same time, the wireless 
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signal of each node in the network will cover a 
number of other nodes, wireless signal caused by the 
conflict, affects the quality of wireless 
communication nodes, reduce the throughput of the 
network, as is shown by equation 7 [8]. 
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First put forward the random key pre-distribution 
scheme in WSN (referred to as E-G), which consists 
of 3 stages. The first stage is the key pre-distribution 
phase, before deployment, deployment server first 
generates a number of keys for the key pool and key 
identification P, each node from the key pool 
randomly selected K and different key, the random 
allocation such that any two nodes can present with a 
certain probability a shared key; second stage is the 
shared key discovery phase, random deployment, two 
adjacent nodes if there exists a shared key, randomly 
selected one of them as a key pair both (pair-wise 
key); otherwise, entered into the third stage, third 
stage establishment stage for the key path, node with 
other existing in shared neighbor node key through 
the establishment of a key path both sides after 
several jump. According to the theory of random 
graphs classic, there are several relations in total D 
and the network node n: among them, Pc is the 
connectivity probability. 

The aim of topology control is through the 
transmission range control nodes to generate network 
topology satisfying certain properties, in order to 
extend the network life cycle, reduce network 
interference, improve the throughput. The general 
hypothesis node distribution in the two-dimensional 
plane, all the nodes are isomorphic, all without the 
use of directional antenna. The directed graph model 
of wireless sensor network, if the transmission power 
is greater than Pi node i from node i to node 
transmission power Pij J; between the node i to node 
j has a directed edge. The topology of all nodes is at 
maximum power when the generated called UDG 
(Unit Disk Graph), as is shown by equation 8. 
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The key idea of E-G random redistribution 
scheme provides a feasible solution for the 
distribution strategy of the WSN key, the 
development of follow-up many schemes and 
protocols are based on the framework, they were 
from the shared key threshold, key pool structure, 
key pre-distribution, key path establishment methods, 
improve the performance of random key 
redistribution formula. 

Connectivity to achieve mutual communication 
among the nodes, the topology generated must ensure 
connectivity; from any one node can send a message 

to another node. Connectivity is any topology control 
algorithm must ensure a property. As defined by the 
UDG graph can know, connectivity of UDG graphs is 
maximum connectivity network can provide, 
therefore assume that UDG graph is connected. So, 
any topology control algorithm to generate the 
topology is UDG sub graph. 
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Properties of symmetric polynomial random key 
pre-distribution scheme Blumdo scheme using two 
symmetrical polynomial and f (x, y) =f (y, x) to 
establish pair-wise key for any two nodes in the 
network. Random key pre-distribution scheme is put 
forward on the basis of Liu to a plurality of two 
symmetrical polynomials. Before deployment, and it 
is the deployment server in the adjacent nodes if the 
same polynomial sharing, directly establish pair-wise 
key [9]. Experiments show that, when the damaged 
fewer nodes, invulnerability of the scheme is better 
than the E-G scheme and q-composite scheme, but 
when the damaged nodes exceeds a certain threshold 
value (such as 60 % node damage), safety link the 
damaged quantity more than the two solution. 

The combinatorial design theory is used to design 
the WSN identify key pre-distribution scheme. The 
total number of nodes in the network for the N 
hypothesis, n order finite projective space (finite 
projective (symmetric n generates a parameter for  
(n²+n+1, n+1,1) BIBD, plane) to meet the  
n²+n+1 ≥ N primes) number of network nodes 
support for n²+n+1, key pool size n²+n+1, can 
generate n² +n+1 size as the key ring of n+1, any two 
key ring has at least 1 public key, and each key in 
n+1 a key ring. Thus, any two nodes key connectivity 
probability is 1, but the coefficient of N does not 
support any network scale. For example, when the 
N> n²+n+1, n must be a prime number next, while 
the large prime number will cause the key ring 
increases rapidly, the storage space through node but 
not applicable to WSN. 
 
 

4. Design of Wireless Sensor  
Network Security and Solution  
by MAC Protocol and Topology  
Control Technology 

 

Random key pre-distribution scheme or 
agreement is considered to be the most suitable for 
WSN; the present is a main research direction of 
WSN key management. Higher key connectivity 
probability means secure connectivity adjacent nodes 
and even the whole network can achieve higher; and 
the probability of key is exposed more small; it 
means the survivability of the better. The key pool 
design is structured, improve the shared key 
threshold, using geographic information or 
deployment knowledge, can effectively improve the 
key invulnerability, random key pre-distribution 
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scheme or protocol connectivity probability and node 
deployment density, the theoretical basis for the 
random graph model, model of random graph model 
is not suitable for WSN at the same time, also points 
out how to select the key pool and key ring size 
appropriate, obtain higher to ensure that key 
connection probability. 

Random key pre-distribution schemes or 
protocols cannot provide the best key connectivity 
probability, but its computation, storage and 
communication overhead is more ideal, and has the 
characteristics of a good distribution, while the key 
pre-distribution or asymmetric key management 
schemes and protocols identified although can 
guarantee that any two nodes can establish  
a key connection. 

The plane is generated topologies in no two sides. 
From the graph shows, meet the plane must satisfy 
the sparsely. Geographic routing is a routing protocol 
for wireless sensor node is very limited computing 
and storage capacity of it does not need to maintain 
routing tables and make complex routing calculation, 
need according to certain rules for forwarding 
message [10]. But when the underlying topology is 
not planar graph, geographic routing protocol can't 
ensure accessibility message forwarding. Therefore, 
when the node is running geographic routing 
protocol, the requirements generated topology must 
meet the plane, as is shown by equation10. 
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In wireless Ad Hoc network, competitive 
occupation and carrier sensing based on MAC 
protocol. Due to the similarity of the wireless 
medium, the algorithm is also suitable for wireless 
sensor networks. IEEE 802.11e made the stipulation 
to the MAC layer to distinguish between service 
levels is the main basis for competitive occupation 
scheme design.  

In these schemes, according to the packet priority, 
differentiated service by changing the corresponding 
IFS duration and CW implementation. For example, 
Veres studied the distributed algorithm, the improved 
IEEE 802.11 DCF for differentiated services. Firstly, 
algorithm according to the packet priority 
determination contention window range of CWmin 
and CWmax, then according to its value determines 
the backoff time. This can be a high priority packet in 
the CWmin and CWmax values are set below the low 
priority packets, shortens backoff time, the sensor 
image coordinates. 
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From the point of view of system structure, key 
management to provide services to other security 
mechanisms, the overall security solutions and the 
composition of WSN and the safety mechanism. We 

believe that the implementation of cross layer design, 
key management will help to clear the design 
objectives and performance optimization, for 
example, the current key management scheme for the 
vast majority of and protocol communication key are 
just working to establish the relationship between 
neighboring nodes, and the solutions of some 
effective security, communication keys between 
nodes is necessary coupling, strengthen key 
management and secure routing, secure localization, 
secure data aggregation, security mechanism, and it is 
capable of handling of plan and agreement from the 
angle of whole system complexity, storage and 
communication complexity is optimized, which 
makes the key management scheme and protocol 
design more in line with the characteristics of WSN, 
has good adaptability. 

Topology control technology has become the 
research hotspot in this field, there still exist many 
problems. First of all, for the modeling of wireless 
sensor network model is too ideal. In order to obtain 
quantitative results more consistent with practical, 
need to use more realistic model. Secondly, 
distribution hypothesis node is too ideal. The general 
studies assume that nodes are uniformly distributed. 
Although this assumption is reasonable in certain 
circumstances, but in most cases this assumption is 
too idealized. Finally, regional assumptions placed 
wireless sensor is too idealization. The general 
hypothesis placing wireless sensor area is two-
dimensional flat, without considering terrain factors. 

The use of the WSN characteristics of the theory 
analysis method for the study of key management is 
very necessary, it can avoid the mechanism and 
algorithm design have come to rely too much on 
intuition, experience and lack of rigorous, scientific, 
reliable theoretical basis, in order to avoid one-sided, 
local rigorous results, even not available. In order to 
provide more efficient solutions, we will rely on the 
mature theory and practical, such as random graph 
theory, information theory, using WatchDog, one-
way hash function / chain, self-healing technology, 
security algorithms and techniques, combined with 
the WSN resources limited, topology change, 
deployment, self-organization, random characteristics 
large scale, without a fixed infrastructure support, 
design is feasible, reliable key management scheme 
or agreement, implementation of key management 
mechanism and algorithm can be modeled, 
measurable and computable, as is shown by Fig. 3. 

Hybrid MAC scheme effectively combines the 
advantages of non competition occupation and 
occupation plan competition. The transmission cycle 
is divided into reservation (competition) cycle and 
send (non-competitive) cycle of two sub cycle. In the 
reservation period, sensor neighbor nodes according 
to the volume of business competition to send and 
transmit cycle. Once the acquisition transmission 
slots, between transmitter and receiver will 
communicate. The paper proposes design of wireless 
sensor network security and solution by MAC 
protocol and topology control technology. 
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Current research on topology control can be 
divided into two categories. One is the computational 
geometry method, with some geometric structure of 
topology construction network infrastructure, in order 
to satisfy certain properties. Another kind is the 

method of probability analysis, the nodes according 
to a certain probability density distribution; 
calculation of the minimum transmission power to 
about topology satisfies some properties of nodes 
required and minimum neighbor number. 

 
 

 
 

Fig. 3. Comparison results of wireless sensor network security and solution by MAC protocol  
with topology control technology. 

 
 

5. Conclusions 
 

In this paper, through the routing security 
protocol, the MAC protocol for wireless sensor 
networks, topology control technology three aspects 
of analysis, emphatically analyzed the key 
management protocol for wireless sensor network, a 
detailed analysis of several key management scheme 
is more important and the importance of security in 
wireless sensor network. Through the design and 
analysis of all kinds of security schemes, you can 
better understand the safety performance of the 
requirements of wireless sensor network, and makes 
further analysis and research, to strengthen the 
security of wireless sensor networks and feasibility. 
Energy efficient MAC protocol should get a balance 
between service guarantee two aspects of complexity 
and resource efficient application. These are the need 
to consider the future of wireless multimedia sensor 
MAC protocol design problems, hoping to promote 
the future research work. 
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