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Preface 
 

After successful publication of ‘Advances in Computers and Software 
Engineering: Reviews’, Vol. 1, Book Series in 2018, feedback from our 
authors and readers, we have decided to publish the second volume in 
2019. It is also an open access book and available in both formats: 
electronic and paper (hardcover).  

The second volume of ‘Advances in Computers and Software 
Engineering: Reviews’ Book Series contains five chapters written by 10 
authors from 4 countries: Canada, China, Italy and UK. 

This book ensures that our readers will stay at the cutting edge of the 
field and get the right and effective start point and road map for the 
further researches and developments. By this way, they will be able to 
save more time for productive research activity and eliminate routine 
work. 

With this unique combination of information in each volume, the 
‘Advances in Computers and Software Engineering: Reviews’  will be of 
value for scientists and engineers in appropriate industry and at 
universities. 

Like the first volume of this book Series, the 2nd  volume also has been 
organized by topics of high interest. In order to offer a fast and easy 
reading of the state of the art of each topic, every chapter in this book is 
independent and self-contained. All chapters have the same structure: 
first an introduction to specific topic under study; second particular field 
description including sensing applications. Each of chapter is ending by 
well selected list of references with books, journals, conference 
proceedings and web sites. 

I shall gratefully receive any advices, comments, suggestions and notes 
from readers to make the next volumes of ‘Advances in Computers and 
Software Engineering: Reviews’ book Series very interesting and useful.  

Sergey Y. Yurish 

Editor 
IFSA Publishing Barcelona, Spain 
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Chapter 1 

C++ Template Metaprogramming  
and Polynomial-time Functions 

Emanuele Covino and Giovanni Pani1 

1.1. Introduction 

Templates have been introduced to C++ to support generic programming 
and code reuse; the behaviour of functions and objects is customized by 
means of parameters that must be known at compile time, entirely. For 
example, a generic vector class can be declared in C++ as follows: 

template<class T, int N> class vector { private: T data[N] } 

The class template has two parameters: T, the type of the vector's 
elements, and N, the length of the vector. The command line 
vector<int,5> instantiates the template by replacing all occurrences of T 
and N in the definition of vector with int and 5, respectively. Templates 
are also able to perform static computation. The first example of this 
behaviour was reported in [2] and [3], where a program that forces the 
compiler to calculate a list of prime numbers is written; this ability is 
largely described in [1, 4-6]: C++ may be regarded as a 2-level language, 
in which types are first-class values, and template instantiation mimics 
off-line partial evaluation (see also [7] for a detailed description of this 
behaviour). An example is the following recursive definition of a 
template that multiplies the values of parameters Y and X: 

template <int Y, int X> class times 

  {enum {result = X+times<Y‐1,X>::result }; }; 

template <int X> class times<0,X> {enum {result = 0 }; }; 

                                                      
Emanuele Covino 
Dipartimento di Informatica, Università di Bari, Italy 



Advances in Computers and Software Engineering: Reviews, Book Series, Vol. 2 

14 

The command line int z = times<3,5>::result produces the value 15. This 
happens because the operator A::B refers to the B in the scope of A; when 
reading the command times<3,5>::result (a full instantiation), the 
compiler recursively instantiates the template with the intermediate 
values <2,5>, <1,5>, until it eventually hits <0,5>. This final case is 
handled by the partially specialized template times<0,X>, which returns 
0. The whole computation is performed at compile time, because C++ 
compilers are able to select among templates by means of a  
pattern-matching system, and because enumeration values are not  
l-values (that is, they don't have an address); thus, no static memory is 
used during the recursive call of a template (see [8], and [9] -  
chapter 17). The compiler is used to compute metafunctions, that is, it is 
used as an interpreter for metaprogramming. In general, following [1], 
we have that template metaprograms consist of classes of templates 
operating on numbers and types as a data. Algorithms are expressed 
using template recursion as a looping construct and template 
specialization as a conditional construct. Template recursion involves the 
use of class templates in the construction of its own member type or 
member constant. 

According to [10], a restricted metalanguage captures a property when 
every restricted program has the property and, conversely, for every 
unrestricted program with the property, there exists a functionally 
equivalent restricted program. Within this approach, an interesting result 
is presented in [11]: any partial recursive function can be computed at 
compile-time, returning an error message that contains the result of the 
function in unary. This is achieved specifying primitive recursion, 
composition, and µ-recursion by means of C++ template 
metaprogramming. A short summary of this result is in Section 1.2.2. 

On the other hand, the problem of defining syntactical characterizations 
of complexity classes of functions has been largely explored during the 
90's; this approach has been dubbed Implicit Computational Complexity 
(ICC), and it aims at studying the complexity of programs without 
referring to a particular machine model and explicit bounds on time or 
memory usage. Several approaches have been proposed, like linear logic, 
rewriting systems, types and lambda-calculus, restrictions on primitive 
recursion. Two main objectives of ICC are to find natural 
characterizations of functions of various complexity classes, and to 
design systems suitable for static verification of programs complexity. 
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In particular, [12-17] studied how restricted functional languages can 
capture complexity classes. 

In this chapter we investigate the relationship between template 
metaprogramming and implicit complexity, defining a recursive 
metalanguage by means of C++ templates; we show that the language 
captures the set of polynomial-time computable functions, that is, 
functions computable by a Turing machine in which the number of 
moves - the time complexity - is bounded by a polynomial. We also show 
that our approach can be extended to recursion schemes that are more 
general than those used in ICC; this implies that we are able to capture 
more natural algorithms. This result makes three kinds of contributions. 
First, it represents an approach to the automatic certification of upper 
bounds for time consumption of metaprograms. The compilation process 
certifies the complexity of the program, returning a specific error when 
the time complexity is not polynomial. Second, there are few, if not any, 
characterizations of complexity classes made by metaprogramming; in 
particular, the result is achieved with a real template language, one that 
was constructed for doing real programming. Moreover, we do not define 
any extension of the language; we simply use the existing C++ type 
system to perform the computation. Finally, our approach copes with a 
theoretical problem described in [18-21], that cannot be solved by means 
of standard characterizations of complexity classes (see Appendix 2). 
Our approach can be applied to metaprograms defined by means of any 
kind of recursive scheme. 

The paper is organized as follows: in Section 1.2, we discuss some results 
related with our approach, and we recall some known results that we will 
use later; in Section 1.3, we show how to represent some polynomial-
time computable functions by means of template metaprogramming, and 
how to rule out those functions that are not polynomial-time computable 
(this is done by imposing some restrictions on the role of the template 
arguments); in Section 1.4, we define the language Poly-Temp; in  
Section 1.5, we show that Poly-Temp is equivalent to the class of 
polynomial-time computable functions; conclusions and further work are 
in Section 1.6; the reader can find the detailed proofs of our result in 
Appendix 1. 
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1.2. Related Works 

1.2.1. Functional Programming and C++ Metaprogramming 

The prevailing style of programming in C++ is imperative. However, the 
mechanics of C++ metaprogramming shows a clear resemblance to 
dynamically-typed functional languages, where all metaprograms are 
evaluated at compile time. This is clearly stated in [22]: the purely 
functional language Haskell is extended with metaprogramming (with a 
template system à la C++), with the purpose to support the algorithmic 
construction of programs at compile-time. It is not the first time that C++ 
templates are used in a functional programming way: in [23], it is 
recalled how function closure can be modelled in C++ by enclosing a 
function inside an object such that the local environment is captured by 
data members of the object; this idiom can be generalized to a type-safe 
framework of C++ class templates for higher-order functions supporting 
composition and partial application. Object-oriented and functional 
idioms can coexist productively. In [24] and [25] a rich library 
supporting functional programming in C++ is described, in which 
templates and C++ type inference are used to represent polymorphic 
functions. Another similar result is in [26], where a functional language 
inside C++ is provided by means of templates and operator overloading. 
Both approaches provides functional-like libraries at run-time. Coevally, 
the template-implemented Lambda Library was developed in [27], 
adding a form of lambda functions to C++. 

1.2.2. The Computational Power of C++ Compilers 

The first attempt to use C++ metaprogramming to capture a significant 
class of functions has been made in [11]; primitive recursion, 
composition, and µ-recursion have been specified by means of C++ 
templates, proving that any partial recursive function can be computed 
at compile-time, returning an error message that contains the result of the 
function, written in unary. The result is not astonishing, because it is 
known that C++ templates are Turing complete [28]; nevertheless, the 
technique used in that work is quite interesting, because it is based on the 
partial evaluation process performed by C++ compilers. 

Number types are used to represent numbers; the number type 
representing zero is class zero{ }. Given a number type T, the number type 
representing its unary successor is 
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template<class T> class suc { typedef T pre; }. 

For instance, number 2 is represented by suc<suc<zero>>, and T::pre is 
the predecessor of any number type T which is not zero. A function is 
represented by a C++ class template, in which templates arguments are 
the arguments of the function. For example, 

template<class T> class plus2 {typedef suc<suc<T>> val;}; 

is a function type that computes the function f(x) = x+2. The instructions 

plus2<suc<zero>>::val tmp; 

return (int) tmp; 

return an error message including suc<suc<suc<zero>>>, that is the value 
of f(1). In particular, given a two-variable function f defined by primitive 
recursion from g and h, 

 
𝑓 0, 𝑥   𝑔 𝑥

𝑓 𝑦 1, 𝑥   ℎ 𝑦, 𝑥, 𝑓 𝑦, 𝑥
 

function type F of f is expressed by the following templates, where G and 
H are the class templates computing g and h, respectively: 

template <class Y, class X> class F {typedef typename  
  H<typename Y::pre, X,  
    typename F<typename Y::pre, X>::val>::val val;}; 
 
template <class X> class F<zero,X>  
  {typedef typename G<X>::val val;}; 
 
Similar templates can be written to represent composition and  
µ-recursion, and to extend the definition to the general case on n 
variables; thus, the whole class of partial recursive functions can be 
expressed by template metaprogramming (see [11]). For instance, 
templates mult and pow can be defined as follows, where add is the class 
template that returns the sum of its two arguments, defined similarly. The 
second and fourth partially specialized templates hit the base cases of the 
recursive definitions: 
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template<class Y, class X> class mult {typedef typename 
  add<X, typename mult<typename Y::pre, X>::result> 
            ::result result;}; 
 
template <class X> class mult<zero,X> {typedef zero result}; 
 
template <class Y, class X> class pow {typedef typename 
  mult<X, typename pow<typename Y::pre,X>::result> 
            ::result result;}; 
 
template <class X> class pow<zero,X>{typedef suc<zero> result}. 

1.2.3. Capturing Complexity Classes by Function-theoretic 
Characterizations 

Syntactical characterizations of relevant classes of functions have been 
introduced within the Implicit Computational Complexity approach (see 
[12, 14-17], among the others), that studies how restricted functional 
languages can capture complexity classes; in general, several restricted 
recursion schemes have been introduced, all sharing the same feature: no 
explicit bounds (i.e., no limited recursion, as in [13]) are required in the 
definition of functions. In order to show the relation between template 
metaprogramming and polynomial-time computable functions, we recall 
that this class is defined in [12] as the smallest class B containing some 
initial functions (constant, projection, binary successors, predecessor, 
conditional), and closed under safe recursion on notation and safe 
composition. Functions defined by safe (or predicative) recursion and 
composition have two kind of variables: those whose values are known 
entirely (and which can be recursed upon, for instance), and those whose 
values are still being computed (and are accessible in a more restricted 
way, on the least significant digits, for instance). These two types of 
variables are called safe and normal in [12] (dormant and normal in [29]); 
normal variables are used only for recursive calls, while safe variables 
are used only for substitution. Normal inputs are written to the left, and 
they are separated from the safe inputs by means af a semicolon. A 
function in B can be written as 𝑓 �⃗�; �⃗� ; in this case, variables xi are 
normal, whereas variables yj are safe. 

B is the smallest class of functions containing the initial functions 1-5 
and closed under 6 and 7. 
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1. Constant: 0 (it is a 0-ary function). 

2. Projection: j
n,m(x1 …,xn; xn+1 …,xn+m) = xj, for 1 ≤ j ≤ m+n. 

3. Successor: si(;a) = 2a+i = ai, for i  {0,1}. 

4. Predecessor: p(;0) = 0, p(;ai) = a. 

5. Conditional: 𝐶 ; 𝑎, 𝑏, 𝑐   𝑏 if 𝑎 𝑚𝑜𝑑 2  0
𝑐 otherwise

 

6. Safe recursion on notation: the function f is defined by safe 
recursion on notation from functions g and hi if 

 
𝑓 0, �⃗�; �⃗�   𝑔 �⃗�; �⃗�

𝑓 𝑦𝑖, �⃗�; �⃗�   ℎ 𝑦, �⃗�; �⃗�, 𝑓 𝑦, �⃗�; �⃗�
 

for i{0,1}, g and hi in B; y is called the principal variable of the 
recursion. 

7. Safe composition: the function f is defined by safe composition 
from functions h, 𝑟 and 𝑡 if 

 𝑓 �⃗�; �⃗�   ℎ 𝑟 �⃗�; ; 𝑡 �⃗�; �⃗�  

for h, 𝑟 and 𝑡 in B. 

When defining a function 𝑓 𝑦𝑖, �⃗�; �⃗�  by recursion from g and hi, the 
value 𝑓 𝑦, �⃗�; �⃗�  is in a safe position of hi; and a function having safe 
variables cannot be substituted into a normal position of any other 
function, according to the definition of safe composition. Moreover, 
normal variables can be moved into a safe position, but not viceversa. 
By constraining recursion and composition in such a way, class B results 
to be equivalent to the class of polynomial time computable functions. 

1.3. Template Representations of Some Polytime 
Functions 

We show how to represent some polytime computable functions by 
means of template metaprograms, with some restrictions on the role of 
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the template arguments, and following the mechanism introduced in 
[12]. Functions  and  can be expressed by safe recursion as follows: 

 
⊕ 0;  𝑥   𝑥

⊕ 𝑦 1; 𝑥   𝑠𝑢𝑐𝑐 ; ⊕ 𝑦;  𝑥
 

 
⊗ 0;  𝑎   0

⊗ 𝑏 1;  𝑎   ⊕ 𝑎; ⊗ 𝑏; 𝑎
 

The recursive call (b;a) is assigned to the safe variable x of , and one 
cannot re-assign this value to a normal variable of  (by definition 7, 
previous section, one cannot assign a function with safe variables to a 
normal position). For this reason, the following definition of  and both 
possible definitions of the exponential  are not allowed in B. 

 
⊗ 0;  𝑎   0

⊗ 𝑏 1;  𝑎   ⊕ ⊗ 𝑏; 𝑎 ;  𝑎
 

 
↑ ; 0, 𝑥   1

↑ ; 𝑦 1, 𝑥   ⊗ 𝑥; ↑ ; 𝑦, 𝑥
 

 
↑ ; 0, 𝑥   1

↑ ; 𝑦 1, 𝑥   ⊗ ↑ ; 𝑦, 𝑥 ; 𝑥
 

When defining the C++ templates that represent the previous functions 
(or, in general, functions in B), we mimic the normal/safe behaviour by 
putting beside each variable a two-value flag; flags' values are defined 
according to the following three rules: 

1. Each flag is equal to normal, initially; 

2. Flags beside variables assigned with recursive calls are changed to 
safe; 

3. A compiler error must be generated every time there is an attempt 
to use a variable labelled with a safe flag as a principal variable of 
a recursion; this is done by adding a negative specialization to the 
template definition of the function (see below). 

The template representation of  is the following (note that, for sake of 
conciseness, we use enumeration values instead of typedef  typename 
definitions, and integers instead of their class template representation): 
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template<int Y, int flagy, int X, int flagx> class sum 
  {enum {result = 1+sum<Y‐1, flagy, X, flagx>::result };}; 
 
template<int flagy, int X, int flagx> class sum<0, flagy, X, flagx> 
  {enum {result = X };}; 
 
template<int Y, int X, int flagx> class sum<Y, safe, X, flagx> 
  {enum {result = sum<Y, safe, X, flagx>::result };}; 
 
The instruction sum<2,normal,3,normal>::result  returns the expected 
value, by recursively instantiating the first template sum for the values 
<2,3> and <1,3>, until <0,3> is reached (we omit here the flags); this 
value matches the second specialized template, which returns 3. The 
third template is introduced to avoid the substitution of other recursive 
calls or functions into variable Y, according to previous rule 3. This 
specialization is in the general form 

template <arg's> class error <spec‐arg's> 
  {enum {result = error<spec‐arg's>::result };}; 
 
and in this case the compiler stops, producing the error “ 'result' is not a 
member of type 'error<spec‐arg's>'} “. The template representation of  
is the following: 

template<int Y, int flagy, int X, int flagx> class prod 
  {enum {result = sum<X, flagx,  
    prod<Y‐1, flagy, X, flagx>::result, safe>::result};}; 
 
template<int flagy, int X, int flagx> class prod<0, flagy, X, flagx> 
  {enum {result = 0};}; 
 
template<int Y, int X, int flagx> class prod<Y, safe, X, flagx> 
  {enum {result = prod<Y, safe, X, flagx>::result};}; 
 
By rule 2, the flag associated with the recursive call of prod which occurs 
into sum is switched to safe; by rule 3, the last template specialization is 
introduced to prevent the programmer from assigning another recursive 
call or function to Y. The instruction prod<2,normal,3,normal>::result 
instantiates the first template sum for values 3, normal, 
prod<1,normal,3,normal>::result, and safe, respectively; thus, the 
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product is recursively evaluated. As shown above, one could also define 
prod by exchanging the arguments of sum that is by assigning the 
recursive call of prod to the safe variable of sum, as follows: 

template<int Y, int flagy, int X, int flagx> class prod 
  {enum {result = sum<prod<Y‐1, flagy, X, flagx>::result, safe,  
            X, flagx >::result};}; 
 
The instruction prod<2,normal,3,normal>::result instantiates the 
template sum for values prod<1,normal, 3,normal>::result, safe, 3, and 
normal, respectively; this instantiation matches the values of the third 
template of sum's definition, and a compile-time error is produced (as 
expected, since we are trying to assign the recursive call of prod to the 
principal variable of sum). The template representation of the 
exponential function is 

template<int Y, int flagy, int X, int flagx> class exp 
  {enum {result = prod<exp<Y‐1, flagy, X, flagx>::result, safe,  
            X, flagx >::result};}; 
 
template<int flagy, int X, int flagx> class exp<0, flagy, X, flagx> 
  {enum{result = 1 };}; 
 
template<int Y, int X, int flagx> class exp<Y, safe, X, flagx> 
  {enum {result = exp<Y, safe, X, flagx>::result};}; 
 
The instruction esp<2,normal,3,normal>::result instantiates the template 
prod for the values esp<1,  normal,  3,  normal>::result, safe, 3, and 
normal, respectively; this matches the third template of prod's definition, 
and a compiler error 'result'  is not a member of  type  'prod<1,safe, 3, 
normal>' is produced. If one exchanges the roles of prod's variables, the 
following template is written: 

template<int Y, int flagy, int X, int flagx> class exp 
  {enum {result = prod<X, flagx,  
    exp<Y‐1, flagy, X, flagx>::result, safe >::result};}; 
 
In this case the error occurs in the third template of sum's definition. In 
what follows, we will show that every partial recursive function in B can 
be represented by C++ templates that follow the previous rules 1-3. If 
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the specific error message is generated when compiling a function type 
F, this means that F represents a function f in a way that is not  
in the class B. 

1.4. Template Representation of Polytime 

Let normal and safe be notations for constants 0 and 1, respectively (this 
means, in C++ code, define  normal  0 and define  safe  1). Binary 
number types represent binary numbers, and are constructed recursively. 
We use the typedef  typename mechanism (following [11]) instead of 
enumerated values; this allows us to write natural definitions of binary 
successors and predecessor and, in what follows, of safe composition and 
recursion on notation. 

Number types representing the constant function 0 and binary successors 
of any number type T are in Fig. 1.1; those representing the binary 
predecessor of any number type T are in Fig. 1.2. According to these 
definitions, and intuitively using the composition template defined in 
Fig. 1.4, the number 1101 can be represented by the template 
suc1<suc0<suc1<suc1<zero,safe>,safe>,safe>,safe>. The predecessor of 
any type number T is represented by pre<T,  safe>::result. Each 
specialization has to implement the safe/normal behaviour on templates 
arguments (that is, on functions' variables). For example, it is mandatory 
in our system that the binary successors and the predecessor operate on 
safe arguments: thus, we add negative specializations to templates suc0, 
suc1 and pre, forcing them to produce a significant compiler error when 
the flag associated with the argument T is normal. 

 

Fig. 1.1. Templates for zero and binary successors. 
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Fig. 1.2. Templates for binary predecessor. 

Templates for projection and conditional are defined in Fig. 1.3. The first 
three specializations in the definition of if are introduced to handle the 
cases in which the first argument C ends with 1 or 0, and the three 
arguments are safe, simultaneously. The fourth specialization returns an 
error when one or more arguments are normal. 

 

Fig. 1.3. Templates for projections and conditional. 

The class template F that represents the safe composition of templates H, 
R and T is defined in Fig. 1.4. Flags associated with R and T into H have 
values normal and safe, respectively; this implies that the value of T 
cannot be used by H as a principal variable of a recursion. The last 
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specialization produces a compiler error if the variable X in R is safe, and 
R is used into H, simultaneously (X can be assigned with a safe value into 
R, harmlessly; but this cannot be done when R is substituted into a normal 
variable of H). This definition matches the definition of safe composition 
given in Section 1.2.3, and can be extended to the general case, when X 
and A are tuples of values, and R and T are tuples of templates. 

 

Fig. 1.4. Templates for safe composition. 

We introduce now an extended definition of recursion, w.r.t. the 
definition given in [12]. A function f is defined by n-ple safe recursion 
on notation from functions h, g1,..,. gn, m1,…, mn if 

 
𝑓 �⃗�, �⃗�; �⃗�   𝑔 �⃗�; �⃗� if 𝑦  𝑖𝑠 0

𝑓 �⃗�, �⃗�; �⃗�   ℎ 𝑚 𝑦⃗, �⃗�; 𝑓 𝑚 𝑦⃗, �⃗�; �⃗� otherwise
, 

where 𝑚 𝑦⃗ stands for the sequence m1(y1), …, mn(yn), and each mi is a 
sequence of binary predecessors. 

The class template F that represents the n-ple safe recursion on notations 
from templates H, G1, …, Gn and M1, …, Mn is defined in Fig. 1.5, where 
each Mi (i = 1…n) is a sequence of predecessors applied to a binary 
number type which is not zero, and where we write template<X1,F1,…, 
Xn,Fn> instead of template<class X1, int F1, …, class Xn, int Fn>, for sake of 
simplicity. This definition can be extended to the general case, when X 
and A are tuples of variables. We set to safe the value of the flag 
associated with the recursive call of F into H (rule 2, Section 1.3); we 
specialize F to compute the base cases of the recursion (where one of the 
templates Gi has to be computed); and we introduce the last n templates 
because the programmer is not allowed to assign a recursive call to one 
of the principal variables Y1, …, Yn (rule 3, Section 1.3). 
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Fig. 1.5. Templates for safe recursion. 

Templates in Poly-temp are written by means of the closure of previous 
definitions of zero, binary successor and predecessor, projection and 
conditional, under safe composition and safe recursion.  

1.5. Poly-temp Captures Polytime 

In this section, we state that every function computable within 
polynomial time by a Turing machine can be expressed in Poly-Temp; in 
order to do this, we recall that Polytime is captured by Bellantoni & 
Cook's class B (see [12]), and we prove that B is represented by templates 
in Poly-Temp (Theorem 1). Conversely, we show that any template in 
Poly-Temp is polynomial-space bounded (Theorem 2) and hence 
polynomial-time bounded (Theorem 3). 

Theorem 1. For each function f in B, there exists a C++ template 
program F in Poly-temp such that F computes f (at compile time). 

Theorem 2. For each template F in Poly-Temp, there exists a polynomial 
qF such that 
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 |𝐹 𝑋; �̅� |  𝑞 |𝑋| 𝑚𝑎𝑥 |𝐴 |, 

where 𝑋 and �̅� are the variables labelled with normal and safe, 
respectively, and 𝑞 |𝑋|  stands for qF(|X1|, …, |Xn|). 

Note that templates in Poly-Temp are polynomially time-bounded, when 
evaluated. Indeed, base templates (zero, j, suc0, suc1, if) are bounded by 
the length of their arguments; for composition templates, observe that 
the composition of two polynomial-time templates is still a polynomial 
time template; for recursion templates, it is well known that recursion on 
notation can be executed in polynomial time if the result of the recursion 
is polynomially length-bounded and the step and base functions are 
polytime, as in our case. Thus, we have 

Theorem 3. Each template F in Poly-Temp is evaluated in  
polynomial time. 

Detailed proofs of the previous theorems can be found in Appendix 1. 

1.6. Conclusions and Further Work 

We have defined a restricted metalanguage by means of C++ templates, 
that captures, at compile time, the set of polynomial-time computable 
functions. As we mentioned in the Introduction, this result could provide 
the theoretical base for the construction of tools for the formal 
certification of upper bounds for metaprogramming time consumption. 
Nevertheless, even if our template language is admissible C++, there is 
no doubt that programming in it should be hard, due to the extra 
annotations encoded as templates parameters; one may think to hide 
them into traits (see [30]) containing representation of numbers and of 
related flags; in this way we'd be able to obtain a neater language. 
However, obscure error messages from C++ compilers could inhibit this 
as a workable approach. The programmer is not able to understand why 
and where in the program he has used a recursive variable in the wrong 
way; static interfaces techniques, as in [31], could help us to provide a 
clear meaning to error messages. On the theoretical hand, we are aware 
that this is a clumsy characterization of a complexity class, but it is worth 
noting that the three rules introduced above can produce polynomial time 
bounded templates when applied to all kinds of recursions, not only to 
primitive recursive templates; it seems that our approach improves the 
understanding of polynomial-time computation's nature, allowing us to 
use more expressive recursive schemes (see Appendix 2). 



Advances in Computers and Software Engineering: Reviews, Book Series, Vol. 2 

28 

References 

[1]. K. Czarnecki, U. Eisenecker, Generative Programming: Methods, Tools, 
and Applications, Addison-Wesley, 2000. 

[2]. E. Unruh, Prime Number Computation,  
http://www.erwin-unruh.de/primorig.html 

[3]. E. Unruh, Template Metaprogrammierung,  
http://www.erwin-unruh.de/meta.html 

[4]. T. Veldhuizen, Using C++ templates metaprograms, C++ Report, Vol. 7, 
Issue 4, 1995, pp. 36-43. 

[5]. T. Veldhuizen, C++ templates as partial evaluation, in Proceedings of the 
ACM SIGPLAN Symposium on Partial Evaluation and Semantic-Based 
Program Manipulation (PEPM’99), 1999, pp. 13-18. 

[6]. J. Järvi, Compile time recursive objects in C++, in Proceedings of the 
International Conference on Technology of Object-Oriented Languages 
and Systems (TOOLS’98), Washington, DC, USA, 1998, pp. 66 - 77. 

[7]. N. D. Jones, An introduction to partial evaluation, ACM Computing 
Surveys, Vol. 28, Issue 3, 1996, pp. 480-503. 

[8]. B. Stroustrup, The C++ Programming Language, Addison-Wesley, 1997. 
[9]. D. Vandevoorde, N. M. Josuttis, C++ Templates: The Complete Guide, 

Addison-Wesley, 2003. 
[10]. T. Veldhuizen, Tradeoffs in metaprogramming, in Proceedings of the 

ACM SIGPLAN Symposium on Partial Evaluation and Semantic-Based 
Program Manipulation (PEPM’06), 2006, pp. 150-159. 

[11]. M. Böhme, B. Manthey, The computational power of compiling C++, Bull. 
of the EATCS, Vol. 81, 2003, pp. 264-270. 

[12]. S. Bellantoni, S. Cook, A new recursion-theoretic characterization of the 
poly-time functions, Computational Complexity, Vol. 2, 1992, pp. 97-110. 

[13]. A. Cobham, The intrinsic computational difficulty of functions, in 
Proceedings of the International Conference on Logic, Methodology, and 
Philosophy of Science (CLMPST’62), North-Holland, Amsterdam, 1962, 
pp. 24-30. 

[14]. M. Hofmann, Linear type and non-size-increasing polynomial time 
computation, in Proceedings of the 14th IEEE Symposium on Logic  
in Computer Science (LICS’99), 1999, pp. 464-473. 

[15]. N. D. Jones, LOGSPACE and PTIME characterized by programming 
languages, Theoretical Computer Science, Vol. 22, 19998, pp. 151-174. 

[16]. D. Leivant, Ramified recurrence and computational complexity I: Word 
recurrence and polytime, in Feasible Mathematics II (P. Clote, J. Remmel, 
Eds.), Birkauser, 1994, pp. 320-343. 

[17]. D. Leivant, J.-Y. Marion, Ramified recurrence and computational 
complexity II: Substitution and polyspace, Computer Science Logic, 
LNCS, Vol. 933, 1994, pp. 486-500. 

[18]. L. Colson, About primitive recursive algorithms, Theoretical Computer 
Science, Vol. 83, 1991, pp. 57-69. 



Chapter 1. C++ Template Metaprogramming and Polynomial-time Functions 

29 

[19]. L. Colson, D. Fredholm, System T, call by value and the minimum 
problem, Theoretical Computer Science, Vol. 206, 1998, pp. 301-315. 

[20]. D. Fredholm, Intensional aspects of functions definitions, PhD Thesis, 
Theoretical Computer Science, Vol. 152, 1995, pp. 1-66. 

[21]. D. Fredholm, Computing minimun with primitive recursion over lists, 
Theoretical Computer Science, Vol. 163, 1996, pp. 269-276. 

[22]. T. Sheard, S. P. Jones, Template meta-programming for Haskell,  
in Proceedings of the Haskell Workshop (Haskell’02), Pittsburgh, PA, 
2002, pp. 1-16. 

[23]. K. Läufer, A framework for higher-order functions in C++, in Proceedings 
of the Conference on Object-Oriented Technologies (COOTS’95), 
Monterey, CA, 1995. 

[24]. B. McNamara, Y. Smaragdakis, Functional programming in C++,  
in Proceedings of the 5th ACM SIGPLAN International Conference on 
Functional Programming (ICFP’2000), New York, NY, USA, 2000,  
pp. 118-129. 

[25]. B. McNamara, Y. Smaragdakis, Functional programming with the FC++ 
library, J. Funct. Program., Vol. 14, Issue 4, 2004, pp. 429-472. 

[26]. J. Striegnitz, The FACT! Library Homepage, 
http://www.fzjuelich.de/zam/FACT 

[27]. J. Järvi, G. Powell, A. Lumsdaine, The lambda library: Unnamed functions 
in C++, Softw. Pract. Exper., Vol. 33, Issue 3, 2003, pp. 259-291. 

[28]. T. Veldhuizen, C++ Templates are Turing Complete, unpublished. 
[29]. H. Simmons, The realm of primitive recursion, Arch. Math. Logic,  

Vol. 27, 1988, pp. 177-188. 
[30]. N. C. Myers, A new and useful template technique: "Traits", C++ Report, 

Vol. 7, Issue 5, 1995, pp. 32-35. 
[31]. B. McNamara, Y. Smaragdakis, Static interfaces in C++, in Proceedings 

of the First Workshop on C++ Template Programming, Erfurt, Germany, 
2000. 

 

Appendix 1. Proofs of the Theorems 

Theorem 1. For each function f in B, there exists a C++ template 
program F in Poly-temp such that F computes f (at compile time). 

Proof. (by induction on the construction of f). We denote binary number 
types with the capital letters X, Y, A, C, and the related flags with FX, FY, 
FA, FC; we write 

(1) template <X, FX, Y, FY> instead of template<class X, int FX, class Y, 
int FY>; and 
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(2) p<X> instead of typename pre<X,safe>::result, for sake of simplicity. 

Base. Templates defined in Section 1.4 (constant, binary successors, 
predecessor, conditional and projections) easily compute the basic 
functions of B. 

Step. Case 1. Let f be defined by safe recursion on notations from 
functions g(x;a), h0(y,x;a,s) and h1(y,x;a,s), that are computed, by the 
inductive hypotheses, by templates G, H0 and H1, respectively. f is 
represented in Poly-Temp by the following template F: 

template <Y, FY, X, FX, A, FA> class F  
{typedef typename if<Y, safe 
  typename H0<p<Y>, FY, X, FX, A, FA, 
    typename F<p<Y>, FY, X, FX, A, FA >::result,  
            safe>::result, safe 
  typename H1<p<Y>, FY, X, FX, A, FA, 
    typename F<p<Y>, FY, X, FX, A, FA >::result,  
            safe>::result, safe 
  >::result result }; 
 
template < FY, X, FX, A, FA> class F<zero, FY, X, FX, A, FA> 
  {typedef typename G<X, FX, A, FA>::result result}; 
 
template <Y, X, FX, A, FA> class F<Y, safe, X, FX, A, FA> 
  {typedef typename F<Y, safe, X, FX, A, FA>::result result}; 
 
F is obtained by n-ple safe recursion (Fig. 1.5) and safe composition  
(Fig. 1.4) from templates if, H0 and H1. 

Case 2. Let f be defined by safe composition from functions h(p;q), r(x;) 
and t(x;a), that are computed, by the inductive hypotheses, by templates 
H, R and T, respectively. The template F computing f is defined  
in Fig. 1.4. 

To prove that any template in our language is polynomial-time bounded, 
we find a polynomial-space bound for the length of any template 
belonging to Poly-Temp. For sake of brevity, we omit the flags and we 
write safe inputs to the right of a semicolon, and normal ones to the left, 
following the notation used by Bellantoni and Cook. We also use  
“( … )” instead of “< … >”. This implies that if a template F is defined 
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by n-ple safe recursion from templates H, G1, …, Gn and M1, …, Mn,  
we write 

 
|𝐹 𝑌, 𝑋; �̅� |   𝐺 𝑋; �̅�  if  𝑌  is zero

𝐻 𝑀 𝑌 , 𝑋; �̅�, 𝐹 𝑀 𝑌 , 𝑋; �̅�  otherwise
, 

where 𝑀 𝑌  stands for M1(Y1), …, Mn(Yn), and each Mi is a sequence of 
binary predecessors. 

Theorem 2. For each template F in Poly-Temp, there exists a polynomial 
qF such that 

 |𝐹 𝑋; �̅� |  𝑞 |𝑋| 𝑚𝑎𝑥 |𝐴 |, 

where 𝑋 and �̅� are the variables labelled with normal and safe, 
respectively, and 𝑞 |𝑋|  stands for qF(|X1|, …, |Xn|). 

Proof. (by induction on the construction of F). 

Base. If F is a constant, binary successors, predecessor, conditional or 
projection template, we have that |𝐹 𝑋; �̅� | 1 ∑ |𝑋 | 𝑚𝑎𝑥 |𝐴 |. 

Step. Case 1. If F is defined by n-ple safe recursion we have, by induction 
hypotheses, the polynomials qG1, …, qGn and qH bounding G1, …,Gn and 
H, respectively; that is, 

 |𝐹 … , 𝑧𝑒𝑟𝑜, … , 𝑋; �̅� |  𝑞 |𝑋| 𝑚𝑎𝑥 |𝐴 |  and  

|𝐹 𝑌, 𝑋; �̅� |  𝑞 |𝑀 𝑌 |, 𝑋 𝑚𝑎𝑥 𝑚𝑎𝑥 |𝐴 |, |𝐹 𝑀 𝑌 , 𝑋; �̅� | .  

Define qF such that 

 𝑞 |𝑌|, |𝑋|   |𝑌| ∙ 𝑞 |𝑌|, |𝑋| ∑ 𝑞 |𝑋|  

We have that |𝐹 … , 𝑧𝑒𝑟𝑜, … , 𝑋; �̅� |  𝑞 |𝑧𝑒𝑟𝑜|, |𝑋| 𝑚𝑎𝑥 |𝐴 |. We 
also have 
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|𝐹 𝑌, 𝑋; �̅� |

  |𝐻 𝑀 𝑌 , 𝑋; �̅�, 𝐹 𝑀 𝑌 , 𝑋; �̅� |

𝑞 |𝑀 𝑌 |, |𝑋| 𝑚𝑎𝑥 𝑚𝑎𝑥 |𝐴 |, |𝐹 𝑀 𝑌 , 𝑋; �̅� |

𝑞 |𝑀 𝑌 |, |𝑋| 𝑚𝑎𝑥 𝑚𝑎𝑥 |𝐴 |, 𝑞 |𝑀 𝑌 |, |𝑋| 𝑚𝑎𝑥 |𝐴 |

𝑞 |𝑀 𝑌 |, |𝑋|  𝑞 |𝑀 𝑌 |, |𝑋| 𝑚𝑎𝑥 |𝐴 |

𝑞 |𝑀 𝑌 |, |𝑋| |𝑀 𝑌 | ∙  𝑞 |𝑀 𝑌 |, |𝑋| 𝑞 |𝑋| 𝑚𝑎𝑥 |𝐴 |

|𝑀 𝑌 | 1 ∙  𝑞 |𝑀 𝑌 |, |𝑋| 𝑞 |𝑋| 𝑚𝑎𝑥 |𝐴 |

|𝑌| ∙  𝑞 |𝑀 𝑌 |, |𝑋| 𝑞 |𝑋| 𝑚𝑎𝑥 |𝐴 |

|𝑌| ∙  𝑞 |𝑌|, |𝑋| 𝑞 |𝑋| 𝑚𝑎𝑥 |𝐴 |

 𝑞 |𝑌|, |𝑋| 𝑚𝑎𝑥 |𝐴 |

 

Case 2. If f is defined by safe composition we have, by induction 
hypotheses, qH, qR and qT bounding H, R and T, respectively; we have 

 

|𝐹 𝑋; 𝑌 |
  |𝐻 𝑅 𝑋; ; 𝑇 𝑋; 𝑌 |
𝑞 |𝑅 𝑋; | |𝑇 𝑋; 𝑌 |
𝑞 𝑞 |𝑋| |𝑇 𝑋; 𝑌 |

𝑞 𝑞 |𝑋| 𝑞 |𝑋| 𝑚𝑎𝑥 𝑌

 

Let 𝑞 |𝑌|, |𝑋|  be 𝑞 𝑞 |𝑋| 𝑞 |𝑋| . We have the result. 

Appendix 2. A Limit to Primitive Recursion 

The intension of an algorithm, its computational behavior, has to be 
distinguished from its extension, the function computed by the algorithm. 
Two algorithms can be extensionally equal (that is, they compute the 
same function) but intentionally distinct (they have different behaviours 
on the same input). Thus, the problem of studying functional systems 
from the intensional point of view has been raised. 
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In [18] and [21], the problem of representing the natural algorithm for 
computing the minimum of two numbers has been analyzed. The 
algorithm is written with the following Herbrand-Gödel equations: 

 min(0,y) = 0; min(s(x),0) = 0; 

 min(s(x), s(y)) = s(min(x,y)) 

The natural computation time of this algorithm for min(n,p) is 
O(min(n,p)), but it is established in [18] that no primitive recursive 
algorithm (evaluated in call-by-name) can simulate the previous 
algorithm and, in particular, that there is no primitive recursive program 
computing the min function in time O(min(n,p)). The same result has 
been established for call-by-value computation in [20]. 

The following program min'' of type N→(N→N) is written in Gödel 
system T (primitive recursion extended with functional parameters): 

 
𝑚𝑖𝑛 0  𝑍

𝑚𝑖𝑛 𝑆 𝑥   𝐻 𝑚𝑖𝑛′′  

where Z (of type N→N) is the constant zero function defined by  
Z(z) = 0 and H (of type (N→N)→(N→N)) is defined by: 

 
𝐻𝑢0  0

𝐻𝑢 𝑆 𝑦   𝑆 𝑢𝑦  

Such a program, when evaluated in call-by-name, computes the 
minimum in time proportional to the minimum, given that min''S(x)S(y) 
rewrites to H(min''x)S(y) which is reduced to S(min''xy). But if the same 
program is evaluated call-by-value, we note that to compute min''S(x), 
we have to compute H(min''x) in call-by-value, and hence to compute 
min''x, etc.; the computation time is in Ω(x), i.e., at least proportional to 
the first input (implying that the computation time is O(max(x,y))). It is 
shown by [19] that this example is general: in the call-by-value case there 
is no program in system T (thus, in [12]) computing the minimum of two 
natural numbers in time the minimum. 

In this paper, we have defined a recursive template language, using an 
extended form of recursion instead of primitive recursion. Because of 
this, we are able to write the following templates, according to the 
definitions introduced in Section 1.4: 
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template <class X, int FX, class Y, int FY> class min 
  {typedef typename suc1<typename 
    min<  typename pre<X,safe>::result, FX, 
      typename pre<Y,safe>::result, FY>::result,  
          safe>::result result}; 
 
template <int FX, class Y, int FY> class min<zero, FX, Y, FY> 
  {typedef zero result}; 
 
template <class X, int FX, int FY> class min<X, FX, zero, FY> 
  {typedef zero result}; 
 
template <class X, int FX, class Y, int FY> class min<X, safe, Y, FY> 
  {typedef typename min<X, safe, Y, FY>::result result}; 
 
template <class X, int FX, class Y, int FY> class min<X, FX, Y, safe> 
  {typedef typename min<X, FX, Y, safe>::result result}; 
 
Template min<X,Y>, computes the function min(x,y) within time 
O(min(x,y)); thus, our system is able to express more intensions (that is, 
more algorithms) than previous approaches. 
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Chapter 2 

Reverse Engineering: A Different 
Perspective 

Dr. Rehman Arshad1 

2.1. Introduction 

The term legacy systems usually refers to such software systems that are 
outdated, lack proper documentation and cannot support a new feature 
without breaking another logic, yet they are vital to an organisation [17]. 
Unfortunately, most legacy systems that were designed with  
non-modular approach cannot exploit the luxury of re-usability to good 
extent [42]. In most cases, they even cannot offer adequate 
comprehension of implementation and design, due to poor maintenance 
over the years. Sooner or later, poorly maintained and inadequately 
documented systems would reach a stage after which it would become 
practically impossible for the programmers to introduce a new feature in 
the system without breaking the overall logic of implementation. Such 
systems cannot provide re-usability and they are important yet costly to 
maintain for the companies. Code of such software systems is known as 
legacy code. Legacy code is also defined as a piece of code that is 
difficult to change or a code without tests [42]. 

In the domain of software engineering, survival of such systems is 
dependent on the retrieval of their comprehension by a process called 
reverse engineering. The ultimate goal of reverse engineering is to  
provide an abstraction of comprehension of the legacy code that can help 
in understanding, maintaining or re-engineering the system. For many 
companies, maintenance or comprehension of legacy code is crucial 
because some of their functions are too valuable to be discarded and too 
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expensive to reproduce from scratch. According to [14], 50-60 % of 
software engineering effort is spent trying to understand the source code. 

Reverse engineering is mostly used to extract a higher abstraction 
notation which is semantically equivalent to the source system (legacy 
code) or partial source system in some way but is much easier to 
understand. Semantic extraction can help in analysing the system for 
maintenance but cannot reconstruct it for reuse. To reconstruct a legacy 
code base for re-usability, one needs an architectural notation of 
extraction that should be modular, reusable and executable. 

Components can serve as such reusable modular architectural units. 
Component based development is a domain that revolves around the 
construction of systems from pre-built software units i.e. re-usability. A 
component is defined as ”A unit of composition with contractually 
specified interfaces and explicit context dependencies only. A software 
component can be deployed independently and is subject to third-party 
composition.” [75]. Therefore, if legacy code can be reverse engineered 
to obtain components (using semantics 

Rehman Arshad, Research Associate, The HUT Group UK 
rehman.arshad.khan@outlook.com of a component model), one can get 
a notation of extraction that can provide architectural re-usability of 
legacy code (in the same domain). Such approach can reuse the extracted 
modular structures of legacy code across multiple systems and can 
support new features in the system itself without breaking another logic. 

Almost all the current reverse engineering approaches that extract 
components are based on models that belong to Architecture Description 
Language i.e., ADLs (e.g., [8] ). ADLs define required and provided ser-
vices as ports (composition mechanism of ADLs). Ports use (indirect) 
method calls at code level to compose components together [13].  
ADL-based components have three major shortcomings from  
re-usability point of view: 

1. In ADL-based components, one cannot select/de-select/alter ports 
without changing the code manually at all required places to 
compose the components after retrieval. This re-configuration of 
ports at code level is a manual and complex task. Each different 
integration of components demands different configuration to reuse 
the components. 
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2. ADL-based components can only be retrieved to use as is. One has 
to bind all the ports in order to use an ADL component i.e.,  
non-flexible re-usability. 

3. It is not possible to re-deposit1 a configured integration of 
components for reuse (e.g., composite component). Components 
have to be retrieved and configured as many times as the same 
integration is required for every reuse in different systems. 

To the best of our knowledge, no such component-directed reverse 
engineering2 approach exists that can offer the code-independent 
composition of components after reverse engineering and reuse of the 
components without binding all the ports. 

This chapter discusses a component-directed reverse engineering 
approach that can provide code-independent re-usability and  
re-composition of re-deposited components. This can be achieved by 
combining a component model of desired semantics with an analysis 
technique that can capture, re-structure and map the object-oriented 
legacy code to that component model. Unlike ADL-based approaches, 
the discussed approach is based on an encapsulated component model 
called X-MAN [57]. X-MAN components are encapsulated because 
computation cannot go outside of a component. X-MAN components 
cannot interact directly but only exogenously (composition is defined 
outside of a component). 

Some initial discussion about this work can be found in [10, 11]. This 
chapter comprehensively discusses the whole approach in detail together 
with case studies and evaluation via different frameworks. The overall 
purpose of this chapter is to help you to start analysing reverse 
engineering from a non-traditional context that can bring a lot on the 
table in terms of reusability of an architecture. 

                                                      
1 The term re-deposit-ability means ability to re-deposit the composed components after 
retrieval e.g., retrieve the deposited components A and B, compose them as A.B and 
deposit the A.B for future reuse. The composition after re-deposition is referred as  
re-composition. 
2 By component-directed we mean a reverse engineering approach that extracts 
components. 
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2.2. Component-based Development 

A component can be described as follows: 

 “A software element that (a) Encapsulates a reusable implementation 
of functionality; (b) Can be composed without modification;  
(c) Adheres to a component model” [60]. 

 Deployable piece of software without persistent state [75]. 

 “A software element that conforms to a component model and can be 
independently deployed and composed without modification 
according to a composition standard” [48]. 

The basic idea behind all these well-known definitions is the same i.e., a 
component is an independent deployable piece of software that should 
be reusable. Every component model needs to define two main entities: 

1. Semantics of a component (unit of composition) i.e., the notation of 
a piece of code that defines boundary, granularity and representation 
of a component with respect to that component model. 

2. Composition mechanism i.e., how and in what ways two or more 
than two unit of compositions (components) can be composed 
together to form an application, executable system or a composite 
component. 

2.2.1. Component Life Cycle 

An idealised component life cycle has following phases [56]: 

1. Design phase; 

2. Deployment phase; 

3. Run phase. 

Depending on the component model, composition is possible in design 
and deployment phases. In design phase of a component, components are 
constructed and deposited into a repository by a builder tool (e.g., an 
IDE) for later retrieval. In deployment phase, ideally the deposited 
components from design phase should be retrieved and tailored for 
deployment. Composition in deployment phase is conducted by an 
assembler. The assembler is responsible for retrieving, composing, 
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compiling and assembling a system during this phase. In run-time phase, 
there is no composition but only instantiation of the components. Based 
on the unit of composition and composition mechanism, component 
models can be classified into three main categories [54]: 

1. Models based on objects; 

2. Models based on architecture units; 

3. Models based on encapsulation. 

Component models based on objects have objects as unit of composition 
and their composition mechanism is method delegation (direct method 
calls). In this category, each component is an object which does not show 
its required services in its interface. The most general examples of such 
component models are Enterprise Java Beans (EJB) [26, 47], JavaBeans 
[26], CCM [55] and OSGi (Open Services Gateway Initiative). 

In ADL-based components models, unit of composition is an 
architecture unit and ports are used as composition mechanism. An 
architecture unit consists of implementation and required and provided 
ports (services that are invoked by indirect method calls). Most of the 
component models belong to this category of classification and almost 
all the component-directed reverse engineering approaches use 
component models based on architecture units. The most well-known 
component models based on ADLs are UML 2.0 [20], Koala [13], Acme 
[44, 45], ArchJava [5], SOFA [25], FRACTAL [22] and Palladio [15]. 

In contrast to ADLs, encapsulated components do not have required 
services i.e., every encapsulated component only have provided 
methods. Unlike ADLs and objects based models, composition in 
encapsulated components is exogenous, i.e., defined outside of the 
components. In other words, control and computation are separated in 
exogenous composition unlike ADLs where both are transmitted 
together via ports. Only component model that belongs to this category 
is X-MAN1. 

An atomic X-MAN component consists of a computation unit that has 
the implementation of methods and exposed functionality of selected 
methods (the methods that can be selected for composition at deployment 
phase). Methods are exposed as interfaces which are implemented in the 
computation unit. Any method of a composition unit can be selected to 

                                                      
1 An in-depth discussion of component models can be found in [58, 54]. 
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be exposed before instantiating a component and method's inputs and 
outputs can be used with the exposed methods of other X-MAN 
components. Computation only takes place in a computation unit, which 
is why this component model is encapsulated [54]. There are two types 
of connectors in X-MAN: a) Adapter connectors. b) Composition 
connectors. Adapter connectors include Guard and Loop. The Guard is 
used for conditional invocation of an atomic component. Guard can take 
a conditional statement as an input and only invokes the component if 
the condition is validated. Fig. 2.2 is showing an atomic component with 
Guard. The Loop is used for conditional looping of an atomic 
component. It takes an iterator with an initial value, looping interval 
(increment by x or decrement by x if x is an integer) and a condition of 
termination. Fig. 2.3 is showing an atomic component with Loop 
connector. 

Composition connectors are used to compose 2-n atomic components. In 
case of a composite component, encapsulation is preserved by 
composition because a composite component consists of two or more 
atomic components composed together by composition connectors. All 
such atomic components can only provide exposed methods and  
co-ordinate with one another using composition connectors. 
Composition connectors in X-MAN are control structures that direct the 
route of execution. Sequencer (SEQ) composition connector provides 
sequencing of execution between two or more than two components and 
Selector (SEL) provides branching based on specific conditions1. If two 
components A and B will be instantiated with one exposed method each 
and composed by a sequencer, then there will be only two methods that 
will be involved in this composition. Basic semantics of X-MAN 
component model are shown in Fig. 2.1 (lollipop in the figure is showing 
the presence of exposed methods). One computation unit cannot interact 
with other units directly but only via composition connectors. Control of 
the components exists outside of computation units and that is why one 
does not need code-level configurations to reuse the components2. Any 
component can be reused by composing it with others using appropriate 
composition connector [54] and any exposed method can be selected that 
is needed for a specific composition of components. 

                                                      
1 With SEQ (sequencing), SEL (branching) and LOOP (looping), X-MAN is Turing 
complete. 
2 Encapsulation in X-MAN does not mean code hiding, it means no computation goes 
outside of computation unit. 
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Fig. 2.1. X-MAN Component Model. 

 

Fig. 2.2. Adapter Connectors of X-MAN Component Model: Guard.  

 

Fig. 2.3. Adapter Connectors of X-MAN Component Model: Loop. 

In Fig. 2.4, component A has two exposed methods (m1, m2) and 
component B has three of them (m3, m4, m5). These components are 
composed as a composite component by sequencer (SEQ). The 
sequencer in the figure will trigger the component A first as this route 
has been assigned the lower number (higher priority). The selection of 
exposed methods and their order of execution is selected at deployment 
phase while instantiating the components e.g., in component A either 
method m1 can be executed before m2 or vice versa. After completion 
of their execution the sequencer will trigger the component B (the order 
of execution of exposed methods in B can also be defined during 
instantiation of B). There are n! ways to order the execution of selected 
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exposed methods in an atomic X-MAN component whereas, n is the 
number of methods selected to be exposed in an atomic component 
before instantiation. 

 

Fig. 2.4. Composition by Sequencer. 

In objects-based and ADL-based component models, control cannot be 
separated from computation and therefore, one needs a code-level 
configuration to compose method calls or required and provided services 
(control has to define the composition, and transmission of control and 
data together demands the code level changes for each different 
composition). In X-MAN, one does not need to bind all the methods of 
a computation unit but only needs to select the methods to be exposed 
and order of their execution for a composition. 
 

2.2.2. Architectural Properties of Component Models  
& Re-usability 

Following the life cycle of an idealised component, there are two 
architectural properties of component models that define the degree of 
re-usability of component-directed reverse engineering i.e.,  
deposit-ability and re-composability [11]. Deposit-ability requires a 
repository for depositing components and retrieving them, whilst  
re-composability requires a component model with well-defined 
composition mechanisms for components [54]. 

Few component models do not support the repository e.g., ArchJAVA 
[5] and UML2.0 [20]. Few have the repository but contents of the 
repository cannot be retrieved after deposition e.g., EJB [39] and 
FRACTAL [23]. Few can do composition in deployment phase but 
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cannot offer any composition in the design phase e.g., JavaBeans. Few 
can compose in design phase but cannot offer any composition in the 
deployment phase e.g., Koala [13]. The only component model that 
offers composition in both design and deployment phases is X-MAN 
component model. X-MAN component model provides better  
deposit-ability and re-composability because it defines proper 
composition mechanism due to separation of control and computation. 

Based on all this information, [53] presented a taxonomy of component 
models. According to this taxonomy, component models are classified, 
based on the attributes like repository, design phase composition and 
deployment phase composition. This taxonomy can be used as a 
reference for component-directed reverse engineering because  
re-usability of extracted components is dependent on the same 
parameters i.e., repository (deposit-ability) and ability to do  
re-composition (composition of re-deposited components in deployment 
phase). Table 2.1 shows the summarisation of this taxonomy. 

Table 2.1. A Taxonomy of Component Models ([53]). 

Category 
Component 

Models 

Design Deploy 
Deposit 

N 
Retrieve Compose 

Deposit
C 

Compose 

Design without 
Repository 

POJOs, Acme, 
UML2, ArchJava 

X X ✓ X X 

Design with 
Deposit-only 
Repository 

EJB, OSGi, CCM, 
FRACTAL ✓ X ✓ X X 

Deployment with 
Repository 

JavaBeans, 
Web Services ✓ X X X ✓ 

Design with 
Repository 

Koala, SOFA, 
Palladio ✓ ✓ ✓ ✓ X 

Design and 
Deployment with 
Repository 

X-MAN ✓ ✓ ✓ ✓ ✓ 

 

In the table, Deposit-N means ability to deposit new components into 
repository, Retrieve means ability to retrieve the components from 
repository, Compose stands for ability to compose, Deposit-C means 
ability to deposit composite components and Compose under deploy 
means ability to compose in deployment phase. Only component model 
that offer composition in both design and deployment phases due to 
exogenous composition is X-MAN, and due to separation of control and 
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computation, it is the only one that can offer code-independent 
composition without binding all the required and provided services. 

2.3. RX-MAN (Reverse Engineering X-MAN) 

A component-directed reverse engineering approach consists of four 
major steps: 1) Capturing the code base to reverse engineer;  
2) Re-structure the captured code to a map-able notation; 3) A defined 
rule base to map the captured code notation to a set of clusters;  
4) Mapping of clusters to the desired notation (component model). 

There are multiple ways of implementing these four steps e.g., a code 
base can be captured by a parser [41], by conducting a formal context 
analysis [82] or by forming directed graphs using heuristics [40]. A rule 
base can be built on many possible parameters e.g., methods' 
invocations, methods' interactions [11], interaction of data elements [24], 
cohesion threshold or heuristics etc. [62, 40]. A cluster can be defined as 
a set of methods, set of UML diagrams or a set of classes with  
re-structured code. Mapping of clusters to the desired component model 
(if approach yields explicitly defined components) depends on the 
semantics of composition unit and rules of composition of that 
component model. 

First two steps from the above explains how to capture a code base and 
transforms it into an appropriate notation (implementation). This 
notation is basically the re-structured code. Before explaining these, it is 
important to show the semantics that define the mapping of reverse 
engineered object-oriented code to X-MAN components i.e., a defined 
rule base that will be used in the implementation. Fig. 2.5 is showing the 
overall RX-MAN approach. 

 

Fig. 2.5. RX-MAN. 
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2.3.1. Rule Base for the Extraction of Components 

In RX-MAN, each input is a class, bunch of classes or a program  
(object-oriented code base). The input is mapped using a rule base 
against defined scenarios and output is one or more than one X-MAN 
components. Before defining any rules to cluster the methods together, 
an important thing to define is the granularity level of a cluster. There 
needs to be a defined boundary that can decide the maximum number of 
clusters, extractable from a code base. By assuming the class level 
granularity, a code base with n number of classes can extract clusters, 
ranging from 1 to n along with the utility clusters. Every cluster can have 
its utility cluster which contains all methods of a cluster that do not call 
any other method i.e., utility methods. These utility clusters specifically 
useful if the source code is a library i.e., such utility methods can be used 
by newly created components to use these utility methods. The exact 
number of clusters from a code base are dependent on the invocations 
and modifiers of methods in that code base. 

The interaction of methods in an object-oriented code depends on their 
invocations, and the constraints of invocations are defined by their 
modifiers (public, protected, private etc.). Considering this, the 
following scenarios explain the basic rules of clustering. 

1) Single Class with no interaction: A single non-interactive class is the 
most trivial scenario in RX-MAN. In this scenario, all the methods that 
call each other belong to the same class. Output of this scenario would 
be one X-MAN component with all the methods of the class mapped to 
computation unit. Fig. 2.6 is showing a non-interactive single Java class. 
In Fig. 2.6, methods provideSpeed, returnSpeed and saveInLog are 
marked as exposed methods. The exposed methods of this component 
are mapped as an interface and computation unit has implementation of 
all the methods. Right box of Fig. 2.6 shows the notation of mapped code 
of scenario 1 (inside X-MAN component). The source code has been 
mapped as an interface and its implementation. Fig. 2.9(a) shows the 
notation of X-MAN component mapped from this scenario. Red boxes 
in Fig. 2.9(a) shows the exposed functionality of this component i.e. 
select-able exposed methods. Method saveInLog is a utility method 
therefore, a utility cluster is also extracted that is mapped to a utility 
component in Fig. 2.9(a). Each method's parameters and return value are 
mapped as inputs/output of that method in X-MAN component model. 
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Fig. 2.6. Scenario 1 and Mapped Code from Scenario 1. 

2) Two Classes with public-public methods interaction: Next possible 
scenario is the interaction of two Java classes in a code base. As our 
approach is based on interaction and invocation of methods, modifiers of 
methods play an important role in defining a scenario. Fig. 2.7 is showing 
an example of two Java classes that interact with each other via methods 
with public modifiers. In this scenario, output would be just one X-MAN 
component. All the callers would be placed in one computation unit 
along with the methods they called. If a method M is in invocation list of 
more than one methods, it would be placed in the computation unit only 
once to avoid redundancy. This scenario assumes that all the interactions 
are between public methods and no method is neither invoking any 
private method nor dealing with any private class level variable.  
Fig. 2.9(b) is showing the X-MAN component mapped for two Java 
classes of scenario 2 along with its utility component1. 

 

Fig. 2.7. Scenario 2: Interaction of public methods in two classes. 

                                                      
1 In case of void methods, output of an exposed method is Boolean that indicates 
termination of execution of that method. 
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3) Two Classes with private-public OR public-private methods 
interaction: This scenario has more possible outcomes than the previous 
two. If a private or a public method in Class A calls a public method in 
Class B, there are following possible scenarios. 

1) Public method in Class B is neither accessing any private variable of 
the class nor it is calling any private method of B. In this case, such public 
method will be placed along with its caller in the same computation unit. 

2) If method in Class B uses private variable of Class B or it calls some 
other private method of B, it cannot be simply placed with its caller. In 
this case: 

a) If caller is private, the public method of B will be placed in both 
components (computation unit of A and computation unit of B as 
its dealing with private entities of both classes). 

b) If caller is public, public method of B will only be part of 
computation unit of B. Its caller can access it using composition 
connector or by data input/output of an exposed method. 

Fig. 2.8 shows a scenario of public-private case. Method provideSpeed 
of Class A has method evalu- ateSpeed of Class B in its invocation list. 
Method evaluateSpeed is accessing private method saveInLog of Class 
B. Output of this scenario would be two clusters i.e., two X-MAN 
components. One component would have one method i.e. provideSpeed. 
The other component would have evaluateSpeed and saveInLog in its 
computation unit and as possible exposed methods. Fig. 2.9(c) shows 
two components mapped from scenario 3 (utility part is not shown in the 
figure). The figure is also showing a case of composition by using 
Sequencer. The component C1 will be executed first (lower assigned 
numeric value i.e., 0 means higher priority than 1). The stated 
composition shows the same flow of control as stated in the Fig. 2.8 i.e., 
the given composition is achieving the same results as the original source 
code but via exogenous composition. 

Clustering of methods based on their invocations and modifiers provide 
much better cohesion, as only those methods would belong to the same 
component that are associated and have loose coupling with rest of the 
components. 
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Fig. 2.8. Scenario 3: Interaction of public-private methods in Multiple classes. 

 

Fig. 2.9. X-MAN: Components Mapped From Scenarios. 

2.3.2. Mapping Rule Base for Control Statements 

The previous section showed the mapping from object-oriented source 
code to clusters i.e., atomic X-MAN components, based on the 
invocations and modifiers of methods in a code base. But, that mapping 
did not discuss or include the control structures in a code base. Control 
structures of a code base are based on control statements that define the 
order of execution, based on specific conditions. To preserve the 
functionality and semantics of a code base, reverse engineered 
components need to have a mapping from control statements to 
semantics of X-MAN component model. Deposition of atomic X-MAN 
components, mapped from clusters is applicable if all the interactions are 
just method calls, without any control structure in any cluster. But, that 
is not the case for an actual code base. In case of control structures, every 
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associated method call and control statement of a cluster have to be 
mapped as a composite X-MAN component. The allocation of methods 
to atomic components of that composite, and the composition connectors 
between those atomic components depends on the nature of the control 
structures between execution of methods. 

Control statements in a code base can be divided into two main 
categories: 

a) Statements based on branching (they include if-else, switch etc.); 

b) Statements based on looping (they include while, for and do-while). 

These control statements can exist in a code base in any combination. A 
loop can have many if statements and a switch statement can have many 
loops. This section will map a possible combinations of control  
statements by showing the equivalent X-MAN notation. To demonstrate 
the flow of control in reverse engineered components, this section will 
show the equivalent flow chart notation for every control statement in a 
code base, followed by the equivalent X-MAN notation for every flow 
chart. This mapping will help to understand the semantics that our 
approach uses to map the control structures in a legacy code to equivalent 
X-MAN representation without losing any behaviour (control flow) of 
the code base. 

The general idea behind the mapping of control structures is to map two 
method of a cluster to two different atomic components by adding the 
behaviour of associated control structure between them, using 
composition connectors (adapter connectors for atomic components). If 
two methods; m1 and m2 belong to the same cluster (by rules of 
invocation), but instead of simple invocation, their invocation includes a 
control structure between them, the control structure has to be mapped 
to appropriate adapter or composition connector to compose a composite 
component. Computation units of such composite components will only 
have method's implementation and the control will be extracted out, 
separated from the computation. 

The section below will demonstrate a code scenario with control 
statements. The rule for the utility cluster is still the same, though utility 
components will not be discussed or presented, as the concept is already 
presented. Every cluster can have its utility cluster part if there is at least 
one utility method present in that cluster. 
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The rule base for all such control statements is as follows: 

 if Statement Rule: Every method invocation under if statement in a 
code base will be mapped by sequencing (by SEQ) a conditional 
atomic component (by Guard) with rest of the associated atomic 
components of a composite one. 

 if-Else Statement Rule: Every method invocation under if-else 
statement will be mapped as an atomic component under a Selector. 
The number of branches of Selector are dependent on the number of 
respective else parts and a Selector can have multiple conditions to 
facilitate each path. 

 Switch Statement Rule: Every method invocation under switch 
statement will be mapped as an atomic component under a Selector. 
The number of branches of Selector are dependent on the number of 
cases of switch with method invocation and a Selector can have 
multiple conditions to facilitate each case. 

 While Loop Rule: Every While loop in the code is mapped to Loop 
connector with initial value of iterator, iteration interval and the 
condition of termination. 

 Do-While Loop Rule: Every do While loop in the code is mapped to 
an atomic component with required execution under Loop Connector 
(with initial value of iterator, iteration interval and the condition of 
termination.), sequenced by the same component. 

 For Loop Rule: Every for loop in the code is mapped to the relevant 
component under Loop connector with initial value of iterator, 
iteration interval and the condition of termination. For nested loops, 
each nested case will be mapped to another Loop connector and a 
Selector to handle condition of execution for both loops (inner  
and outer). 

2.3.2.1. Example of Mapping the Control Statements 

To explain the rule base for control statements, this section includes an 
example in the form of a source code that has control statements in it. 

To demonstrate a little bit complexity, Fig. 2.10 is showing a scenario 
with nested for loop and Fig. 2.11 is showing a flow chart to demonstrate 
the flow of control in the given scenario. In the given code, method 
provideSpeed of class A has method evaluateSpeed of class B in its 
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invocation list. Method evaluateSpeed has nested for loop in it and also 
calls methods saveInLog and discardLog. Due to presence of a nested 
loop, the control statements will be mapped to two loop connectors of  
X-MAN, followed by a Selector that has the condition to invoke either 
one atomic component or the other. 

 

Fig. 2.10. Nested for Loop. 

 

Fig. 2.11. Control Flow for Fig. 2.10. 
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Fig. 2.12 is showing re-structured code for the first cluster, and  
Figs. 2.13, 2.14 and 2.15 are showing the re-structured code for the 
atomic components of second cluster (these components will be 
composed to form a composite). To summarise, two clusters will be 
extracted (by following private-public method interaction rule). One of 
the extracted clusters have control statements in it therefore, that cluster 
will be mapped to a composite component instead of an atomic one, and 
the control statements are mapped to composition/adapter connectors of 
X-MAN with termination/iteration/selection values from the  
source code. 

 
Fig. 2.12. Re-Structured Code (Cluster 1) from Fig. 2.10. 

 

Fig. 2.13. Re-Structured Code (Cluster 2) from Fig. 2.10 for First Atomic 
Component of Composite. 

 

 

Fig. 2.14. Re-Structured Code (Cluster 2) from Fig. 2.10 for Second Atomic 
Component of Composite. 

 
Fig. 2.15. Re-Structured Code (Cluster 2) from Fig. 2.10 for Third Atomic 

Component of Composite. 
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Fig. 2.16 is showing the extracted atomic and composite component 
(consists of three components, in the coloured box) and a possible case 
of composition to reflect the control flow in the original source code. 
Same control flow and the execution of methods proves that the extracted 
components by using the stated rule base preserves the originality of the 
source code, yet changes it into component-based notation. 

 

Fig. 2.16. Mapped Atomic and Composite Component for Nested for Loop. 

2.3.3. Capturing the Code Base 

The customised parser used in this approach is based on Abstract Syntax 
Tree (AST) parser. The designed parser is more powerful than the default 
AST parser as it also extracts and maps invocation nodes from each 
method node in the code base. If a method A invokes method B, and 
method B invokes method C then our parser extracts and connects all 
nodes of the method C to method A as both are indirectly connected by 
method B. AST parser extracts one big tree of nodes from a code base in 
which all the nodes are connected hierarchically e.g., starting node would 
be compilation unit (class level or package level) connected with its sub 
nodes i.e., class declarations, class variables etc. Each class declaration 
node is further connected to its method nodes and each method node is 
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connected with its sub nodes. This hierarchy of nodes goes till the last 
level which is simple name nodes i.e., name of local variables etc. 

It is impossible to trace and cluster the chain of all possible method 
interactions and invocations from this one big complex tree. Therefore, 
RX-MAN parser indexes each method of the code base and connects all 
associated nodes with every method. Fig. 2.17 is showing the extraction 
of nodes using RX-MAN parser. Each method node index has 
information about its parent class, parent package and class variable this 
method uses. Along with this information, each method node index is 
connected with all the method it invokes directly or indirectly. This 
mapping makes sure that no indirect invocation goes undetected. In 
short, starting from each method in a code base, each method node index 
is connected with whole chain of invocations it causes in a code base 
(Fig. 2.17). Therefore, each cluster of RX-MAN is consisted of 
restructured associated nodes, based on the rules of method's interactions 
and invocations. 
 

2.3.4. Implementation of the Rule Base on Captured Code 

The overall process of extracting and structuring nodes is shown in the 
Algorithm 1.  

 

In Algorithm 1, first step is to extract AST nodes (by customised AST 
parser) of a code base (ExtractAST() in the algorithm). Each method node 
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from this instance is indexed (Indexed(Mi)) and connected with  
its parent nodes (i.e., the nodes of class, package and class fields by 
(ConnectParentsNodes())) and control statement nodes (GetControl- 
StatementNodes()) in that method. A designed visitor extracts each 
method's node invoked by every indexed method 
(GetInvocationListByVisitor()). For every method node invoked by 
every indexed method, its parent nodes, control structure nodes and 
dependency nodes are connected with it by a specified node called 
InvokedList. All the invoked methods are connected with every indexed 
method using the same semantics and the end result is presented  
in Fig. 2.17. 

 

Fig. 2.17. RX-MAN Parser. 

Assuming the granularity level of clusters to be at package level, 
Algorithm 2 summarises the clustering of methods, based on the rules of 
Section 2.3.1. 

In Algorithm 2, for each indexed method node, its invocation list is 
compared with it. If invoked list is empty, the indexed method will be 
added in a utility cluster. All such utility clusters will be deposited as 
atomic components as they are specifically useful if the source code  
is a library. 
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If the invoked list of indexed method is not empty then, each invoked 
method's nodes will be compared with the indexed method. If the method 
Mi and its invoked method belongs to the same package (same Type 
Declaration node), a cluster with that package name is created (if it does 
not exist already) and both methods will be placed in it along with the 
nodes of their imports and the class variables they use. If both belong to 
different packages, then a privacy check will be conducted by function 
CheckPrivateAccess(). If the method being invoked, accesses the private 
variables, class variables or calls private/protected methods in its 
invocation list (and the invoked entities do not belong to the package of 
the indexed method), then that method cannot be placed with method Mi 
in its cluster. In that case, the invoked method will be placed in a newly 
created cluster (if it does not exist already with the name of the package 



Chapter 2. Reverse Engineering: A Different Perspective 

57 

of invoked method) along with the private entities it is accessing 
(SetAllocation() in Algorithm 2). The same process will be applied to all 
the invoked methods in the invocation list of Mi. The function 
Duplication() in the Algorithm 2 checks whether the method being 
invoked is already part of the cluster because the same method can be 
part of the invocation lists of many methods. The same algorithm will 
run for every invocation of every indexed method node in order to cover 
all the invocations in a code base. At the end of this cycle, each method 
will be placed in an appropriate cluster in RX-MAN nodes notation. 
Same algorithm can be run at class level to restrict class level granularity 
of clusters. 

Each cluster, extracted by Algorithm 2 consists of methods that belong 
together (based on the rules of invocations). Starting from the first 
method of every cluster, the ”Code Mapper” will start applying rules of 
mapping of Section 2.3.2. The end result will be extraction of 
atomic/composite components from every cluster. 

In case of a composite component, the control structures will be extracted 
out from the computation to achieve exogenous composition.  
Algorithms 3 and 4 are showing the overall strategy of implementation 
(at an abstract level) of Section 2.3.2 (mapping from clusters to X-MAN 
components). 

 

In Algorithm 3, if a cluster is utility (it contains all utility methods of that 
cluster), all the methods in it will be mapped to an atomic X-MAN 
component. For non-utility clusters, only those methods of these cluster 
will be considered to be processed that have at least one method 
invocation node in their structures (utility methods will be mapped 
automatically as other methods call them in their body). 
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Algorithm 4 takes each selected method from Algorithm 3 and gets all 
the child nodes of each method. Child nodes can be present in any 
possible combination e.g., an if statement can have a loop in it or a 
method invocation node can be present in a switch statement node. 
Before extraction of components, it is inevitable to get the order of 
control structure and method invocations inside each method.  
Algorithm 4 stores all the child nodes of a method in a two-dimensional 
list (stack) of type StackStructure (defined in the model). This list has all 
the child nodes of a method against method's index1. Depending on start 
and end position of each node, this algorithm calculates the parent and 
child relation between all the nodes of a method. If two nodes n1 and n2 
                                                      
1 8 is the AST node type value of standalone else statement in Algorithm 4. 
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have start and end positions (x1,y1) and (x2,y2) respectively then, n2 is 
child node of n1 if (x1 < x2) and (y1 > y2). If (x1 < x2) and (y1 < y2), 
then there is no such relation. In this case, nodes are be placed in the 
same computation unit as the method Mi (line 37-42). Algorithm 5 takes 
that StackStructure and maps it to the adapters/composite 
connectors/computation-units as stated in the section 2.3.1. 

 

2.3.5. Tool Overview 

The RX-MAN tool is designed by integrating our reverse engineering 
approach with a customised version of the X-MAN tool [31]. The tool is 
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implemented using model-driven technologies like Eclipse Modelling 
Framework (EMF), Graphiti https://www.eclipse.org/graphiti and CDO 
(a framework with development time model repository) [74]. A user can 
extract, deposit and compose components using a click and drag 
interface. The tool is built as an eclipse plug-in and hence can be 
integrated with other plug-ins. 

Our tool can: extract components from Java code (single application, 
SDK, library etc.), deposit the extracted component into repository, 
retrieve the deposited component, instantiate the retrieved components 
for system construction/integration, compose the retrieved components 
(form composite components, select/de- select services) and re-deposit 
the composed components for further reuse. Unlike other reverse 
engineering tools that extract components [8, 29, 2], the novelty of our 
tool is based on the following two features: 1) Re-composition of the 
extracted components after deposition; 2) Reuse of the extracted 
components without changing the code manually at required places. 

Like all other tools of reverse engineering, the presented tool also has 
some limitations in terms of the constructs of programming language i.e., 
Java. Few important points about working of tool in terms of Java 
constructs are as follows: 

1. The RX-MAN tool can handle all Java constructs based on 
relational operators and can map all such conditions in the source 
code to adapter and composition connectors. These operators 
include = =, ! =, > =, < =, || etc.; 

2. The tool does not deal with dynamic constructs e.g., polymorphism 
in Java. Static reverse engineering cannot deal with dynamic 
constructs; 

3. The tool does not deal specifically with clone based or instantiation 
based constructs e.g., instance of command in Java; 

4. The tool deals with all the constructs based on branching (e.g., if,  
if-else, switch etc.) and looping (e.g., while, doWhile, for etc.); 

5. The tool does not consider abstract classes as a special case. The 
approach only needs concrete implementation of an abstract method 
to construct components; 

6. The tool does not deal with exception based statements e.g., throw 
or catch constructs in Java; 
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7. The tool can deal with all the defined data types in Java; 

8. The approach does not differentiate between composition, 
aggregation and association; 

9. The quality of reverse engineered components is also based on 
quality of the source code to be reverse engineered. Poor 
programming practices can cause duplication of a method in more 
than one components e.g., if a public method is being called from 
multiple private methods of different classes, the public method 
needs to be added in computation units of all the private callers. 

2.3.5.1. Implementing the Technology Stack 

The technology stack used for implementing RX-MAN is as follows: 

 EMF: EMF stands for Eclipse Modelling Framework. The 
fundamental part of EMF is Ecore (metamodel of EMF) for creating 
models and EMF objects; 

 Xcore: Xcore fulfils the gap between modelling and programming. It 
is an extension of Ecore and used for describing behaviour of the 
entities of defined model along with the behavioural aspects e.g., data 
type casting rules, relation between different data type entities etc. 
The X-MAN meta-model has been defined using EMF and Xcore; 

 Graphiti: Graphiti1 is an eclipse based framework, used for 
developing graphical editors that can be edited. Graphiti is used to 
instantiate X-MAN meta-model and for creating an editor that can 
compose and design X-MAN components, based on the Xcore model. 
The process of creating editable editors is further facilitated by 
SPRAY (a domain specific language) that defines a language to create 
and manage Graphiti objects more easily; 

 CDO: CDO2 stands for connected data objects and it is a distribution 
of EMF for storing the EMF based models. It is a centralised 
repository that support development (for design phase composition of 

                                                      
1 https://www.eclipse.org/graphiti/ 
2 https://www.eclipse.org/cdo/ 
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components) and run time persistent framework (for deployment of 
components); 

 AST Parser: AST parser stands for abstract syntax tree parser 
provided by JDT (Java development Tools) to access and manipulate 
the Java code. For RX-MAN tool, a customisation of AST has been 
developed with a back end model that can store the re-structured 
nodes for mapping; 

 RX-MAN Plug-in: The RX-MAN plug-in carries the whole 
implementation of reverse engineering approach. The implemented 
plug-in is also integrated with CDO, Xcore and X-MAN meta-model 
to synchronise and integrate the reverse engineering with  
X-MAN tool. 

Fig. 2.18 is showing the technology stack used for developing the  
RX-MAN tool. In the Fig. 2.18, red boxes are showing the back end 
development, teal boxes are showing interface and editor related  
frameworks, purple box is showing the repository and the yellow one is 
showing the developed approach as an eclipse plug-in. 

 

Fig. 2.18. RX-MAN: Technology Stack. 

2.4. Reverse Engineering of Components: A Deep Dive 

Components extraction from the legacy systems is not as well-practised 
as the extraction of non-architectural notations i.e. feature models, 
feature traces, documents, variability models etc. [82, 83]. This is mainly 
due to the fact that reverse engineering is mostly used to get higher 
abstraction notation that can analyse the system rather than reconstruct 
it. Another reason is the complexity of re-configuring the extracted 
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components at code level in order to reuse them. We have already 
discussed those approaches in detail that extract semantics, graphs, code 
traces or models from legacy code in [9-11]. Table 2.2 summarises the 
output each approach produces by reverse engineering of  
legacy systems. 

Focusing specifically on component directed approaches, their output is 
dependent on the definition of component each approach uses. Few like 
us, follow the szyperski's definition of components. This definition 
defines component as ”A unit of composition with contractually 
specified interfaces and explicit context dependencies only” [75]. There 
are following approaches that follow the strict definition for extracted 
components. 

JAVACompExt [8] is a heuristic based approach that extracts Abstract 
Data Type (ADT) components. The purpose of this research is to avoid 
the system corrosion by making architecture explicit in the source code. 

The approach by Antoun et al. [2] re-engineers Java code into ArchJava 
components [5] using a set of rules. 

Chouambe et al. [29] produces composite components from Java  
source code. 

Pattern-based Reverse Engineering of Design Components [50] extracts 
design components based on the structural descriptions of  
design patterns. 

A Reverse Engineering Approach to Subsystem Structure Identification 
[64] re-structures the system into a hierarchy of subsystems along with 
their high-level abstract representation as components. This approach 
uses composition measures (coupling, cohesion etc.) and composition 
relations (composition dependency graph) to cluster and map the 
components along with their explicit interfaces. 

Archimetrix [30] is an approach that can reconstruct architecture in the 
form of components from the source code after removing design 
deficiencies. This approach extracts abstract syntax graph (ASG) from 
the source code and uses ASG to extract the system architecture. 
Components from this architecture are extracted using software model 
extractor (SoMoX) [67]. 
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Table 2.2. Reverse Engineering: Classification Based on Generated Output1. 

Approach 

Generated Output 

Ref.
F C NEC EC 

VB 

CL/G M/CT

Evolutionary Algorithms ✓      [59]

Software Configurations using FCA ✓      [3] 

Reverse Engineering Feature Models ✓      [73]

Product Variants  ✓     [82]

Language Independent Approach  ✓     [85]

Ward and Bennet's approach  ✓     [80]

CORE   ✓    [62]

Favre et al.   ✓    [41]

Bunch Tool   ✓    [63]

Systematic method approach   ✓    [52]

Erdemir et al.   ✓    [40]

Shatnawi et al.   ✓    [72]

JAVACompExt    ✓   [8] 

Antoun et al.    ✓   [2] 

Alshara et al.    ✓   [7] 

Chouambe et al.    ✓   [29]

Component-oriented Architecture    ✓   [6] 

Design Components    ✓   [50]

Subsystem Structure Identification    ✓   [64]

Archimetrix    ✓   [30]

Quality centric approach    ✓   [49]

Memory-constrained environments    ✓   [81]

L2CBD    ✓   [51]

Combining FCA with IR     ✓  [66]

Landmarks and Barriers     ✓  [79]

RECAST     ✓  [33]

Call-Graphs     ✓  [18]

Burd and Munro's approach     ✓  [24]

Concern Identification     ✓  [77]

Dependence Graph     ✓  [28]

Concern Graphs     ✓  [69]

Software Evolution Analysis     ✓  [46]

RECoVar     ✓  [83]

Focused views on Execution Traces     ✓  [19]

Featureous     ✓  [65]

Cerberus      ✓ [32]

SNIAFL      ✓ [84]

Source Code Retrieval      ✓ [61]

                                                      
1 Table 2.2 Legend: F is the Feature Model, C is the Code, NEC is the Non-Explicit 
Components, EC is the Explicit Components, VB is the View Based, CL/G is the 
Concept-Lattices/Graphs, M/CT is the Rank-Based Mapping/Code Trace. 
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Table 2.2. Continued. 

Approach 

Generated Output 

Ref.
F C NEC EC 

VB 

CL/G M/CT

Scenario Driven Dynamic Analysis      ✓ [71]

STRADA      ✓ [35]

Natural language Parsing      ✓ [1] 

Trace Dependency Analysis      ✓ [34]

Concept Analysis      ✓ [36]

Dynamic Feature Traces      ✓ [38]

Static and Dynamic Analysis      ✓ [70]

Locating Features in Source Code      ✓ [37]

Heuristic-Based Approach      ✓ [12]

Semi-Automatic Approach for 
Extraction 

     ✓ [78]

Focused views on Execution Traces      ✓ [19]

Featureous      ✓ [65]

Automatic Generation      ✓ [68]

 

Quality centric approach [49] focuses on quality of explicit interfaces by 
following a semantic-correctness model that uses fitness functions. 

Components extraction in memory-constrained environments [81] 
identifies reusable part of an object- oriented code and re-factors the 
relative or surrounded code to reuse the identified part. This approach 
follows the JavaBeans component model [39]. 

L2CBD [51] stands for legacy systems to component based development 
and this approach is different from others because it is a methodology 
rather than a concrete approach itself. Any proposed approach can use 
L2CBD methodology to transform legacy code into components. 

Approach of Alshara et al. [7] recovers architecture of object-oriented 
source code as SOFA [25] or OSGi [27] components. The approach is 
consisted of architecture recovery (clustering) and mapping to the 
selected component language. 

Few shortcomings with most of these approaches are lack of automation 
e.g., [2] and lack of repository e.g., [2, 8]. Secondly, all these approaches 
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can extract components but none of them have the ability to achieve  
re-composition or code independent re-usability of the extracted 
components after retrieval. These approaches however, extract 
components with defined required and provided services, based on the 
semantics of a component model. 

Unlike the approaches above, there are component-directed approaches 
that use loose definition of component. For them, a component is 
consisted of methods that belong together as they offer specific 
functionality of a system. Such components can be giant classes, clusters 
or re-formation of the source code to get better cohesion and loose 
coupling. These approaches neither define the extraction of explicit 
interfaces nor the composition mechanism of the extracted  
components e.g.: 

CORE [62] stands for component-directed reverse engineering. This 
approach extracts architectural information and services from legacy 
systems. It identifies the components in a source code by considering 
structural, sequence and use-case diagram of the system. 

Favre et al. [41] uses the concept of object modeller to propose a new 
component model for reverse engineering software product lines. The 
modeller was built via meta-model and it could map the object-oriented 
concepts (interface, extends etc.) to an abstract syntax that can form 
components. 

Bunch Tool [63] is a component-directed reverse engineering framework 
that uses heuristics to extract a cyclic graph from the code base and 
detaches the clustered nodes into associated parts of the code. 

Systematic method approach [52] is a UML based approach that 
associates components with use cases, sequence calls and classes 
involved in those calls. Output of this approach is a set of clusters. Each 
cluster has set of classes that are allocated based on the degree of 
cohesion and coupling. 

Approach of Erdemir et al. [40] presents a clustering algorithm for 
object-oriented legacy code. The presented algorithm creates a directed 
graph from the source code. End result is a set of clusters with associated 
methods together, based on cohesion and coupling. 
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Shatnawi et al. extracts reusable API-based components from object-
oriented APIs [72]. This approach identifies every group of classes that 
can be considered as an implementation of an API (a component). This 
approach is quite comprehensive because it is based not only on the 
control structure but on frequently used patterns (FUPs) as well. 

Out of all the above mentioned related approaches, those that follow the 
szyperski's definition are the closest to RX-MAN from re-usability point 
of view. Table 2.4 is showing the major differences between these 
approaches and RX-MAN. The abbreviated index of each column 
represents an approach and these abbreviations are defined in Table 2.3. 
Table 2.3 is also showing the component model each explicit approach 
uses to extract the components. 

In Table 2.4, the term Primary Tool refers to availability of a tool that is 
designed specifically for an approach whereas, Secondary Tool means 
ready to use tool, used by an approach to implement the methodology. 
Automation shows whether an approach is automated or  
semi-automated. Control Mapping shows whether an approach uses 
endogenous mapping (reverse engineer control and computation 
together) or exogenous mapping (separate control from computation as 
part of the reverse engineering process). The term Computation Mapping 
shows whether an approach mixes computation with control in the 
reverse engineered notation. Extracted Architecture is data driven if 
control and computation are not separated in the extracted components 
(i.e., data values will determine the route of execution as they are part of 
the control flow). Composition Mechanism can be method calls (for 
component models based on objects), ports (for ADLs) or connector (in 
case of RX-MAN). The term Code Generation shows whether an 
approach has the ability to generate executable code from the extracted 
components and Repository Implementation means whether an approach 
implements and supports repository as part of its implementation. 

Many approaches do not consider or implement repository as part of the 
reverse engineering and same reflects in their tools. Lack of repository 
reduces re-usability as re-composition of the deposited components is 
impossible. Unlike RX-MAN, all the component-directed reverse 
engineering approaches cannot generate executable code from the 
extracted components but can only offer the code-level manual 
configurations to tailor the extracted components. 
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Table 2.3. Abbreviation Index List. 

Approach 
Index 
Letter

Component 
Model Used

Approach 
Index 
Letter

Component 
Model Used

Memory-constrained 
environments [81] 

l JavaBeans Quality centric approach [49] m ADL 

Al-Shara et al. [4] n SOFA Antoun et al. [2] p ArchJava 

Archimetrix [30] r ADL JAVACompExt [8] w UML 

Chouambe et al. [29] y EJB Design Components [50] z UML 

Subsystem Structure 
Identification [64] 

A ADL Natural language Parsing [1] a Inexplicit 

Source Code 
Retrieval [61] 

b Inexplicit 
Reverse Engineering Feature 
Models [73] 

c Inexplicit 

Call-Graphs[18] d Inexplicit 
Trace Dependency Analysis 
[34] 

e Inexplicit 

Using Landmarks 
and Barriers [79] 

f Inexplicit CERBERUS [32] g Inexplicit 

Systematic method 
approach [52] 

h Inexplicit 
Heuristic-Based Approach 
[12] 

i Inexplicit 

Locating Features in 
Source Code [37] 

j Inexplicit CORE [62] o Inexplicit 

RECoVar [83] q Inexplicit Shatnawi et al. [72] k Inexplicit 

Static and Dynamic 
Analysis [70] 

s Inexplicit 
Language Independent 
Approach [85] 

t Inexplicit 

Concern 
Identification [77] 

u Inexplicit Automatic Generation [68] v Inexplicit 

RECAST [33] x Inexplicit Favre et al. [41] B Inexplicit 

Bunch Tool [63] C Inexplicit Erdemir et al. [40] D Inexplicit 

MoDisco [21] F Inexplicit Evolutionary Algorithms [59] G Inexplicit 

Product Variants [82] H Inexplicit Burd's approach [24] I Inexplicit 

Semi-Automatic 
Approach for 
Extraction [78] 

J Inexplicit 
Software Configurations 
using FCA [3] 

K Inexplicit 

Combining FCA with 
IR [66] 

L Inexplicit Concern Graphs [69] M Inexplicit 

Dependence Graph 
[28] 

N Inexplicit 
Focused views on Execution 
Traces [19] 

O Inexplicit 

Scenario Driven 
Dynamic Analysis 
[71] 

P Inexplicit Featureous [65] Q Inexplicit 

Dynamic Feature 
Traces [38] 

R Inexplicit Concept Analysis [36] S Inexplicit 

Software Evolution 
Analysis [46] 

T Inexplicit SNIAFL [84] U Inexplicit 

RX-MAN V X-MAN - - - 
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Table 2.4. RX-MAN Versus Component Directed Approaches. 

 l m n r w y z A E p V 

Tool Support 
Primary Tool ✓   ✓ ✓ ✓ ✓  ✓  ✓ 

Secondary Tool      ✓  ✓  ✓  

Automation 
Automated  ✓    ✓ ✓ ✓   ✓ 

Semi-Automated ✓  ✓ ✓ ✓    ✓ ✓  

Control Mapping 
Endogenous ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓  

Exogenous           ✓ 

Computation 
Mapping 

Mixed ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓  

Separated           ✓ 

Extracted 
Architecture 

Data Driven ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓  

Control Driven           ✓ 

Composition 
Mechanism 

Methods ✓     ✓ ✓  ✓   

Ports  ✓ ✓ ✓ ✓   ✓  ✓  

Connectors           ✓ 

Code Generation 
No ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓  

Yes           ✓ 

Repository 
Implementation 

No ✓ ✓ ✓ ✓ ✓  ✓ ✓ ✓ ✓  

Yes      ✓     ✓ 

 

2.5. Encapsulated Reverse Engineering: Evaluation 

The overall evaluation can be divided into three parts: 1) Empirical 
evaluation using five code bases; 2) Evaluation using Gannod and 
Cheng's framework; 3) Tool evaluation using Bellay and Galls's 
capability assessment. 

2.5.1. Empirical Validation and Evaluation 

To empirically validate and evaluate the approach, five code bases have 
been chosen. Few of the selected code bases are taken from Qualitas 
Corpus [76]. The Qualitas Corpus is a curated collection of Java code 
for empirical studies. 
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The first code base Draw.io1 is an online graphical tool that offers a wide 
variety of options to construct diagrams like flow charts, sequence 
diagrams, circuits, class diagrams etc. It uses mxGraph library as a base 
of its functionality. 

There were 101 Java classes in the source code of Draw.io and the 
proposed approach extracted 21 components from these 101 classes by 
using the package-level clustering. Out of these 21 components, 13 were 
non-utility (i.e., atomic or composite X-MAN components that offer a 
specific functionality of a source code and can also be reused) and 8 were 
utility components (i.e., 8 can provide re-usability to use any utility 
method in them for composition). The abstraction ratio between classes 
and non-utility components was 7.7 % i.e., on average, one non-utility 
component has code equal to almost 7.7 Java classes in the original 
source code. The total methods in the Java source code were 843. Out of 
these 843 methods, 513 were allocated to non-utility components and 
334 were allocated to utility components. These numbers i.e., 513 and 
334 made up 61 % and 39 % of the source code respectively. It means 
39 % of the original source code can be reused with newly constructed 
components independently (as utility methods do not call any other 
method). Whereas, 61 % of the code fulfils functionality of the original 
source code and requires the familiarisation with the source code to 
achieve semantically correct composition to reuse the components. The 
overall processing time for the extraction and deposition of components 
was 7 seconds. 

By using the class-level clustering, 91 non-utility and 48 utility 
components were extracted i.e., the proposed approach extracted  
139 components (number of components are greater than the number of 
classes due to presence of utility components with utility methods). The 
processing time for this granularity level was 17 seconds. 

Fig. 2.19 is showing a case of composition (using Sequencer) by 
instantiating 5 extracted components of draw.io from the repository2. 
The instantiated components are deployed with following methods:  
component 1 with exposed method addEdgeData, component 2 with 
exposed method setDataKey, component 3 with exposed methods 

                                                      
1 https://github.com/jgraph/drawio 
2 The selected composition is based on class-level clustering. Components with package-
level clustering are much bigger and require a lot of component's instantiations to show 
a semantically correct composition. Components extracted by class-level clustering are 
less granular and easier to show cases of compositions. 
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setText and setStyle, component 4 with exposed method 
setDataShapeEdge and component 5 with exposed method setEdgeData. 
According to the source code, the composition of Fig. 2.19 adds edge 
data and set its data key, text, style, edge data and the edge of the shape. 
The EdgeService reference value table at the left is showing the order of 
data elements and exposed methods. Further details about the RX-MAN 
tool are presented in [11]. 

 

Fig. 2.19. Example of Code-Independent Composition in Draw.io. 

Fig. 2.20 is showing the extracted 21 (at package-level) and 139 (at  
class-level) components of Draw.io. The class-level extracted 
components are 140 now because one composite component 
(EdgeComposite) has been deposited (shown in the left panel). The 
retrieval window in the figure is showing that the deposited composite 
component (EdgeComposite) can be retrieved with its exposed method 
which abstracts the functionality of exposed methods that were used in 
the composition of Fig. 2.19. This composite component can be involved 
in further composition (like Fig. 2.19) i.e., re-composition after  
re-deposition. The whole process of composition did not involve any 
code-level configuration or restriction of binding the services like ADLs. 
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One only needs to assign the order of execution to each exposed method 
of the required composition. The next section will discuss the statistical 
evaluation of all the code based. Due to space constraints, example of 
code-independent composition from each code base cannot be discussed 
in detail in this chapter. 

 

Fig. 2.20. Instantiation of Composite Component after 
Composition/Deposition of Extracted Components. 

2.5.1.1. Discussion and Analysis 

Table 2.5 summarises the statistics of all five code bases by using the 
package-level clustering. The selected code bases include library (i.e., 
JGraph51), SDK (i.e., EverNote SDK2) and applications (i.e., 
TeamMates3, Draw.io and JabRef4). The primary purpose of extracting 
such statistics is to show that our approach is successful in confining the 
size of the extracted components with higher abstraction yet manageable 

                                                      
1 http://qualitascorpus.com/docs/catalogue/20130901/index.html 
2 https://github.com/evernote/evernote-sdk-java 
3 https://github.com/TEAMMATES/teammates 
4 http://qualitascorpus.com/docs/catalogue/20130901/index.html 
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granularity. The percentage of code, allocated to utility components 
shows the extent of re-usability i.e., these utility methods can be reused 
in any required composition without changing their code whereas, the 
percentage of code that is allocated to non-utility components preserves 
the functionality of the original source code. However, one needs to 
understand a code base in order to achieve meaningful composition by 
setting the appropriate order of data elements and exposed methods of a 
component. 

Table 2.5. Evaluation Statistics by Using Package-Level Clustering. 

Code Base 
Java 
Classes 

Total 
Components 

Non-Utility 
Components 

Utility 
Components 

Abstracti
on Ratio 

Total 
Methods 

Draw.io 101 21 13 8 7.7 % 843 

EverNote SDK 106 18 9 9 11.77 % 3221 

JabRef 935 205 110 95 8.5 % 5676 

JGraph5 171 52 26 26 6.5 % 2931 

TeamMates 815 64 34 30 24 % 6871 

Table 2.5. Continued. 

Code Base 
Non-Utility
Methods 

Utility 
Methods 

%Code in 
Non-Utility 

%Code in 
Utility 

Execution 
Time 

Draw.io 513 334 60 % 39 % 7 sec 

EverNote SDK 1471 1750 45 % 55 % 7 min, 11 sec 

JabRef 4646 1030 82 % 18 % 4 min, 26 sec 

JGraph5 2094 837 72 % 28 % 42 sec 

TeamMates 5686 1185 82.75 % 17.24 % 4 min, 28 sec 

 

Another important thing worth mentioning is the processing time. The 
processing time is dependent on the number and nature of methods' 
interaction in the source code. JabRef had 935 classes in the code base 
and its processing time was 4 minutes, 26 seconds. On the other hand, 
Evernote SDK had 106 classes, way less than the JabRef but its 
processing time was 7 minutes, 11 seconds. X-MAN is a model for 
computation, not a model for resource allocation. We can study the 
resource and memory allocation for RX-MAN, considering the fact that 
components will be stored only once, but reused many times. Therefore, 
we need less memory overall. 

As compared to package-level clustering, the class-level clustering is 
summarised in Table 2.6. The class-level granularity usually requires 
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less computation time than the package-level because package-level 
mostly requires more complex RX-MAN nodes restructuring due to 
larger chain of invocations and dependencies. The class-level approach 
however, extracts components with very low granularity and therefore, 
provides smaller components that are easier to compose but do not 
provide a higher abstraction ratio by enclosing multiple classes. 

One of the biggest benefits of reverse engineering X-MAN components 
is the much simpler semantics of composition for reuse. In most of the 
cases of compositions, one only needs a Sequencer because all the 
control statements (e.g., if-else, loops etc.) have already been mapped in 
the extracted composite components using composition connectors. One 
only needs to know the order of execution of data elements and exposed 
methods to obtain a semantically valid composition. No code level 
configurations are involved or needed to compose components after 
reverse engineering. 

Table 2.6. Evaluation Statistics by Using Class-Level Clustering. 

Code Base 
Java 
Classes

Total 
Compo-
nents 

Non-Utility 
Components 

Utility 
Compo-
nents 

Abstraction 
Ratio 

Execution 
Time 

Draw.io 101 139 91 48 1.10 % 17 sec 

EverNote SDK 106 154 80 74 1.3 % 5 min 

JabRef 935 1232 801 431 1.16 % 3 min 

JGraph5 171 266 140 126 1.22 % 31 sec 

TeamMates 815 1121 725 396 1.12 % 3 min, 8 sec 

 

2.5.2. Evaluation using Gannod and Cheng's Framework 

Gannod and Cheng's Framework is designed to evaluate the software 
reverse engineering and recovery techniques, aimed at legacy systems 
by their by-product. ”A by-product is an artefact that is constructed by a 
reverse engineering approach/tool as a result of analysing program code” 
[43]. The framework evaluates the approaches from informational and 
evaluational point of view. The informational criteria includes the 
classification of an approach, platform of availability and the language 
of use. The evaluational criteria includes the values of semantic 
dimensions, functional abstraction and structural abstraction  
of the by-product. 
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2.5.2.1. Informational Evaluation 

Gannod and Cheng classify reverse engineering approaches as formal or 
informal techniques. According to Gannod's classification, informal 
approaches rely on pattern matching and syntactic structure of code, and 
the formal approaches are based on using some type of formal analytical 
method for deriving a specification from source code (i.e., using a 
formally specified language with well-known semantics). 

The informal techniques are further classified into plan-based (pattern 
matching, textual analysis etc.) and parsing-based (RX-MAN etc.), and 
formal techniques are further classified into transformational (techniques 
that transform one notation of semantics into another by specifying a 
formal context) and translational (techniques that translate a program 
into an equivalent formal specification e.g., creation of a directed graph 
from source code to show feature locations). 

2.5.2.2. Evaluation Based on By-Product 

The framework evaluates the by-products by defining semantic 
dimensions. Semantic dimensions evaluates an approach based on the 
accuracy, precision, traceability and semantic distance of the by-product. 
Each semantic dimension is classified into: Lowest, Medium Low, 
Medium High and Highest. These dimensions are explained as follows: 

1. Semantic Distance: The semantic distance shows the abstraction 
difference (of number of levels) of input and output of a reverse 
engineering approach. Greater the semantic distance, the more 
abstract the by-product e.g., if an approach re-structures the source 
code without adding any layer of abstraction, the semantic distance 
is non-existent. On the other hand, if an approach yields design 
concepts in natural language, the semantic distance is not zero. The 
value of semantic distance depends on the inter-step distance of an 
approach i.e., if an approach consists of three steps and each step 
produces a representation that is more abstract than the previous, 
the semantic distance would be equal to number of such intersteps. 
Fig. 2.21 is showing the units of semantic distance that are varied 
from lowest to highest, depending on the by-product. 

2. Semantic Accuracy: ”The semantic accuracy describes the level of 
confidence that a specification is correct with respect to the input 
source code” [43]. The approaches that are based on syntactic code 
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structure (e.g., parsing) are the most accurate i.e., they have high 
confidence whereas, the approaches that are based on semantic 
models are the least confident e.g., approaches based on natural 
language processing. It is due to the fact that accuracy gets lost 
while following a high level abstraction model of extraction rather 
than a parser that captures the whole code base as it is. Based on the 
by-product, Fig. 2.21 is showing the assigned values of accuracy by 
the framework. 

3. Semantic Precision: The semantic precision is based on the level 
of details of a specification and the degree that the specification if 
formal. The least precise by-product is natural language as it has 
potential of ambiguity whereas, a more precise by-product is a UML 
diagram as it has formally specified semantics associated with its 
notation. Fig. 2.21 is showing the semantic precision, assigned to 
different by-products. 

4. Semantic Traceability: ”The Semantic traceability describes the 
degree that a specification can be used to reconstruct an equivalent 
program” [43]. It is highly dependent on the semantic accuracy and 
precision of the by-product. An equivalent by-product can only be 
achieved if an approach is accurate enough to capture the input 
without loss, and precise enough to formally specified the notation 
of by-product (e.g., semantics of a component model). Fig. 2.21 is 
showing the semantic traceability, assigned to different  
by-products. 

 

Fig. 2.21. Semantic Dimensions. 
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It is clearly understandable from the defined semantics dimension that 
accuracy, precision and traceability of an approach are closely connected 
in terms of the by-product whereas, the semantic distance can impact the 
accuracy and precision of an approach, if the notation of by-product is 
not formally well-defined or loses the semantics due to lower accuracy. 
An ideal component-directed reverse engineering approach should 
provide high accuracy, precision and traceability, and the semantic 
distance is dependent on the nature of the defined approach. 

Structural Abstraction is based on the ability of an approach to enclose 
the source code in well-defined modular entities e.g., encapsulation of 
statements into a computation unit of X-MAN. 

Functional Abstraction is a description of a software system that is based 
on the semantics of a program i.e., a functional abstraction describes the 
program's behaviour. 

In short, assignment of the actual code to a higher abstracted entity (e.g., 
component) is structural abstraction and availability of the description of 
semantics to access and use that highly abstracted code is functional 
abstraction. The selected framework classifies both these abstractions 
into as-built (i.e., low-level) and abstraction (i.e., high-level). 

2.5.2.3. Discussion and Analysis 

Table 2.3 is showing the abbreviation index that assigns an abbreviated 
letter to each approach for evaluation from informational and by-product 
point of view. This table also includes the non-component directed 
reverse engineering approaches that aimed at legacy systems. 

Tables 2.7, 2.8 and 2.9 are showing the informational evaluation, 
proposed by the framework. In these tables, the Platform of an approach 
depends on the availability of the tool of that approach on a specific 
platform system. Platform availability is also dependent on the 
secondary tools, used by approaches to execute the proposed 
methodology. Language parameter is showing the language of use i.e., 
the programming language of the source systems used for evaluating and 
applying an approach. 

The classification based on Technique will help in calculating the values 
of semantic dimensions as they are dependent on this classification. 
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Table 2.7. Informational Evaluation (a). 

Language 

 a b c d e f g h i j k l m n o p 

C   ✓ ✓ ✓        ✓    

C++    ✓         ✓    

COBOL                 

OO        ✓    ✓  ✓   

Language 
Independent 

         ✓       

HTML/Tag-Based   ✓              

Java ✓ ✓    ✓ ✓  ✓  ✓ ✓ ✓  ✓ ✓

Platform 

PC ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓
Macintosh ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓
SOLARIS/UNIX   ✓       ✓       

Technique 

Plan-Based ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓  ✓ ✓ ✓ ✓ ✓ ✓
Parsing-Based                 

Transformational                 

Translational          ✓       

 

Table 2.8. Informational Evaluation (b). 

Language 

 q r s t u v w x y z A B C D E F

C           ✓      

C++          ✓       

COBOL        ✓   ✓      

OO                 

Language 
Independent ✓ ✓               

HTML/Tag-Based                 

Java   ✓ ✓ ✓ ✓ ✓  ✓   ✓ ✓ ✓ ✓ ✓

Platform 

PC ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓
Macintosh ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓   ✓ ✓ ✓ ✓ ✓
SOLARIS/UNIX ✓ ✓               

Technique 

Plan-Based                 

Parsing-Based ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓
Transformational                 

Translational                 
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Table 2.9. Informational Evaluation (c). 

Language 

 G H I J K L M N O P Q R S T U V

C  ✓      ✓ ✓    ✓  ✓  

C++         ✓ ✓       

COBOL   ✓              

OO     ✓            

Language 
Independent ✓                

HTML/Tag-Based                 

Java    ✓  ✓ ✓    ✓ ✓  ✓  ✓

Platform 

PC ✓ ✓  ✓ ✓ ✓ ✓  ✓ ✓ ✓ ✓  ✓ ✓ ✓
Macintosh ✓ ✓  ✓ ✓ ✓ ✓  ✓ ✓ ✓ ✓  ✓ ✓ ✓
SOLARIS/UNIX             ✓  ✓  

Technique 

Plan-Based                 

Parsing-Based                ✓
Transformational ✓ ✓ ✓ ✓             

Translational     ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓  

 

An important factor to consider in informational evaluation is the 
selection of Technique for component- directed reverse engineering 
approaches (that produce explicit components). All of these approaches 
are either parsing-based (e.g., index w, z, A, y, r, V) or plan-based (e.g., 
index p, m, l, n). Plan-based approaches use heuristics and define 
abstraction models to capture the source code (hence, they are less 
accurate than the parsing-based approaches). It is due to the fact that 
syntactic code capturing preserves the code without any loss and that is 
why the proposed approach (RX-MAN) followed static reverse 
engineering. In component-directed reverse engineering, one cannot 
extract semantically correct components if there is a loss of functionality 
in the process (e.g., in Translational approaches). 

Tables 2.10, 2.11 and 2.12 are showing the evaluation by by-product. In 
the stated tables, parsing-based approaches have the highest accuracy, 
shown by H (e.g., index q, r, s etc.) whereas, plan-based approaches have 
the lowest accuracy, shown by L (e.g., index a, b, c, d etc.). Approaches 
based on formal translation and transformation have accuracy values 
medium-high (MH) and medium-low (ML) respectively. 
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Table 2.10. Evaluation by By-Product (a). 

Dimensions 

 a b c d e f g h i j k l m n o p 

Accuracy L L L L L L MH L L L L L L L L L 

Precision L L MH MH L MH L MH L L MH H H H MH H 

Traceability L L MH MH L MH L MH L L MH H H H MH H 

Distance L L MH MH L MH L ML L L ML L L L ML L 

Functional 
As-Built ✓ ✓   ✓  ✓  ✓ ✓       

Abstraction    ✓  ✓           

Structural 
As-Built                 

Abstraction        ✓   ✓ ✓ ✓ ✓ ✓ ✓
 

Table 2.11. Evaluation by By-Product (b). 

Dimensions 

 q r s t u v w x y z A B C D E F 

Accuracy H H H H H H H H H H H H H H H H

Precision MH H L ML MH L H MH H H H MH MH MH MH MH

Traceability MH H L ML MH L H MH H H H MH MH MH MH MH

Distance MH L L L MH L L MH L L L ML ML ML L MH

Functional 
As-Built   ✓   ✓           

Abstraction ✓    ✓   ✓         

Structural 
As-Built                 

Abstraction  ✓     ✓  ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓
 

Table 2.12. Evaluation by By-Product (c). 

Dimensions 

 G H I J K L M N O P Q R S T U V

Accuracy ML ML ML ML MHMH MH MH MH MHMH MHMH MH MH H

Precision MH ML MH L MHMH MH MH MH L MH L L MH L H
Traceability MH ML MH L MHMH MH MH MH L MH L L MH L H

Distance MH L MH L MHMH MH MH MH L MH L L MH L L 

Functional 
As-Built    ✓      ✓     ✓  

Abstraction   ✓   ✓ ✓ ✓ ✓  ✓ ✓ ✓ ✓   

Structural 
As-Built                 

Abstraction                ✓
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Approaches that produce the formally defined by-product have the 
highest precision (e.g., index r, V etc.) whereas, by-products like 
graphs/UML diagrams have precision value of medium-high (MH). 
Those approaches that produce code trace as an output have the lowest 
precision value (e.g., index a). In case of component-directed 
approaches, those that produce inexplicit components have precision 
value medium- high (e.g., index B, C etc.) whereas, those that produce 
explicit components have the highest precision value (e.g., index V, w 
etc.). All the values of accuracy and precision have been assigned by 
following the Gannod's guidelines. Inexplicit component-directed 
approaches have been assigned the lower precision value than the 
explicit ones because an explicit approach produces a by-product with 
formally defined semantics using a formal notation and a language (e.g., 
ADL). Inexplicit one's produce clusters that are not formally defined in 
most cases. Approaches that produce restructured code have medium-
low (ML) precision value. 

Traceability is defined as the degree that a specification can be used to 
reconstruct an equivalent program. To achieve such an equivalency, one 
needs accuracy (to capture the semantics) and precision (to formally 
specified the equivalent notation). In the given approaches, those that 
have the H accuracy and precision have the highest (H) traceability. The 
semantic distance has values MH and L for graphical models (concept 
lattices etc.) and re-structured code respectively. In case of component-
directed approaches, those that yield inexplicit and explicit components 
have distance values of ML and L respectively. Components are different 
from the other graphical notation because they retain the functionality 
and semantics of the original source code though, wrap it in an abstract 
notation of semantics (i.e., component model). For these approaches, 
functionality and execution still exists at the code level but the way of 
accessing that implementation changes. Therefore, values ML and L 
have been assigned because components are at lower level of abstraction 
than the domain concepts and the lattices. Explicit components have the 
lower distance than the non-explicit because explicit one's also represent 
behaviour of methods' interactions as services or exposed methods. 

Those approaches that yield graphical notations provide higher 
functional abstraction (e.g., index L, M, N etc.) whereas, those that 
produce code-trace provide as-built (at same level as code) functional 
abstraction (e.g., index G, P etc.). All the component-directed 
approaches provide high level structural abstraction (e.g., index V, E, A 
etc.), whether they produce explicit or inexplicit components. Those 
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approaches that produce code re-structuring or feature models do not 
provide any abstraction as they neither provides a description of 
behaviour nor a structural notation to abstract the source code (e.g., index 
t, G, H etc.). 

From components point of view, the above tables show that the 
component-directed reverse engineering provides high structural 
abstraction yet none of the approaches provide functional abstraction. 
Functional abstraction is needed to extract a blue print that can facilitate 
the reuse of extracted components. Without any such help, it is inevitable 
to get familiarise with a code base in order to exploit the semantically 
valid re-usability. 

The proposed approach (RX-MAN) has the highest accuracy (as it is 
parsing-based), the highest precision (as the by-product is formally 
defined with semantics of composition), the highest traceability (due to 
the highest accuracy and precision) and the lowest distance (as the 
extracted code is structurally abstracted but preserves the same 
executable functionality as the input source code). The purpose of using 
this framework was to evaluate the overall domain of reverse engineering 
in terms of the by-products, and to justify the selected analysis type 
(parsing-based static analysis) for component-directed reverse 
engineering using RX-MAN (as the selected methodology provides 
highest accuracy, precision and traceability). 

2.5.3. Evaluating RX-MAN by Bellay and Gall's Framework 

This section presents a comparison between RX-MAN tool and tools of 
other component directed reverse engineering approaches that produce 
explicitly defined components. For comparison, we use Bellay and Gall's 
capability assessment [16]. This assessment revolves solely around the 
capabilities of tools of reverse engineering. 

Bellay and Gall define four functional categories to assess reverse 
engineering tools i.e., 1) Analysis; 2) Representation; 3) Editing/ 
Browsing, and 4) General capabilities. 

Analysis is classified into parser functionality (or functionality of  
plan-based heuristics to capture a code base) and parsing functionality 
(i.e., parameters that define the quality of code, captured by a parser or 
heuristics). 
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Representation is classified into textual and graphical. For both types, a 
set of parameters is defined to evaluate the quality of representation. 

Editing/Browsing capabilities are evaluated using a set of parameters that 
determine the different properties of a tool from editing/browsing point 
of view e.g., availability of an integrated text editor in a tool, search 
functionality in a tool or availability of search functionality to efficiently 
use a tool. 

General Capabilities include platform availability, multi-user support, 
tool extensibility, storing capability etc. 

All the parameters that define these four categories are shown in the 
tables below. These tables sum up the evaluation of component directed 
reverse engineering approaches (that produce explicitly defined 
components) from Bellay and Gall's point of view. 

The assessment for all the categories is done using one of the  
three methods: 

1) An enumeration of possible type. 

2) Yes or No to classify the availability of a functionality. 

3) A four level scale, where the scale shows whether a tool provides a 
specific functionality. This four level scale is categorised as 
excellent (represented by ++), good (represented by +), acceptable 
(represented by o) and not at all (represented by -). In addition to 
this scale sign / is used if a functionality cannot be assessed or not 
relevant to a tool. 

Table 2.13 is showing the general capability assessment of tools using 
the Bellay and Gall's framework. In Table 2.13, the approach at the index 
l is not extensible from integration point of view as it is implemented in 
a closed environment. It is extensible from functionality point of view as 
it can extend the generation of UMLs of the extracted components. It 
supports PC and Mac as supported platforms (P/M in table). This tool 
does not support any repository (Storing of Output) that can be used to 
store the extracted notation. A repository to store design artefacts, 
extracted clusters or class diagram notation is not the same as a 
repository that can store components. In all given approaches, only the 
approaches at the index y, z and V have repositories that store actual 
extracted components. 
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Approaches at the index m and n are methodologies that do not discuss 
any particular tool as part of the implementation therefore, general 
capabilities of these indexes cannot be evaluated. 

The approach at the index r supports PC, Mac and Unix platforms (P, M, 
U) and its tool is extensible as it can be integrated with the other plug-in 
based tools. Its output format is ADL-based component (C in table). 

Table 2.13. Evaluation: General Capabilities. 

 l m n r w y z A E p V
Supported Platforms P/M / / P/M/U P/M P/M P P P/M P/M P/M
Multi-User Support - / / - - - - - - - - 

Tool 
Extensibility 

Integration - / / ++ o - - + - - ++ 
Composition - / / ++ o - - + - - ++ 
Parser - / / ++ o + - + - - ++ 
User Interface - / / ++ o - - + - - ++ 
Functionality + / / ++ o - - + -  ++ 

Storing 
Capabilities 

Parsed Code 
Storable

- / / + o ++ ++ + - - ++ 

Edited 
Representation 
Storable

- / / - - - - - - - ++ 

Tool State 
Storable

- / / - - - - - - - - 

Selections 
Storable

- / / - - - - - - - - 

Views Storable - / / - + - - + - - - 

Output 
Capabilities 

Storing of Output - / / ++ + ++ ++ - - - ++ 
Output Formats C / / C C C C C C C C/EC
Intelligent 
Printing

- / / - - - - - - - - 

Output (Exporting) - / / - - + - - -  + 

Output 
Capabilities 

Automatic 
Generation

- / / + - ++ ++ ++ - - ++ 

Macros - / / - - - - - - - - 
Output Formats C / / C C C C C - C C 

History of locations - / / - - - - - - - - 
Search Facility - / / - - - - - - - - 
Online Help - / / - - - - - - - - 

 

The tool at the index w supports PC and Mac platforms. It is not quite 
extensible as it is implemented in a close environment (not a plug-in that 
can be integrated easily). This tool also produces components as an 
output notation. This tool, like the previous ones does not support 
repository as part of its implementation and therefore, storing 
capabilities are not good. 
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The approach at the index y depends on a secondary tool for most of its 
implementation and also used its primary tool to achieve the end result. 
It supports a repository (in the form of a database). The major tasks of 
the primary tool (repository and parsed notation) can be extended and 
integrated easily though, its dependency on a secondary tool does not 
make it very extensible for other implemented features. 

The tool of the approach at the index z supports the repository to store 
design components (this approach uses an extension of UML 
components) but it is not extensible from Tool Extensibility point of 
view, as the implementation can be changed to support some other 
component model but cannot be extended to compensate such 
endeavours. 

The approach at the index A does not support repository in its tool 
therefore, the storing capabilities of the tool are not there at all. This 
approach uses an open-source secondary tool Rigi (Rigi repository is not 
a component-based repository). As an open-source tool, Rigi is 
extensible, as one can customise or integrate it to reuse the available 
features accordingly (though it demands a lot of code changes). 

The approach at the index E does not support repository neither it is 
extensible due to its closed architecture. Only possible way to 
change/add the functionality is by changing the existing implementation. 
For index p, the approach used many secondary tools, but does not 
implement its own tool. Therefore, the extensibility is not there (it is not 
extensible if one has to work on many tools in order to extend the 
methodology). 

The RX-MAN approach at the index V has excellent (++) tool 
extensibility because all the features in it are implemented as standalone 
plug-ins. Any of the implemented plug-in can be integrated or added with 
other Java projects. The Output Format of RX-MAN includes the 
executable code (EC in Table 2.13) in addition to the X-MAN 
components. 

Almost all the component directed reverse engineering tools do not 
support Tool State Storable and View Storable etc. Such parameters are 
more relevant to those tools that are semi-automated and used to extract 
high level design or semantics. Overall, a field has value ++ (excellent) 
if that functionality of the tool is easy to extend without making any 
changes in the current implementation. The field value is + (good) if a 
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functionality can be extended but requires changes in the current 
implementation. The filed value is - (not at all) if a specific extensibility 
or a capability is impossible due to nature of the research and its 
implementation. 

Table 2.141 is showing the capability assessment from Analysis point of 
view. In the table, only the tools at the index m and V (RX-MAN) can 
take an application system, directory or a file structure as an input (i.e., 
Project Type) whereas, rest of the approaches are designed for single 
system applications only. Therefore, Ease of Project definition in the 
table is determined by the flexibility of a tool to take variety of inputs. 
Tools at the index r, w and y are capable of incremental parsing. None of 
the evaluated tools supports Re-parsing of an application (to reflect the 
new changes in the source code in extracted components). Every tool 
support Fault Tolerance to parse incomplete/syntactically incorrect 
source code but this comes at the price of unknown errors in the 
semantics of extracted notation. 

Table 2.14. Evaluation: Tool Analysis. 

 l m n r w y z A E p V
Source Language OO C/C++ OO LI J J C++ CB/C J J J 
Project Type A F/A/D A A A A A A A A F/A/D
Ease of Project definition o ++ o o o o o o o o ++ 

Parser 
Functionality 

Incremental Parsing N / / Y Y Y N N N N N 
Re-parse - / / - - - - - - - - 
Fault Tolerance Y / / Y Y Y Y Y Y Y Y 
Define and 
Undefined

- / / - - - - - - - - 

Command 
Configurable

- / / - - - - - - - - 

Support for 
Additional Compiler

- / / - - - - - - - - 

Parsing 
Functionality 

Quality of Parse 
Error Statements

/ / / / / / / / / + + 

Parse Abort-able N / / N N N N N N N N 
Errors Viewable N / / N N N N N N Y Y 
Continuity at Error N / / N N N N N N N N 
Point and Click N / / N Y N N N N Y N 

Results to 
Source Code 

Parsing Results - / / - o + o - - - o 

 Parsing Speed o / / o o + + + o o + 

                                                      
1 Table 2.14 Legend: LI is the Language Independent, OO is the Object-Oriented, J is the 
Java, CB is the COBOL, Y is the Yes, N is the No, F is the File, D is the Directory, A is 
the Application. 
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Define and Undefined means if a tool can support defined compiler-
based commands and Command Configurable means if a tool has the 
functionality to define customised compiler-based commands. The tools 
at the index p and V (RX-MAN) show errors while parsing (Quality of 
Parse Error Statements) whereas, such information is not available for 
rest of the tools. None of the tools supports Continuity at Error i.e., 
ability to continue after an error. Point and Click means if a tool has the 
ability to move between source code and respective parsed notation. 

Parsing Results refers to the information after the parsing that shows 
some sort of relation between the source code and the reverse engineered 
notation (e.g., total number of methods in the source code VS methods 
distribution in the extracted components in RX-MAN) and Parsing 
Speed refers to the speed in terms of time between the start of parsing 
and the retrieval of end results. Those approaches that are not automated 
(e.g., index w, E, p) have the lower parsing speeds because  
semi-automated extraction is dependent on the run time manual 
decisions. The automated approaches have been assigned the same scale 
value (i.e., +) because almost all the approaches are based on capturing 
the syntactic structure and every interaction in a source code that will 
take O(n2). 

Table 2.15 is showing the capability assessment from Tool 
Representation point of view. In the table, Textual Representation and 
Report Properties are not considered because none of the component 
directed approaches are relevant to these parameters of the framework. 
In Table 2.15, the tools at the index w, z and V have directory structure 
in them that can be used to navigate or create output resources. Build 
Map and call Graph mean the ability of a tool to show a visualisation of 
these entities in the source code being reverse engineered. Control flow 
means ability of a tool to show the control structure between entities of 
a source code in reverse engineered notation. RX-MAN tool (index V) is 
different in this category because it shows the control structure as 
composition connectors and properties windows to compose and deposit 
the components but it does not show the control structure of the original 
source code in a composite component. Rest of the terms are quite self-
explanatory. Only two tools can provide combined views in their 
implementation i.e., tool at the index A (it combines the views of 
extracted sub-systems) and the index V (RX-MAN tool combines the 
code view, graphical view and repository view to 
build/retrieve/compose/deposit components). 
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Table 2.16 is showing the capability assessment from Editing/Browsing 
point of view. In the table, Integrated Text Browser shows the 
availability of an internal browser in the tool that can be used to fulfil 
functionalities of the tool. Intelligent Control means ability to point out 
a line, opening a file on command, properties view of an entity etc.  
RX-MAN tool (index V ) has many intelligent controls e.g., property 
view of a component to show the order of execution of methods in it, 
drag and drop interfaces that are linked with the back end code 
generation, and centralised repository with the ability to annotate and 
comment the components for future reference. Highlighting means 
highlighting of source code and Visualisation Functions means 
browsing of source code from different aspects. 

Table 2.15. Evaluation: Tool Representation. 

 l m n r w y z A E p V

Graphical 

Directory Layout - / / - ++ - ++ - - - ++
Build Map - / / - - - ++ ++ - - - 
Call Graph - / / - ++ - + ++ - - - 
Control Flow Graph - / / - + - - + - - +
Data Flow Graph - / / - - - - + - - - 
Data Structure Diagram - / /         
Entity Relation Diagram - / /         
State Transition Graph / / / / / / / / / / / 
Combined Views - / / - - - - + - - +

 

Table 2.16. Evaluation: Editing/Browsing. 

 l m n r w y z A E p V
Integrated Text Editor/Browser Y / / Y Y Y Y Y Y Y Y 
External Editor/Browser N / / N N N N N N N N 
Intelligent Control - / / - ++ - ++ ++ - - ++

Integrated 
Browser 
Functionality 

Highlighting - / /         
Visualisation Functions - / /         
Speed / / / / / / / / / / / 
Search Functions - / / - / - - - - - / 
User Interface / / / / / / / / / / / 
History - / /         
Hypertext Capabilities / / / / / / / / / / / 

 

The User Interface means availability of short-cuts for browsing the 
code. This specific field is dependent on the technology stack of 
implementation e.g., if a tool is implemented using eclipse plug-in, it will 
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come with all the default short-cuts of eclipse environment. Therefore, 
the filed value / has been assigned to all the approaches. Speed refers to 
speed of the internal editor/browser and it is also dependent on the 
technology stack (such entities are not the priority of component directed 
reverse engineering tools). The term Search functions refers to a search 
functionality implemented by a tool for specific purposes. All the 
relevant approaches can use the built-in search functions of their 
respective environments of implementation but none have implemented 
a specific search-based functionality, unique to the tool. Therefore, this 
parameter is not classified and not considered in Table 2.16. The term 
History refers to ability to store browsed locations of the source code. 
None of the tools has this functionality as it seems more relevant to the 
tools that extract variability models or configurational matrices. The last 
term Hypertext Capabilities means ability to jump to a specific code 
element across any file. This field is also primarily dependent on the 
technology stack of implementation. 

Bellay and Gall's capability assessment sums up the following primary 
benefits of RX-MAN tool over other component directed reverse 
engineering tools: 1) RX-MAN tool can produce executable code and 
components both; 2) Unlike most of the other tools, RX-MAN tool can 
reverse engineer single application, set of classes, directory and libraries; 
3) RX-MAN tool is designed by considering re-usability and 
extensibility. All the entities of the tool (e.g., repository, Xcore model, 
parser etc.) are implemented as standalone plug-ins and therefore, can be 
integrated with any plug-in project; 4) Repository and functionality of 
RX-MAN tool can also be used for the design phase composition (other 
tools can only work on reverse engineered output) to construct new 
components from scratch; 5) RX-MAN tool has many intelligent 
controls e.g., synchronisation between Graphiti based interface and 
properties dialogues of eclipse to synchronise back end code generation 
from the graphical components. 

2.6. Overview and Conclusion 

Encapsulated reverse engineering is an interesting alternative to standard 
component-directed reverse engineering. It provides architectural 
reusability rather than extracting loose components or modelling 
schemas. 
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One of the major shortcomings in RX-MAN is the absence of 
consideration of special relations in an object-oriented code e.g., 
aggregation, inheritance, composition etc. By considering such relations 
and defining specific rule base for them can yield better clustering and 
therefore, better and more cohesive components. Few approaches (e.g., 
[30]) extract directed graphs to map the method calls as edges and 
methods as vertices. Based on the number of edges between vertices, a 
rule base clusters the vertices together and later define components.  
RX-MAN only works by defining clustering at class-level or  
package-level i.e., it does not use any threshold to define allocation of 
methods to a cluster. Package-level clustering provides good abstraction 
ratio but requires more exposed methods (i.e., more familiarity with the 
source code) to achieve a semantically valid composition. On the other 
hand, class-level clustering enables easier composition from semantics 
point of view but extracts components with poor abstraction ratio. 
However, this shortcoming can be tackled by composing and  
re-depositing composites that can be reused later. 

Secondly, the current tool (implemented approach) cannot map the 
following Java constructs as no rules have been defined for them:  
1) Instantiation based constructs e.g., instance of command; 2) Dynamic 
constructs e.g., polymorphism; 3) Exception based statements e.g., throw 
or catch constructs in Java; 4) Abstract classes. 

The X-MAN component model is algebraic [54], hierarchical and 
supports explicit variation points therefore, RX-MAN can also be used 
in re-factoring the software product lines to automate the application 
engineering. The biggest benefit of RX-MAN is the removal of  
code-level tweaks to reuse the extracted components. The proposed tool 
and the research can further integrate the domains of reverse engineering 
and component-based development by defining an ecosystem of 
component directed reverse engineering. Such ecosystem can generate 
functional models, requirement specification documents, state charts and 
re-usability blue prints to integrate the whole development under one 
tool. The proposed rule base can be refined and re-factored to add  
thresh-hold-based cohesion parameters, and instead of components, a 
full working system in X-MAN notation can be extracted from legacy 
applications. Such system will consist of hierarchical X-MAN 
components, composed by adapter and composition connectors. 
However, intelligent parsing and some semi-automation is desirable for 
such extraction. 
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Overall, this chapter gave you an insight about encapsulated components 
and their reverse engineering. Considering the huge amount of legacy 
code in industry, it is expected that architectural reusability will be the 
new game changer as it can reduce the cost of production considerably. 
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Chapter 3 

Human Computer Interaction Design  
for Mobile Devices Based on a Smart 
Healthcare Architecture 

Pu Liu, Sidney Fels, Nicholas West and Matthias Görges1 

3.1. Introduction 

The introduction of smart technologies, such as the Internet of Things 
(IoT) and cloud computing, provides opportunities for advances in 
healthcare device development [1]. This has the potential for significant 
improvements in the level of healthcare provided, and in turn to improve 
healthcare outcomes [2]. 

However, like all new technologies, their introduction adds a learning 
burden and cognitive load for both patients and healthcare providers 
(HCPs). Human computer interaction (HCI) design aims to find 
solutions to such problems. HCI in mobile health (mHealth) devices is a 
key process in the interpretation of health data, and dissemination of 
health services, as it shapes the connection between these devices and 
both the patients and HCPs [3]. Good HCI design of smart mHealth 
devices provides smart healthcare systems with long-term health 
monitoring solutions, and lays the foundation for rapid response and 
interventions in the event of emergencies [4]. 

3.1.1. Background 

Traditionally, research into medical device design was concerned with 
ergonomics and usability [5], as this was a requirement for regulatory 
approval [6]. The application of computer science into clinical medicine 
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led to more complicated electronic devices, where HCI design 
emphasized the interaction between HCPs and medical devices, or 
between HCPs and computer systems [7]. 

Nowadays, smart technologies have led to substantial changes in how 
medical devices are designed and deployed [8]. The evolution of smart 
mHealth with sensors, big health data, cloud, social networks, health 
apps, and mobile communication systems, is transforming healthcare 
services into personalized care delivery [9]. The new medicine model 
can be defined as 10 P: personalized, perspective, predictive, preventive, 
precise, participatory, patient-centric, psycho-cognitive, postgenomic, 
and public [10, 11]. A new model of medical service delivery is 
imminent, and centers around smart healthcare services and their users 
[12]. Smart devices, whether used by patients or HCPs, are essential 
components for the implementation of smart healthcare services and 
models [13]. 

The world’s largest information technology and internet companies are 
starting to identify opportunities to invest in the medical field by 
leveraging their expertise with IoT, cloud computing, and artificial 
intelligence. The global mHealth market is projected to reach USD  
63 billion by 2021 [14]; global adoption of IoT in healthcare is expected 
to reach a market of nearly USD 410 billion by 2022 [15]. IoT in 
healthcare is expected to grow to a market size of $300B by 2022. HCI 
design provides interfaces of user control, data visualization, and 
comprehension in these domains [11, 16]. 

3.1.2. Existing Research 

There is an increasing amount of research in smart healthcare. mHealth 
devices have shown great value in managing diabetes, asthma, 
depression, hearing loss, poor vision, osteoarthritis, anemia, and 
migraines [17]. Mobile communication and ubiquitous computing 
technologies allow us to reconsider key healthcare concepts [13]. Mobile 
devices, combined with a smart healthcare system, can contribute 
significantly to improving diagnosis, treatment, rehabilitation, and 
prevention; they can enhance interactions between patients and HCPs, 
facilitate self-management of chronic diseases, improve translation of 
health knowledge, support collaborative care, and improve system 
effectiveness for patients and HCPs [18]. mHealth applications use 
mobile and wireless communication technologies to facilitate healthcare 
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services, ensuring enhanced quality, efficiency, flexibility and cost 
reductions in healthcare delivery [19]. Smart healthcare services require 
the real-time sharing, processing, and analyzing of data for intelligent 
decision making; mobile cloud computing plays a vital role to connect 
services, people, and sensors seamlessly, with major applications in 
critical patient monitoring, telemedicine, patient, data collection, and 
personalized medical services [20]. The use of mobile wireless body area 
networks can improve healthcare delivery and ensure cost-effective and 
patient-centered disease management and prevention [21]. Wireless 
technologies provide greater flexibility and portability compared to 
traditional solutions [22] and the ability of smart devices to share 
information more easily provides the possibility of remote diagnosis 
[23]. However, while smart healthcare is still evolving, there are many 
significant problems to solve. HCI helps the new technologies be readily 
available, accessible, adoptable, and acceptable [24]; it helps to ensure 
that solutions meet user needs and deliver effectiveness and  
efficiency [25]. 

3.1.3. Current Issues 

As well as focusing on issues of usability, efficiency, effectiveness and 
acceptance, HCI design research must consider the dependence of 
human characteristics on technological and social background; the lack 
of a holistic approach in smart healthcare systems is a factor contributing 
to the low adoption rate of these technologies [26]. There remains a 
significant gap between mHealth innovation and user acceptability [9]. 
Developing effective digital health interventions requires overcoming 
the challenge of multidisciplinary collaboration between health and HCI 
experts [27]. 

HCI and human error issues are critical [28]. Defects in medical devices, 
including usability problems and poor user interfaces, can jeopardize 
patients’ lives [29, 30]. Analyses of fatality incidents suggests a “lack of 
insight into design issues is very common” [31]. Industrial design and 
human factors approaches can improve adverse outcomes [32] and 
incorporating HCI principles and guidelines during design can contribute 
to minimizing defects of medical devices [33]. 
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3.1.4. Aim 

This chapter contributes an HCI perspective on the design of smart 
healthcare devices (Fig. 3.1); this is critical to smart systems, because 
good HCI design enhances both the usability and usefulness, and avoids 
defects of these devices. The benefit is that appropriate data collection, 
data management, and use of information within healthcare systems 
"will determine the system's effectiveness in detecting health problems, 
defining priorities, identifying innovative solutions and allocating 
resources to improve health outcomes" [34]. Thus, we are outlining HCI 
guidelines for designers of smart mHealth devices. We propose design 
principles and methods, to complement the user centered design 
approach. The aim is to promote the development of devices with both 
higher end-user satisfaction, but also smoother integration into smart 
healthcare systems, to facilitate efficient connections between users, 
devices, and smart healthcare services. 

 

Fig. 3.1. Human computer interaction of smart healthcare mobile devices,  
with the concept of IoT-based and cloud-based healthcare  

services and applications. 

3.2. Information Architecture for Smart Healthcare 

Smart healthcare combines life sciences and information technology and 
originated in IBM's Smart Planet strategy [35], which proposed 
embedding sensors into a variety of physical objects, to form connections 
between these objects, and to integrate them through cloud computing 
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[36]. The application of technologies will establish electronic health 
records that facilitate a) Smart tracking of patients, HCPs, and devices; 
b) Patient monitoring; c) Patient management; and d) The patient’s 
journey though smart healthcare systems, which will enable a ubiquitous 
environment with improved healthcare delivery outcomes by connecting 
social and business data with medical, wellness, and health-related 
information [2]. 

While some early smart systems used only three layers (sensing, 
network, and application layers), it has been shown that in a smart 
system, separating information transmission and processing layers can 
facilitate resource sharing and reuse, thus avoiding closed applications 
[37]. Hence, in this chapter, we propose a four-layer information 
architecture for smart healthcare (Table 3.1). In this model, each layer 
depends on its underlying layer. 

Table 3.1. Four-layer information architecture for smart healthcare (CCD: 
charge-coupled device, CMOS: complementary metal-oxide semiconductor, 
RFID: radio frequency identification devices, SCADA: supervisory control  
and data acquisition, GPS: global positioning system, WBAN: wireless body 
area network, NFC: near-field communication). 

Layer Application/Example 

Application 
Layer 

Applications: regional healthcare platforms/dashboards, 
epidemic/outbreak detection systems, community healthcare 
services, personal health records, home health monitoring 
systems, smart hospital systems 
Delivery mode: devices, applications, dashboards, websites, 
electronic medical record 

Data Integration 
Layer 

Medical information resources, cloud platforms/distributed 
data storage, data sharing, data processing, data fusion, data 
extraction, statistics/predictive modeling, data analysis 
applications 

Communication 
Layer 

Internet, telecommunications networks, broadcasting 
networks, wireless networks 

Sensing Layer 

Sensors: CCD/CMOS imaging sensor, RFID, SCADA, GPS, 
medical sensors 
Local communication: WBAN, NFC, wireless network, 
Bluetooth, ZigBee 

 

Placing close-range wireless communication, sensor nodes and gateways 
into the sensor layer, rather than giving them a fifth layer (or including 
them in the communication layer), facilitates sensor interconnection, 
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node cooperation, device compatibility, scalability, and data 
preprocessing; it also aligns with the IoT principles of perceptual 
connectivity. 

3.2.1. Sensing Layer 

The sensing layer, at the bottom of the architecture, performs the 
intelligent sensing, monitoring, and collection of health data from 
medical environments including hospitals, nursing homes, outpatient 
clinics, medical transports, medical imaging, and medical labs, as well 
as from individual patients and families in their homes and communities. 
The main technology used is IoT, supplemented by biotechnology and 
nanotechnology for novel sensors [36]. 

3.2.2. Communication Layer 

The communication layer is based on the Internet, telecommunication, 
and broadcasting networks. It combines fiber optic and wireless 
broadband networks, aiming to provide convenient, high-speed, reliable, 
large capacity, and comprehensive infrastructure to facilitate data 
sharing between medical devices, patients, and HCPs [38]. To achieve 
real-time transmission of medical information, which is required for high 
quality provision of smart healthcare services, the network could 
prioritize health data traffic specifically, yet there remains a lot of 
development work to do and regulatory oversight is still progressing. 

3.2.3. Data Integration Layer 

The data integration layer completes the data fusion and data sharing 
processes, which are a core need for supporting smart healthcare 
services. It uses a service-oriented architecture, large data and cloud 
computing technologies to build electronic health records, share health 
information resources, and augment data with information from other 
smart systems. The integrated information provides the support platform 
for the application layer [39]. 

3.2.4. Application Layer 

The application layer supports the specific healthcare business needs. 
The construction of various types of health applications are based on 
electronic health records, which are securely linked to facilitate real-time 
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comprehensive information sharing by patients and HCPs, and to make 
the best use of all levels of available medical resources. It provides users 
with convenient and efficient links of applications and smart healthcare 
services, and connects different segments of the healthcare industry. 

The users of the application layer include the targets of smart healthcare 
services (patients and those seeking preventative health services), the 
healthcare providers (HCPs), management and key decision-makers 
(public health departments, hospital managers, and drug oversight 
bodies, such as the Food and Drug Administration or Health Canada), 
and related institutions (hospitals, nursing homes, community clinics, 
etc.). Smart healthcare services offer users access to different 
information channels and interaction modalities, to best fit  
their needs [12]. 

There exist some related frameworks: Domingo proposed a hierarchical 
structure of IoT systems consisting of perception, network, and 
application layer [40]; the International Telecommunication Union 
suggested a five-layers IoT architecture with sensing, accessing, 
networking, middleware, and application [41]. A smart health 
architecture has been established that consists of Web of Things 
infrastructure, webRTC compatible browser and web interface [42]. 
Firouzi et al. presented a smart health architecture consisting of a device 
layer, fog layer, and cloud layer, and outlined architectural elements 
including three components of body area sensor network, Internet-
connected smart gateways or a local access network, as well as cloud and 
big data support [16]. 

3.3. Interaction Modes and Features of Smart mHealth 
Devices 

Smart technologies enable application integration and interoperability 
between different devices and facilities in health systems [43], which 
have been a significant barrier in the past [44]. This in turn will prompt 
innovation in the field of HCI [45]. Point-of-care testing, wearable 
sensors, and home-based sensors will allow vast amounts of 
physiological signals and data to be obtained outside the clinical 
environment. Cloud platforms enable HCPs to perform remote testing 
for diagnosis and to gather data for treatment monitoring [46]. Smart 
healthcare systems extend cross-regional collaboration for diagnosis and 
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treatment, and focus on family and community health management [47]. 
Healthcare delivery is transforming from curing illnesses to emphasizing 
disease prevention and public health improvement [48]; a variety of 
novel healthcare services and models will become possible. These 
changes create the need for new interaction modes between patients and 
HCPs [49], with scenarios and interaction processes different from 
traditional electronic clinical tools. Smart mHealth devices are able to 
know when and how to offer services according to personalized 
requirements in ubiquitous scenarios depending on different  
user needs [50]. 

3.3.1. Key User Needs 

For patients’ needs, smart mHealth devices aim to: a) Collect 
physiological data using sensors connected through body area networks; 
b) Transmit these data to storage and processing locations with the 
lowest latency that can be achieved cost-effectively; c) Make 
physiological monitoring information available anytime and anywhere; 
d) Provide smart management of personal health information; and e) 
Build personal health information assessment and health optimization 
feedback systems [39]. 

For HCPs’ needs, these devices have the potential to: a) View patient 
information in real time; b) Analyze patient data remotely, or when 
physically present; c) Optimize emergency services and local first aid 
delivery; and d) Ensure timely response with optimized allocation of 
cross-regional medical resources. 

The challenge is how to meet users’ needs, choose appropriate 
interaction methods, provide rich information, and integrate smart 
features simultaneously. The vision of smart healthcare, with its 
demands for widely-available information, architectural frameworks, 
delivery modes, and technological opportunities and constraints, must be 
balanced in smart mHealth devices, along with the inherent key 
healthcare properties of privacy, currency, urgency, trust, and safety. 
Smart mHealth devices have different features from other intelligent 
devices and are potentially more demanding. 
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3.3.2. Key Features of Smart mHealth Devices 

One important feature is that, besides the usual interaction approaches, 
which focus on users’ visual, auditory, and tactile channels, other 
interaction approaches may need to be added according to the sensors 
and the user’s medical condition. Some diseases or medical treatments 
may impact the user’s vision, hearing, tactile sensitivity, and cognitive 
abilities. On the other hand, some biomedical sensors can capture 
physiological signs data without the users’ attention, passively in the 
background. Thus new interaction approaches and features are emerging. 

For example, a wearable patch with microelectronics technology and 
polymeric substrates, applied as a disposable tattoo to the users’ skin, 
can capture respiration rate, skin hydration, muscle movement, heart 
rate, and brain activity for a week [51]. A smart pill with an edible 
microchip, activated by stomach acid after swallowing, can detect 
medication compliance, sleep patterns, and physical activity levels [52]. 
These devices can provide HCPs with reference data on a patient’s 
condition; and provide patients with personalized medical programs and 
medication reminders. 

Scalability is another important feature. The overall structure is supposed 
to adopt an open design, using identifier fields to distinguish different 
types of devices. In addition to common fields, provided by most 
devices, devices can also have their own custom extensible formats. 
Correspondingly, the user interfaces need to facilitate expanding 
functionality, while maintaining consistency. This allows users to add 
plugins and customize devices to their unique needs; and make updates, 
modifications, improvements of the device easier, enabling rapid system 
growth [18]. Connectivity issues and different network interfaces for 
communication with intelligent auxiliary hardware components must 
also be considered. 

Various constraints will impose challenges, including limited device 
size, battery life, memory, storage space and computational processing 
power. The support of cloud computing resources may mitigate some of 
these issues. Similarly, the device display may be restricted by limited 
screen dimensions, resolution, and color performance, which pose 
challenges to displaying a large amount of information. This is more 
challenging when there is more content added to already-small screens, 
because the display and control panels of mHealth devices may be 
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combined into a single entity, in order to reduce the device size and 
improve portability. In some cases, sensors can be separated, performing 
only the sensing and data acquisition, with limited computational 
processing; while other components are used for analysis, control, 
display, and storage. This is different from traditional devices that often 
have all the components in a single unit. 

3.4. HCI Design Principles for Smart mHealth Devices 

The HCI design for smart mHealth devices is complicated by the need 
for a large variety of interaction modes to support different user roles, 
tasks and workflows, the special features of a smart healthcare 
environment and system functions for multi-threaded, dynamic 
physiological data collection, which require secure, fast and real-time 
transmission, reception, storage, and display that are compliant with 
healthcare frameworks. Designers need to strike a balance between the 
goal of providing a smooth-running data acquisition platform, and 
offering mobile client-side services. Smart mHealth devices thus require 
unique HCI design principles. 

3.4.1. Safety vs. Ease-of-use 

Safety considerations are important factors for smart mHealth devices. 
Usability refers to effectiveness, efficiency, and satisfaction [53], 
improving ease-of-use of the design [54]. Heuristic evaluation standards 
include efficiency of use [55]. However, for medical devices, this 
efficiency or ease-of-use may conflict with the device’s safety.  
Ease-of-use encourages the use of cues to minimize cognitive load, to 
act quickly or even automatically, which means “response chaining” and 
“muscle memory” may be used without requiring a cautious check of the 
task. Such behavior might not be desirable for safety, which is critical to 
medical devices. For example, the Therac-25 radiation therapy machine 
exposed patients to hundreds of times excessive doses of radiation, 
resulting in death or serious injury; one of the contributing causes was 
that the original redundant design of entering control parameters twice 
could be circumvented in the latter version by users trying to speed up 
their tasks [56]. 

The critical nature of healthcare can magnify the potentially negative 
outcomes of safety and security risks, which can be mitigated by HCI 
design. The use of data validation and automatic checks may improve 
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safety whenever a device receives and sends data, and prompt the users 
to rethink their action. Restricting the use of unsecured wireless networks 
or cloud storage may protect personal health record data from the threat 
of cyber-theft. Requiring passwords before operating the device may 
keep unauthorized individuals away from critical control settings, though 
it might also delay use and cause login-fatigue. Software routines that 
detect possible dangerous settings or input data may prevent  
non-reversible mistakes, though they might also contribute to alarm 
fatigue. Additional notification and authorization protocols may support 
required actions and workflow, e.g. a nurse may need authorization from 
a physician for a given treatment; or, in some cases, actions may need to 
be double-checked and authorized by a colleague. Finally, a user 
interface, which imposes a strong sense of safety, can enhance the 
confidence of HCPs in the device, and potentially reduce anxiety of 
patients using it. 

3.4.2. Error-resistant Displays and Alarms 

Use errors result in outcomes that are not intended by the manufacturer 
or expected by the user. If safe and effective use is not achieved, use 
error occurs [57]. Here, use error refers to user interface designs that 
cause users to make errors of commission or omission [58]. 

There are many instances of devices recalled by the U.S. Food and Drug 
Administration (FDA) because the visual display of user interfaces led 
to use errors [58]. For example, the graphics of a software system made 
doctors confuse the patient’s left and right hemispheres of the brain; this 
may lead to wrong-side brain surgery. Similarly, the ability to change the 
units displayed on a glucose meter between mg/dL and mmol/L, which 
differ by a factor of 18, may lead to misinterpretation of the measured 
value and incorrect therapeutic action. Finally, the numbers displayed on 
a glucose meter made patients misunderstand their blood glucose levels 
because the “2.2” was too similar to “22”; this may lead to much higher 
insulin dose administration, causing severe hypoglycemia, diabetic coma 
or death [59]. 

Ineffective audible and visual alarms of medical devices may lead to 
HCPs potentially ignoring critical situations and not taking prompt 
action. In fact, false alarms are considered to be the number one health 
technology hazard [60], as they interrupt clinicians during critical tasks 
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[61], cause distractions and alarm fatigue [62], and create noises 
stressing patients and HCPs [63]. 

The consequences of design flaws in medical devices are potentially 
disastrous. A critical component is the user interface, through which 
users understand the inner workings of the system, and its state. 
Designers can predict, prevent, and minimize use errors by iterating 
usability tests and analyzing contextual risks; this includes the potential 
use errors during actual use, the frequency of the potential errors 
occurring, and the severity of the resulting harms. It is possible to predict 
use errors by simulating the users’ environment, exploring the 
interaction in scenarios including abnormal and anomalous conditions, 
and considering all users, devices and systems in the environment, and 
that users may be distracted, ignore prompts, and forget important 
information or experience fatigue under difficult physical and 
psychological conditions. 

It is useful to test various modes of alerting separately, such as visual 
only, sound only, and special device behavior when encountering a low 
battery state. Designers are supposed to prevent the disabling of  
life-critical alarms, or at least ensure the user is aware of the disabling 
state. Critical information should be legible and readable in the intended 
use environment. The design of buttons, fonts, typesetting, and layouts 
should be conducive to good judgment and allow for timely intervention 
with few errors. When errors occur, a user interface should ensure that 
the inner state of the system is visible, that users are given enough useful 
information to deal with the problem, and that files are saved 
automatically so recovery can be performed without data loss. 

Norman divided errors by the level of users’ intention to act. 
Inappropriate intentions cause mistakes while unintended actions cause 
slips [64]. Sternberg found that slips occur when users deviate from 
routines, automatic processes override them, or they are interrupted [65]. 
Many disastrous cases fall into the category of slips rather than mistakes. 
HCI designers should not simply think of the difference between errors 
and correct behavior, but consider the entire interaction of users, devices, 
and systems, as one error might cause errors by the other entities 
involved [66]. There are some points from Nielsen’s ten heuristics [67], 
Norman’s seven principles [49], and Shneiderman’s eight rules [68], 
which are useful for creating error-resistant design. For example, 
designers can help smart mHealth devices minimize potential errors by 
alarming or flagging actions that may result in errors and help users 
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recognize, diagnose and recover from errors by offering a digital 
equivalent of taking a step backward, or a clearly marked emergency 
exit, or by informing the user of the operational status and suggesting 
solutions in a timely, highly visible and comprehensible way. The 
Therac-25 is also an example of poor error-resistant design, showing 
useless error messages [56]. 

3.4.3. The Healthcare Provider-patient Relationship 

Multiple relationships, which exists between patients, HCPs, and 
devices, can impact the user experience. Thus, special design strategies 
are used to support this relationship. 

The first group of users for smart mHealth devices is HCPs, who have 
medical knowledge and are familiar with the operation of medical 
devices. Within this group, there are different levels of experience, 
expertise and training, which result in different modeling of roles and 
might require different user interfaces within the same device. These 
users have strong requirements for information clarity and organization 
so that they can comprehend the information they most need quickly in 
order to make rapid decisions. Controllability and advance warning are 
important requirements so that HCPs can respond quickly to changes in 
patient information. To facilitate these requirements, user interfaces 
should be easy to control, have clear and accurate information display, 
be supplemented with appropriate and intelligent reminders, conform 
with HCPs’ mental models, and enable ethical use with accountability, 
security, and protection of patient privacy [69]. 

The second group of users are patients, who have different 
characteristics, knowledge, and different health conditions imposing 
constraints on their capabilities. For them, a good design is simple, 
secure, easy to read and operate, respects the user’s abilities and 
conditions, does not add additional stress, and emphasizes universal 
design, advocating inherently free access for people with  
disabilities [70]. 

The third group of users includes non-professional caregivers, e.g. 
patients’ family members and domestic helpers. Here, the design needs 
to ensure that it is easy to follow HCPs' guidance because their 
interaction with the device will indirectly affect patients’ health 
outcomes, or directly determine the healthcare intervention as the patient 
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loses the ability to complete tasks independently due to changes in 
physical and mental status. 

For example, Propeller Health’s digital device and application tracks 
symptoms, medication compliance, and drug use patterns for patients 
with asthma or chronic obstructive pulmonary disease (COPD). The 
sensors of the inhalers collect data and document synchronized 
information about the patient’s condition, time, location, and use of 
inhaled medications. Patients manage their own information and monitor 
their own treatments. Collected information is used to generate reports, 
which are shared with HCPs who then manage changes in the patients’ 
treatment [71]. 

Another example, Bodytel, provides diagnostic services to patients with 
chronic diseases; the suite of monitoring devices includes a Bluetooth-
enabled blood glucose meter, blood pressure cuff and scale. There is a 
mobile app displaying data on the patient's smartphone and an online 
portal using a medical data cloud for connectivity. Patients send their 
data to their HCPs, who configure individualized alert thresholds on the 
patients’ systems according to their baseline data and treatment goals, so 
that warnings can facilitate timely response or rescue [72]. 

3.4.4. Distinguish End-users 

As in general software development, HCI designers must balance 
potential benefits with feasibility; and identify and resolve the 
conflicting requirements between different stakeholders. At the same 
time, they should not mistake customers for end-users. End-users 
typically do not have the technical knowledge to support, maintain, or 
design the device, and are oftentimes not the ones who purchase devices 
[73]. Different end-users have different needs and attitudes towards new 
devices. Investigating end-users and the environment where the device 
will be used is an important aspect to ensure device usability. 

Early focus on end-user needs, and the tasks they use the device for [57], 
helps to avoid serious operational problems, and facilitates making the 
device easy to use, easy to learn, and easy to remember. The FDA 
expects summative usability testing to involve at least 15 representatives 
from each distinct end-user group [73]. 
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3.4.5. Legacy Support 

Unlike other smart devices pursuing innovation, medical device 
designers must be cautious in implementing changes, because of  
long-term stability and durability of medical devices. The medical 
product life cycle is long and the introduction to market is slow. It has 
been estimated that the time from concept to market is 3 to 7 years [74], 
while most mobile phones have a 9 to 18 month market life cycle [75]. 
Through long-term use, users form cognitive habits and develop 
expectations of typical interaction methods. HCI designers can leverage 
users’ old workflows, refer to legacy systems’ methods and standards, 
and seamlessly integrate them into the new environment and system. 
Leveraging existing features will help to optimize designs, minimizing 
the user's learning curve, re-using existing mental models, and 
maintaining a stable transition during use of new medical devices. 

For example, the Withings’ Wireless Blood Pressure Monitor has the 
appearance of a traditional non-invasive blood pressure cuff. It leverages 
the existing cognitive habits, facilitating immediate and efficient 
operation of the new device; it is inflated automatically like the 
traditional device, but the display is moved to the screen of a smartphone 
and there are no rubber tubes involved. It measures users’ heart rate, 
systolic and diastolic blood pressures, and pulse pressure variability, and 
visualizes the data in a way that allows patients to compare results and 
consult with their HCPs [76]. 

3.4.6. Timely Response 

Time plays a key role in ensuring effective health care delivery. To 
address different aspects of timeliness and currency, each layer has 
additional constraints. In particular, the sensor layer must minimize the 
latency between a value being measured, and its availability to the rest 
of the system. In some health contexts, like emergency rooms, the 
correctness of a result depends upon the data being communicated within 
a period of real-time constraints, placing demands on the communication 
layer. When aggregating data from different sources, the data integration 
layer must ensure data is relevant and current, and the application layer 
needs to make the user aware when timeliness and currency constraints 
are not being met, such as including timestamps and data frequency 
indicators. 
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Smart mHealth devices must respond swiftly to changes in the users’ 
status, quickly switch to the corresponding program mode, and be easy 
to monitor, view, check, and control. Providing timely information and 
efficient response can reduce costs, save time, improve care, and also 
improves patients’ confidence in the technology. An efficient user 
interface design facilitates rapid decision-making, task-completing and 
mode-switching, which is especially important in high-stakes triaging 
situations such as in emergencies. This requires straightforward control 
features and clear logical displays, in which data can be rapidly 
interpreted and compared. For example, the Lifestone captures, charts, 
and synchronizes data of body temperature, heart rate, respiratory rate, 
stress indices, blood pressure, oxygen saturation, and heart and lung 
sounds through multiple sensors. It provides patients with their real-time 
physical condition, and HCPs with comprehensive information to assist 
diagnoses and treatment planning [77]. 

3.4.7. Personalization and Privacy 

Personalization is an important requirement in smart mHealth devices. 
The device may save and recognize the users’ identities and physical 
characteristics, mine the users’ data, learn the users’ behaviors, habits 
and preferences, and customize its user interfaces according to the users’ 
knowledge, capabilities, and skills. Taking all these human factors into 
account can facilitate good HCI design and provide a better user 
experience [78]. 

This personalization is also manifested in individualized designs aimed 
at patients with different medical conditions, disease prevention and 
treatment goals. For example, the Valedo Back Therapy Kit, used to treat 
and manage non-specific back pain, general muscular deficits of the 
trunk, chronic kidney problems, and spinal cord injury [79], includes two 
sensors, a gaming platform, a cloud infrastructure, and an intelligent 
connection module. Patients attach the sensors to their back and chest. 
The system enables the game strategy to adapt to their individual 
situation, allows them to exercise with the motivation of a game, while 
obtaining feedback on their performance. Meanwhile the exercise data 
are sent for their HCPs to analyze; individual treatment strategies are 
adjusted accordingly [80]. 

Finally, HCI designers need to consider the privacy of personal 
information, prevent data leakage into the public environment and 
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reduce the risk of data theft through data encryption, secure transport 
channels, user authentication, and data access authorizations [81]. 

3.5. HCI Design Methods for Smart mHealth Devices 

HCI design includes specifying context and requirements, defining 
personas and scenarios, designing workflows and user interfaces, as well 
as prototyping, evaluating, and iterating designs. User centered design 
(UCD) or user-driven development (UDD) should be adopted 
throughout the problem-solving process, which keeps the user at the 
focal point during the whole product cycle [82]. It refers to  
human-centered design (HCD), which is defined by ISO 9241-210:2010 
as an approach that focuses specifically on making interactive systems 
usable [83]. It uses an iterative process emphasizing usability goals, user 
characteristics, tasks, workflows, and environments; and follows a series 
of techniques for analysis, design, evaluation, implementation and 
deployment phases [82]. The typical steps include specification of the 
context of use and requirements, creation of design solutions and 
evaluation [84]. Activities include: 

3.5.1. Plan UCD in System Strategies 

Investigate and analyze the users, environment, systems and devices, 
based on the smart healthcare architecture. Select UCD methods, ensure 
a UCD approach, plan and manage UCD activities [85]. 

3.5.2. Specify and Identify 

Specify user requirements. Analyze stakeholders, and refer to users in 
the application layer when targeting smart healthcare services. Specify 
stakeholders’ requirements, end users’ needs, and the relationship of 
device users and other users in the application layer. Extract 
requirements from observations, interviews, research reports, past case 
reports, and relevant legacy user interfaces. Detect and resolve potential 
conflicts between the requirements. User requirements are noted and 
refined through ethnographic study, contextual inquiry, usability testing 
and other methods [86]. Conduct those methods to analyze patients and 
HCPs, including their characteristics, behaviors, habits, skills, attitudes, 
goals, etc., to obtain a deeper understanding of their requirements, and 
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define the personas accordingly [66]. At the same time, pay attention to 
the features of the interactive relationships between patients and systems, 
HCPs and systems, and patients and HCPs. 

Specify context of use. Identify physical, technical, and organizational 
environments. Define scenarios, contexts of use, and tasks of logical 
activities within the smart healthcare application layer. Multiple 
scenarios and tasks are to be included for each user role. Analyze events 
where users participate across a wide range of smart healthcare 
processes, and acknowledge that there are different interaction methods 
for different user groups in different scenarios. Understand differences 
between emergency and routine use, and how to connect different 
scenarios to achieve ubiquitous services. Describe features in ubiquitous 
environments. Develop use cases of interactions [87]. 

3.5.3. Produce Design Solutions 

Conduct content, task, and workflow modeling [88]. Design the 
information architecture, combining results from the previous steps and 
the resources of smart healthcare architecture. Include the data acquired 
by the device and related resources acquired from the data integration 
layer and sensor layer. Ideation occurs between analysis and design: 
designers think broadly, draft as many ideas as possible, explore those 
ideas, and decide which are desirable for users, viable for the system and 
business, and technically feasible; designers then think narrowly, 
selecting the most valuable solutions and refining their ideas. The 
product positioning and concept design comes after full analysis of 
sensors and mobile devices used, i.e., sensors and local communication 
methods, the functional requirements, interaction modes and features, 
technology pitfalls and limitations in the sensing and communication 
layer, as well as lessons learned from similar devices by competitors and 
related items. Consider the relationship of the device with other devices, 
applications, systems and services in the sensor layer and application 
layer. Complete the device’s overall function design and divide it into 
specific functional modules. Ensure the modules facilitate triaging and 
integrating, and meet requirements for real-time physiological signal 
acquisition, data processing, data transmission, data storage, and 
dynamic information display within the system. 
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3.5.4. Produce Prototypes 

Design and prototype user interfaces. User experience has at least three 
aspects: a) Content; b) Behavior; and c) Form [89]. The corresponding 
aspects of interface prototyping are: a) Content design; b) Interaction 
design; and c) Visual design. The prototypes can test whether the user 
interface fully meets the users’ needs. Low-fidelity prototypes are 
tentative and include summary content and stand-in images, but no 
interactivity. They are valuable for refining user requirements.  
Medium-fidelity prototypes have more detail, but still have limited 
functionality. High-fidelity prototypes, include interactivity, complete 
visuals and full content, and are used to test workflows, interactive 
elements, and graphical components such as visual information 
hierarchy, affordance, and legibility. 

3.5.5. Evaluate Design Solutions 

Redesign and iterative design are emphasized to improve design 
solutions in every step when moving from a low-fidelity to a  
high-fidelity prototype. The HCI design loop starts with planning, 
analyzing, specifying, ideation, and modeling; next follows an iterative 
cycle of prototyping and evaluating; returning to the design stage is 
common; even returning to the specification stage may be required. 
Through repetitive testing, participatory design, and refinement, user 
interface problems are addressed before they become expensive to 
resolve or before they cause serious problems. The UCD method 
encourages constant user feedback. This approach helps minimize risk, 
and ensures that user needs are met. 

3.5.6. Develop and Implement 

Make the device perform well in the application layer, be compatible and 
connective with other sensors and devices in the sensor layer, and 
communicate well with local endpoints and the cloud through 
appropriate networks in the data integration layer. Usually, the first few 
editions will not achieve acceptable performance for deployment, even 
though the usability of a high-fidelity prototype may have been tested 
through several rounds and regarded as perfect. The users’ real 
requirements become much clearer during actual use of the device. 
Serious problems, risks, inconsistencies and misunderstandings are 
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identified in the early lifecycle. Thus, designers need to collect data after 
each version is deployed, detect the effectiveness, efficiency, and user 
satisfaction, identify problems, leverage lessons learned, modify design 
solutions, and improve the device continuously. 

3.5.7. Evaluate in Use 

Test usability, evaluate user experience, iterate design and iterate 
development, while emphasizing the smart healthcare context. The goal 
is to optimize usability and the user experience, and to achieve a 
satisfactory device that meets users’ requirements, and fully provides the 
targeted healthcare service. 

For healthcare devices, testing is often one of the most challenging parts 
to accomplish with patients, HCPs and administrators. Administrators 
play an important role, and this poses challenges for new healthcare 
service provisioning in the US, so the requirements and regulations 
should be considered early. The ability of patients, their willingness to 
participate in testing, and their performance during testing varies. They 
are impacted by their physical, mental, sensory and cognitive state, 
comorbidities and medical conditions; additionally, privacy and health 
considerations might limit their enthusiasm to participate. 

HCPs’ time is limited, so testing is often conducted in clinical 
environments with distracting noises, alarms, clutter, workload, urgent 
events, and colleagues. In order to obtain useful feedback quickly, 
evaluations generally rely on field interviews in rushed conversations 
using medical vocabulary. Interviewers often lack medical expertise or 
extensive HCI training. Though it is an effective method to obtain 
information of user expectations, it may not address the usability issue 
of efficiency [90]. Personality and style of the interviewer may affect the 
response; respondents may seek to please the interviewer [91]; and the 
resulting data may be misinterpreted [92]. Similarly, testing needs to 
differentiate between testing of a device’s usability, and testing of users’ 
learning abilities. Thus, testing can be improved by collaboration 
between designers, developers, and HCPs. 

Appropriate testing methods will save time and resources. Some 
usability inspection methods and empirical user testing methods are 
adopted. Firstly, tests by expert evaluators, using the cognitive 
walkthrough method to work through a series of tasks step-by-step on 
the device, along with thought-provoking questions from the perspective 
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of the user [93]; and using the heuristic evaluation method by comparing 
the device to a set of heuristics principles to identify and resolve 
problems at an early stage [94]. After these, test the device with patients 
and HCPs, mixing both field tests and lab-based tests, where audio 
recording, video recording, and eye tracking are possible. Finally, test 
results must be interpreted cautiously, considering the factors of users, 
testers and environments. 

During the entire HCI design process (Fig. 3.2), the UCD approach is 
emphasized at every step from analysis to evaluation. Some stages 
overlap and they are not considered separately during execution. For 
example, analyzing, specifying, defining, and modeling are all included 
in the user interface design and interaction design. Persona, scenario, and 
use-case are all analysis tools in the UCD approach. They are essentially 
a prerequisite, required before prototyping begins. The visual design is 
included in user interface and interaction design. Finally, designers 
participate in the evaluations, adopting a bridging role between the 
mental models of users and developers. 

 

Fig. 3.2. Process of HCI design for smart mHealth devices and key smart 
healthcare architecture layers involved. (AL: Application Layer, DL: Data 

Integration Layer, CL: Communication Layer, SL: Sensing Layer). 
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The purpose of the UCD approach is threefold: to create devices that are 
useful, usable, and used. ‘Useful’ is having a practical or beneficial use; 
allowing a user to accomplish a task. ‘Usable’ is being capable of being 
used; it allows a user to use the device in a pleasant, simple, learnable, 
intuitive, convenient and effective manner; it refers to the usability,  
user-friendliness and accessibility [95]. ‘Used’ is the ultimate aim 
because a design must be used by users otherwise it is considered a 
failure. If a device is usable, it increases the chances of being used, 
though there are many other factors that impact device adoption in the 
mHealth market. 

3.6. Discussion of UCD Approach in HCI Practice  
for Smart mHealth Devices 

This chapter contributes to the work of HCI designers and developers 
who aim to create better smart mHealth devices by emphasizing and 
complementing UCD throughout the HCI process. 

3.6.1. Advantage of Using a UCD Approach 

The UCD approach has shown substantial return on the investment in 
time and resources required in many successful examples. It is reported 
that 15 % of IT projects are abandoned and more than 50 % of a 
programmer’s time is spent on reworking the design and 
implementation, which results in billions of dollars spent every year on 
preventable failures [96]. This problem is likely getting worse, as IT is 
becoming ubiquitous. Primary reasons for failure include unrealistic or 
poorly articulated project goals, poorly defined system requirements, and 
ineffective communication between customers, developers, and users. 
The cost of fixing an error when it is discovered in the field is 100 times 
higher than during the development stage [96]. HCI practice can help 
avoid costly large-scale rework by defining requirements and modeling 
reality from the beginning, identifying problems at an early stage, finding 
solutions during each cycle’s evaluation, and making iterative 
improvements with users’ participative communication. Large IT 
failures of smart healthcare, resulting from HCI omission, are more than 
an expensive inconvenience – they can put lives at risk. Human Factors 
International (HFI) recommends following the “10 % rule”, whereby  
10 % of IT staff should be user experience (UX) professionals, and 10 % 
of the budget dedicated to UX [97]. The user-centered or  
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human-centered methodology’s benefit is clear: more usable and 
receptive designs, improved usability, less failures, and faster learning 
of the new device. It considerably reduces back-end costs though adding 
a few up-front costs. 

The UCD approach is particularly applicable for mHealth devices. 
According to ISO 9241-210:2010(E), this approach “enhances 
effectiveness and efficiency, improves human well-being, user 
satisfaction, accessibility and sustainability; and counteracts possible 
adverse effects of use on human health, safety and performance” [83]. 
Features of the UCD approach with human factors design and evaluation 
are mandated by the FDA for medical technologies [98]; usability test is 
recommended by the Agency for Healthcare Research and Quality to 
ensure safety and effectiveness [99]. mHealth offers opportunities to 
improve healthcare delivery and outcomes by meeting specific users’ 
requirements at the right times and right places. The most significant 
factor is that active engagement and self-management allows timely 
interventions based on behaviors and responses of patients and HCPs 
under certain conditions. UCD can enhance the intervention 
effectiveness of a device by engaging users in the development process, 
including the investigation of user requirements and user participation in 
evaluation. Finally, the World Health Organization recommends user 
evaluation in mHealth projects [100]. 

3.6.2. Disadvantages of a Designer-centered,  
Technology-centered, or System-centered  
Design Approach 

Unlike the UCD approach, other methods are driven by the interpretation 
of designers, the capabilities of technologies, or the implementation of 
system thinking. The UCD is the only approach that keeps users at the 
focus of the HCI process, thus facilitating the creation of a simple and 
straightforward device for users. 

The designer-centered approach is not well suited to smart mHealth 
devices, though it can create innovative devices with the latest 
technologies. Due to the diversity of users, including patients, their 
families, and HCPs, there is not a specific user population with unique 
requirements for the designer-centered approach to work well. In 
addition, the designer-centered approach increases the risk of developing 
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devices that are hard to use or are not compatible with other devices or 
smart healthcare systems. 

There is a similar problem with technology-centered design, which 
emphasizes the application of technology, which may not be useful or 
desirable. In both approaches, users’ needs are rated lower than the needs 
of creativity and expression of design teams or technology teams. 

Finally, the system-centered design focuses on the functionality of the 
overall system, implementing system thinking in design practice to 
address problems of complex systems. Without necessarily thinking 
about users, the information and structure of user interfaces might cause 
confusion because the users’ knowledge is assumed incorrectly. Also, 
the users’ learning abilities are often overestimated in this approach. 

3.6.3. Disadvantages of Using a UCD Design Approach 

The UCD approach does have some weaknesses. It might lead to less 
cohesive and more complex designs that do not consider activities and 
their sequence. It is not good for situations in which significant 
organizational constraints are imposed, as is often seen in healthcare. 
Next, focusing on certain individuals might ignore others’ needs. Finally, 
user needs change with increased proficiency, which can be hard to 
anticipate during the UCD. Don Norman, who coined the term UCD, 
said “listen to customers, but do not always do what they say” [101] and 
Jakob Nielsen said “users do not know what they want” [102]. 

3.6.4. Advantage of Integrating a UCD Approach in Smart 
Healthcare System Architecture 

We suggest keeping the end-users as the primary design stakeholder and 
focusing on what the users’ really need, while at the same time 
considering system thinking, where users are embedded in the 
architecture of the system as important participatory components [103]. 
Designers not only incorporate user characteristics, behaviors, 
motivations, and activities, but also incorporate the interconnection, 
interaction, consequences, and context in the system architecture. 
Currently, many mHealth interventions are based on existing healthcare 
systems, which are developing towards smarter healthcare systems. 
Therefore, we aimed to describe general processes and principles, which 
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can be applied broadly in a variety of different cases of smart mHealth 
device design. 

Finally, the requirements of users, businesses, function, service, 
aesthetics, and implementation often conflict with each other. Thus, a 
balance between them needs to be struck; the balanced solution can only 
be found if designers are aware of the conflicting requirements and keep 
a clear conceptual model. 

Using the UCD methodology with smart healthcare system architecture 
leverages benefits of ensuring users can understand and use the 
information provided by a complex system. The users’ feedback should 
be acted upon, and their needs are identified, while organizational and 
system goals are still met. Using this method can also increase the 
operational efficiencies of the whole system, improve analysis of 
performance and feedback measurements, help reduce system 
complexity, deliver services to patients more quickly, simplify the 
health-seeking process, and reduce reliance on limited healthcare 
resources. 

3.7. Recommendations and Future Work 

Smart healthcare is an emerging field. HCI study and application in this 
area not only benefits the development of smart healthcare, but also 
expands the theory and practice of HCI as an interdisciplinary subject 
[89]. This chapter provides insights and strategies for HCI practitioners 
when developing smart mHealth devices, or when IoT and cloud 
computing technologies are added to existing medical systems. 
Theoretical research can provide useful guidance, yet as the field is in an 
exploratory stage, there are few cases available to learn from. Enriching 
research in practical design and development is an important future 
direction for HCI researchers and practitioners. 

Smart technologies have enabled the rapid development of smart 
mHealth devices in the recent past, and increased demand for upgrading 
existing medical devices. Future smart mHealth devices are likely to be 
completely different from today’s hardware and software systems, and 
the way people perceive and interact with them will be different as well. 
Smart systems will likely fully integrate into everyday objects. 
Autonomous behavior such as the automatic provision of healthcare 



Advances in Computers and Software Engineering: Reviews, Book Series, Vol. 2 

124 

services using sensor data and self-learning clinical decision support 
systems will become characteristics of smart healthcare services. HCI 
addresses this issue, as a loss of control by users has the potential to 
undermine the integrity of the whole system, and both patients and HCPs 
will subvert the system with workarounds. This may be particularly true 
in healthcare and poses a major challenge for HCI, more so than for other 
aspects of IoT and cloud computing. 

Finally, current mHealth devices will develop towards a more intelligent, 
more convenient, and more natural smart healthcare technology. The 
HCI methodology must keep pace with these developments. 

3.8. Conclusion 

Including an HCI approach in the development of smart healthcare 
devices is critical, because good HCI design enhances both the usability 
and usefulness of these devices. HCI design in smart healthcare should 
be delivered with a user centered design approach, and is most 
effectively supported by the system thinking of a four-layer information 
architecture, consisting of application, data integration, communication 
and sensing layers. Specific considerations for HCI in healthcare include 
a) Balancing safety with ease-of-use; b) The need for error-resistant 
displays and alarms; c) Providing timely response with minimized 
latency; d) Satisfying the varying requirements of different user groups 
while; e) Respecting the healthcare provider-patient relationship;  
f) Allowing for personalization, security, and g) Integration with legacy 
workflows and systems. 
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Chapter 4 

Theory and Design of Signature 
Analyzers for Digital and Mixed-signal 
Circuits Testing 

Vadim Geurkov1 

4.1. Introduction 

Advances in computing research has allowed the designing of  
high-performance and high-reliability computers. These computers are 
further interconnected into large computer networks. Communication 
channels between the network computers are subject to noise, so that 
errors may be introduced during data transmissions. Error-control coding 
techniques add some redundancy to transmitted data in order to 
detect/correct errors, thus improving reliability of communication. 
According to the fundamental Shannon’s theorem, if the code rate is less 
than the channel capacity, then it is possible to choose a set of signals 
such that the probability of erroneous decoding is arbitrarily small [1]. 
The theorem does not indicate how these signals should be constructed, 
nor does it guarantee that such a system can be practically implemented 
[2]. Many good error-correcting codes have been constructed to 
circumvent these two problems. 

The theory of error-control coding is highly mathematical in nature and 
requires special skills in abstract algebra. This requirement has impeded 
many computer engineers who are interested in applying coding 
techniques to practical systems [3]. The objectives of our work is to 
present some of the fundamentals of this complex material from 
engineering point of view and find efficient ways for practical 
implementation of error-control coding principles. We will mainly focus 

                                                      
Vadim Geurkov 
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on coding applications to built-in self-test (BIST), where achieving any 
savings in hardware is particularly important. Thus, only error-detecting 
codes will be considered. 

One of the important components of error-control coding hardware is a 
polynomial division circuit (PDC). This circuit computes a remainder 
after dividing a polynomial associated with the received word by another 
known polynomial [2, 4]. The remainder is then evaluated to detect 
errors in the received word. The error-detecting capabilities of the code 
are determined by the form of the divisor polynomial. Due to effective 
error detection and small hardware overhead, PDCs have been widely 
used for digital and mixed-signal systems testing [5-10]. Most of the 
PDCs available in the literature belong to a limited set of special cases. 
Design procedures for them are well investigated andpresented  
in [11-14]. 

A vast variety of test applications for contemporary VLSI circuits utilize 
multiple scan chains with the objective to detect a malfunction of the 
circuit. The output responses received in the chains are subsequently 
compacted by a PDC [15-19]. Here, the word compaction is adopted 
from testing terminology and signifies polynomial division. By the same 
token, we will use the term signature analyzer (SA) interchangeably with 
the term PDC. 

Although PDCs have been well researched, their design process can yet 
be improved leading to creation of new circuits with useful properties. 
In contrast to existing methods that are limited to special cases, we 
consider an arbitrary PDC operating in an arbitrary number system radix. 

Signature analysers (or PDCs) can be classified into two types according 
to interpretation of the data on which they operate, specifically 
arithmetic and algebraic analysers. The more economical algebraic SAs 
are used to test logic devices, whereas the arithmetic SAs are aimed to 
arithmetic devices. As arithmetic devices are built of logic gates, the 
algebraic SAs can potentially be employed for arithmetic devices. 
However, arithmetic devices contain carry propagating circuits that 
propagate errors just as well as carries. Any single error arising in these 
circuits instantly turns into a multifold error. If the objective is to detect 
errors only, the complexity of the tester for single and multifold errors is 
the same. But in case of self-recovery applications, the tester realizes an 
error-correcting code. If the code is algebraic and thus uses an algebraic 
SA, its complexity grows significantly for multifold errors and may 
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readily become impractical. And if the code is arithmetic (and uses an 
arithmetic SA), the multifold error produced by a carry propagating 
circuit can still be interpreted as a single (arithmetic) error, which 
reduces the tester complexity. Clearly, both algebraic and arithmetic SAs 
are essential for the use in testing applications and it is important to know 
how to design them. 

In this work, we investigate the theory and design of arithmetic and 
algebraic SAs. We also demonstrate similarity between the two classes 
of circuits. While the circuits studied are primary oriented to testing, they 
can also be employed in other error-control coding applications. We 
focus on linear block codes as the most convenient for testing. More 
specifically, we consider error-detecting codes, since our objective is 
testing and not diagnosis. 

The rest of the chapter is organized as follows. Section 4.2 demonstrates 
how error-control codes are used in testing applications, and it also 
presents error-control coding model as applied to testing. Sections 4.3 
and 4.4 present theory and design methodologies for algebraic and 
arithmetic SAs respectively. Conclusion summarizes the results. 

4.2. Application of Linear Systematic Block Codes  
to Testing 

4.2.1. Preliminaries 

A simplified model of a block data transmission system is presented in 
Fig. 4.1 [20]. The information sequence from the source is divided into 
blocks of k  q -ary symbols – messages, 0 1= ( , , )ku u u  . The encoder 

transforms each message into a codeword, 0 1= ( , , )nv v v  . The set of all 

codewords is called an ( , )n k  block code. Since we use binary signals, 

= 2mq , where m  is some positive integer. If =1m , we have a binary 
code (for testing applications m is the width of the system bus). The 
codeword enters the channel and is corrupted by noise. The decoder 
transforms the resulting received sequence 0 1= ( , , )nv v v     into a 

sequence 0 1ˆ ˆ ˆ= ( , , )ku u u   called the estimated message. The decoding 

strategy ensures that û  is a replica of u . However, excessive noise may 
cause some decoding errors, resulting into û u . The implication may 
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be twofold: (i) Some errors are not detected (aliasing occurs);  
(ii) Additional errors may be induced (this only happens during error 
correction). We only focus on error-detecting codes (case (i) above). For 
the circuits introduced, we estimate the probability of aliasing and show 
how to minimize it. 

 

Fig. 4.1. Simplified error-control coding model. 

Example 1 (a single bit error detecting code). A (7,6)  binary code with 
a single parity check bit can detect any odd number of errors in the 
sequence of 7 bits (i.e. 50%  of all possible errors). Let 

0 5= ( , , ) = 011001u u u , then 0 6= ( , , ) = 1| 011001v v v , so that the 
total parity (or modulo 2 sum of the bits) of the codeword to be 
transmitted is 0 . Here the check bit occupies the left most position. If, 
for example, the right most bit is corrupted during the transmission, then 

= 1011000v . The decoder calculates the parity of the received word and 
since it equals to 1 , it discards the word and requests the retransmission. 
If the received word is not corrupted (i.e., the parity equals to 0 ), then 
the decoder removes the left most (party) bit assuming ˆ = 011001=u u . 
If however two errors occur, e.g. = 1011010v , the decoder will not 
detect these errors; ˆ = 011010 = 011001u u  and aliasing occurs. In 
other words, if the decoder does not detect errors, this does not guarantee 
that the received word in uncorrupted. Our objective is to minimize the 
chance of this event. Also, for testing purposes, we will not attempt to 
reconstruct a message u ; it is enough to only detect an error (by means 
of parity). 

To reduce the encoding/decoding complexity, we restrict our 
consideration to linear systematic codes. A code is linear iff a linear 
combination of codewords is also a codeword. In a systematic code a 
codeword is divided into the k -digit message part and the  

= ( )r n k -digit checking part (like in the example 1). Such a code is 

specified by a k n  generator matrix, G  of the form = [ | ]kG P I , where 

P  is a k r  parity matrix and kI  is a k k  identity matrix [20]: 
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If 0 1= ( , , )ku u u   is the message, then the codeword is 
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Here all operations are performed using special math rules. In the binary 
case, these rules are modulo 2  multiplication and addition. We used 
these operations in example 1, where the generator matrix was 

 

1 1 ... 0

1 0 ... 1

G

 
   
 
 

     

The decoding procedure involves two steps. Let 0 1= ( , , )nv v v      

be the received sequence. At the first step, the syndrome s  of the 
sequence v  is computed with the use of a r n  parity-check matrix H  
(specified by G  in such a way that the equality = 0TGH  holds, e.g., 

= [ ]T n kI
H

P
 ): 

 0 1 0 1( ,... ) ( ,..., )T
n rs v v s sH      (4.3) 

If = 0s , the received sequence is assumed to be error-free and 

1ˆ = ( , , ) =r nu v v u  . If 0s  , at the second step the syndrome is used to 

compute the estimated message û . As we only consider error detection, 
the decoder generates the syndrome (4.1) without subsequent 
computation of the estimated message. 

The encoding (decoding) complexity depends on the way how the  
parity-check digits (syndrome digits) are computed. In time critical (e.g., 
self-checking) applications, the multiplication by G  ( TH ) is 
implemented by a combinational circuit. If time is not critical, a special 
form of the matrix G  ( TH ) can be used, which allows the sequential 
computation (reducing complexity, but increasing the decoding time). 
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Depending on the channel type, whether it is algebraic (data 
transmission/storage system) or arithmetic (data processing system), this 
special form of G  ( TH ) defines respectively a cyclic algebraic code or 
a cyclic arithmetic code. In such a code, a cyclic shift of a codeword 
generates a new codeword. An important property of this code is that the 
multiplication by the matrix G  ( TH ) is equivalent to the polynomial or 
integer division (depending on whether the code is algebraic or 
arithmetic) and it is performed sequentially [2, 4]. Because of the more 
economical implementation, we assume cyclic codes for our 
applications. Consequently, the subject of our research is a sequential 
PDC (or SA) in its algebraic and arithmetic forms. 

In an algebraic cyclic code, a codeword is represented by a polynomial 
in one indeterminate (or variable) whose coefficients coincide with the 
transmitted q -ary symbols. Similarly, in an arithmetic code, a codeword 
is represented by an integer that can also be interpreted as a polynomial 
in one constant, namely, a base of the number system. There is a common 
mathematical structure underlying behind these polynomials. This 
structure is revealed in the next section. 

4.2.2. Groups, Rings and Fields 

A group is a system with one operation and its inverse, such as addition 
and its inverse, subtraction, or multiplication and its inverse, division. A 
ring has two operations, addition with its inverse, subtraction, and 
multiplication. A field has the two operations, both with inverses [2]. 

4.2.2.1. Groups 

Definition 1. A group G is a set of objects/elements, for which an 
operation is defined and for which Axioms 1 to 4 below hold [2]. Let 

, , ,...a b c  be elements of the group. The operation is denoted =a b c  or 
=ab c  and called addition or multiplication. 

Axiom 1 (Closure). The operation applied to any two group elements 
gives a third group element as a result. 

Axiom 2 (Associative Law). For any three elements a, b, and c of the 
group, (a+b)+c = a+(b+c) if the operation is written as addition, or 
a(bc) = (ab)c if the operation is written as multiplication. 
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Axiom 3. There is an identity element. 

If the operation is called addition, the identity element is called zero and 
written 0  and is defined by the equation 0 = 0 =a a a   for every 
clement of a of the group. If the operation is called multiplication, the 
identity is one, written 1 , and is defined by the equation 1 = 1 =a a a . 

Axiom 4. Every element of the group has an inverse element. 

If the operation is addition, the inverse element corresponding to a  is 
denoted a  and is defined by the equation ( ) = ( ) = 0a a a a    . If 

the operation is multiplication, the inverse of a  is denoted 1a  and is 

defined by the equation 1 1= =1aa a a  . 

ln addition to the above laws, a group may satisfy the commutative law; 
that is, a + b = b + a, or if the operation is multiplication, ab = ba. Such 
a group is called Abelian or commutative. 

Example 2. The set of all integers is an Abelian group under the 
operation of ordinary addition. 

4.2.2.2. Rings 

Definition 2. A ring R is a set of elements for which two operations are 
defined. One is called addition and denoted a b , and the other is called 
multiplication and denoted ab . In order for R  to be a ring, the following 
axioms must be satisfied: 

Axiom 5. The set R is an Abelian group under addition. 

Axiom 6 (Closure). For any two elements a and b of R, the product ab 
is defined and is an element of R. 

Axiom 7 (Associative Law). For any three elements a, b, and c of R, 
a(bc) = (ab)c. 

Axiom 8 (Distributive Law). For any three elements a, b, and c of R,  
a(b + c) = ab + ac and (b + c)a = ba + ca. 

A ring is called commutative if its multiplication operation is 
commutative; that is, if for any two elements a  and , =b ab ba . 
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Example 3. The set of all integers is a commutative ring with identity 
(the integer 1 ) under the operations of ordinary addition and 
multiplication. It is called the ring of integers and denoted  . 

Example 4. The set of all polynomials in the indeterminate x  with 
coefficients in a commutative ring R  with identity, is a commutative 
ring with identity. It is called the ring of polynomials and denoted [ ]R x . 

There are classes of rings with more algebraic structure than generic 
rings [21]. One such ring is a Euclidean ring with a division algorithm. 
The principal examples of this ring are the ring of integers and the ring 
of polynomials. The implication of this fact is that the circuits 
implementing a division algorithm for integers and polynomials can be 
considered from a common perspective, although these two 
mathematical structures are quite different: integers carry numerical 
values and polynomials in an indeterminate do not carry any values. 

Definition 3. Let R  be a ring. A nonzero element a  of R  is called a 
zero divisor if there is a nonzero element b  in R  such that either = 0ab  
or = 0ba . 

Definition 4. A commutative ring with identity 1 0  is called an integral 
domain if it has no zero divisors (the absence of zero divisors in integral 
domains give these rings a cancellation property). 

Definition 5. Any function N  defined on a ring of non-negative integers 
R  with (0) = 0N  is called a norm on the integral domain R . If ( ) > 0N a  

for 0a  , then N  is a positive norm. 

Definition 6. The integral domain R  is said to be a Euclidean Ring (or 
Euclidean Domain, or possess a Division Algorithm) if there is a norm 
N  on R  such that for any two elements a  and b  of R  with 0b   there 
exist elements q  and r  in R  with  

 a = qb + r with r = 0 or N(r) < N(b) 

The element q  is called the quotient and the element r  the remainder 

of the division. 

The importance of the existence of a Division Algorithm on an integral 
domain R  is that it allows a Euclidean Algorithm for two elements a  
and b  of R : by successive "divisions", we can write 
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 a = q0b + r0, 

 b = q1r0 + r1, 

 r0 = q2r1 + r2, 

 … 

 rn–2 = qnrn–1 + rn, 

 rn–1 = qn+1rn, 

where nr  is the last nonzero remainder [21]. 

Example 5. The ring of integers   is a Euclidean Ring with norm given 
by ( ) =| |N a a , the usual absolute value. A Division Algorithm in   is 

the familiar "long division" of elementary arithmetic. 

4.2.2.3. Fields 

Definition 7. A field is a commutative ring with multiplicative identity 
(a unit element) in which every nonzero element has a multiplicative 
inverse. We will also refer to a field as a commutative division ring. 

Example 6. The set of all real numbers forms a field. 

A (finite) field with q  elements can be constructed for any number q  

which is a power of some prime number p  [2]. Such a field is called 

Galois Field of q  elements and denoted ( )GF q ; here = , 1mq p m  . If 

= 1m , then ( )GF p  is called the prime field of order p . 

Example 7. Let ( )p X  be a polynomial with coefficients in a field F . If 

( )p X  is irreducible (or prime) in F , then the algebra of polynomials 

over F  modulo ( )p X  is a field. 

The field formed by taking polynomials over a field F  modulo an 
irreducible polynomial ( )p X  of degree m  is called an extension field of 
degree m over F. The original field F  is called the ground field. If the 
ground field ( )GF p  is prime, then the field of polynomials over ( )GF p  

modulo an irreducible polynomial ( )p x  of degree m  is the Galois field 

of mp  elements, or ( )mGF p . This is the way how the extension field 
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( )mGF p  is constructed from the ground field ( )GF p  [2]. Note that if 

( )p x  is not irreducible, the algebra of polynomials over F  forms a ring, 

but not a field. 

In terms of simplicity of implementation, field operations are preferable. 
However not every data set is a field; more general types of data sets, 
such as rings, have greater appearance. In our work, we will focus both 
on fields and rings. 

Example 8. If F  is a field, then the polynomial ring [ ]F x  is a Euclidean 

Ring with norm given by ( ( ))N p x  = the degree of ( )p x , ( )p x  being a 

polynomial in [ ]F x . Specifically, if ( )a x  and ( )b x  are two polynomials 

in [ ]F x  with ( )b x  nonzero, then there are unique ( )q x  and ( )r x  in 

[ ]F x  such that  

 a(x) = q(x)b(x) + r(x) with r(x) = 0 or degree r(x) < degree b(x) 

The Division Algorithm for polynomials is simply "long division" of 
polynomials which may be familiar for polynomials with real 
coefficients. 

Note that if polynomial coefficients are taken from a ring R  (but not 
from a field F ), then [ ]R x  is not a Euclidean Ring [21]. 

Among all classes of mathematical structures examined in this section, 
we will distinguish Euclidian rings, more specifically the Euclidian ring 
of integers and the Euclidian ring of polynomials. The important 
property of these rings is that both of them allow division (although not 
being fields), albeit in different forms. 

4.2.3. Algebraic/Arithmetic Coding and Testing 

Algebraic codes use polynomial representation of sequences of symbols 

1 0, ,nf f  :  

 f(x) = fn–1xn–1 + ... +f1x + f0 (4.4) 

The coefficients of this polynomial are elements of a finite field, 
(2 )mGF  (in testing applications, m  is the system bus width). 
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Analogously, in arithmetic codes, the coefficients (or digits) are integers 
from the set {0,1, , 1}b  , where b  is the base of the number system. 

In most cases, = 2mb , so that the system bus state is characterized by an 
integer from the set {0,1, , 2 1}m  . Similarly to equation (4.4), we 

have:  

 f(b) = fn–1bn–1 + ... +f1b + f0 = f (4.5) 

Here f  is a numerical value of the integer, 0 1nf b   . In contrast, 

( )f x  in equation (4.4) does not carry any numerical values, since it is a 

polynomial in an indeterminate x . Note that integer (4.5) can also be 
considered as a polynomial in b . 

As we have seen in the previous section, both the set of all polynomials 
over a field (4.4) and the set of all integers (4.5) are special cases of a 
Euclidean ring. 

Using representations (4.4) and (4.5), the encoding and decoding 
procedures (4.2) and (4.3) for systematic cyclic algebraic and arithmetic 
codes become respectively 

 ( ) = ( ) [ ( ) ]mod ( ), ( ) = ( ) mod ( )r rv x u x x u x x g x s x v x g x  , (4.6) 

and 

 ( ) = ( ) [ ( ) ]mod ( ), ( ) = ( ) mod ( )r rv b u b b u b b g b s b v b g b   (4.7) 

Equations (4.7) can be rewritten in terms of integer values: 

 = ( ) mod , = modr rv ub ub g s v g   (4.8) 

In equations (4.6) and (4.8), ( )g x  is referred to as the generator 

polynomial of degree r , and g  is called the generator. The generator 

polynomial ( )g x  is completely defined by the generator matrix (4.1). 

And the generator g  is similarly specified by an analogous generator 

matrix for arithmetic codes. Radix b  representation of the generator 

occupies r  digits. Multiplication of a message by rx  or rb  is equivalent 
to shifting it left r  times. 
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The properties of an algebraic or arithmetic error-control code are 
defined by the structure of ( )g x  or ( )g b . Therefore, it is important to 

know how to design the circuits that implement operations (4.6) and (4.7) 
for an arbitrary form of the polynomials, ( )g x  and ( )g b . 

Along with the codes defined by equations (4.6) and (4.8), there are other 
classes of codes that do not assume shifts of the entire received word 
digits and are more convenient for testing. In these codes, the message 
digits and the parity-check digits are separated. Therefore, the unit being 
tested and the decoding unit operate independently. Such codes are 
called separate codes. Examples of these codes are given below. 

In a separate residue arithmetic code [4], the codeword v  for the 
message u  is defined as 

 v = (u,  ), (4.9) 

where =| | = modgu u g  is the residue and g  is the modulus. 

The syndrome s  is defined as 

 gs u    , (4.10) 

where u  and   are received message and residue, respectively. 

If the error control capability of a residue code is to be improved, the 
number of moduli is increased. In a multiresidue code [4], the codeword 
is defined analogously:  

 v = (u,  1,...,  w) = (u, |u| 1g ,..., |u| wg ), (4.11) 

 1 1 1
= ( , , ) = (| | , ,| | )w g w gw

s s s u u       (4.12) 

In a residue number system (RNS) code, the message u  is not present in 
the codeword (4.11) at all [22]. The codeword v  is formed of z  residues, 
w  of which are enough to uniquely specify the message u . The 
remaining z w  residues are redundant and used for error-control:  

 v = (  1,...,  w,  w+1,...,  z) (4.13) 
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In addition to improving the system fault-tolerance, RNS codes 
drastically improve its performance, because the residues can now be 
processed in parallel by separate hardware units. 

The codes analogous to the ones specified by equations (4.9)-(4.13) have 
also been developed in algebraic domain. The polynomial RNS [23] are 
defined as follows:  

 v(x) = [|u(x)| 1( )g x ),..., |u(x)| ( )zg x ] = [ 1(x),..., z(x)] 

The Reed-Solomon codes can be regarded as a special case of 
polynomial RNS [23]. 

Polynomial multiresidue codes are defined as: 

 
1

1 ( ) ( )1

( ) = [ ( ), ( ), , ( )],

( ) = [| ( ) ( ) | , ,| ( ) ( ) | ]
w

g x w g xw

v x u x x x

s x u x x u x x

 
  


     

Let us consider a polynomial residue code: ( ) =[ ( )v x u x , ( )]x , where 

( )( ) =| ( ) |g xx u x  is a remainder. The syndrome, 

( ) ( )( ) =| ( ) ( ) | =| ( ) | ( )g x g xs x u x x u x x      , where ( )x  is the received 

remainder. If this code is used for testing and the unit under test is fault 
free, ( ) = 0s x  and 

 | u (x)|g(x) = ( )x  (4.14) 

Equation (4.14) applies to built-in (embedded) test systems. If the test 
system is external and has a reliable storage, then (4.14) transfers to 

 | u (x)|g(x) = ( )x  (4.15) 

Introducing ( )( ) =| ( ) |g xx u x  , we rewrite (4.14) and (4.15) as:  

 
( ) for internal tester

( )
( ) for external tester

x
x

x







 


  (4.16) 

The r -tuples composed of the coefficients of ( )x , ( )x  and ( )x  are 

referred to as actual signature, reference signature (fault-free circuit’s 
signature) and distorted reference signature: 
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 1 0 1 0 1 0= ( , , ); = ( , , ); = ( , , )r r r          
         

In terms of signatures, equation (4.16) has the form: 

 
for internal tester

for external tester







 


  (4.17) 

If equation (4.17) does not hold, the circuit is certainly faulty. Otherwise, 
it is assumed to be fault free. To improve the aliasing rate, the number of 
residues can be increased [24]. Alternatively, while retaining a single 
residue, the degree r  of the generator polynomial ( )g x  can be raised. 

If an arithmetic (one)residue code is used for testing, analogously to 
(4.16), for the fault-free circuit  

 
( ) for internal tester

( )
( ) for external tester

b
b

b







 


 , (4.18) 

where ( )( ) =| ( ) |g bb u b  . 

Similarly, we will refer to r -tuples composed of the coefficients of  
( )b , ( )b  and ( )b  as arithmetic actual, reference and distorted 

reference signatures: 

 1 0 1 0 1 0= ( , , ); = ( , , ); = ( , , )r r r          
         

And, in terms of signatures, equation (4.18) is 

 
for internal tester

for external tester







 


  

Both encoding and decoding procedures for the codes examined above 
involve polynomial division. We will only focus on two representatives 
of the codes that are most convenient for testing. These representatives 
are described by equations (4.16) and (4.18). Polynomial division occurs 
both in the left and right parts of these equations (depending on the type 
of the signature we compute – the reference signature or actual 
signature). We employ these codes for testing as shown in Fig. 4.2. The 
figure interprets the communication model for testing (by residue codes). 
The test pattern generator applies k  input test stimuli, 1 0= ( , , ),ku u u  
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to the fault-free circuit under test (CUT). The corresponding k  output 
responses ( m -bits each), 1 0= ( , , )ku u u  , form the message that is 

encoded into the codeword, = ( ,| | )gv u u . While the message, u , comes 

from the CUT, the residue, =| |gu , arrives from the tester’s storage 

and may also be perturbed. The codeword, = ( , )v u  , enters the 

symbolic coding channel, where it is distorted by faults and turns into 
the received message, = ( , )v u   . The decoder generates the residue of 

the received message, =| |gu  , and compares it with the received 

residue,  , verifying the validity of (4.18) (respectively, (4.16)) and 

making a pass/fail decision. 

 

Fig. 4.2. Error-control coding model as applied to testing. 

For example, let the CUT be a finite state machine (FSM), with a single 
input and a single output (see Fig. 4.3). Any faults are possible in the 
FSM (stuck-at faults, bridging faults, intermittent faults, etc.). The 
sequence of input test stimuli that detects all of these (single and 
multiple) faults is pseudo-random and its length is 8  bits, 

=10110010.u  Let the test response of a fault free FSM be 
= 11010100u . The channel is discrete algebraic, so the encoder is a 

standard single input algebraic signature analyzer, e.g., the 3-bit one, 
with the polynomial 3( ) = 1g x x x   (and the probability of undetected 

error 31/ 2 ). The encoder encodes the sequence =11010100u , i.e., 
generates the fault-free circuit’s signature, 

7 6 4 2 2
( )( ) =| | =g xx x x x x x x      (or = 110 ), and appends it to the 

fault free response, =11010100,110v . Let the faults occurring in the 
FSM modify the response to = 10101111u  and the reference signature 
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in the tester’s memory is not corrupted, i.e. =10101111,110v . The 
faulty circuit’s signature (generated by the decoder) then becomes 

7 5 3 2
( ) ( )( ) =| | =| 1 | =g x g xx u x x x x x x        (or = 010 ). Since 

  , the decision is Fail. 

 

Fig. 4.3. Error-control coding model: an algebraic case example. 

Depending on the nature of the CUT, we consider three different types 
of channels (see Fig. 4.2): 

• A discrete algebraic channel refers to a CUT being an FSM 
(including storage or combinational logic); 

• A discrete arithmetic channel refers to a CUT being an arithmetic 
data processing device; 

• A mixed-signal arithmetic channel refers to a CUT being a  
mixed-signal system with discrete output: analog-to-digital 
converter, measurement system, etc. 

The channel type defines the encoder/decoder structure. In the first case, 
this is an algebraic device. In the last two cases, the encoder/decoder is 
arithmetic. 

The principal difference of the mixed-signal channel from the two others 
is that its input test stimuli are analogue and the output responses are 
discrete finite intervals. In contrast to a point (exact) value, an interval 
contains a range of values and is defined by left and right endpoints [25]. 

It is important to note that the concept of polynomial division is only 
applicable to off-line testing, since this type of testing is sequential  
by nature. 
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4.3. Algebraic Signature Analyzers 

In this section, we consider designing of a signature analyzer for the first 
of the three channels represented in Fig. 4.2, a discrete algebraic channel. 
For the sake of simplicity, we will refer to this analyzer as an  
algebraic SA. 

4.3.1. Discrete Algebraic Channel 

For this channel, the output responses of a CUT can be interpreted as 
elements of the Galois field (2 )mGF , where m  is the number of output 

lines in the CUT. Hence, the the sequence of output symbols represented 
in a polynomial form is a Euclidean ring. So, the polynomial division can 
be performed and the remainder (or signature) found. Our objective is to 
build this device. In addition to autonomous use in testing, a remainder 
computing circuit (or signature analyzer) is also used as a part of the 
encoder/decoder for a polynomial residue code. 

A remainder is computed by dividing the message polynomial, ( )u x , or 

the received message polynomial, ( )u x , by the generator polynomial 

( )g x , as shown in (4.15). Since the two division operations (during 
encoding and decoding) are identical, we only consider the encoding 
process, i.e. computation of ( )| ( ) |g xu x , where  

 u(x) = uk–1xk–1 +...+u0; g(x) = grxr +...+g0 

Note that ( )g x  can be any polynomial and not necessary an irreducible 

one. Let us factor x  in ( )u x : 

 
1

( ) 1 0 ( )

1 ( ) 0 ( )

| ( ) | =| ( ( ) |

| | [ ( )] | |

k r
r

g x k k r g x

k r g x g x

u x x x u x u u

x x p x u u




 

 

    

   



  
 

 (4.19) 

Here, we introduced a degree 1r   partial remainder, 
1 2

1 2( ) = r r
k k k rp x u x u x u 
     . 

Based on (4.19), computation of ( )| ( ) |g xu x  consists of repetitive 

operations 1 ( )| [ ( )] |k r g xx p x u   . Set  
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 p+(x) = |x[p(x)]+uk–r–1|g(x), (4.20) 

then 

 ( ) 0 ( )| ( ) | =| ( ) |g x g xu x x p x u    , (4.21) 

and (4.21) can be implemented using a finite state machine. Indeed, 
( )p x  serves as the present state, 1k ru    is the input and ( )p x  is the next 

state. In these notations, each shift of the register that holds ( )p x  is 

equivalent to multiplication of its content by mod ( )x g x  with further 

addition of 1k ru   . 

Equation (4.20) can be computed as follows: 

 
1 1

0
1

11 1 0
11

1 0 1

...

...

0 ...

r
k k r r

rr
k k r

k r

k r k r

u x u
g x g

u x u g g
u g

u g g u

  


 


  

 
 

  
  


 (4.22) 

The circuit that implements this computation is shown in Fig. 4.4. In 
testing applications, this circuit is called an r-stage multiple-input 
signature analyzer (SA). The circuit structure is specified by the degree 
r  polynomial ( )g x  over the field (2 )mGF . Here m  is the system bus 
width. All buses in Fig. 4.4 and the remaining figures are depicted as 
single lines, in compliance with the style adopted in error-control coding; 
this simplifies perception of the pictures. Also, the circuits designed in 
this work are built of adders, XORs and flip-flops. These restrictions 
insure that the overall system is linear (we are only considering  
linear codes). 

Error detection capabilities of the codes defined by irreducible 
polynomials are better and their implementation might be simpler, 
therefore we will mostly select primitive polynomials for our 
applications. To further save hardware (without deteriorating  
error-control capabilities), the coefficient of the highest power of ( )g x  

will be 1 (making the polynomial monic):  

 g(x) = xr + gr–1xr–1 +...+g0 (4.23) 
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Fig. 4.4. Polynomial division in algebraic domain. 

Example 9 (3-stage 1-input SA). Set the following polynomials  
( = 4, = 3k r ): 3 2( ) = 1u x x x x   , 3( ) = 1g x x x  . Here ( )g x  is 

irreducible [2]. Then, the partial remainder, 2( ) = 1p x x x  . And after 

the shift, the analyzer’s content becomes (see Fig. 4.5): 
2 2

( )( ) =| ( 1) 1 | =g xp x x x x x    . 

 

Fig. 4.5. A length-3 binary SA. 

Example 10 (1-stage 1-input SA). Set = 2k , = 1r  and ( ) =u x x , 

( ) = 1g x x . Then ( ) =1p x , and after the shift, the content of the 

analyzer is ( )( ) =| 1 0 | = 1g xp x x   . The circuit is presented in Fig. 4.6a 

and computes the modulo 2 sum (or parity) of the incoming bit sequence. 

                

(a)                                                   (b) 

Fig. 4.6. A 1-stage binary (a), and octal (b) signature analyzers. 
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Example 11 (1-stage 3-input SA). In a non-binary case, it is convenient 
to represent polynomial coefficients as powers of a primitive element of 
a field. For a 3-input analyzer, the field, 3(2 )GF , can be constructed 

using a root   of the primitive polynomial 3( ) = 1w x x x  . Table 4.1 

shows the relationship between different representations of the field 
elements. 

Table 4.1. Three representations for elements of the field 3(2 )GF . 

Power Polynomial Vector 
0  0  0 0 0 

0    
0
 

0 0 1 

1   1  0 1 0 

2  
2
 

  1 0 0 

3   1 +
0
 

0 1 1 

4  
2
 

+ 1  1 1 0 

5  
2
 

+ 1 +
0
 

1 1 1 

6  
2
 

 +
0
 

1 0 1 

 

To determine a primitive (which is always irreducible) generator 
polynomial of degree r  over (2 )mGF  we use procedure from [26]: 

1) Select a primitive polynomial of degree mr  over (2)GF  from the 

table of irreducible polynomials; 

2) Let   denote a root of the chosen polynomial and set the 
correspondence rule between (2 )mGF , denoted by power of  , 

and (2 )mrGF , denoted by power of  :  

 
(2 ) 1

, , ( )
2 1

m r
c j c j

m
c   
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3) The primitive irreducible polynomial of degree r  over (2 )mGF  is 

an expansion of the following equation with ( )i ’s expressed in 

terms of ( )j ’s:  

 g(x) = 
0 1 1(2 ) (2 ) (2 )( )( )( )

m m m r

x x x  


    

Proposition 1. The degree 1 polynomial over (2 )mGF , ( ) =g x x  , 

  being a root of a binary degree m  primitive polynomial, is primitive. 

Proof: The proof becomes evident if we set = 1r  in (4.24). 

In this example, we consider a one-stage signature analyzer. The 
primitive (generator) polynomial of degree = 1r  over 3(2 )GF  is 

( ) =g x x  ,   being a root of a primitive polynomial of degree 

= 3mr  over (2)GF , namely 3( ) = 1w x x x   (see Table 4.1). 

Similarly to the previous example, set = 2k , = 1r , and  

 u(x) =  2x +  4, g(x) = x +   

Then 2( ) =p x  , and after the shift, the content of the analyzer is 
2 4 6

( )( ) =| | =g xp x x      . The circuit that implements this operation 

is presented in Fig. 4.6b. In a vector form, this is equivalent to shifting 
in two vectors (1) (1) (1)

1 2 1 0= = 100u u u u  and (0) (0) (0)
0 2 1 0= = 110u u u u . The final 

result (signature) is = 101 . 

If we switch from the power representation of the field elements to their 
vector representation, the circuit of Fig. 4.6b will turn into the circuit of 
Fig. 4.7a. We can continue to shift in additional incoming vectors; each 
shift is described by the same equation, (4.20). 

The  -multiplier was designed according to the following rule (for 
simplicity, we will omit the superscript (1) of coefficients u ). If the 
current value of a field element is 2

2 1 0( ) =u u u u    , then  

   (u2 2 + u1  + u0) = u1 2 + (u2 + u0)   + u2 

The circuit of Fig. 4.7a can be redrawn into the more common form 
shown in Fig. 4.7b. 
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        (a)                                                    (b) 

Fig. 4.7. Vector form of a 3-input SA. 

A 1-stage non-binary SA (like the one represented in Fig. 4.7b) is 
referred to as a spacial (parallel, multiple input) signature analyzer, 
while a multi-stage binary SA (like the one represented in Fig. 4.5) is 
referred to as a temporal (serial, single input) signature analyzer. 

The primitive polynomial ( ) =g x x   over 3(2 )GF  was constructed 

using a root   of the binary polynomial 3( ) = 1w x x x  . If   is a root 

of ( )w x , than 2 3 4 5 6, , , ,      are also roots of ( )w x  [2]. Therefore, 

each of the following polynomials can be used to design a 3-bit SA with 
identical error-control properties: 

 2 3 4 5 6, , , , ,x x x x x x            

In Fig. 4.4, the right most stage of the analyzer contains a multiplier by 

0g . If 0 =g  , the  -multiplier has a form of Figs. 4.6b and 4.7a. 

Similarly, if 0g  equals to one of the roots 2 3 4 5 6, , , ,     , we will 
obtain the following multipliers:  

  2u( ) = (u2 + u0) 2 + (u2 + u1)  + u1, 

  3u( ) = (u2 + u1) 2 + (u2 + u1 + u0)  + (u2 + u0), 

  4u( ) = (u2 + u1 + u0) 2 + (u1 + u0)  + (u2 + u1), 

  5u( ) = (u1 + u0) 2 + u0  + (u2 + u1 + u0), 

  6u( ) = u0 2 + u2  + (u1 + u0) 
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Based on these equations, we conclude that the  -multiplier and  
6 -multiplier have the lowest hardware complexity. Interestingly, they 

only differ by the order of components (i.e., are isomorphic). 

The remaining degree = 1r  polynomial over 3(2 )GF , ( ) = 1g x x   is 

not primitive. Nevertheless, it can be used for testing. This analyzer is 
shown in Fig. 4.8a and resembles the one in Fig. 4.7a, with the only 

difference that 0 -multiplier constitutes three straight lines. Clearly, 
this circuit is a collection of three analyzers of Fig. 4.6a and can similarly 
be regarded as computing the parity of the sequence of octal symbols. 
The circuit has low hardware complexity but is unsusceptible to even 
number of errors. 

         

(a)                                                       (b) 

Fig. 4.8. 1-stage 3-input SAs with (a) 0 -multiplier, and (b) 0-multiplier. 

Formally speaking, we have to also consider the generator polynomial 
with 0 = 0g , that is ( ) =g x x . The circuit does not have a feedback and 

only stores the last incoming symbol. The circuit is depicted in Fig. 4.8b. 

Using the same technique, we can design a signature analyzer of any 
length and width. For example, any of the following degree 1 primitive 
polynomials over 6(2 )GF  can be used to construct a 1-stage 6-input 

analyzer (here 6 5( ) = 1, (2 ), = 6, = 1mw x x x GF m r   ): 

 x +  , x +  2, x +  4, x +  8, x +  16, x +  31, x +  32, x +  47,  

 x +  55, x +  59, x +  61, x +  62 
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The lowest hardware complexity is normally associated with the first 
polynomial that is available for (2 )mGF  due to Proposition 1. 

Example 12. If the preliminary "cleared" (i.e., loaded with all zeroes) 
analyzer of Fig. 4.7 receives the responses 5 6 4 2 1 0, , , , ,       from a 
CUT, then after the 6-th shift its content becomes: 

 5 6 4 2 1 0(((( ) ) ) ) =                 

In the vector form, the field element   looks like 010 (see Table 4.1) 
which is the CUT signature. 

4.3.1.1. Aliasing Rate 

In an optimal error-detecting ( , )n k  code, the number of parity check 

digits, =r n k , always matches the type and character of the error 
pattern. Therefore, decoding error never occurs. For example, if the 
message sequence contains = 1024k  bits and only single errors are 
possible in the communication channel, the (1025,1024)  code with a 

single parity bit, = 1r , will detect any of these errors. However, if this 
code is used for testing, the number of possible error patterns rises 
enormously. If the number of parity check digits is not increased 
proportionally, the code ceases to remain optimal and the decoding error 
may occur (i.e., some errors are not detected). In situations like this, it is 
important to know the probability of undetected error, ndP  (error escape 
rate or aliasing). Aliasing occurs when the reference signature coincides 
with a faulty circuit’s signature. 

In order to facilitate computation of the aliasing rate, we will assume 
from now on that all errors in the CUT output response, including single, 
multiple, burst errors, etc., and caused by stuck-at, bridging, intermittent, 
etc. faults inside the CUT, are equally likely. The exploration of other 
error models implies modification of the encoder/decoder and is out of 
the scope of this work. 

Proposition 2. The aliasing rate for the signature analyzer presented in 
Fig. 4.4 is estimated as  

 Pnd2-mr, (4.24) 
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provided that the sequence of k  2m -ary symbols to be compacted into 
an r -symbol signature is sufficiently long and all error patters in the 
sequence are equally likely (independent). 

Proof: The aliasing rate is defined as the ratio of the number of errors 
that are not detected by the chosen code, to the total number of possible 
errors in the sequence of k  2m -ary symbols (output responses). The total 

number of errors in the sequence is 2 1mk   (one sequence of symbols is 
error free). The number of erroneous sequences that will produce the 
signature that coincides with the reference signature (or the number of 
errors that are not detected by the code with r  2m -ary parity check 

digits) is ( )2 / 2 1= 2 1mk mr m k r  . Thus, the aliasing rate  

 Pnd = [2m(k–r)-1]/[2mk-1] 

In testing applications k r , therefore  

 Pnd2m(k–r)/2mk = 2-mr 

The aliasing rate decreases with the growth of m  and r . Normally, in 
testing tasks = 1r , therefore  

 Pnd2-m (4.25) 

If the width of the analyzer (which matches the width m  of the system 
bus), is not sufficient to achieve the required aliasing rate, it can be 
increased to m i . The output responses are then interpreted as elements 
of the extension field, (2 )m iGF  . Usually, this is not required, because 

the system bus of contemporary systems contains 16 or more lines and 
the aliasing rate is at most 161/ 2 = 0.0000153 . 

Equation (4.25) suggests that for the given m , the aliasing rate does not 
depend on the structure of the generator, ( )g x . Thus, any analyzer from 

the previous section (e.g. presented in Fig. 4.7 or 4.8) will ensure the 
same aliasing rate, 2 m  (again, provided that all error patterns are  
equally likely). 

Proposition 2 refers to the case when the reference signature is 
uncorrupted. If the test system is built-in (embedded), there is a chance 
that the signature is corrupted. 
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Proposition 3. The aliasing rate, ndP , for the embedded analyzer of  

Fig. 4.4 is estimated as  

 ndP  = 2-mr, 

provided that all error patterns in the sequence of k  2m -ary digits to be 
compacted into an r -digit signature are equally likely. 

Proof: The aliasing rate is the ratio of the number of errors that are not 
detected by the code, to the total number of errors in the sequence of 
symbols (output responses). Error-detection is performed by verifying 
equation (4.14). An error is being detected if this equation does not hold. 
If equation (4.14) holds, then either there are no errors at all, or an 
undetectable error pattern is present. 

The total number of errors in the sequence is 2 1mk  . The number of 
errors that produce the signature that matches ( )x  is 2 / 2mk mr . The 

number of possible ( )x  patterns is 2mr . Therefore, the number of 

undetectable errors is [(2 / 2 ) 2 ] 1mk mr mr   (one of the ( )x  patterns is, 

actually, the undistorted reference signature). 

Equation (4.14) is verified for each ( )x  pattern, so the total number of 

possible errors will increase to (2 1) 2mk mr  . Thus, the aliasing rate  

 ndP  = 
[(2 / 2 ) 2 ] 1

(2 1) 2

mk mr mr

mk mr

 
 

 = 2-mr (4.26) 

Comparing equations (4.24) and (4.26), we conclude that for embedded 
analyzers the equality holds even for small values of k . 

4.3.1.2. Low Cost Circuits 

Given the aliasing rate, ndP , the analyzer must possess as low complexity 

as possible. This objective can be achieved by analysis of the circuit in 
Fig. 4.4 and expression (4.22). The implementation complexity depends 
on the number of nonzero coefficients of the generator, ( )g x . This 
number should be kept low, while preserving the polynomial degree (not 
to deteriorate the aliasing), which results in the following:  
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 g(x) = xr + g0 (4.27) 

The corresponding low cost circuit is shown in Fig. 4.9. If all errors are 
equally likely, then the coefficient 0g  can be chosen any element of 

(2 )mGF . If, for example, 0 = 0g , then  

 |uk-1xk-1 + ... + urxr + ur-1xr-1 + ... + u0| rx  = ur-1xr-1 + ...+ u0 (4.28) 

 

Fig. 4.9. Low cost algebraic polynomial division circuit. 

This circuit is an r -stage shift register with no feedbacks. The remainder 
(4.28) only depends on the last r  symbols of the sequence of k  2m -ary 
symbols. Since r k , only a small portion of all possible errors in the 
sequence is detected. Therefore, this analyzer is normally not used  
in practice. 

Clearly, all 1-stage ( = 1r ) signature analyzers are low cost circuits. 
Some of these analyzers were presented in example 10 (Fig. 4.6a) and 
example 11 (Figs. 4.6b, 4.7a, 4.7b, 4.8a, 4.8b). 

Example 13 (2-stage 3-input low cost SA). Let = 2r  and the generator 
polynomial over 3(2 )GF  is 2

0( ) =g x x g . Let 0 =g  , where   is a 

root of the primitive binary polynomial 3( ) = 1w x x x   (see Table 4.1). 
Two equivalent circuits that implement this analyzer are presented in 
Fig. 4.10. 

Note that the polynomial ( )w x  could also be chosen low cost, for 

example, 3( ) = 1w x x  . The middle feedback in Fig. 4.10b would then 

disappear. 

4.4. Arithmetic Signature Analyzers 

In the previous section, we discussed a discrete algebraic channel. In this 
section, we consider two other channel types presented in Fig. 4.2, 
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namely a discrete arithmetic channel and a mixed-signal  
arithmetic channel. 

 

(a) 

 

(b) 

Fig. 4.10. A 2-stage 3-input low cost SA. 

4.4.1. Discrete Arithmetic Channel 

A discrete arithmetic channel is considered separately from a discrete 
algebraic channel due to different nature of errors appearing in this 
channel (like errors affecting carry propagation circuits in adders). 
Consequently, error-control codes developed for arithmetic channels 
differ from algebraic codes and have better error-control capabilities 
against these (arithmetic) errors. The implementation of these codes is 
also different, and it is revealed in this chapter. 

The output responses of a discrete arithmetic channel in Fig. 4.2 are 
integers carrying certain numerical values. These integers are considered 
to be coefficients of the polynomial ( )f b , as it is shown in equation 

(4.5). Since we are considering residue codes, the actual number of terms 
in (4.5) (i.e., the number of output responses/symbols) is the same during 
encoding and decoding processes and equals to k . Hence, ( )f b  

eventually turns into ( )u b  if we perform encoding, and ( )v b  if we 

perform decoding in compliance with (4.7). 
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Since we deal with integers, all (arithmetic) operations on the polynomial 
( )f b  will produce carries. This increases the hardware complexity of 

the arithmetic residue computing circuit compared to a similar algebraic 
remainder computing circuit. Although we consider sequential 
implementation of the decoder for a residue code (implying off-line 
testing), the results can be used in a combinational design (i.e., for  
on-line testing). Residue codes can protect a single processing unit or the 
entire computer [27]. 

The design methodology for a residue computing circuit (referred to as 
an arithmetic SA) was developed in arithmetic error-control coding, but 
it has mainly been oriented to binary case [2]. A non-binary design 
techniques have been limited to a special type of modulus [4]. We design 
a residue computing circuit with an arbitrary modulus and an arbitrary 
base of the number system. 

As in the case with the remainder computing circuit, the residue, 

( )| ( ) |g bu b , is computed by dividing the polynomial 
1

1 0( ) = k
ku b u b u
    by the polynomial 1

1 0( ) = r
rg b g b g
   . 

Here 0 < , = 0,..., 1iu b i k   can be regarded as output responses of a 

CUT, which appear in a binary form. And ( )u b  is an integer presented 

in a base b  number system. Under these considerations, the set of 
integers ( )u b  is a Euclidean ring, so that we can perform division. Note 

that coefficients of the polynomial ( )u b  are not field elements, as 

opposed to the algebraic case. 

Factoring b  in ( )u b , we obtain 

 ( ) 1 ( ) 0 ( )| ( ) | =| | [ ( )] | | ,g b k r g b g bu b b b p b u u      (4.29) 

where ( )p b  is a degree 1r   partial residue polynomial: 

 1 2
1 2( ) = r r

k k k rp b u b u b u 
      

According to (4.29), computation of ( )| ( ) |g bu b  consists of recursive 

operations  

 p+(b) = |b[p(b)] + uk–r–1|g(b) (4.30) 
Consequently 
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 ( ) 0 ( )| ( ) | =| ( ) |g b g bu b b p b u     (4.31) 

Similarly to (4.21), equation (4.31) can be implemented using a finite 
state machine, if ( )p b  serves as the present state, ( )p b  is the next state, 

and 1k tu    is the input. Each shift of the register that holds ( )p b  is 

equivalent to multiplication of its content by mod ( )b g b  with further 

addition of 1k ru   . Note that multiplication and addition are performed 

over integers; these operations produce carries. 

Manipulating (4.30), we obtain 

 
1

1 ( )

1 0 1
1 1 ( )

( ) =| [ ( ) ] |

| ( ) |

k r g b

r
k k r k r g b

p b b p b u b

b u b u b u b

 
 

 
   

 

   
 (4.32) 

Equation (4.32) states that the radix b  fraction, 1 2k ku u   1.k r k ru u   , is 

multiplied by b  and divided by ( )g b . The residue is computed by 

subtraction of a multiple of ( )g b  from the result of the multiplication 

(actually, subtraction of a multiple of ( ) /g b b  from the content of the 
analyzer before the multiplication). The value of the subtrahend is 
computed by a comparator and depends on the value of the fraction 

1 2 1.k k k r k ru u u u     . The comparator implements a truth table and is 
constructed using combinational logic. We have transformed (4.30) to 
(4.32), because the subtraction decision must be made before the shift. 
The complexity of the comparator depends on the polynomial ( )g b , as 

well as the base of the number system b . 

Proposition 4. The number of times, q , that the polynomial ( )g b  is 

subtracted from 1( ) k rbp b u    in order to compute the residue 

1 ( )| [ ( )] |k r g bb p b u   , is upper bounded by 1b  : 

 1q b   

Proof: Because 1 0
1

r
k k ru b u b
    is a remainder, it is less than  

( )g b , that is, 1 1
1 1 < ( )r

k k ru b u b g b 
    . Further, because 

1 0 1
1 1 ( )( ) =| ( ) |r

k k r k r g bp b b u b u b u b  
       and the expression in 

parentheses is less than ( )g b , q  can’t be equal to b , that is 1q b  . 
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Corollary 1. The number of times, q , that the binary polynomial (2)g  

is subtracted from another binary polynomial 12[ (2)] k rp u    in order 

to compute the residue 1 (2)| 2[ (2)] |k r gp u   , is upper bounded  

by 1 : 1q  

Proof: Based on 4 above: 1= 2 1=1q b    

The number q  serves as a measure of complexity of the residue 
computing circuit. Corollary 1 states that the hardware complexity of a 
binary comparator is less than that of a non-binary comparator. 

The division operation (4.33) demonstrates how to compute the right part 
of equation (4.32). 

 

1
1 1 1 0

0
1

1

...

...

...

r r
k k r r

r
r

r
k k r

u b u g b g

qb

p b p

 


   

  
 

   
  

 


   (4.33) 

In this equation, subtraction is substituted with addition to b ’s 
complement. Here q  is the quotient, = q g   is the multiple of g , and 

  is the b ’s complement of  :  

   =  rbr +... +  0,   =  rbr +... +  0 

The implementation of (4.33) is shown in Fig. 4.11. The symbol  
denotes an arithmetic adder, and the adder inputs that equal 0  are not 
shown in the figure. The red arrows indicate the carry propagation path. 
We call this circuit arithmetic r-stage multiple-input signature analyzer. 
The value g  of the generator polynomial ( )g b  is called the generator 

or modulus. In our applications we will prefer prime integers g  due to 

better error-control capabilities and simpler implementation. 

Example 14 (arithmetic 3-stage 1-input SA). Let us choose the following 
polynomials ( = 4, = 3k r ):  

 u(2) = 1  23 + 1 = 9, g(2) = 1  22 + 1 = 5 
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Fig. 4.11. Polynomial division in arithmetic domain. 

The partial residue polynomial is: 2(2) = 1 2 = 4p  . And after the shift, 
the content of the analyzer is  

 p+(2) = |2(1  22 + 0  2 + 0 +1  2-1)|g(2) 

If the analyzer content before the shift is greater than or equal to 

10/ 2 = 5 / 2 = 2.5g , the comparator must initiate subtraction of 102.5  

from this content (subscript 10  here indicates that the number 2.5  is 
represented in decimal (or base 10 ) form). In our case 

 1  22 + 0  2 + 0 +1  2-1g/2 (4.34) 

Because (4.34) holds, the 2’s complement of 210.1  (i.e. 201.1 ) is added 
to the content and the result is shifted left: 

 2 1
2= 2(1 2 (0 0) 2 (0 1) (1 1) 2 ) = 1|100p           

Indeed, 9 mod 5 = 4 . The logic expression for the signal c  that adds 

201.1  if (4.1) holds, is: 3 2 1 0= ( )c u u u u  . 

The analyzer is depicted in Fig. 4.12. 

 

Fig. 4.12. Arithmetic length-3 binary SA; = 5g . 
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Example 15 (1-stage 1-input SA). Set = 2k , = 2r  and 
(2) =1 2 1= 3u   , (2) =1 2 0 = 2g   . Then (2) =1p , and after the shift 

1
(2) (2)(2) =| 2 1 1 | =| 2(1 1 2 ) |g gp     . 

As 1
2 101 1 2 = 1.1 = 1.5   is greater than 2 10(2) / 2 = 1.0 = 1g , the 2’s 

complement of 21.0  (i.e. 21.0 ), must be added to the register content and 
the result must be shifted left. The same would have happened, if the 
register content were 2 101.0 = 1 . However, there is only 1 flip-flop 
available in the analyzer (as modulo 2 residue is either 0 or 1). There is 
no need to add a 1 to the content of this flip-flop, 1u , since the result will 

be lost anyway. On the other hand, if the data were 2 100.0 = 0  or 

2 100.1 = 0.5 , a 0 must have been added to the content. Thus, a 0 should 
be added to the content in all cases, i.e. the feedback in the analyzer 
disappears. The value of 0 =1u  will pass to the flip-flop. Indeed, 

3mod 2 = 1 . 

The circuit is presented in Fig. 4.13a. It computes the parity of the binary 
integer formed by the incoming bits. Apparently, the parity equals to the 
value of the last bit. 

Example 16 (1-stage 3-input SA). Let 3= 2 , = = 2b k r : 
3(8) = 7 2 6 = 62u   , 3(8) = 1 2 0 = 8g    Then ( ) = 7p b , and after the 

shift, the analyzer contains 1
8 8(8) =| 8 7 6 | =| 8(7 6 8 ) |p     . As 

1
8 107 6 8 = 7.6 = 7.75   is greater than 8 108 / 8 =1.0 =1 , the 8’s 

complement of 81.0 = 7 1.0 = 7.0q   (i.e. 81.0 ), must be added to the 
register content and the result must be shifted left. The least significant 
digit of the addend is the only essential digit that is used for addition. If 
we similarly consider the 8’s compliments of all possible cases of the 
subtrahend (ranging from 80.0  to 87.7 ), this essential digit will always 
be 0. Therefore, the feedback in the analyzer disappears. The value 

0 = 6u  will be passed to the register. Indeed, 62 mod8 = 6 . 

The circuit is presented in Fig. 4.13b. We can consider this circuit as 
computing the octal parity of the octal integer formed by the incoming 
octal symbols. Clearly, the octal parity equals to the value of the  
last symbol. 
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(a)                                             (b) 

Fig. 4.13. Arithmetic 1-stage binary (a), and octal (b) signature analyzers. 

Absence of the feedback (examples 15 and 16) may lower the error 
detecting capability. Therefore, the moduli equal to powers of b  should 
be avoided. A better choice would be prime moduli (as  
mentioned earlier). 

The circuit of Fig. 4.13b is an arithmetic equivalent of the algebraic 
circuit presented in Fig. 4.7. This is the consequence of the identical 
polynomial formats:  

 g(x) = x + 0, g(b) = b + 0 

Example 17 (arithmetic 1-stage 3-input SA with prime modulus). Let us 
consider an analyzer that uses the same modulus, = 5g , as the one 
represented in Fig. 4.12, but has 1-stage. Note that the incoming symbols 
are octal numbers, so they may exceed the range [0,...,4] . When 
designing the circuit, we therefore distinguish two cases: (a) the content 
of the 3-bit analyzer is always less than 5, and (b) the content of the  
3-bit analyzer may range from 0 to 7; however, if it exceeds 4, it must be 
interpreted as follows: 5 0,6 1,7 2   . Essentially, this means that 
in case (a), the analyzer transforms all incoming integers into real 
residues mod 5 , whereas in case (b) this is done by the observer. The 
hardware complexity of the circuits (b) may be lower, since they are  
less restricted. 

Set 3 3= 2 , = 2, = 1, ( ) = 1 2 5 = 13, ( ) = 5b k r u b g b  . Then ( ) =1p b , and 

after the shift, the analyzer contains 3 1
5 5(2 ) =|1 8 5 | =| 8(1 5 8 ) |p     . 

As 1
8 101 5 8 = 1.5 = 1.625   is greater than 8 105 / 8 = 0.5 = 0.625 , the 8’s 

complement of 8 8 8 100.5 = 2 0.5 = 1.2 = 1.25q   (i.e. 86.6 ), must be 
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added to the register content, 81.5 , and the result, 80.3 , must be shifted 

left. After the shift, the content of the analyzer becomes 8 103 = 3 . Indeed, 

13mod 5 = 3 . 

The circuit is presented in Fig. 4.14, where the signals 2 1 0, ,c c c  that 

initiate addition of the 8’s complement are defined as follows (with ( )i
ju  

being inversion of ( )i
ju ):  

 
(1) (0) (0) (1) (1) (1) (1) (0) (0)
0 2 1 1 0 2 2 1 0

(1) (0) (1) (1) (0) (0) (1) (1) (0)
2 2 1 0 1 0 1 0 1

2 ( )

,

c u u u u u u u u u

u u u u u u u u u

  

  

 
 

 
(1) (0) (0) (0) (1) (1) (0) (1) (0) (0)

1 0 2 1 0 1 0 2 0 1 0

(1) (1) (1) (0) (0) (0) (1) (1) (0) (1) (0) (0)
2 1 0 2 1 0 1 0 1 0 2 0

( )

( ) ,

u u u u u u u u u u

u u u u u u u

c

u u u u u

  

   

 
 

 

(1) (1) (0) (0) (0) (1) (1) (0) (0) (1) (0) (0) (0)
0 1 0 2 0 1 1 0 2 1 1 2 1 0

(1) (0) (1) (0) (0) (1) (0) (0) (1) (1) (0) (0)
1 2 0 1 0 1 2 1 1 0 2 1

(1) (0) (0) (1) (0)
2 1 0 2 2

( )

( )

u u u u u u u uc u u u u u

u u u u u u u u u u u u

u u u u u

   

     







 

 

Fig. 4.14. Arithmetic 1-stage 3-input SA; = 5g . 

As evident from these examples, the architecture and design procedure 
for arithmetic circuits are more complex compared to algebraic circuits. 
In the next section, we consider conditions under which this complexity 
is reduced. 
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4.4.1.1. Aliasing Rate 

The aliasing rate for arithmetic codes can be derived in the way similar 
to algebraic codes. 

Proposition 5. The aliasing rate for the modulo g signature analyzer 
represented in Fig. 4.11 is upper bounded by 1g  :  

 Pndg-1, 

provided that the sequence of k  2m -ary symbols to be compacted into 
an r -symbol signature is long and all error patterns in the sequence are 
equally likely. 

Proof: The total number of errors in the sequence of k  2m -ary symbols 

(output responses) is 2 1mk  . The compaction modulus is 
1 2

1 2 0= (2 ) (2 ) , < 2 , = 0, , 1m r m r m
r r ig g g g g i r 
      . The 

number of errors which are not detected by the code that uses modulus 

g  is 2 / 1mk g   , where x   means the largest integer less than or 
equal to x. Thus, the aliasing rate is 

 Pnd = ( 2 / 1mk g    )/(2mk – 1) 

For large k , 12 / 2 /
=

2 2

mk mk

nd mk mk

g g
P g  

  . 

Corollary 2. The aliasing rate decreases with the growth of modulus g  

and reaches its minimum when = 2 1mrg   (with m  and r  being the 

analyzers width and length respectively):  

 min(Pnd) = (2mr – 1)-1 (4.35) 

Proof: The proof becomes evident if take into consideration the fact that 
the maximum value for g  is 2 1mr  . Indeed, if we select the higher 

modulus (yet available with the m-bit bus), = 2 =mr rg b , then, similarly 
to (4.28),  

 |uk–1bk–1 + ... + u0| rb  = ur–1br–1+...+u0 (4.36) 

The residue (4.36) only depends on the last r  symbols of the sequence 
of k  2m -ary symbols. Since r k , only a small portion of errors in the 
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sequence of k  symbols can be detected. The appropriate circuit 
coincides with the one shown in Fig. 4.9 with no feedback. Because of 
high error escape rate, this circuit is not used in practice. 

For testing applications = 1r  and  

 min(Pnd) = (2m – 1)-1 (4.37) 

For larger values of mr , we can ignore subtrahend in (4.35) and (4.37). 
Then, the lowest values for the aliasing rate are, respectively 

 Pnd2-mr, Pnd2-m 

These expressions correlate with expressions (4.24) and (4.25) for an 
algebraic signature analyzer. 

In the case of an algebraic analyzer, the degree m  of the polynomial 
defines the aliasing rate. This rate does not depend on the structure of the 
polynomial (provided that all errors in the stream under 
compression/division are equally likely). 

In the case of an arithmetic analyzer, the aliasing rate depends on the 
modulus g . However, the moduli formed by distinct polynomials of the 
same degree, differ from each other. Accordingly, the error escape rates 
will be different. As it follows from Corollary 2, the aliasing rate reaches 
its minimum, (4.1.1), for the following degree m  polynomial: 

= 2 1mg  . Under certain conditions, this modulus can be further 
increased (and, accordingly, the minimum (4.37) further reduced). 

Example 18. The aliasing rates for the parallel ( = 1r ) algebraic 
signature analyzers based on the degree 3 ( = 3m ) algebraic 
polynomials, 3

1 ( ) = 1g x x x   and 3
2 ( ) = 1g x x  , are the same: 

3= 2 = 2 = 0.125mr
ndP   . And the aliasing rates for the parallel ( = 1r ) 

arithmetic signature analyzers based on degree 2 (note that the number 
of lines m  in the bus is the same, = 3m ) arithmetic polynomials, 

* 2
1 (2) = 2 1 = 5g   and * 2

2 (2) = 2 2 1 = 7g   , are different: 
* 1

1 1= ( ) = 0.2ndP g   and * 1
2 2= ( ) = 0.143ndP g  . The latter value signifies 

the lowest aliasing rate for a 3 -bit arithmetic analyzer: 
1 1 3 1( ) = (2 1) = (2 1) = 0.143mr

ndmin P     , which is higher than that for 

the equivalent algebraic analyzer, 32 = 0.125 . Under certain conditions, 
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the aliasing rate for the 3-bit arithmetic analyzer can be further reduced 
to that of the 3-bit algebraic analyzer, i.e. 1 3 1(2 ) = 0.125   (no feedback 

is removed in the analyzer). 

        
  (a)                                             (b) 

Fig. 4.15. 3-input SA with 3

2 ( ) = 1g x x  . 

The algebraic analyzers based on the polynomials 1( )g x  and 2 ( )g x  are 
respectively shown in Figs. 4.7 and 4.15 (note that 

2 2
2 1 0 3 1 0 21

| ( ) | = )
x

x u x u x u u x u x u


    . 

The modulo *
1 (2) = 5g  analyzer is presented in Fig. 4.14. The analyzer 

with *
2 (2) = 7g  is shown in the next example. 

Likewise to algebraic analyzers, we can state the following proposition 
for arithmetic analyzers. 

Proposition 3. The aliasing rate for the modulo g  embedded analyzer 

of Fig. 4.11 is upper bounded by 1g  :  

 P ndg-1, 

provided that all error patterns in the sequence of k  2m -ary digits to be 
compacted into an r -digit signature are equally likely. 

Proof: Error-detection is performed by verifying equation (4.18) 
(internal tester part). If it holds, then there are no errors or an 
undetectable error occurred. 
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The total number of errors in the sequence is 2 1mk  . The number of 

errors that produce the signature that matches ( )b  is 2 / 1mk g   . The 

number of possible ( )b  patterns is g . Therefore, the total number of 

undetectable errors is [ 2 / ] 1 [(2 / ) ] 1 = 2 1mk mk mkg g g g        . 

Equation (4.18) is verified for each ( )b  pattern, so the total number of 

possible errors will increase to (2 1)mk g  . 

Thus, 1[ 2 / ] 1 2 1
= =

(2 1) (2 1)

mk mk

nd mk mk

g g
P g

g g
    


   

  

4.4.1.2. Choice of a Compaction Modulus 

Let us synthesize an m -input analyzer of Fig. 4.11 that would have the 
lowest aliasing rate. 

According to Corollary 2, the aliasing rate reaches its minimum if 
modulus = 2 1mrg  . The same modulus ensures low complexity. 
Indeed, the complexity depends on the number of nonzero coefficients 
in base b  representation of the modulus, which is the smallest for our 
choice:  

 g(b) = gr–1b–-1 + ... + g0 = br – 1 

Using equation (4.30) and taking into consideration that 
1

| | =1r
rb

b


, we 

derive  

 p+(b) = |b(uk–1br–1 + ... +uk–r) + uk–r–1|g(b) =  

 = |uk–2br–1 + ... + (uk–1 + uk–r–1)| 1rb   

The appropriate circuit is shown in Fig. 4.16. It is a low cost residue 
computing circuit. The red arrows “compensate” for the possible 
overflow (they implement the part shown in red in the above equation). 
Indeed, the carry out bit that may appear from the last adder represents 
the r

outc b  term, which, if not fed anywhere, will introduce an error. In 
order to rectify this error, the truncated part of the term  
(

1
| | =r

out r outb
c b c


) is fed back into the circuit:  
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 p+(b) = |coutbr + uk–2br–1 + ... + uk–r–1| 1rb   =  

 =|uk–2br–1 + ... + (uk–1 + uk–r–1 + cout)| 1rb   

 

Fig. 4.16. Low cost residue computing circuit. 

For the circuits of Fig. 4.16, where ( ) = 1rg b b  , the red feedback is 
always a single-bit signal, whereas the black feedback may be a  
single-bit signal or a multiple-bit signal (depending on the size m  of the 
system bus). 

In general, the circuit that uses the following modulus can be regarded 
as a low cost circuit:  

 g(b) = br – g0, (4.38) 

where 00 <g b . This equation correlates with equation (4.27) that we 
used for an algebraic analyzer. In order to save hardware, the polynomial 
(4.38) is chosen monic. 

Analogously, 0
0

| | =r
out r outb g

c b c g


, where outc  is a single-bit signal. 

Respectively,  

 p+(b) = |b(uk–1br–1 + ... +uk–r) + uk–r–1|g(b) =  

 =|coutbr + uk–1br + uk–2br–1 + ... + uk–r–1|
0

r
b g  = 

 = |uk–2br–1 + ... + coutg0 + uk–1g0 + uk–r–1)|
0

r
b g  

This analyzer is shown in Fig. 4.17. Note the similarity with the algebraic 
low cost analyzer presented in Fig. 4.9. The 0g  multiplier is denoted by 

 to reflect its difference from the algebraic multiplier. The feedback 
colored in red ensures the correctness of the modular operation. 
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Fig. 4.17. Generic low cost residue computing circuit. 

The red feedback in Fig. 4.17 (including the 0g  multiplier) is 

asynchronous by nature, and if 0 > 1g , a race condition may occur. To 
make the circuit operation more stable, we can feed the most significant 
carry out signal (along with the 0g  multiplier) forward into the input of 

the subsequent registered digits, e.g. 1ku  . This may, however, increase 
the hardware complexity of the design. 

Equation (4.38) can be generalized to an arbitrary modulus. Let us 
represent a generator g  as follows:  

 g(b) = br – gr–1br–1 – ... – g0 (4.39) 

Note the similarity with the respective algebraic generator  
polynomial (4.23). 

Equation (4.39) simply states that ( )g b  is a b’s complement  of the 

integer 1
1 0

r
rg b g
   . Hence, while designing a residue computing 

circuit with the modulus ( )g b , the first step would be computing its b s  

complement: 1
1 0( ) =r r

rb g b g b g
   . This procedure can be 

performed for any arbitrary modulus, i.e., it is generic. Then, taking into 
account that 1

1 0| | =r r
g rb

b g b g
   , we write:  

 p+(b) = |b(uk–1br–1 + ... +uk–r) + uk–r–1|g(b) =  

 =|coutbr + uk–1br + uk–2br–1 + ... + uk–r–1|g(b) = 

 = |coutgr–1 + ... + uk–1gr–1 + uk–2)br–1 + … + 

 + coutg0 + ... + uk–1g0 + uk–r–1)br–1|g(b) 
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The implementation of this expression is shown in Fig. 4.18. This is not 
a low cost circuit anymore. Note the similarity with the circuit of  
Fig. 4.4. The chosen (generic) form of modulus increases the number of 
feedbacks and complicates the structure of the analyzer (bringing it 
closer to the complexity of the one in Fig. 4.11). As well, the feedbacks 
that propagate carries may increase the operational delay. The optimal 
choice between this structure and the one of Fig. 4.11 depends on the 
values of g , r  and m . The circuit of Fig. 4.11 may be made more 
economical in terms of hardware, however the circuit of Fig. 4.18 is 
uniform and can easily be constructed directly by observing the modulus 
structure (like it is done with algebraic polynomial division circuits). 

 

Fig. 4.18. Generic residue computing circuit. 

Example 19 (1-stage 3-input low cost mod7  SA). Here = 1r  and 
3 1( ) = 2 1 = 7g b   . The circuit implementing this analyzer is shown in 

Fig. 4.19. It constitutes an arithmetic counterpart of the algebraic 

signature analyzer in Fig. 4.8a with 0  multiplier. 

 

Fig. 4.19. Low cost mod7  arithmetic 1-stage 3-input signature analyzer. 
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Example 20 (1-stage 3-input low cost mod5  SA). Here 
3 1

0= 1, = 2 = 2 3 = 5m rr g g   , and  

 p+ = |23u1 + u0|5 = |(2 + 1)u1 + u0|5 = |cout23 + ( (1)
2u  + (1)

1u )22 +  

 +( (1)
2u  + (1)

1u  + (1)
0u )2 + ( (1)

2u  + (1)
0u ) + (0)

2u 22 + (0)
1u 2 + (0)

0u |5 =  

 = (1)
2u  + (1)

1u  + (0)
2u )22 + ( (1)

2u  + (1)
1u  + (1)

0u  + (0)
1u  + cout)2 + 

 + ( (1)
2u  + (1)

0u  + (0)
0u  + cout)|5 

One implementation of this expression is shown in Fig. 4.20a. This 
circuit is redrawn in Fig. 4.20b in the way that is more consistent with 
the scheme of Fig. 4.17. The upper 3  multiplier can also be 
implemented as 3mod 5  multiplier. Both multipliers can be designed 
as arithmetic or logical circuits. In the latter case, the expressions for the 
upper 3mod5  multiplier are:  

 o2 = (1)
2u (1)

1u (1)
0u , 

 o1 = (1)
2u (1)

1u (1)
0u  + (1)

2u (1)
0u , 

 o0 = (1)
2u (1)

1u (1)
0u  + (1)

1u (1)
0u  + (1)

2u (1)
1u  

This greatly improves the hardware complexity (see Fig. 4.21). And the 
red feedback (actually, feed-forward) signal becomes a single-line 
signal. Essentially, the circuit performs the following operation:  

 p+ = |8cout + 8u1 + u0|5 = |3cout + |3u1|5 + u0|5 

The use of the feed-forward signal decreases complexity of the circuit 
and improves its stability. 

The circuits of Figs. 4.20, 4.21 constitute alternative implementations of 
the mod5  computing circuit presented in Fig. 4.14. These circuits are 
more structured and thus easier to design and program with the use of a 
hardware description language. However, their operational cycle is 
longer (due to carry propagation delays) and they may require  
more gates. 
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(a)  

 
 (b) 

Fig. 4.20. Low cost mod5  arithmetic 1-stage 3-input signature analyzer  

in (a) original, and (b) alternative forms. 

Fig. 4.22 demonstrates simulation results for all of the alternative 
choices. Here, 0_u pres  signifies the present input, 

(0) (0) 2 (0) (0)
2 1 0= ( 2 2 )u u u u  ; 1_u pres  signifies the present state of the 

register, (1) (1) 2 (1) (1)
2 1 0= ( 2 2 )u u u u  ; and 1_u next  signifies its next state. 

The circuit performs the following operation: 

51_ =| 1_ 8 0_ |u next u pres u pres  . 
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Fig. 4.21. Combinational implementation of the upper 3mod 5  multiplier  

in Fig. 4.20b. 

 

Fig. 4.22. Simulation of the combinational part of the mod5  residue generator 

performing the operation 51_ =| 1_ 8 0_ |u next u pres u pres  . 

Example 21 (2-stage 3-input low cost mod63  SA). Here = 2r  and 
3 2( ) = 2 1 = 63g b   . The circuit is presented in Fig. 4.23. The feedback 

colored in red insures the correctness of mod63  operation. As 8’s 

complement of 63  is 28 63 =1 , the upper feedback (shown in black 
color) consists of only straight lines! 

Example 22 (2-stage 3-input low cost mod59  SA). Here = 2r  and 
3 2( ) = 2 5 = 59g b   . The modular operation performed by the circuit can 

be written as:  

 p+ = |8(8u2 + u1) + u0|59 = |5u2 + u0 + 8u1|59 

We can implement this operation in the few steps shown below in 
different colours. These operations are performed in the sequence: blue, 
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green, magenta. The sum is split into two parts, 2
2 1 0= 2 2h h h h   and 

2
2 1 0= 2 2s s s s  , which represent the next state of the circuit (actually, 

2u   and 1u  , or, more precisely, 2 1= 8p u u   ). 

 

Fig. 4.23. Low cost mod63  arithmetic 2-stage 3-input signature analyzer. 

The circuit (with the feed-forward carry out signal) is presented in  
Fig. 4.24a. The feedback colored in red insures the correctness of 
mod59  operation. When implementing the 0 = 5g  multiplier, we took 
into account that  

 u25 = ( (2)
2u 22 + (2)

1u 2 + (2)
0u )5 = (2)

2u 24 + (2)
1u 23 +  

 + ( (2)
0u  + (2)

2u )22 + (2)
1u 2 + (2)

0u , '
3c  26 = '

3c  5 mod 59, 

where '
3c   is the carry-out signal produced by the most significant digit 

of the mod59  adder. 
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(a)                                                               

 
 (b) 

Fig. 4.24. Low cost mod59  arithmetic 2-stage 3-input SA with the carry out 

signal (a) fed forward, and (b) fed back. 

Feeding the carry out signal forward eliminates the race condition, but it 
results into two extra adders. If the carry out signal is fed back, the circuit 
becomes more compact (see Fig. 4.24b). However, the simulation 
software (such as, Altera Quartus II) refuses to simulate the 
combinational part of this circuit. To resolve the problem, a flip-flop was 
inserted in the feedback. The simulation results completely matched 
those for Fig. 4.24a. They are partially presented in Fig. 4.25.  
The combinational circuit computes the next state of the  
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two-digit octal register by performing the following operation: 
(2) (1) (0)

59| ( 8 ) 8 ) |u u u    . The simulation demonstrated the perfect 

match between the true (desired) values of the mod59 residues and the 
actual values produced by the circuit. For example, 

59| (7 8 4) 8 3 = 1 8 3 |      . 

The entire circuit presented in Fig. 4.24b (including the registers, 2u   

and 1u ) was simulated with the inclusion of a flip-flop into the feedback. 
The simulation results are presented in Fig. 4.26. The flip-flop is 
triggered by the falling edge of the clock; and the input data are updated 
at the rising edge. As it can be seen from the diagram, after shifting in 
the sequence of octal numbers, 5321407601234567 , the result of the 
modulo division is 2 1= = 4u u  , i.e. 104 8 4 = 36  . Indeed, 

8 10 105321407601234567 mod59 = 36 . 

 

Fig. 4.25. Simulation results for the combinational part of the circuit  
of Fig. 4.24b performing the operation (2) (1) (0)

59| ( 8 ) 8 ) |u u u    . 

 

Fig. 4.26. Simulation results for the entire circuit of Fig. 4.24b with a flip-flop 
in the feedback. 
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Example 23 (arithmetic 3-stage 1-input SA – Example 14 revised). We 
will now re-design the mod 5  residue generating circuit (introduced in 
Example 14) using the approach of Fig. 4.18. Again, = 3r  and ( ) = 5.g b  

And the operation performed is:  

 p+ = |2(4u3 + 2u2 + u1) + u0|5 = |3u3 + 4u2 + 2u1+u0|5 

This operation is implemented by the circuit shown in Fig. 4.27 (note the 
similarity with the circuit of Fig. 4.5). The simulation results for the 
circuit of Fig. 4.27 are presented in Fig. 4.28. The following binary 
sequence is shifted in to the circuit: 2 101001011101000101 = 38725 . 
Each shift is equivalent to the multiplication of the entire register content 
by 2 mod 5 . The final result of this modulo operation is 

3 2 1 2 10= 101 = 5u u u   . Indeed, 10 1038725 mod5 = 0 . 

 

Fig. 4.27. Arithmetic length-3 binary SA revised; = 5g . 

 

Fig. 4.28. Simulation results for the circuit of Fig. 4.27: the sequence 
1001011101000101 is shifted in (with each shift equivalent to multiplication 

of the entire register content by 2 mod 5 ) resulting in 50 || . 

The hardware complexity of the circuit in Fig. 4.27 slightly exceeds the 
complexity of the circuit of Fig. 4.12. However, the circuit of Fig. 4.27 
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is more structured and easier to describe in a hardware description 
language. 

Simulation results for the circuits of Figs. 4.27 and 4.12 complitely 
match each other (this can be verified by observing the register content 
in Fig. 4.28 after shifting in only 4 bits of the sequence, i.e. 1001 ; the 
residue left in the register is, indeed, 4 = 9 mod 5 ). 

4.4.1.3. Further Improvement of Aliasing Rate 

According to Corollary 2, the aliasing rate for a 1 -stage low cost residue 
computing circuit with = (2 ) 1 = 1m r rg b   equals to 1( 1)rb  . To 
further improve the aliasing rate, we could increase the modulus from 

1rb   to rb . However, as it was observed earlier, this type of modulus 
is not preferable due to low error detecting capabilities (the 
corresponding signature analyzer does not have feedbacks). In order to 
preserve error detecting capabilities while extending the modulus size, 
we can increase the base of the system by 1 . That is, we use the following 
number system:  

 u = uk–1(b + 1)k–1 + uk–2(b + 1)k–2 + ... + u0, 

 g = (b + 1)r – 1, 

 p = uk–1(b + 1)r–1 + uk–2(b + 1)r–2 + ... + uk–r, 

where the polynomial coefficients range from 0  to b . And 
1

1 2 1 1( 1) 1
=| ( 1) | =| ( 1) ( ) |r

k r r k k k r gb
p b p u u b u u 

      
      . 

The circuit implementing this expression is shown in Fig. 4.29. It does 
not have a carry-out feedback. 

 

Fig. 4.29. Low cost mod[( 1) 1]rb    SA. 
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If = 1r , the circuit transfers to the device known as a modulo adder (or 
checksum generator, or accumulator, or integrator). 

Example 24 (3-input checksum generator). Let = 1r  and 
3 1= ( 1) 1 = (2 1) 1 = 8rg b     . A 3-bit checksum generator is shown 

in Fig. 4.30. Each shift is equivalent to multiplication of its content by 
9mod8 . 

Proposition 4. All properties of a checksum generator are inherited from 
the properties of the corresponding residue code. 

Proof: The proof directly follows from the above discussion. 

 

Fig. 4.30. 3 -bit mod8 checksum generator: 1 0( 9 ) mod8u u  . 

We can choose a more general form of the base, such as  
* *
0 0= 2mb g g  , where *

00 < 2mg . Then, the modulus g  equals: 
*
0 0= ( )rg b g g  . And, the partial residue is: 

* * 1
0 1 * 2 0( )0 0

=| ( ) | =| ( )r
k r r kb g g

p b g p u u b g 
   

    

1 0 1( ) |k k r gu g u    . 

The implementation of this analyzer is the same as represented in  
Fig. 4.17 with the only difference that each shift of the register is 
equivalent to multiplication by *

02m g . 

Based on the above expression, we can introduce a few more novel 
circuits. 
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Case 1. If *
0 0=g g  and = 1r , then 1 0 1 2

=| |k k r mp u g u
   . This will lead 

to the circuit of Fig. 4.17, but without the red carry-out feedback. And if 

0 = 1g  the upper 0g -multiplier will turn into a straight line. The circuit 

also has the lowest aliasing rate, since the modulus 2m  ensures the largest 
possible range for m -bit residues. 

Case 2. If *
0 0= = 1g g  and 1r  , then 

1
2 1 1 ( 1) 1

=| ( 1) ( ) |r
k k k r rb

p u b u u 
     

    . The equality 

( 1) 1
| ( 1) | =1r

rb
b

 
  will then lead to the circuit of Fig. 4.16. 

Case 3. The coefficients 0g  and *
0g  are negative. That is, the base is 

*
0b g  and the modulus is *

0 0= ( )rg b g g  . 

Respectively 

p+ = |( *
0b g )p + uk–r–1| 0

*( )0
rb g g   = |uk–2( *

0b g )r–1 + ... +(-uk–1g0+uk–r–1)|g 

We only consider the case *
0 0= = 1g g , since it ensures the lowest 

hardware complexity and aliasing rate. Then, 
1

2 1 1 ( 1) 1
=| ( 1) ( ) |r

k k k r rb
p u b u u 

     
     . Taking into account 

that 
( 1) 1

| ( 1) | = 1r
rb

b
 

  , the above equation leads to the implementation 

shown in Fig. 4.31. Because CMOS logic gates are realized with inverted 
outputs, the proposed circuit may save some hardware. 

If = 1r , then the base equals 2m . The red carry-out feedback in Fig. 4.31 
disappears and the carry-in signal to the right most digit becomes a 
constant “1”. 

 

Fig. 4.31. Low cost mod[( 1) 1]rb    SA. 
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Another useful property of this circuit can be derived from the following 
observation. For simplicity, we assume that the information sequence 
contains = 3k r  digits. Then, introducing notation = 1B b   and taking 
into account (4.31),  

 |u(B)|g(B) = |u3r–1B3r–1 + ... + u0| 1rB   = |u3r–1Br–1 + ...+ u2r –  

 – u2r–1Br–1 – ... – ur + ur–1Br–1 + ... + u0| 1rB   = 

 = |(u3r–1 – u2r–1 + ur–1)Br–1 + ... + (u2r – ur + u0)| 1rB   

This equation shows that the analyzer adds the distant r  symbols with 
alternating signs. One possible use of this property is that if the sequence 
of digits is disturbed by an additive noise, the overall effect of the noise 
to the signature will be neutralized (provided that the number of r -digit 
sets in the incoming sequence is even). 

Example 25 (low cost 1-stage mod7  SA). Let = 1r  and 
1

0= = 6 1 = 7rg b g  . The circuit that implements this analyzer is 
presented in Fig. 4.32a. Each shift of this circuit/register is equivalent to 
multiplication of its content by 6mod7 . Or, more precisely, 

1 0 7 1 0 7| 6 | =| |u u u u    . 

       
(a)                                                       (b) 

Fig. 4.32. Low cost 1-stage SAs with (a) mod7  and (b) mod8. 

If we feed this analyzer, for example, by the sequence 101,110,011, the 
signature will be 010 . The binary integers 101,110,011 correspond, 
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respectively, to the decimal integers 2, 1,3  . Thus, the resulting 
signature (in decimal form) will be: ( 2) ( 1) 3 = 2     (or 010   
in binary). 

If the sequence was 101,110,011,000 , the result would be 101. Indeed, 
( 2) ( 1) 3 0 = 2       , and 2 = 5mod7 . And if this sequence is 

disturbed by additive noise, e.g., +1, the signature will be the same: 
( 2 1) ( 1 1) (3 1) (0 1) = 2           . 

Example 26 (low cost 1-stage mod8  SA). Let = 1r  and 
3 1= ( 1) 1 = (2 1) 1 = 8rg b     . This analyzer is shown in Fig. 4.32b. 

Each shift of the analyzer is equivalent to the following operation: 

1 0 8 1 0 8| 7 | =| |u u u u    . 

If we feed this analyzer by the sequence used in the previous example, 
101,110,011,000 , the signature will be 110 . Indeed, 

( 3) ( 2) 3 0 = 2 = 6(mod8)       . 

Example 27 (pseudo-random number generator). If   is a primitive 
element of a finite field ( )GF q , then each field element can be written 

as i  for some integer i . That is, consecutive powers of a primitive 
element will generate all the non-zero elements of a field. Integer 2  is 
a primitive element in (7)GF . Note that ( 2) = ( 5) mod 7i i  . We will 
now build a circuit, where each shift is equivalent by multiplication of 
its content by ( 2)mod7 . The circuit is able to generate all the non-zero 

(7)GF  field elements by rising the content into consecutive powers. We 
can start from a primitive element itself, or from any other field element. 
The circuit is presented in Fig. 4.33. 

The logic expressions for the signals 2 1 0, ,c c c  are:  

 c2 = 0u (u1 + u2), c1 = u0 + u1 + u2, c0 = 2u (u0 + u1) 

Simulation results for the circuit of Fig. 4.33 are presented in Fig. 4.34. 
Here (2) (1) (0)q q q  is the (octal) signal at the outputs 2 1 0u u u . 

Apparently, this circuit is a pseudo-random (octal) number generator. 
We can also call it a [( 2) mod 7]i -multiplier. 
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Fig. 4.33. ( 2) = 5 mod 7i i  – multiplier used as a pseudo-random number 

generator; any non-zero 3-bit number placed into this register will go through 
all 6 possible combinations when the register is clocked. 

 

Fig. 4.34. Simulation of 5 mod 7  residue generator shown in Fig. 4.33  

with the seed value of 001; for example, 7110 5 = 010 ||  . 

Note that the field (7)GF  contains = 7q  elements, where q  is a prime 
number and not a power of 2 . So that algebraic polynomials can not be 
utilized here, it is a prime field. 

Generally, we can select any modulo computing circuit, place a primitive 
element into it and start shifting it. The circuit will then generate pseudo-
random numbers. For example, if we select the circuit of Fig. 4.27, it will 
produce the following sequence of numbers: 3,1,2,4,3,1,2,4,... .  
This is shown in Fig. 4.35. Here the primitive element is the same, 

2 = 3mod5 . The first two clocks are used to shift in two 1 s  resulting 
in 3(= 2) . Then the register input turns into 0  and the content is shifted 

left: 5| 3 2 = 6 = 1| , 5| 6 2 = 7 = 2 | , 5| 2 2 = 4 | , 5| 4 2 = 3 | , 

5| 3 2 = 6 = 1| . 
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Fig. 4.35. Simulation of a pseudo-random number generator: each shift is 
equivalent to multiplication by 3mod 5 . 

4.4.2. Mixed-signal Arithmetic Channel 

Among all mixed-signal devices (carrying both continuous and discrete 
signals), we consider only those having discrete outputs (such as  
analog-to-digital converters, measurement instruments, etc.). These 
devices can potentially be tested by any of the analyzers introduced in 
Sections 4.3.1 and 4.4.1. 

In contrast to digital circuits, the output responses of mixed-signal 
circuits fed by input test stimuli are distorted even for the fault free 
devices. This, in turn, distorts the fault free circuit’s signature into a 
range of reference signatures. We determine the operational status of the 
CUT by verifying whether or not the actual signature drops into  
this range. 

If we employ algebraic signature analyzers of Section 4.3.1, the range of 
reference signatures will contain gaps. This increases complexity of the 
verifying device (further referred to as a comparator) which must now 
contain a memory to store all the reference signatures. If the range of 
reference signatures was contiguous, we could use a window comparator 
(that only requires two signatures, lower and upper ones) to verify that 
the actual signature drops into the range. One solution to make the range 
contiguous is to rearrange the set of reference signatures [28]. Another 
solution is the use of any arithmetic signature analyzers examined in 
Section 4.4.1. Under certain conditions, these analyzers produce a 
contiguous signature range. In this section, we will focus on this 
particular case. Two questions of interest arise thereupon: what is the 
aliasing rate and what is the reference signature range ? 
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4.4.2.1. Aliasing Rate 

Proposition 5. The aliasing rate of the modulo g signature analyzer  
(Fig. 4.11 or Fig. 4.18) used for compaction of output signals of a  
mixed-signal circuit, is upper bounded by 1g  :  

 Pnd 1g  , 

provided that the sequence of k  2m -ary symbols to be compacted into 
an r -symbol signature is long and all error patterns in the sequence are 
equally likely. 

Proof: The polynomial to be compacted and the compaction  
modulus are: 1 2

1 2 0= (2 ) (2 )m k m k
k ku u u u 
     and 

1 2
1 2 0= (2 ) (2 )m r m r

r rg g g g 
    , where < 2m

jg , = 0, , 1j r  . 

For a fault-free mixed-signal circuit, the actual value of the digit, a
iu , 

= 0, , 1i k  , must fall into the predefined interval,  
ˆa

i i iu u u    


, where iu  is the nominal value of the digit, and 


, 

̂  are, respectively, the lower and upper tolerance bounds: ˆ0  


. 

Then, the total number of errors in the sequence of k  2m -ary digits 

(output responses) is ˆ2 (| | 1)mk k   


. The number of errors which 

are not detected by the code that uses modulus g  is 
ˆ2 / (| | 1)mk kg      


. Therefore, the aliasing rate,  

 Pnd
ˆ1 / [2 / (| | 1)] 1

ˆ[2 / (| | 1)] 1

m k

m k

g  
 

   


  


  

Taking into account that | |


, ̂  are small compared to 2m , k  is large 

and g  is relatively small, we obtain 1
ndP g  . 

It follows from this proposition that aliasing rate decreases with the 
grows of the modulus g . 
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4.4.2.2. Reference Signature Range 

Proposition 6. Let , = 0, , 1iu i k   be a nominal 2m -ary digit and let 
*
iu  be the interval digit defined as * =i iu u  , where   is the interval 

(called a deviation) defined by the left and right endpoints 


 and 
ˆ ˆ, = [ , ]   


. 

Then, the range of the reference signatures is the interval   with the left 

and right endpoints ˆ ˆ, , = [ , ]     
, where:  

 
(2 ) 1

2 1

m k

m

g

u  
 




, 

(2 ) 1ˆˆ
2 1

m k

m

g

u  
 


 

Proof: The reference signature is computed as follows:  

 
1

1 1 0=| ( )(2 ) ( )2 ( ) |m k m
k gu u u   
       

 

1 2 (2 ) 1
| (2 ) (2 ) 2 | =

2 1

m k
m k m k m

g m

g

u u      
      




. 

Hence, the reference signatures interval, ˆ= [ , ]   , and 

(2 ) 1
=

2 1

m k

m

g

u  




 , and (2 ) 1ˆˆ =
2 1

m k

m

g

u  



. 

The endpoints of the reference signature interval are shown in Fig. 4.36a. 
The ring appears because of modular operations. If the actual signature 

au  falls into the red region, the circuit is faulty. Otherwise, it is 
considered to be fault-free (with the aliasing defined in Proposition 5). 

     
        (a)                                                                                 (b) 

Fig. 4.36. Reference signature ring for (a) general case, (b) Example 28. 
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Example 28 (signature range for mod59  SA). Let us choose the 

signature analyzer of Fig. 4.24b with = 59g . We will shift in = 3k  octal 

digits, and assume that the nominal signature for these digits is = 0u . 

Set ˆ| |= = 1 


, then, based on Proposition 6:  

 
3 3

3

59

(2 ) 1
0 45

2 1
 
  




, 
3 3

3

59

(2 ) 1
ˆ 0 14

2 1
 
  


 

The end points of the reference signatures interval are shown in  
Fig. 4.36b. The sets of reference signatures occupy the following 
symmetrical (with respect to 0 ) intervals on the ring: 1 9,12 14   and 
45 47,50 58  . 

Corollary 3. For a low cost analyzer with = 2 1mrg  , the end points of 

the interval of reference signatures are:  

 
(2 ) 1

2 1

m r

m

g

k
u

r
  
 




, 

(2 ) 1ˆˆ
2 1

m r

m

g

k
u

r
  
 


 

Proof: The signature is computed as:  

 |u|g = |uk–1(2m)k–1 + ... + u0|g = |(2m)k–r[uk–1(2m)r–1 + ... + uk–r] + 

 +... + (2m)0[ur–1(2m)r–1 + ... + u0]|g 

For simplicity, we assume that k  is multiple of r : =k r , where   is 
an integer. Then, signature | |gu  is:  

 (2m)r(  –1)[uk–1(2m)r–1 +... + uk–r] +... + (2m)0[ur–1(2m)r–1 +... + 

 + u0]| 2 1mr   = |(uk–1 + uk–r–1 + ... + u2r–1 + ur–1)(2m)r–1 +... + 

 + (uk–r + uk–2r +... + ur + u0)| 2 1mr   

Introducing notations: 

 ( 1) 2=i r i r i r i iU u u u u       , 

for = 0, , 1i r  , we obtain: 
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 1
1 1 0 2 1

| | =| (2 ) 2 |m r m
g r mru U U U

 
    (4.40) 

The modular operation here only handles the effect of the carry  
out signal. 

By the same reasoning, introducing =  , we obtain: 

 

1 1

2 1

2 1
2 1

| | =| (2 ) 2 | =| [(2 )

(2 ) 1
2 1] | =

2 1

m r m m r
g mr

m r
m

mr m
mr

k

r

 



 






       


 



 

 

Taking into account this equation and equation (4.40),  

 
2 1

2 1

(2 ) 1
| |

2 1
mr

mr

m r

m

k
u u

r
  





   


, (4.41) 

where u  is computed using equation (4.40). Then, the proof directly 
follows from equation (36). 

Example 29 (signature range for mod 63 SA). Let us choose the 
signature analyzer of Fig. 4.23 with = 63g , and = 2r . We shift in = 4k  
octal digits, and assume again that the nominal signature for these digits 

is = 0u . Set ˆ| |= = 1 


, then, based on Corollary 3, we obtain the 

following estimates: = 45  and ˆ = 18 . So, the sets of reference 

signatures occupy the following intervals: 1 2,6 10,14 18    and 
45 49,53 57,61 62   . 

As we have seen, the range ˆ[ , ]   is not always contiguous, which 
complicates the testing device (bringing the complexity closer to the 
algebraic analyzer case). The contiguousness is certainly achieved for 
the modulus = 2 1mrg  , with = 1r  (i.e., one-stage analyzers). For 

example, if = 3m , ˆ= 2,| |= = 1k  


, then ˆ= 5, = 2 
, and the 

reference signatures interval is 5,6,0,1,2 . However, the analyzer with 
these parameters (as the one of Fig. 4.19) does not detect error patterns 
of the form ,t t  , where < 2mt . The same is true for the algebraic 
analyzer with the generator polynomial over (2 )mGF  of the form 

( ) = 1, = 1rg x x r  (like the one in Fig. 4.8a). This follows from the fact 
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that 
2 1

| 2 | =1m
m

 and 1| | =1xx  . For example, if the first and second digits 

of the following octal polynomial are, respectively, corrupted by +2 and 
-2, the code with the generator = 7g  (Fig. 4.19) will not detect the 

errors, while the one with = 5g  and almost the same hardware 

complexity (Fig. 4.27) will do: 2
7| 5 8 3 8 4 | = 5    , and 

2
5| 5 8 3 8 4 | =    3 . While, in case of errors: 

2
7| 5 8 (3 2) 8 (4 2) | = 5      , and 2

5| 5 8 (3 2) 8 (4 2) | =      2 . 

4.4.2.3. Bound on Number of Responses to be Compacted 

The validity of a pass/fail decision by an arithmetic signature analyzer, 
depends on the number of digits to be compacted. It is important to 
estimate the maximum number of digits that can be shifted into the 
analyzer, while a reliable pass-fail decision can yet be made. 

Proposition 7. The maximum number of digits, k , that can be shifted 

into a modg  signature analyzer used for testing of the ˆ[ , ] 


  
mixed-signal channel, is defined as: 

 ˆ| | 1= logk g   
 

Proof: Each “fault-free” digit shifted into the analyzer produces one of 

the ˆ| | 1  


 possible reference signatures (1  in this expression 

corresponds to the “nominal” signature). If k  digits are shifted in, the 

number of possible reference signatures is ˆ(| | 1)k  


. This number 

must not exceed the modulus: ˆ(| | 1)k g   


. Or, ˆ| | 1= logk g     

It follows from this Proposition that the number k  of digits that could be 
reliably compacted increases with the growth of the modulus and 
contraction of the tolerance bounds. In this regard, when testing an 
analog-to-digital converter, it is suggested to apply the test stimuli that 
coincide with the transition points between the code levels of the 
converter’s transfer function. The tolerance bounds will then shrink from 

ˆ[ , ] 


 to ˆ[0, ] . 

Example 30 (estimate of maximum number of octal digits that can be 
compacted by a mod 59 SA). Let us consider the mixed-signal channel 
with the parameters of Example 4.28. 
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Using Proposition 7, we derive: 3= 59 = 3logk   , meaning that we can 

safely shift 3  digits into the analyzer. The number of possible reference 

signatures after this shift becomes 33 = 27 , which is less than 59 . So 
that, the “fault-free” and “faulty” signature sets can still be distinguished. 

If we selected 4  digits, the number of reference signatures would 

increase to 43 =81, which overlaps the modulus 59 . Therefore, no true 
pass/fail decision is possible. 

Note that Proposition 7 defines the bound on the maximum number of 
digits that can be safely shifted into the analyzer. The actual number of 
allowable digits may be higher (depending on the concrete values of 

, , ,m r g k ). For example, if ˆ= 3, = 7,| |= = 1m g  


, then it follows from 

the Proposition that 3= 7 = 1logk   . However, as we have seen, if the 

number of digits is 2 , then the set of reference signatures is 5,6,0,1,2  
and they are still distinguishable from the faulty circuit signatures. This 
happens because some of the reference signatures overlap with others, 
thus, narrowing the reference signature range and allowing the number 
of digits, k , to be increased. 

It follows from this discussion that unlike to algebraic SA, arithmetic 
SAs are quickly "saturated" and can not be used for compaction of long 
sequences of symbols. One solution to this problem is to perform a 
modulo division in analog form (before analog-to-digital conversion), 
after which the analogue residue is converted to a digital form. This 
increases accuracy of the result, since the digital errors are not 
accumulated; the result of division is only affected by lower analog 
fluctuations [29]. 

4.5. Conclusion 

A polynomial division circuit is an important part of any technical 
system that exercises principles of the theory of error-control coding. 
These circuits are used in high reliability communication, computing, 
test, cryptography and other systems. All the variety of the polynomial 
division circuits (also referred to as signature analyzers) is split into two 
classes, algebraic and arithmetic circuits. The design procedures for them 
are distinct and considered separately. In our work, we investigated these 
two classes of circuits from a common perspective and presented the 
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theory and design techniques for them. The similarity between the two 
circuit classes was revealed. One of the benefits of this similarity is that 
arithmetic signature analyzers can be designed directly by observing the 
modulus polynomial, much in the same way as for algebraic analyzers. 
We showed how to utilize the polynomial division circuits for testing 
digital and mixed-signal devices. The approach is applicable to an 
arbitrary algebraic/arithmetic system with any number base. We also 
demonstrated how to eliminate the race condition in the arithmetic 
circuits, which may occur because of the asynchronous feedback 
introduced by the carry propagation circuitry. Several numeric 
characteristics/bounds for polynomial division circuits were introduced 
and estimated (including the aliasing rate for mixed-signal systems). 

Although the main objective of this work was application of polynomial 
division circuits for testing, the proposed circuits can also be used in 
communication channels as a part of coders/decoders. As well, they can 
be utilized in arithmetic devices protected by arithmetic error-control 
codes (including computing systems, analog-to-digital converters and 
digital filters implemented in a residue number system). 

While the design procedures for algebraic and arithmetic signature 
analyzers look similar, they are yet distinct. The future work carried out 
in this area could result in the development of a unified design procedure 
applicable to both types of circuits. 

The other anticipated implications include the following: 

 Since the operation of arithmetic polynomial division circuits is 
similar to the operation of digital filters, the development of a unified 
digital systems processing algorithm for designing both of these 
devices could be considered. The filter based approach has been used 
for designing algebraic encoders/decoders. The counterpart for 
arithmetic devices is yet to be developed. 

 As it follows from the work, it is more difficult to design an arithmetic 
polynomial division circuit rather than an algebraic one. It is 
anticipated, that simpler and lower-cost arithmetic circuits with a 
good aliasing rate will be developed in the future. It is also anticipated 
that the aliasing rate bounds will be "narrowed", making the rate 
estimates more accurate. 
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 When arithmetic polynomial division circuits are utilized for  
mixed-signal systems testing, the aliasing rate rapidly increases with 
the growth of the number of patterns to be compressed (due to the 
unavoidable quantization error). It may become more economical to 
"shift" the execution of modular operations from a digital to an 
analogue circuit. This will lead to the development of analog filters 
working in a residue number system. These filters could possess 
improved characteristics (like speed, accuracy, etc.). 

 We demonstrated how to use error-control codes for testing and 
proposed the appropriate model. In our work, we only considered 
error-detection block codes. However, other codes could also be 
investigated (e.g., non-block convolutional codes, or block  
error-locating codes that would locate faulty units/scan chains in a 
device under test). 

 It is expected that this work will narrow down the gap between the 
abstract math and practical engineering. 

The outcomes of the work are anticipated to have an impact on the 
researchers and engineers working in the fields of reliable digital 
computing (including re-configurable computing), noise-immune data 
communication, built-in self-test, cryptography, and test &  
measurement area. 
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Chapter 5 

Knowledge-based Tools for Monitoring 
and Management, and Design  
of the Engineered Infrastructure 
Construction Systems 

Rafaat Hussein1 

5.1. Overall Background 

The uncontrolled changes in the conditions of the built infrastructure 
construction systems and facilities are playing key roles in increasing the 
susceptibility to catastrophic damages. In this chapter, catastrophes and 
disasters; construction systems and facilities (such as agriculture and 
chemical) are interchangeable. In addition, monitoring and management 
imply health conditions such as load bearing; materials imply bio-based, 
bio-degradable, and synthetic. In this chapter, a process of implementing 
a condition diagnostication and performance or functioning monitoring 
and management strategy is referred to as health monitoring (HMMS). 

In fact, catastrophic damages result from the adverse impact of hazards 
on the vulnerable infrastructure construct in systems and facilities. In 
other words, catastrophes could be prevented or limited by actions 
designed to reduce vulnerability. It was this recognition that prompted 
this chapter' conceptual shift from the traditional emphasis on response 
or resistance to monitoring and prediction. This is an open end work  
in progress. 

This chapter provides those who have primary involvement with 
infrastructure construction HMMS with KB-based digital tools to 
facilitate the engineering of complex projects. It also suggests an 

                                                      
Rafaat Hussein 
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approach as well as new illustrative interrelated scenarios for every day 
operational challenges. 

The field of load bearing HMMS is very pervasive encompassing a 
myriad of damage problems. In this chapter, structural and load bearing 
are interchangeable. This chapter presents an architecture blueprint for a 
robust damage identification and performance monitoring and 
management of the built infrastructure construction systems and 
facilities including bio-based and bio-degradable applications, and 
agriculture facilities. The chapter demonstrates the usefulness of a 
rational monitoring strategy using a modular approach. 

Taken as a whole, the characteristics of HMM methodologies place 
serious limitations on their customary applications. Indeed, there are no 
globally accepted paradigms of reliable strategies in this field that are 
robust enough to be popularly embrassed by practitioners. This chapter 
is an attempt to sow a broad acceptance of the HMM technologies such 
as load bearing components, bio-based and bio-degradable materials, 
and agriculture and chemical facilities. The ultimate benefit of this 
attempt is an optimization of both the performance as well as cost. 

Even a casual user observer could see that the state of knowledge has 
confirmed that the HMM technologies can provide safe and economical 
solutions in coping with the modern challenges. This chapter introduces 
a unified technical approach for that purpose, and is thus divided into 
two parts. The first part is concerned with the technical unprecedented 
emerging challenges. The second part of the chapter is composed of a 
proposed approach for a modular monitoring and management strategy. 

Finally, it is important to recognize that although much progress has been 
made in the use of HMM technologies, many technical and economic 
aspects need further developments. It is anticipated that the technological 
approach presented herein will serve as a platform from which pertinent 
advances may be launched. 

5.2. Status of the Infrastructure Construction Systems 
and Facilities 

5.2.1. Introduction 

From a modern point of view, a casual observer could conclude that 
during the past decade there has been a notable increase in the number 
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of infrastructure and industrial facilities disasters which have inflicted 
untold societal hardship and suffering in many countries. Those disasters 
were not confined to particular regions, nor did they discriminate 
between developing and developed countries. Recent natural events have 
reminded us of the urgent needs to take substantive measures towards 
safer systems and facilities against such disasters. This document 
represents a modest attempt in this direction. 

From infrastructure point of view, anyone must recognize that the 
networks comprise the physical components that provide a continual 
flow of daily services essential to the society operations. The critical 
networks’ components could disrupt the direct functioning of key 
business, government, and facilities, as well as have cascading effects 
throughout any affected societies. Advanced technologies such as KB 
could ease bearing the burdens. 

From economic point of view, there are incalculable global economic 
problems that need to be solved, and report after report reinforces this 
prevailing situation. Governments everywhere are focusing on 
maintenance and repairs that are needed to keep the built infrastructure 
construction systems and facilities operating over long time. However, 
two basic challenges persist throughout the globe in this regard. One is 
that we must find new ways to design and build infrastructure 
construction systems and facilities so that their life spans are much 
longer, and so that the annual maintenance required is much less than at 
present. The other issue is that taxpayers can no longer afford to replace 
crumbling systems and facilities with new ones using old methods, 
entailing exorbitant costs. Looking towards the future, some projections 
indicate that without aggressive disaster related strategies by 2065, the 
economic cost will account for a significant proportion of the Gross 
Domestic Product. 

From technologies point of view, a key problem in HMM frameworks is 
that installation time of their hardware could consume a large portion of 
the total testing time. Another problem is that the labor cost of the 
installation could consume a large portion of the total budget. Thus, it is 
costly to adequately instrument and test the systems in service. 

The abovementioned facets are a constant reminder to constantly revisit 
the challenges for further developments such as but not limited to the 
following: 
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• Increasing the life span; 

• Reducing the expenses of in-situ maintenance and repair routines; 

• Converting schedule based into condition based maintenance; 

• Increasing the safety and operational performance. 

5.2.2. Literature Review 

Infrastructures are globally the backbone of the national economy and 
vital to every nation’s prosperity. Report after report reinforces the 
prevailing critical disrepair state of the built infrastructure construction 
systems and facilities that must be replaced, and governments around the 
world are grappling with the costly problems of the inevitable aging and 
degrading infrastructure [1-3]. If ignored, those conditions could lead to 
catastrophic failures with probable fatalities. Also, the deteriorating 
infrastructure affect businesses and households in various ways leading 
to reductions in efficiencies and increasing costs. In its 2017 report card, 
the American Society of Civil Engineers concluded that the overall grade 
average for the national infrastructure is D+. This situation brings serious 
economic conseques by 2025 including $3.0 trillion in losses to the GDP 
and $7 trillion in lost business sales. 

Retrofitting and rehabilitation [4-15] have been means to reduce the 
vulnerability and risks of the built infrastructure systems and facilities. 
There are many benefits from retrofitting and rehabilitation such as 
reduced loss of lives and damage, and the continuity of the society daily 
functioning. Whether rehabilitation or retrofitting is needed or not 
requires data in order to perform necessary calculations. Nonetheless, the 
true condition of any system or facility is challenging in many situations 
because of the complexity of geometry, framing, detailing of 
connections, workmanship, etc. This situation calls for reliable KB tools 
to smartly probe the existing conditions at affordable cost. 

Using KB HMM tools could accommodate the modern challenges 
because the innovative developments continue to expand the envelope of 
conventional practice [16]. The primary objectives of the KB tools 
introduced in this chapter include: 

1. Vulnerability, safety, and risk assessment; 

2. Identification, prioritization, and protection reasonable protocols; 

3. Conditions and performance monitoring and management. 
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As mentioned previously, the process of implementing a KB-based 
condition identification and performance monitoring and management 
strategy is referred to as HMMS. It involves the observation of over a 
period of time, the identification of features, and thoughtful 
considerations to provide reliable information about the performance 
level of the system or facility. This type of KB tool comes with  
benefits as: 

1. Increasing the life span; 

2. Reducing the cost of in-situ maintenance routines; 

3. Converting schedule based into condition based practices; 

4. Increasing the safety and performance. 

5.3. Damage Identification and Performance Monitoring 
and Management of the Built Infrastructure 
Construction Engineered Systems and Facilities 
(Dimes) 

Early detection of potential or existing damages or degradation of load 
bearing components can prevent runaway catastrophic failures in the 
infrastructure construction systems and facilities. For example, the 
prompt detection of serious defects in utility networks could allow early 
and effective response by responsible officials in barricading affected 
areas, rerouting traffic, and defusing otherwise difficult situations that 
may entail burning houses or fatalities due to fallen overhead lines. On 
the other hand, undetected load bearing problems can lead to utterly 
devastating events in case of stricking disasters. 

Effective HMM KB tools have been proven crucial in minimizing the 
adverse impacts of the abovementioned challenges on societies. Those 
tools can be defined as the technical process for probing the operational 
or functioning integrity such as load bearing. The intent is to 
automatically detect, locate, and identify damage or degradation 
anywhere within components and to communicate this information 
quickly and in a form easily understood by the authorities in charge of 
the structure. They could also apply to assess the vulnerability, risk, and 
aid in every day management. 
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5.4. Bio-based, Bio-degradable and Synthetic 
Renewable Materials 

The development and applications of innovative materials with high 
strength/weight ratios have been wide spreading in recent years for a 
number of reasons including that they exhibit light weights and desirable 
load bearing properties; are suitable for adverse conditions; decrease 
costs of maintenance, and have other characteristics for modern 
challenges in the built infrastructure construction systems and facilities. 

Despite the continuing worldwide R&D of innovative materials, a 
specific KB-tool or procedure for their daily routine engineering 
practices is unavailable. The DIMES concept presents guidelines for 
selected those materials in meeting recent challenges. 

5.5. Health Monitoring and Management Kb-Tools 

5.5.1. Overall 

The process of implementing damage identification and performance 
monitoring and management strategies for the built infrastructure 
construction systems and facilities is referred to in this chapter as 
HMMS, as previously suggested. Damage is usually defined as changes 
to the material and/or geometric properties which adversely affect the 
performance. 

It's speculated that damage identification and performance monitoring 
and management have been practiced since modern human has used 
manual tools. Recently, this subject has received considerable attention 
in the technical literature where there have been a concerted effort to 
develop mathematical and physical foundations for this technology. 
However, the basic intuitive idea remains that measured parameters are 
functions of the physical properties of the components. Therefore, 
changes in the physical properties resulting from the onset of damages 
will cause detectable changes in the performance. In general, a HMM 
process can be categorized into five stages: 

1. Identification if a damage is presence in the components; 

2. Localization of damage; 

3. Identification of the damage type; 
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4. Quantification of damage severity; 

5. Prediction of the remaining service life of the system or facility. 

Customarily, the paradigms for HMM can be depicted as a  
four-part process: 

1. Operational evaluation; 

2. Experimental measurements; 

3. Relevant data extraction for damage features; 

4. Analytic investigation. 

Operational evaluation defines why the monitoring or management is to 
be done, tailors the process to unique aspects of the system or facility, 
and unique features of the damage that is to be identified. Operational 
evaluation answers four questions regarding the implementation  
of a HMMS: 

1. How is damage defined for the site being monitored or managed ? 

2. What are the conditions to be monitored or managed ? 

3. What are the limitations on acquiring data in the operational 
environment ? 

4. What are the economic limitations that drive the  
performing process ? 

There are a lot of publications in the technical literature about the 
experimental phase of existing HMMS. Basically, they involve the 
hardware required for obtaining experimental measurements. The  
state-of-the art of the sensors’ technologies is so advanced; thus is not 
considered for further development in this chapter. 

Current HMM experimental techniques require that the vicinity of the 
damage is known a priori and that the portion of the unit being inspected 
is readily accessible. The basic premise of these methods is that damage 
will alter the stiffness, mass or energy dissipation properties of a 
structure, which, in turn, alter the dynamic characteristics and response 
of the component(s). To date, some of the drawbacks of these 
methodologies include: 
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• The use of expensive instrumentations and data processing hardware 
not designed specifically for HMMS. The relative expense of these 
sensing technologies dictates that a unit must be sparsely 
instrumented; 

• Varying environmental and operational conditions produce changes 
in the response that can be easily mistaken for damages. 

Taken as a whole, the drawbacks place serious limitations on the 
practical use of existing methodologies. Indeed, there are no paradigms 
of reliable strategies for HMM that are robust enough to be widely 
embraced by practitioners. 

The concept suggested in this chapter for future HMMS is based on a 
fresh look at the overall picture of performance and functioning integrity 
taking into consideration modern technological challenges. Thus, two 
categories are suggested: 

1. Knowledge-based tools which prognosis potential damages; 

2. Existing damage identification and performance monitoring and 
management. 

This new concept is based on an open-end modular approach that can be 
adapted to any component under consideration. DIMES equally 
performs supervised and unsupervised learning. Supervised learning 
refers to situations where data from damaged and undamaged structures 
are available. Unsupervised learning refers to situations where data is 
only available from the undamaged component. 

5.5.2. Approach 

Because there are several confounding factors and unanswered questions 
in this field, the idea of importing “smartness” to the investigation 
process sounded rational thus adopted. At its core, a wealth of algorithms 
depict damages by answering questions such as: 

• Is there damage (existence) ? 

• Where is the damage (location) ? 

• What kind of damage is present (type) ? 

• How severe is the damage (extent) ? 

• How much useful life remains (prediction) ? 
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In answering the above questions, the DIMES is a promising candidate 
for future HMMS. The architecture blue print for this fresh look 
approach is summarized next. 

5.5.3. DIMES: Damage Identification, Monitoring  
and Management of Engineered Systems 

The DIMES is a rational suite of graphical-interface clients software for 
damage diagnosis and prognosis. The DIMES is the brain of the 
suggested HMM framework. Some of its unique capabilities include the 
following: 

• DIMES contains clients software for damages identification either 
before or after they occur. Thus, the authorities should also be able to 
make sound decisions; 

• DIMES facilitates the complex HMM process by providing built-in 
clients software and permitting users to embed their own ones; 

• DIMES provides the capability of utilizing various loads; 

• DIMES uses an advisory clients for some of its input data and output 
results; 

• DIMES uses modular architecture which allows for adopting a wide 
range of clients software as they are made available or developed in 
the future; 

• DIMES has a built-in database for most of the pertinent technical 
information in order to avoid any incorrect or impractical input data, 
provide real-time on guidance. 

5.5.3.1. DIMES’s Clients Software 

This section briefly describes the concepts of some of the DIMES’s 
clients software for damage identification and performance or operation 
monitoring or management, and shows selected applications which may 
use its capabilities. This section is organized as follows: 

• Vulnerability and risk assessment; 

• Renewable materials: 
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• Expanded Polystyrene (EPS); 

• Bio-based and Bio-degradable composite components; 

• Utility networks. 

The DIMES encompasses two clients software: The first is a  
knowledge-based tools, which investigate infrastructure construction 
systems or facilities for potential or existing damages. The second 
encapsulates a selected number of independent damage detection clients 
software. 

5.5.3.1.1. DIMES: Vulnerability and Risk Assessment 

In modern times, engineers have been challenged to monitor 
infrastructure construction systems or facilities to guarantee their 
satisfactory operation and functioning. Today, we must account for 
damages in the design stages in order to achieve these goals at all times. 
For this purpose, the DIMES incorporates a KB tool comprising a series 
of interrelated processes that assists in creating scenarios in order to 
maintain the viability of and access to facilities. The technical objectives 
of this client software includes the following: 

• Identify and evaluate potential hazardous scenario; 

• Assess the vulnerability and risk; 

• Provide solutions. 

This client software provides a step-by-step guidance and executable 
tasks required as illustrated in Fig. 5.1-5.2, shows the blueprint for this 
HMM KB module that includes: 

• Water: Drinking, Waste Water, Water Streams; 

• Transportation: Highways, Bridges, Airports; 

• Buildings: Industrial Bases, Banking & Finance Institutions, 
Emergency Services; 

• Public Health: Bio-Chemical, Hazardous Materials; 

• Energy: Dams, Nuclear Power Plants, Petrochemical Plants; 

• Telecommunication: Cyber Space, Electronic; 

• Agriculture and Food: Farms, Animals. 
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(1) 

 
(2) 

Figs. 5.1-5.2. Illustrative Screen for Vulnerability & Risk Assessment  
in DIMES. 

5.5.3.1.2. DIMES: Lightweight Load Bearing Components 

DIMES incorporates damage identification and HMM clients software 
for lightweight load bearing components. The density of some of those 
mostly polymeric materials is 3-10 % of the density of foamed concrete, 
0.7-1.8 % of the boiler slag, and 1 % of the density of conventional 
granular fill material. Although the density is low, the applications are 
sufficiently strong to resist high loads [17-23]. 

5.5.3.1.3. DIMES: Synthetic Materials 

EPS is the generic term for synthetic, closed-cell foam. EPS is usually 
used in applications where a lightweight material is required to reduce 
stresses including: 
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• Load bearing panels for walls and roofs; 

• Slope Stabilization; 

• Embankment; 

• Retaining Structures; 

• Pavement Sub-grade Fill; 

• Shallow Foundations. 

Some of the engineering advantages of the EPS include the following: 

• High strength/weight ratio; 

• Thermal insulation; 

• Design flexibility; 

• Durability; 

• Low moisture absorption; 

• Ease and speed of construction; 

• Suitable for adverse weather conditions; 

• Decreased maintenance costs. 

Notwithstanding the EPS is used worldwide, there is no known DIMES 
equivalent tool for EPS applications. This was the impetus for 
considering the inclusion of a client software in the DIMES for the HMM 
of EPS engineered systems. The DIMES has diverse capabilities for EPS 
including the following: 

• Engineering calculations: 

• Static; 

• Seismic; 

• Spectrum; 

• Slope stability; 

• Strengths; 

• Stress distributions; 

• Uplift and net stresses; 

• Designs; 
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• Deformations. 

• Applications: 

• Embankment; 

• Retaining walls: 

• Gravity; 

• Cantilever. 

• Built-in interactive database for physical and mechanical properties. 

             

  

Fig. 5.3. Illustrative Screens for the DIMES’ EPS Client Software.. 

5.5.3.1.4. DIMES: Bio-based, Bio-degradable Composite 
Load Bearing Components 

The modern challenges brought to the forefront unprecedented R&D for 
new materials. Yet, their applications in the infrastructure systems and 
facilities lag behind. These new materials could be used for load bearing, 
energy saving, and other advantages. Thus, the HMMS is required. The 
DIMES provides many capabilities for, for examples, the modern  
bio-based, bio-degradable composite panels and plates [24-50]. Figs. 5.3 
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and 5.4 depict the blueprint the DIMES' module for these materials 
which includes: 

• Loads: Different patterns of transverse loads, in-plane loads; 

• Instability: Shear, uni-axial, bi-axial, local instability; 

• Bonding: Rigid bonding, imperfect bonding. 

 

 

Fig. 5.4. Illustrative Screens for of the DIMES’ Composites Client Software. 

DIMES applications for bio-based and bio-degradable load bearing 
components reach an unreached domain. Specifically, this DIMES' 
module could be utilized for packaging products as demonstrated in 
section 5.7. The concept of DIMES has been used for an original KB tool 
for the underdeveloped infrastructure. 

5.5.3.1.5. DIMES: Reversed Engineering – Utility Network 

Millions of in-service utility poles represent vital veins of worldwide 
electricity, internet and television services, telephone lines, street lights 
and signs, traffic signals, seasonal decorations, fire and police call boxes, 
antennas, communications facilities, fire- and police-alarm signal 
wiring, etc. Those key infrastructure components are manufactured of 
steel, concrete, composites, and wood. None of those materials is 
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immuned to the harsh exposure to the environment and/or wildlife 
species as woodpeckers, insects, fungi, etc. It is thus essential to 
routinely inspect and maintain in-service grids. 

Overloading, material aging, and environmental impacts are inevitable 
over the lifetime of all utility poles. Unfortunately these adverse acts 
affect the operational or functioning integrity of the load bearing 
capabilities. Current HMM methods in the utilities rely on either visual 
inspection or localized measurements [51-55]. Those methods include 
acoustic measurements and manual sample extraction techniques. 
Although many of these techniques found applications in the field, there 
remain some problems that restrict their effectiveness such as: 

• All the techniques require that the vicinity of the damage is guessed 
a priori and that the portion of the pole being inspected is readily 
accessible; 

• Contaminating the poles during extraction of test samples; 

• Soil excavation is required; thus disturbing the supporting conditions; 

• The attachments were not considered in any of the methods. 

The adverse impacts of these factors and many others on the 
effectiveness of existing HMM methods were studied by testing 30 real 
full-scale poles to true failure. The results indicated that none of the 
available methods was sufficiently accurate as a means for identifying 
the damages or predicting strengths of poles. 

The needs for a new HMMS led to the development of a practical, fully 
automated, truly autonomous, human-free, inexpensive, and accurate 
KB-tool for in-situ poles with unknown damage state. The suggested 
HMM KB-tool includes the following features: 

• Determination if a damage is present in the pole; 

• Determination of the location of the damage; 

• Quantification of the severity of the damage; 

• Prediction of the remaining service life of the pole. 

The underlying principle of this proposed DIMES module for utility 
poles is that dynamic signatures are indicators of the operational or 
functioning integrity. This reasoning is based on the fact that damages 
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change the dynamic characteristics of any pole, and therefore, vibration 
measurements can be used for HMM. 

The DIMES module for poles is posed as an inverse engineering problem 
in which the analytic goal is to find true properties using minimum 
response information obtained from a sensor. This type of inverse 
problems could be formulated based on the rigor fundamentals of 
engineering mechanics and structural dynamics. The proposed method is 
capable of precisely locating and quantifying the location, extent, and 
severity of damages. Because the damages and their locations are not 
known beforehand, an iterative solution process is necessary to 
overcome the difficulties associated with the large number of possible 
scenarios, and to reduce the strategy domain by eliminating regions of 
undamaged areas from the solution domain. Fig. 5.5 illustrate a DIMES 
output for poles. 

 

Fig. 5.5. Illustrative Screen for the DIMES’ Poles Client Software. 

With this module, managers are enabled to: 

• Employ existing inventories as revenue producing assets not as 
cost-drivers; 

• Optimize grids reliability; 

• Reduce in-field time; 

• Reduce manpower; 

• Reduce unnecessary replacements; 

• Reduce required machines; 
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• Integrate assessment, maintenance, management, investigation, and 
compliance; 

• Reduce cost of repairs; 

• Reduce emergency costs; 

• Reduce hazardous waste and disposing costs; 

• Reduce the cost of liability; 

• Improve operations costs; 

• Improve maintenance costs; 

• Improve investment. 

This KB-approach is a true non-destructive methodology for the HMM 
with no excavation, drilling, coring, sounding, or any other destructive 
means is needed. It incorporates defect above or below ground surface. 
It incorporates vital parameters including the effects of the surrounding 
soils, the embedded length of poles, and the attachments. 

5.5.3.1.6. DIMES: Reversed Engineering – Structural Joints 

DIMES introduces a reversed engineering approach to detect the 
stiffness of structural connections which are essential for any 
engineering analysis. The approach is vibration-based, simple 
analytically, easy to conduct, and economic. The approach uses the rigor 
engineering mechanics fundamentals in conjunction with  
well-established and tested algorithm for solving equations in  
reverse orders. 

The connection between beams and columns in framed structures are 
commonly assumed either pined or rigid. In reality, the actual stiffness 
of the connections falls between these two extreme cases. Flexible 
connections are thus suitable to represent actual connections. Flexible 
connections provide moment capacity within the pin to rigid range. 

Consider a frame element of length L and cross-sectional moment of 
inertia I with flexible joints at its ends with stiffness Ki and Kj, where I 
and j designate the ends, as shown in Fig. 5.6. The explicit forms of the 
stiffness [K]6×6 and consistent mass [M]6×6 matrices are easily available 
in many references. It should be noted that the elements of these matrices 
include the following connection parameter Ci 



Advances in Computers and Software Engineering: Reviews, Book Series, Vol. 2 

216 

 i
i

i

L K  
C   

E I L K  



, (5.1) 

in which L is the member length and E is the modulus of elasticity of the 
element material. The equation of motion for free vibration of this 
element is 

        
¨

M  x  K  x   0  , (5.2) 

where x is the displacement. The vibration characteristic value equation 
is thus 

    2K  ω  M   0  , (5.3) 

in which  denotes the natural frequencies of vibration [6, 7, 9, 80, 81]. 

 

Fig. 5.6. Frame Element with Semi-Rigid Connections. 

The vibration signals of frame elements can be measured in field tests 
using portable and affordable signal conditioners like the one shown in 
Fig. 5.7. Each signal can then be analyzed using FFT from which the 
fundamental frequency  is determined. Equation (5.3) can then be 
solved using iterative techniques for the connections stiffness Ki and Kj. 
The solution of Equation (5.3) is conducted backward to obtain an input 
that would result in the given input. Given the state and objective of the 
equation, a search is provoked to reduce the difference between the two. 
The iterative search is performed on the initial state to produce a new 
state, and the process is recursively applied to this new state and the 
objective state. In general, a solution is found through trial and 
improvement iterative procedures. The following complete procedure is 
thus suggested for the assessment of the rotational stiffness of an actual 
frame member: 

1. Determine the cross-sectional moment of inertia and modulus of 
elasticity of the member; 



Chapter 5. Knowledge-based Tools for Monitoring and Management, and Design  
of the Engineered Infrastructure Construction Systems 

217 

2. Measure and analyze vibration signal to determine the frequencies. 
This step is well developed in practice. There are many methods for 
vibration measurements and signal analysis. Usually, the FFT is 
used to determine the frequencies; 

3. Solve equation 3 iteratively for Ki and Kj. 

 

Fig. 5.7. Signal Conditioner. 

The described procedure has been analytically verified on a number of 
cases with known solutions such as using the engineering mechanics for 
rigid-simple, rigid-rigid, simple-simple, and simple-rigid beams as well 
as using the finite element by NASA and shown in Fig. 5.8. DIMES 
obtained the exact results as obtained by other methods. 

5.6. Additional Modules 

5.6.1. KB-Agriculture Wastes 

This module integrates dairy farm's parameters and environmentally 
sound methodology. Its scope spans over several vital economically and 
environmentally viable issues regarding the way in which the farms are 
designed, maintained, and operated including, but not limited to [57-79]: 

• Solid wastes; 

• Hygiene standards; 

• Health and safety; 

• Water resources; 

• Emissions; 

• Economy. 
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(a) 

 
(b) 

Fig. 5.8. Comparison between NASA' (a), and DIMES' (b) results. 

The modules quantifies key vital parameters that are very essential for 
the planning, management, compliance, and auditing of any dairy farm 
at local, state, and national levels. This list includes the following 
parameters, as demonstrated in Fig. 5.9: 

• Energy, 

• Electricity, 

• Recovery, 

• Rendering, 
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• By products, 

• Performance metrics. 

 

 

Fig. 5.9. Illustrative Screens for the KB-Agriculture Wastes. 

It also quantifies the following variables for the farm and/or stand-
alone/integrated rendering facilities: 

• Operational cost; 

• Detailed by products including hazardous ones; 
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• Detailed by-products for disposal or rendering; 

• Electricity consumption; 

• Water consumption; 

• Energy consumption and recovery; 

• Soil applications, landfilling, etc.; 

• Performance metrics. 

5.6.2. KB-Industrial Vulnerability Assessment 

This module includes three sub-modules for assessing operational 
vulnerabilities and risks of industrial facilities. The first module includes 
a 400-chemicals library that is essential to the management and daily 
operation of pertinent facilities. With this module, it is easy to find at the 
fingertip scientific properties, safety measures, and other vital 
information. In case of hazardous incidents, the authorized personnel 
need not to search for documents or reading their overwhelming pages.  
Fig. 5.10 depicts its blueprint. In addition, this module makes it easy to 
accurately and reliably maintain and track chemicals inventories: 

• Create a secured central depository; 

• Product Identification; 

• Hazard Class; 

• Hazardous Ingredient; 

• Physical Properties; 

• Inventories Maintained; 

• Fire and Explosion Hazard Data; 

• Health Hazards Information; 

• Chemical Reactivity Information; 

• Spill or Leak Response Information; 

• Special Protection and Handling Information; 

• Special Precautions; 

• Waste Disposal Guidelines. 
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Fig. 5.10. Illustrative Screen for industrial vulnerability assessment. 

5.6.3. KB-Environmental Health and Safety (EHS) 
Assessment 

Industrial chemical facilities need to be proactive in safety and 
environmental management. It is not enough to simply perform audits 
and recommend corrective actions. Things could fall through the cracks, 
creating chronic problems. This could lead to non-compliance of 
statutory requirements and/or allow unsafe conditions to persist until 
eventually an incident of a hazardous chemical or waste occurs. 

As depicted in Fig. 5.11, this module is a multi-task KB-tool designed to 
assist EHS personnel to both better manage the facility operations and to 
track its performance. It is a simple to use database management that 
achieves the following objectives: 

• Enables EHS managers to create a baseline characterization of the 
safety and environmental aspects of any part of a facility or its entire 
operation; 

• Allows managers to identify, schedule and track the progress of 
implementing corrective actions needed to improve safety and 
environmental performance; 

• Enables managers to track overall performance in the areas of safety 
and environmental management over time. 
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This KB module relies on multi-page audit questionnaires that collect 
and archive information in key areas that EHS personnel normally focus 
attention on. Using a simple numerical ranking scheme, the user may 
prioritize items that require corrective actions, and then document action 
plans. The module may also be used to formulate action plans for 
multiple unit processes within a facility, for an entire facility, and for 
multiple facilities. At the same time the user may track each subject 
facility’s performance in key target areas and then apply the information 
to identify those safety and environmental aspects that require greater 
attention and improvement. 

 

 

 

 

 

 

 

 

 

 

Fig. 5.11. Illustrative Screen for Environmental health and safety assessment. 

Through the use of trend charting the EHS manager may also track the 
performance over time in a way that provides a quantitative assessment 
of how operations and practices are improving, and to identify those 
areas which may require greater focus and resources in order to improve 
performance. 

This module suggests nine categorical areas that the user may develop 
databases on for management purposes. Within each of these categories, 
multiple subcategories enable specific functions which have an impact 
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on safety and environment to be managed. The suggested main 
categories are: 

• Environmental; 

• Air emission; 

• Waste water; 

• Ground water; 

• Hazardous and solid waste; 

• Spill prevention; 

• Safety Management; 

• Worker Safety and Health; 

• Fire Protection; 

• Process Safety Management; 

• Unloading, Loading and Storage of Chemicals; 

• Distribution; 

• Product Stewardship; 

• Documentation Control; 

Additional checks may include the following: 

• Work zone; 

• PPE; 

• Transportation; 

• Surveys, plans, and forms; 

• Emergency. 

5.7. Load-bearing Components of Renewable Materials 
in the Infrastructure 

The understanding of the cardboard performance is necessary to the 
design of packaging containers and the protection of their contents for 
safe deliveries. The use of adhesives is unavoidable in the manufacturing 
of the cardboards. Like all materials, the adhesives have finite stiffness 
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but when used in the literature, they are assumed perfectly rigid. This 
study changes this assumption by using the real properties of adhesives. 
A closed-form solution for cardboard panels assembled with non-rigid 
adhesives, and subjected to edgewise loading is presented. The solution 
satisfies the equilibrium equations of the layers, the compatibility 
equations of stresses and strains at the interfaces, and the boundary 
conditions. To investigate the effects of the finite values of adhesive 
stiffness on the responses, numerical evaluations are conducted. The 
results obtained have shown that the adhesive stiffness has a strong effect 
on the performance. Beyond a certain level of stiffness, the usual 
assumption of perfect bonding used in classical theories is acceptable. 
This could provide an answer to what constitutes perfect bonding in 
terms of the ratio of the fluted layer, or simply flute, stiffness to the 
bonding stiffness. 

The revenues of the global packaging industry are projected to increase 
from $851 billion in 2017 to $ 980 billion in 5 years. In this growing 
industry, each manufacturer faces its individual unique challenges but 
shares a common goal with all others; i.e. to deliver the packages safely 
to their destinations. This can't be achieved without the necessary 
knowledge to understand the performance under the primary 
compressive load during shipping and storage. In general, corrugated 
cardboard panels, referred here as panels, comprise a liner(s) and a flute 
that bonded together using adhesives. The panel styles include single 
liner, single wall, double wall, and triple wall. The purpose of the liner(s) 
(also known in the literature as face and skin) is to carry normal stresses 
resulting from in-plane deformation whereas the flute (also known in the 
literature as core) carries shear stresses, keeps the liners apart, and is 
responsible for the integrity of the board to protect the contents of the 
corrugated containers. 

Nowadays, significant advances in the development of biorenewable and 
biodegradable materials have placed them at the forefront of research 
and development for alternatives to the environmentally unfriendly 
materials [87, 88, 96, 98, and 100]. They have been proven viable for 
high-performance in harsh loading conditions [83, 99], the use of natural 
and synthetic fibers [96], and the applications of natural adhesives. 

Although corrugated board has been used for over a century, research on 
the panels has been lagging behind its industrial applications and the 
literature lacks adequate studies on the effects of adhesives on the 
performance of panels. For example, failures have been reported in the 
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interfaces between the liners and flutes where the adhesive is applied, as 
shown in Fig. 5.12. To narrow the gap of the missing information, the 
author has completed some analytic and experimental studies in this area 
although more work is needed. This paper thus revolves around the 
existing gape between the fundamental science and the industrial applied 
technologies. It presents an accurate analytic model and solution to 
investigate and characterize the effects of adhesives on the panels. This 
advances the state of knowledge, enhances the clear understanding of 
how these panels perform and the key governing variables, and foster 
future frameworks in the field. 

    

 

Fig. 5.12. Failures of Bonding in Corrugated Cardboard Containers. 

Existing analytic and experimental methods have invariably assumed 
perfect bonding between layers [82, 97, 99]. Nevertheless, interlayer 
slips do occur because of the finite bonding stiffness; the bonds creep 
under sustained loads, and environmental effects. The high local 
interlayer shear stress due to applied loads may contribute to an answer 
of the many delamination problems in structural panels. 

Analysis of wood joist floor systems, taking into account interlayer shear 
deformations due to adhesives, was done by Goodman et al.  
[84-86, 100]. In that study, the wood layer were assembled with nails or 
by gluing their ends, and although the interlayer slip in this system was 
accounted for in the analytical model, transverse shear deformations 
were neglected. The interlaminar shear due to plane stress was 
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investigated analytically by Puppo and Evensen; and with the finite 
element method by Isakson and Levy [95]. 

Very few publications deal with the responses of panels with interlayer 
slip or orthotropic materials. In a series of analytic and experimental 
studies, the author has investigated the performance of such panels with 
interlayer slips and under various loads [90-92, 94]. In those 
investigations, many common assumptions from the literature have been 
replaced with realistic ones such as the use of adhesives having finite 
stiffness; the effects of flute properties and shear deformations on the 
panel deformations and stresses; the permission of liners to deform in 
their own planes. There remains the problem of orthotropic panels, due 
to corrugation, with interlayer slip and under edgewise loads. 

This paper presents an analytical solution of panels with interlayer slips 
and under edgewise loads. The solution satisfies the equilibrium 
equations of each layer and the compatibility of deformations at the 
interfaces. The objective is to ascertain the effect of interlayer slips on 
the performance of panels due to edgewise loads which are the primary 
loads for corrugated cardboards during storage, handling, and 
transportation. 

Analytical Formulation 

Many studies in this area transformed the flute to an equivalent 
homogenous one with effective material properties. Consider a panel of 
span 2a and width 2b, subjected to in-plane biaxial loads as shown in 
Fig. 5.13. The liners are of equal thickness tf. The flute of a thickness  
2 tc. The modului of elasticity of the flute and liners are Ecx, Ecy and Efx 
and Efy, respectively. The shear modului of the flute are Gcxy, Gcxz and 
Gcyz. The adhesive between the liners and flute has finite stiffness Kx and 
Ky. The load applied to the panel shown in Fig. 5.13 can be on the 
liner(s), flute, or on both components. 

This kind of problem has been attacked using the fundamentals of theory 
of elasticity [90, 91, 94-99]. Generally, equations are set up to define the 
equilibrium of the separate liners and of the flute and to prescribe the 
necessary continuity between the liners and the flute. The result is a set 
of differential equations which may be solved in particular cases for the 
quantities of interest. In that kind of problem, the analytic investigation 
is sufficiently complex and due to the existence of non-zero shear strains 
in the flute and adhesive, and of the direct strains in the flute. 
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The stress state in the liners and flute elements is shown in Fig. 5.14. The 
equilibrium of the liner element requires that 

 
f fyx x

f

σ τ q
0

x y t

x 
  

 
, (5.4) 

 
fy fxy y

f

σ τ q
0

y x t

 
  

 
, (5.5) 

in which: fx, fy are the normal stress components in liners; fxy, fyx are 
the shear stress components in f liners aces; qx and qy  are the Interlayer 
shear stress; tf is the thickness of the liner; f is the subscript denoting 
liner; x, y are the coordinate axes. 

 

Fig. 5.13. A Typical Plate. 

The state of stress in the flute must satisfy the following equilibrium 
equations. 

 
cx cyx czxσ τ τ

0
x y z

  
  

  
, (5.6) 
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, (5.7) 
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in which: cx, cy, cz are the normal stress in the flute; cxy, cyz, czx are 
the shear stress in the flute; c is the subscript denoting flute. 

 

Fig. 5.14. Stress State in Plate's Element. 

The normal stress components in the liners and flute must also satisfy the 
overall equilibrium equations, which are 

 
y=2b y=2b y=2bz=tc

f fx cx x
0 y=0 z=-tc y=0

2t dy+ dydz+ dy = 0pσ σ
y
    , (5.8) 

 
y=2a y=2a y=2az=tc

f fy cy y
y=0 y=0 z=-tc y=0

2t dx+ dxdz+ dx =0pσ σ    , (5.9) 

where px and py are the applied edge loads. 
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At the interfaces between the flute and the skins, the stresses and strains 
must be compatible. The compatibility equations in terms of stresses are 

 czxx
z=±tc

=q τ , (5.10) 

 czyy
z=±tc

=q τ  (5.11) 

In terms of strains, the compatibility equations are written as 

 
x

z=±t c
cxfx

Δ
-ε ε

x





, (5.12) 
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z=±tc
cyfy

Δ
-ε ε

y





, (5.13) 

 
z=±tc

cxyfxy
=γ γ , (5.14) 

in which:  and  is the normal and shear strain, respectively; i is the 

interlayer deformation in the i direction, where i = x or y; i = i

i

q

K
; Ki is 

the stiffness of adhesive in the i direction. 

Solutions to the problem must also satisfy the prescribed displacement 
boundary conditions. With respect to a panel subjected to edgewise 
loads, the relevant boundary conditions are: 

1. At the panel edges, no normal or shear stresses should exist in the 
flute and the liner normal stress must equal the applied in-plane 
stress, thus 

 at x = 0, 2a, fx = fxo, cx = cxo, (5.15) 

 at y = 0, 2b, fy = fyo, cy = cyo, (5.16) 

in which fxo  =  pfxo / tf, fyo  = pfyo / tf. 

2. For symmetrical loading about the panel middle plane and 
centerlines, the shear stresses vanish and no in-plane displacements 
occur. Thus, 

 at x = a, fxy = cxy = 0, uc = uf = 0, (5.17) 

 at y = b, fyx = cyx = 0, vc = vf = 0, (5.18) 
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where u and v are displacements in the x and y directions, respectively. 

Equilibrium of Flute 

For the panel in Fig. 5.13, a solution for normal stress components in the 
flute satisfying the boundary conditions in Equations (5.15) and (5.16) is 
considered as [95-99] 

 cx x x cxomn
m=1, 3, .. n =1, 3, ..

σ = S S + σ ,A y
 

   (5.19) 

 cy y x cyomn
m=1, 3, .. n =1, 3, ..

σ = S S + σ ,C y
 

   (5.20) 

in which: cxo, cyo are the edge stresses in the flute in the x and y 
directions, respectively; 

 

2 2
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, 

2 2
y y y y y c y c yy y
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y y
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θ t
= +θ t coshθ tk
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y c

θ t
= +θ t coshθ tk

sinhθ t
  , 

 cx
x m

cxz

E=θ α
G

, cy
y n

cyz

E
=βθ

G
, x  = 

2 tc

m 
, y  = 

2 tc

n 
, 

where Sx, Sy = sin m x and sin n y, respectively, m, n = 
2 a

m 
 and 

2 b

n 
, respectively, Amn, Cmn are the unknown coefficients, m, n  

are integers. 
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Using Equations (5.19) and (5.20), expressions for the displacement of 
the flute that satisfy the boundary conditions in Equations (5.17) and 
(5.18) are derived as follow 

 

x x ymn
c 

cx mm =1, 3, .. n =1, 3, ..

cxy y x y cxo cxy cyomn

cy m cx cym =1 n =1

1 C SAu = +
E α

ν C S σ ν σC+ (x a ) ( ),
E α E E





 

 



  

 

 
 (5.21) 

 

y x ymn
c 

cy nm =1, 3, .. n =1, 3, ..

cyx x x y cyo cxy cxomn

cx n cy cxm =1 n =1

1 S CCv =
E β

ν S C σ ν σA +(y b) ( ),
E β E E





 

 

 

  

 

 
 (5.22) 

in which: cxy, cyx are the Poisson’s ratio in the x plane and y-direction, 
and the y-plane and x-direction, respectively, Cx, Cy = cosmx and  
cos ny, respectively. 

Equations (5.21) and (5.22) fulfil the boundary conditions in Eqs. (5.17) 
and (5.18). An expression for the shear strain in the flute cxy is obtained 
by properly differentiating Equations (5.21) and (5.22); thus 

 

n m
cxy x cyx x ymn
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m n
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1 β α
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E α β

1 α β
+ ( + ν ) C CC

E β α





 

 





 

 
 (5.23) 

Equation (5.23) fulfils the boundary conditions in Equations (5.17) and 
(5.18). By substituting Equations (5.19), (5.20) and (5.23) in  
Equation (5.6), an expression for the vertical shear stress cxz in the flute 
is obtained as 

 

cxy n m

cxz x m n cyx x ymn

cx m n

cxy m n

y n cxy x ymn

cy n m

z

m=1, 3, .. n =1, 3, .. z=0

z

m=1, 3, .. n =1, 3, .. z=0

G β α
τ = dz [ -α + β ( +ν ) ]C S +A

E α β

G α β
+ dz β ( +ν ) C SC

E β α





 








  

 
 (5.24) 
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In a similar manner, the shear stress in the flute cyz is obtained from 
Equations (5.20), (5.23) and (5.7) as 

 

cxy m n

cyz y m m cxy x ymn

cy n m

cxy n m

x m cyx x ymn

cx m n

z

m=1, 3, .. n =1, 3, .. z=0

z

m=1, 3, .. n =1, 3, .. z=0

G α β
τ = dz [ β + α ( +ν ) ] S C +C

E β α

G β α
+ dz α ( +ν ) S CA

E α β





 

 

 



  

  
 (5.25) 

Interlayer Shear Stresses 

Expressions for the interlayer shear stresses qx and qy are obtained from 
Equations (5.24) and (5.25) in accordance with the compatibility 
Equations (5.10) and (5.11); thus 

 gn1 gn2 x ymn mnx
m=1, 3, .. n =1, 3, ..

= ( λ + λ ) C Sq CA
 

  , (5.26) 

 gk1 gk2 x ymnmny
m=1, 3, .. n =1, 3, ..

= ( λ + λ ) S Cq C A
 

  , (5.27) 

in which 
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z

cxy n m
gk2 m cyxx

cx m nz=0 z=tc

G β α
λ = α ( +ν )dz

E α β
   

Equilibrium of liner 

An expression for the in-plane shear stress fxy in the liners is obtained 
from Equations (5.14) and (5.23) as 
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 (5.28) 

An expression for the normal stress fx in the liners is obtained by 
substituting Equations (5.26) and (5.28) in Equation (5.4); Thus 

 fx x ymn z1 z2mn
m=1, 3, .. n=1, 3, ..

σ = ( + ) S S +f(x,y),CA λ λ
 

   (5.29) 

in which 
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f(x,y) is a function representing the constant of integration. 

The function f(x, y) is obtained by using the overall equilibrium Equation 
(5.8); Equations (5.19) and (5.29), and by expanding the applied load in 
double trigonometric series. In the case of a uniform load of intensities 
pfxo and pcxo, fx is found as 
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In a similar manner, an expression for the normal stress fy is obtained 
from Equations (5.5), (5.9), (5.20) and (5.27) as 

 

' '
fy x ymn z3 z4mn

m =1, 3, .. n=1, 3, ..

c
yo cyo x y

f m nm =1 n=1
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  . 

Solutions for Amn and Cmn 

At this stage, the only unknowns are the coefficients Amn and Cmn. These 
can be determined by using the compatibility equations (5.12) and (5.13). 
By substituting Equations (5.19), (5.20), (5.26), (5.27, (5.30) and (5.31) 
in Equations (5.12) and (5.13); Amn and Cmn are obtained as 
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in which 
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Numeric evaluation of effects of adhesive on the behavior of panels 

The complexity of the preceding solution makes it difficult to see the 
effect of adhesive on the panel responses. To demonstrate these effects, 
a square panel is considered. The properties of the panel, liners and flute 
are assumed as follow: 

For panel: 

 a = b  = 20 in. (1219.2 mm) 

For liners: 

 tf = 0.04 in. (1.016 mm), Efx = Efy = 107 psi (68.9 GPa),  

 fxy = fyx = 0.33 

For flute: 

 tc = 1.0 in. (50.8 mm), Ecx = Ecy = 2×106 psi (137.8 MPa), 

 Gcxy = Gcxz = Gcyz = 104 psi (68.9 MPa), cxy = cyx = 0.20 

Two loading cases are considered. In the first case a biaxial uniformly 
distributed stress of intensity fxo = fyo = 208.3 psi is used. In the second 
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case a uniaxial uniformly distributed stress of intensity fxo = 208.3 psi 
is applied. In each loading case, the load is applied independently first to 
the liner and flute, and then concurrently to liner and flute as shown in 
Figs. 5.15 a-d. The liner normal and shear stresses are calculated for a 
chosen range of bonding stiffness from Kx = Ky = K = 103-104 psi/in. The 
selected range for K-values covers a broad spectrum of adhesives from 
a non-rigid to excessively rigid for practical purposes. This range was 
needed for conducting a parametric study on the effects of adhesives. 
The normal stress in the liners at the panel center and the shear stress in 
the liners at the panel corner are shown graphically in Figs. 5.16 to 5.21. 

 

                             (a)                                              (b-d) 

Fig. 5.15. a) A Plane View of a Panel under Biaxial Edge Load, b) A Biaxial 
Edge Load Applied to Faces, c) A Biaxial Edge Load Applied to Core,  

d) A Biaxial Edge Load Applied to Faces and Core. 

 

Fig. 5.16. Effects of Bond Stiffness on Face Normal Stress  
Due to Face Edge Load. 
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Fig. 5.17. Effects of Bond Stiffness on Face Normal Stress  
Due to Core Edge Load. 

 

Fig. 5.18. Effects of Bond Stiffness on Face Normal Stress  
Due to Face and Core Edge Load. 

 

Fig. 5.19. Effects of Bond Stiffness on Face Shear Stress  
Due to Face Edge Load. 
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Fig. 5.20. Effects of Bond Stiffness on Face Shear Stress  
Due to Core Edge Load. 

 

Fig. 5.21. Effects of Bond Stiffness on Face Shear Stress  
Due to Core Edge Load. 

It is seen that the liner normal stress shows greater sensitivity to the 
variation of bond stiffness value when the latter is in the lower range; 
and beyond a certain level of stiffness (which varies from panel to panel), 
the adhesive can be practically considered as rigid. A change in K-value 
for example from 103 to 2×103 psi/in induces a stress decrease almost  
6 times in the uniaxial case and 5 times in the biaxial case greater than 
when K changes from 9×103-104 psi/in. The changes are 24 % and 27 % 
due to uniaxial flute and combined edge loads, respectively, 32 % and 
22 % due to biaxial flute and combined edge loads, respectively. In all 
load cases, the liner shear stress is practically independent of bonding 
stiffness. Unlike the mechanical behavior of other panels with non-rigid 
adhesive [87-91, and 94], this study reveals that interlayer shears are 
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insignificant. This is due to the absence of transverse loads which induce 
high transverse shear forces. 

This analysis has also detected an important point. By using existing 
theories [82, 96], stress components in panels may be determined only at 
high values of bond stiffness with a small margin of error, otherwise the 
K values must be included in the analysis. 

Another important point was revealed by this analysis. By common 
sense, it can be felt that a very stiff adhesive would be unnecessary if the 
flute was too soft, and the converse would be unwise. This is 
quantitatively shown in Figs. 5.16 to 5.21 which show that the ratio of 
flute stiffness to bonding stiffness is one of the main parameters 
influencing the behavior of panels. 

Finally, it is worthwhile to mention that the literature has no record of 
elasticity based analytic investigations of panels assembled with 
adhesives having finite stiffness and under edgewise loads including the 
flute edges. In this regard, this paper has advanced the state-of-the art. In 
addition, the results presented here are virtually identical to those by 
existing theories for the case of perfect; i.e. very rigid, adhesive. 

5.8. Design of Biomass Combustion Cookstoves  
in Underdeveloped Infrastructure1 

Wood, charcoal, and coal are used by of millions of people globally for 
cooking and heating. In the underdeveloped infrastructures rural areas, 
the stoves design has a dramatic effect on energy usage, the environment, 
and human health. And, their impacts on air quality and health were 
not adequately assessed. Thus, over the past decade, the performance of 
cookstoves has become the focus point of governments, and 
development assistance groups and organizers. A holistic approach is 
needed to quantify the diverse facets of the performance characteristics 
such as thermal properties, heat, emissions, and the materials. Because 
the technical details of the scientific and engineering principles that 
underlie the performance are complex, it should be rigorous yet a simple 

                                                      
1 Dr. Guangqing Liu, Beijing University of Chemical technology, China is the 
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approach for the authority personnel and industries to adopt for R&D. 
To this end, this chapter is about a work in progress to fill this gap. 

Six billion people at least depend on biomass fuels (wood, crop residue, 
animal dung, etc.) as their primary domestic energy source [101]. The 
contribution of household energy consumption to total energy consumed 
in underdeveloped infrastructures is over 30 % and cooking accounts for 
about 90 % of domestic energy consumption in these areas. The majority 
of rural household use solid fuels to meet their heating and cooking needs 
with biomass constituting about 95 % of fuel consumed [102-104]. The 
burning of biomass fuels releases hazardous pollutants as carbon 
monoxide, nitrogen oxides, sulfur oxide, particulate matter, unburned 
hydrocarbons, and nitrogen oxides [105] which have been proven 
detrimental to human health. These harmful emissions are responsible 
for three million deaths per year globally [106]. A team of US and 
Chinese researchers collaborated on an independent, 
multidisciplinary review of China’s improved stove programs that 
have been carried out since the 1980s [107]. The team found that the 
review of the National Improved Stove Program, the Agriculture and 
Health ministries of China have succeeded in putting improved stoves 
in millions of homes yet left many unanswered questions about the 
performance characteristics. 

In underdeveloped infrastructure areas, the combustion of the solid and 
biomass fuels is often done indoors. Extended exposure to the emissions 
increases the risk of acute respiratory infections, chronic bronchitis, and 
obstructive pulmonary disease [108]. The World Health Organization 
estimated that poor indoor air quality associated with biomass fuel 
combustion is responsible for about 3 % of the global burden of disease. 
Women and children comprise the majority of the 1.6 million annual 
deaths attributed to indoor air pollution. And, they are especially 
vulnerable to the health risks associated with biomass fuel combustion 
and poor indoor air quality because in many parts of the world, the 
traditional gender roles assign the responsibility of meal preparation and 
childcare to women. It is estimated that about 60 % of this mortality are 
children under the age of five [109]. 

The performance of stoves in the underdeveloped areas are complex and 
controversial because increasing efficiency may increase harmful 
emissions. A holistic approach is thus needed to quantify the 
performance characteristics of the stoves in those areas. From this 
perspective, the KB technologies are applied to provide systematic 
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quantitative simulations to ascertain holistically the cookstoves 
performance as thermal efficiency and emissions, the heat loss from the 
stove and the factors that influence it, detect ways for improvements to 
the design to increase thermal and combustion efficiencies, heat transfer 
and reduce smoke and harmful emissions associated with the combustion 
of biomass fuels. 

Analytical Formulation 

This section provides a brief overall analytical background to the 
presented KB tools. It encompasses the heat from combustion and kinetic 
energy, assumes ideal gas behavior, applies the first law of 
thermodynamics, the steady-flow thermal energy equation, and the 
Fourier’s law of conductive heat transfer can be applied [110]. Because 
the insufficient number of equations to be solved simultaneously for the 
unknown characteristics, the KB tool presented here uses an iterative 
procedure to solve the above equations. The following is a summary of 
the governing equations 
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where q is the energy, cp is the specific heat, L is the thickness, k is the 
thermal conductivity, T is the temperature, m  is the mass flow rate, Q  
is the heat flow rate, H and A denote hot and ambient regions, 

respectively. V  is the volume flow, C is the loss coefficient accounting 
for inefficiencies, A is the flow area; and h is the height of the chimney. 
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Kb-tools for the Performance Characteristics 

This section presents the architecture blueprint for a robust toolkit for the 
quantification of cookstoves performance characteristics. It 
demonstrates the usefulness of KB applications via a new concept that is 
based. The modular architecture, as shown in Fig. 5.22, allows for 
adopting a wide range of clients’ software as they are developed. The 
above figure shows the blueprint. It is seen that the r ired input data 
includes the combustion chamber height, combustion chamber radius, 
wall thickness, density, loss coefficient, firepower range, specific heat, 
thermal conductivity, ambient temperature, hot temperature, combustion 
temperature, and operation time. The output results include the body 
heat, convection heat loss, radiation heat loss, predicted flue, mass flow 
rate, total heat loss, excess air ratio, heat flow rate, and mass flow rates 
of fuels. 

 

Fig. 5.22. An Image of the KB Blueprint for Cookstoves  
Performance Characteristics. 

5.9. Conclusions 

Report after report reinforces the prevailing critical disrepair state of the 
built infrastructure construction systems and facilities that must be 
replaced, and governments around the world are grappling with the 
costly problems of the inevitable aging and degrading infrastructure 
construction components. Using HMM KB-tools provide means to meet 
these increasing modern challenges. 



Chapter 5. Knowledge-based Tools for Monitoring and Management, and Design  
of the Engineered Infrastructure Construction Systems 

243 

This chapter replies to the concerted calls for R&D regarding HMMS. 
The chapter aims mainly at playing a proactive role to enhance the 
effectiveness of the engineering practices. The overall long-term goal for 
this effort is a robust and cost-effective HMM KB-tool. 

The presented blueprints harness the pertinent technological resources to 
HMMS. The overall long-term goal includes the development of a robust 
HMM KB-tool to rapidly detect or prevent the consequences of 
catastrophic damages. This includes the following objectives: 

• Vulnerability, safety and risk assessment. 

• Identification, prioritization, management and protection protocols. 

• Conditions assessment and performance monitoring. 

In general, the HMMS involves the observation of a component over a 
period of time, the identification of damage features, and the analysis of 
these features to provide reliable information about the  
performance level. 

The current technical literature indicates that many pertinent studies have 
already been completed and results are published. The advanced 
technologies are yet far from engineering customary applications. The 
logical question is then why haven’t those technologies been adopted by 
most if not all practitioners? DIMES integrates modular clients software 
for simulations and identification of damages either before or after they 
occur. Coupling KB-tools with its algorithms adds intelligence which 
provides for accurate, reliable, easier and less costly applications. 

The DIMES has two components: a knowledge-based system for 
investigating the level of system or facility preparedness for damages, 
and a performance monitoring paradigm for infrastructure construction 
components. The two components constitute the highlighted HMM  
KB-tools. The chapter described the DIMES and its modules. In 
addition, it introduces additional KB-tools for HMM industrial facilities 
such as chemical and agriculture operations. 

The DIMES was extended to loadbearing components made of 
renewable, biodegradable, and bio-based materials as in packaging. The 
analytical formulation of such components is complex and difficult to 
apply in the design of infrastructure. As important, very few publications 
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are available that deal with the effects of adhesives on the response of 
components. Realistically, the adhesive in such panels is rigid enough to 
make a significant contribution to the overall structural integrity of the 
panel, yet flexible enough to permit shear deformation. This chapter 
presented an analysis of components taking into account the effects of 
the finite bonding stiffness has been presented in this paper. The 
edgewise load can be uniaxial or biaxial; applied to the liners only, flute 
only, or to both components. The solution satisfies the equilibrium 
equations of the liner and flute, the compatibility equations of stresses 
and strains at the interfaces, and the boundary conditions. The numerical 
results have shown that the bonding stiffness, up to a certain level, has a 
strong effect on the panel response. Beyond this level, the usual 
assumption of perfect bonding in the literature is quite acceptable. The 
answer to what constitute perfect bonding may be best answered in terms 
of the ratio of flute stiffness to the bond stiffness, i.e. rather than on the 
individual constituent material. This ratio will vary from panel to another 
but could be determined using the solution presented in this paper. 

A very similar tool to that used for the DIMES was used for the design 
of cookstoves in underdeveloped infrastructure. With the global R&D 
for sustainable infrastructure, this KB tool stands unmatched though is a 
part of in-progress research. 
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