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Abstract: This paper summarized the results of our previous work, outlining some important aspects of the data 
quality provisioning at the organizational level that are usually poorly understood or underestimated and therefore 
represent a significant setback in compiling a successful data improvement strategy. These aspects do not cover 
the specifics of the data quality issues in the field of sensor networks. In the current contribution, we examine the 
major challenges of providing high quality data collected by wireless sensor networks. 
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1. Introduction 
 
Nowadays data supports many enterprise level 

businesses, forming one of their most valuable assets. 
Its use can have short-term impact on the businesses 
but also medium or long-term implications. The way 
data is being currently used in data analysis to support 
decision making, including higher-level decisions 
such as operational (e.g. at a department, or local store 
level) or tactical (i.e., from the organization point-of-
view) is a clear example of such implications. Thus, 
the need for organizations to possess high quality data 
is essential, as it can increase the opportunity for the 
organizations to deliver reliable services [1]. Data 
quality (DQ) is also a pre-condition for data analytics 
and Artificial Intelligence (AI) projects. Poor data 
quality can cause analytics and AI projects to take 
longer than expected (around 40 % longer), which 
means they will cost more or even they will eventually 
fail to achieve the desired results (70 % of AI projects). 
Therefore, if a company is looking to invest in AI, it 

must first develop, define, and implement an excellent 
data quality strategy [2]. 

The initiatives for provisioning of better data 
quality have their own features and specifics, in 
accordance with the different goals and levels of 
implication they are launched for. In [3], we have 
addressed several important aspects of enterprise 
initiatives to provide better data quality for tactical 
decision-making. In the current contribution, we will 
address the challenges of providing quality data 
collected by wireless sensor networks (WSN).  

The rest of the paper is organized as follows. In 
Section 2, we summarize the results of our work given 
in [3]. We outline some common misunderstandings 
and underestimated aspects of the data quality 
provisioning at the organizational level that hinder the 
establishment of a successful strategy to improve data 
for the needs of decision making and business 
intelligence activities. These aspects do not cover the 
specific characteristics in providing quality data 
collected by sensor networks. They are focused mainly 
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on issues related to the data quality initiatives’ 
methodology, organization of work, attitude and 
maturity of the organizations to launch DQ programs, 
rather than specific technical challenges. Despite that, 
we believe that issues in discussion make sense for any 
DQ project, including the initiatives to provide better 
data for WSN applications. In our experience, a poor 
understanding of the addressed aspects is one of the 
main reasons for the failure or unsatisfactory 
implementation of the DQ initiatives, regardless of the 
company business activities. However, the WSN 
applications have their own specific challenges. 
Therefore, in Section 3, we take a closer look at the 
WSN-specific data quality issues. Finally, we make 
some conclusions in Section 4. 

 
 

2. Misunderstood Aspects of Data 
Quality Initiatives 
 
We can summarize the following key points that 

should be taken into account by the organizations 
looking to improve the quality of their data: 

 
 

2.1. Contextual Nature of Data Quality 
 

The concept that some data is good (“high 
quality”) for some purposes but is poor (“low quality”) 
for others is not always well assimilated. Incorrect data 
may have a different impact on the business, 
depending on the purposes for which the data is used. 
For example, if a wrong first customer name is 
registered in an IT system, this indicates the presence 
of poor data. However, for the task of mail 
notifications, where only the customer's last name is 
used, there is no quality issue with the system’ data. 
At the same time, the wrong first name could be a 
problem if the person's identity needs to be verified. 
Poor data is often associated with the discrepancies 
between reality and the data stored in the system, but 
the quality of data is a much broader concept. 
Furthermore, data inaccuracies could be an issue for a 
given use case, but not interfere with others. A similar 
observation was shared back in 1990 in [4]. The 
perception that data quality should be defined in 
accordance with the consumer's needs is further 
developed in [5]. High quality data can refer to 
whether data meets the expectations of the users [6], 
which can be human users or systems, or can be 
defined as “data that is fit for use by data consumers” 
[5]. In the ISO/IEC 25012 standard [8] it is defined as 
“the degree to which a set of characteristics of data 
fulfills requirements”. The authors of [5] also define a 
“data quality dimension” as a set of data quality 
attributes that represent a single aspect or construct of 
data quality. In subsequent studies scholars propose a 
variety of data quality dimensions. The majority of the 
authors include some versions of accuracy, 
completeness, consistency and timeliness among them 
[6]. It should be noted that quality dimensions give 
some structure to data quality expectations, but they 

have nothing to do with the task-dependent nature of 
the data quality. Let us take the completeness, for 
example: for the task of mail notification we need a 
complete and accurate mail address, but for the 
purposes of geographic segmentation only the city part 
of the address is required [7]. 

The contextual nature of the quality is a root of 
many challenges. The lack of understanding of the 
duality of data quality (true reflection of reality and 
dependence on the case of use) leads to a number of 
problems, such as inappropriate approach in setting 
data quality goals, difficulties in data quality issues 
assessment, incorrect expectations regarding the DQ 
provisioning processes and the business value to be 
achieved. It also raises the question of the usability of 
solutions that accumulate large amounts of data from 
various sources, without clear vision about their 
purposes of use.  

 
 

2.2. Task-dependent Objective Measurement 
 
How good is a company’s data quality? Answering 

this question requires usable data quality metrics. 
Companies must deal with both the subjective 
perceptions of the individuals involved with the data, 
and the objective measurements based on the data set 
in question. Subjective data quality assessments 
reflect the needs and experiences of stakeholders: the 
collectors, custodians, and consumers of data 
products. It should be borne in mind that the objective 
assessments could be task-independent, but could be 
task-dependent too. Task-independent metrics reflect 
states of the data without the contextual knowledge of 
the application and can be applied to any data set, 
regardless of the tasks at hand, while the task-
dependent metrics are developed in specific 
application contexts [9]. According to our 
observations, most of the business significant data 
quality problems in modern organizations require the 
use of task-dependent measurement. Also, there is a 
common expectation that objective data quality 
improvement necessarily implies business value. 
Unfortunately, the limited awareness of what data 
quality improvement can truly imply often drives 
technical approaches that do not always translate into 
improving the business. Objective data quality metrics 
(such as a number of invalid values or percentage of 
missing data elements) may not necessarily be tied to 
the business's performance [10]. 

Many publications discuss various assessment 
metrics and indicators. Different types of indicators 
are discussed as appropriate for different quality 
dimensions. However, guidelines and good practices 
of how to relate and adapt the objective metrics to the 
business context and consumer expectations are rarely 
discussed. This trend is particularly pronounced in 
publications related to quality assurance in the Big 
data area. Thereby the impression that the quality of 
data and its measurement is an objective one  
is reinforced. 
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2.3. The Importance of Data Quality 
Requirements analysis 

 
Another common mistake is to underestimate the 

preliminary analysis to identify the extent of data 
quality issues and to draw up the quality improvement 
strategy. The allocated time and resources for the 
analysis phase usually are not enough. Many business 
professionals are not aware that they have to become 
part of such analysis, so they are not interested enough 
in the project aims. Other participants in turn focus on 
analyzing and profiling the data quality state in the 
databases, instead of interviewing the business users 
about the problems encountered by them. The 
organization remains unable to see the big picture of 
the quality issues’ impact over its business and it is not 
able to decide how to achieve maximum benefit with 
minimum effort. The methodologies for data quality 
improvement also reflect in the underestimation of the 
need of a holistic analysis. Almost all methodologies 
include activities that examine data schemes and 
perform interviews to reach a complete understanding 
of data, but only a few of them consider the data 
quality requirements analysis step, identifying data 
quality issues from the business perspective and 
collecting new target quality levels [11].  

 
 

2.4. Whose Responsibility is to Provide 
Quality Data? 

 

One of the main factors for the success of data 
quality initiatives is to understand correctly, whose 
responsibility it is to provide quality data. In our 
experience, the misconception that data quality is 
mainly an IT problem and it could be solved by 
purchasing sophisticated (and often expensive) data 
quality tools is very common. One of the reasons for 
such a delusion is the assumption that developers bear 
primary responsibility for ensuring that the software 
they write works properly, no matter which data is fed 
into it. Since they write the code, they have the power 
to control how an application will respond when it 
receives low quality data. In the real world, even the 
best programmers cannot foresee every type of data 
quality issue that could occur within their applications. 
Even if they did, the applications might end up being 
overloaded by functions that handle obscure data 
quality issues [12]. Actually, the organization and its 
processes are always more important than the 
technology since they are defined according to 
company strategy [13]. The business professionals 
must not only be involved, but also lead the data 
quality initiatives. This is a consequence of the 
contextual nature of the quality. In fact, the businesses 
know the context and the indented uses of data better 
than anyone does. 

Given the strategic importance that data plays in 
competitive markets, high data quality can only be 
achieved if IT and business find a mutually intelligible 
language, a mode of operation, that overcomes the 
traditional disconnect that can be observed in so many 

corporations. Conceptually what needs to happen to 
enable business alignment is bringing together 
problem holders and problem owners. The problem 
holder is the person who experiences “pain” from a 
problem; a problem owner is the person who controls 
the resources needed to resolve it. The problems 
resolutions lie in making the problem owner feel some 
of the problem holder's “pain” so he becomes 
motivated to do something about the problem [14]. 

 
 

2.5. Systems Interoperation in the Modern 
Business 

 
The lack of overall vision for the data flows 

between information systems of the organization and 
the lack of effective strategy for synchronizing the 
changes in them often lead to the presence of 
inconsistent, obsolete and contradictory data. The 
managers rely on the corporate data warehouses as a 
“single source of truth”. However, in modern data 
warehouses, which accumulate a huge amount of data 
from different operating systems, this is difficult to 
achieve in practice. Moreover, the operating systems 
that feed data warehouses are also used for an 
extraction of various reports. Correction of bad data 
must be done in all systems where copies are stored, 
although the data may be used for different purposes 
in different systems. Correcting them only in one 
system (as part of an initiative for data quality 
improvement in a particular application) will improve 
the quality of data locally, but will enlarge another 
severe problem – the existence of conflicting 
information at the organizational level. 

 
 

2.6. Identical Objects Recognition 
 
A severe problem in some organizations is the 

resolution of cases with duplication of data, especially 
when there are no clear criteria by which it is possible 
to identify two objects as identical (e.g. if some 
individuals do not have the same national 
identification number in different data sources). 
Similar problems are particularly relevant when 
collecting information from various sources and 
information channels in large data warehouses, data 
lakes and Big data solutions. Duplicate information is 
a major source of inconsistency and lack of integrity 
in the organization's data. It is often associated with 
increased risks of submitting inaccurate information to 
external partners and regulatory authorities. The data 
integrity issues contribute greatly to the loss of trust in 
the organization's data, both by the company's 
employees and by customers, contractors and external 
partners, which in turn leads to a loss of reputation. 

Ignoring or postponing the resolution of problems 
with duplicate objects is a common situation. To 
resolve such problems on a company level, 
organizations are looking for master data management 
solutions. Providing master data management across 
the enterprise is a complex task that requires 
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investment of significant funds, allocation of a lot of 
human resources, amendments in already established 
and verified business processes, etc. However, the 
issues with duplicate objects can be solved (or at least 
minimized to a satisfactory level) with lightweight 
approaches. For example, efficient deduplication of 
objects can be achieved by using record linking 
techniques. In [3] and [15] we are sharing details of 
our implementation of a method for individuals and 
legal entities unification, which has been used 
productively for more than 15 years. 
 
 

3. Challenges in Providing the Quality 
of Data Collected by WSNs 

 
3.1. Quality of Data in Sensor Networks 

 
With the emergence of the Internet of Things (IoT) 

and WSNs, sensor devices are deployed across the 
globe in a variety of fields such as healthcare, industry, 
agriculture, home, transport, etc. An IoT application 
may have hundreds or thousands of sensors, which 
produces vast amounts of data, but the data is useless 
if it is riddled with errors, as poor sensor data quality 
caused by the errors may lead to wrong decision-
making results [16]. Ensuring the quality of 
monitoring data is fundamental to avoid false alarms 
or ignoring relevant data. However, because the 
sensors are located in the physical environment, they 
are constantly being subjected to factors that directly 
interfere with the data quality [17]. The hostile 
environment in which sensors are deployed plays a big 
part in the quality of the transmitted data [16]. For 
example, sensors for temperature, light, or humidity 
measurements are often placed outdoors and are 
subjected to potentially strong currents, debris 
accumulation and tough weather conditions, which 
might affect the operation of the sensors. Many errors 
in wireless sensor networks also occur due to 
characteristics, such as low-cost sensors, limited 
resources, and link variation. These errors appear in 
different modes, for example, the data loss or 
anomalies caused by hardware, the data failure due to 
transmission delays, and the sampling jitter caused by 
the node task conflicts. The dataset collected by the 
sink node (base station) may simultaneously result in 
all of these errors [18]. However, the WSN data could 
be incorrect not only due to a faulty sensor or 
corrupted communication. The erroneous data coming 
from sensors can be identified in two major categories: 
intentional or unintentional errors. Intentional data 
errors can be caused by physical or logical attacks over 
sensors (i.e. malicious attacks) and unintentional data 
errors are generally caused by hardware malfunction 
(or stochastic errors), misplacement (conditional 
errors) or exhausted resources (systematic errors) [19]. 
Consequently, there is a trust issue related to the 
collected data, which demands an extensive human 
intervention in terms of time and knowledge 
specialization, data validation tasks and periodic 
maintenance of sensors. To deal with this problem, it 

is necessary that the quality of collected data be 
continuously and automatically validated [17]. Simple 
strategies to overcome data quality problems, such as 
using industry grade sensors, which are more accurate, 
stable and robust, are not feasible for applications that 
require the deployment of large and dense sensors 
networks, which is the case for many IoT applications 
[16]. This approach will minimize a vast range of data 
errors, but it is far from solving all data quality issues 
and therefore it will not eliminate the problem with the 
lack of trust and the need of constant data validation. 
In addition, having to deploy many highly accurate but 
expensive sensors will incur higher deployment costs. 
It is therefore not surprising that in recent years 
automated software solutions to eliminate errors in 
data at the lowest possible architectural level have 
been actively developed. Intelligent sensors, self-
calibrating and self-organizing protocols are 
emerging, which is an important necessity, especially 
if the WSN has to be located in hard-to-reach places. 

In essence, data quality issues can be faced taking 
two main perspectives: (a) by deploying dependability 
techniques to mask faults and enforce the reliability of 
the system or (b) by enhancing the system with means 
to continuously assess and characterize the quality of 
data. In the first case, the system will not be aware of 
the quality of data, and hence, if a certain quality is 
needed, it must be enforced by design, confining the 
effects of faults a priori. Considering sensors to be the 
main source of data, errors in sensing measurements 
are handled by procedures that are established based 
on a deep understanding of the characteristics of the 
sensors. Missing readings may be handled by 
oversampling, and glitches, like outliers and noise, can 
be masked by averaging. In the second case, given that 
the system can be aware of the quality of data at run-
time, it is better suited to be used in environments 
where full knowledge of the operational conditions is 
not known in advance. In this case, mitigation 
techniques must be deployed to handle faults and data 
quality problems at run-time, for instance exploiting 
application semantics to determine appropriate data 
corrections and to regain the needed data quality. 
Given that no system can be built to exhibit 100 % 
reliability, the two perspectives can be combined [17]. 

 
 

3.2. WSN Challenging Aspects 
 

Many of the challenges in providing quality data 
collected from sensor networks are related to the 
following factors: 

 
 

3.2.1. Environmental Conditions and 
Vandalism 

 

As we mention above, the WSNs operations of 
sensor nodes are frequently susceptible to 
environmental effects. Wireless sensor networks allow 
surveillance of large areas that are remote, difficult to 
access, and/or dangerous to humans. Sensor devices 
are generally defenseless from outside physical 
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threats, both from humans and from animals. Such acts 
often result in rendering sensors dysfunctional, which 
definitely affect the quality of produced data ([17], 
[20]). To monitor some phenomenon, sensors may be 
deployed in environments with extreme conditions 
(e.g. a mountain’s summit). In such conditions, 
sensors may become dysfunctional or unstable due to 
many events (e.g. snow accumulation, dirt 
accumulation, etc.). Furthermore, the maintenance of 
such sensors is rarely ensured considering the 
inaccessibility of terrains [17]. In these scenarios, it is 
possible for multiple nodes to fail at the same time and 
partition the WSN into disjoint segments. Such loss of 
connectivity may cause service disruptions and render 
the WSN useless. Given the critical role a WSN plays 
and the fact that deployment of additional nodes may 
be infeasible, the WSN must have the ability to self-
heal and restore connectivity by utilizing surviving 
resources [21]. Restoring network connectivity in a 
distributed, localized, efficient and intelligent on-
demand manner is one of the major challenges in 
designing wireless sensor networks. 

 
 

3.2.2. Low Cost Sensor Devices, Hardware 
and Resource Constraints 

 

The things in the IoT suffer generally from a severe 
lack of resources (e.g. power, storage, etc.). Their 
computational and storage capabilities do not allow 
complex operations support. Furthermore, they are 
usually battery-powered and they often operate with 
discharged batteries [17]. Power is considered the 
most critical limitation among others as sensing and 
processing must be accomplished within a limited 
period of time. Computational and storage capabilities 
do not allow complex operations due, in turn, to the 
battery-power constraints among others. Resource 
management systems depend mostly on process 
migration by distributing the tasks among nodes [22]. 
For better network applicability, the nodes in the 
sensor networks are usually heterogeneous: they have 
different energies, functions, communication abilities, 
and so on. Some nodes in the network are endowed 
with stronger ability to enhance the network 
communication, which are called “super nodes” [23]. 
However, the ordinary sensors may lack precision or 
suffer from loss of calibration or even low accuracy, 
especially when they are of low cost. Faulty sensors 
may also result in inconsistencies in data sensing. A 
sensor node fails, but it keeps up reporting readings, 
which are erroneous. It is a common problem for 
sensor networks and an important source of outlier 
readings. Considering the scarce resources, data 
collection policies are adopted, which usually make 
trade-offs that affect the quality and cleanliness of data 
[17]. Since most traditional cleaning techniques have 
paid limited attention to reasonable availability of 
computational resources, a challenge for providing 
high data quality in WSNs is how to minimize the 
energy consumption while using a reasonable amount 
of memory for storage and computational tasks [24].  

3.2.3. The Huge Volumes of Data and 
Architectural Complexity 

 
While IoT sensors and devices collect tons of 

valuable insights, they also generate massive, high-
speed data streams. As a point of reference, IoT 
devices and sensors can capture gigabytes of data 
within a few hours [25]. The huge volumes pose a 
number of challenges to the efficient transmission and 
processing of data, including in terms of methods and 
algorithms for quality assessment and data cleaning. 
The large number of devices in the sensor networks 
not only increases the amount of data, but also 
accumulates the chance of error occurrence. In 
addition, considerable amounts of sensed data are of 
no interest, meaningless, and redundant [26]. In such 
circumstance, it can be difficult to spot truly 
meaningful patterns. Therefore, a challenging aspect 
in sensory data processing is the need of a mechanism 
for extracting meaningful information from redundant 
data and providing a consistent, accurate and reliable 
data set in an efficient manner. 

The management of the rapidly growing volumes 
is also a challenging task. As IoT adoption continues 
to rise, organizations from every sector struggle to 
keep up with these massive datasets expanding at 
exponential rates. This requires a robust architecture 
for efficient storage and retrieval of data. A high-level 
view of a typical IoT architecture includes three 
conceptual layers: Acquisition or Perception layer 
(measures and collects readings via sensor devices), 
Network layer (determines routes and transmits 
readings using wireless technologies such as WiFi, 
2G/3G/4G, Bluetooth, LoRa, etc.), and Application 
layer. Typically, the Application layer is designed and 
implemented using Big data architectures such as 
Apache Hadoop, Spark, or Kafka. Virtually every 
layer has its own architectural challenges. The added 
complexity of the architecture causes new errors to be 
potentially introduced in each layer. Unlike typical 
wireless networks, WSNs have serious deficiencies in 
terms of data reliability and communication owing to 
the limited capabilities of the nodes. In the Network 
Layer, poor data quality arises from congested and 
unstable wireless communication links in sensor 
networks, which causes data loss and corruption. 
Omission, crash and delay faults as well as message 
corruption are the most common network errors that 
lead to DQ issues (data integrity issues, missing data, 
inaccurate data etc.) [27]. Design of a sensor network 
includes the hardware constraints, power constraints, 
operating environment, network architecture, routing 
topology etc. Finding a trade-off between the desired 
functionality and the available limitations when 
designing the network is a challenging task, but the 
expected accuracy of information is an important 
factor that is always considered [28]. In the 
Acquisition layer, damage to sensor devices or battery 
depletion are the cause of most data errors [16]. 
Typical sources of unreliable data at this architectural 
level are the so-called “soft faults” such as constant 
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offset errors, drifts, stuck-at-zero errors, trimming 
errors, noises and outliers [16]. 

 
 

3.2.4. Data Redundancy 
 
In Wireless Sensor Network (WSNs), nodes are 

densely deployed in a region to collect information. 
Sensors sense the similar data and forward to sink. 
This similar data sometimes leads to redundancy at the 
sink. The redundant data results in more accuracy, 
reliability and security whereas elimination helps in 
energy saving as most of the energy of a sink node gets 
wasted in dealing with the redundant data. 
Redundancy exploits to improve various data quality 
factors such as [29]:  

• Reliability: Redundancy ensures the reliability in 
WSN. Redundant data produced by the sensors ensure 
more accurate data as compared by the single entry 
data. Sometimes sensor devices are providing 
imprecise measurements due to environment 
conditions. For this reason, reading from a single 
sensor may not provide reliable data. The reliability of 
the system could be enhanced by employing redundant 
data from the same sensor nodes or from other  
sensor nodes. 

• Accuracy: If two or more independent sources 
collect the same piece of data over a period of time, 
these pieces can increase the associated confidence 
and provide accurate data. 

• Consistency: Different data values bring 
conflicting information, this conflicting information is 
reduced by using spatial redundancy, temporal 
redundancy and information redundancy.  

• Detect malfunctioning or find out malicious 
nodes: Analytical redundancy is used to detect 
malfunctioning or malicious sensors. This process 
uses a mathematical model in which past and present 
values of neighbor sensor nodes are used to  
predict the value of a sensor. This predicted  
value is then compared with real sensor value to find 
malicious sensors.  

• Completeness: The redundancy allows 
implementation of techniques for online 
reconstruction of missing data. 

Elimination of redundant data improves the 
lifetime of a sensor network whereas incorporation of 
redundancy enhances data quality. Data fusion or 
aggregation techniques used to deal with redundancy 
either drop the redundant data or use redundant data. 
The establishment of a mechanism that achieves both, 
i.e. reliable data as well as energy savings through 
utilizing redundancy is another challenging aspect in 
WSN [29]. 

 
 

3.2.5. Real-time Data Streaming  
 
The need of real-time data processing in many 

sensor network applications presents a number of 
challenges. Some challenges are inherent to the nature 
of data streams, and the quality evaluation algorithm 

has to face these constraints. Classical cleaning and 
evaluation algorithm, which is designed to process 
static data, should be modified to face the real-time 
processing specifics. For example, in the case of real-
time processing, data values arrive at a different rate, 
so the evaluation algorithm should provide a 
mechanism for processing existing data before the 
arrival of the new incoming data. Transient data is also 
a significant challenge. Data expires after a while and 
loses credibility, so data processing should be done 
before it expires. In addition, data distribution may 
change after some time, and if the evaluation 
algorithm fails to find the new distribution, it will not 
be adequately performed [30].  

The machine learning algorithms have their special 
challenges in terms of real-time processing. For 
specificity, we will give some examples. Data 
preparation is an essential part of a machine learning 
solution. Real-world problems require transformations 
to raw data, preprocessing steps and usually a further 
selection of ‘relevant’ data before it can be used to 
build machine-learning models. Trivial preprocessing, 
such as normalizing a feature, can be complicated in a 
streaming setting. The main reason is that statistics 
about the data are unknown a priori, e.g., the minimum 
and maximum values a given feature can exhibit [31]. 
In most clustering algorithms, the number of clusters 
is one of the crucial parameters to be defined. Since 
there is no access to all data in the data stream, it is 
impossible to specify the number of clusters. Not 
specifying the number of clusters leads to the 
production of arbitrary shapes, and ultimately it will 
be difficult to analyze these clusters [30]. In the case 
of batch processing, the classification algorithms 
could produce a model with reasonable accuracy, 
which is trained and tested over a selected set of data, 
but in the streaming data, specifying the size of test 
data and updating the model are major challenges. Due 
to the challenging aspects of real-time data processing, 
so-called hybrid approaches have recently gained 
popularity. These approaches work both on batch and 
stream data, typically using static data to build a model 
and apply the model to the data stream.  

It should be kept in mind that each particular 
business and even task may require a completely 
different approach to real-time analysis. Choosing the 
data collection and transmission interval that is right 
for the specific task purposes may also be challenging. 
Choosing the right interval so that it is not too frequent 
but allows valuable insights to be extracted in time is 
specific to every enterprise [32]. 

 
 

3.2.6. Data Security 
 
WSNs and sensor nodes can be subject to attacks 

that may significantly affect the quality of sensor data, 
among other consequences for the application. 
Because the IoT delivers access to enterprise IT 
resources beyond an organization’s protective 
firewalls, connected devices are often targeted by 
hackers. Endpoint devices in the IoT are vulnerable for 
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many reasons. Since they are in external settings, 
endpoint devices do not have the same traditional 
perimeter security protection as centralized resources. 
IoT devices are designed to be small and lightweight 
in order to quickly emit data and they have the 
necessary hardware and processing power of 
infrastructure with more robust security (e.g. no 
support for cryptographic operations because of their 
high consumption of resources) [33]. In addition, it is 
difficult always to authenticate the devices in a 
network. These, as well as some other factors, lead to 
increased risks of attacks to alter data transmitted by a 
sensor device that can lead not only to wrong 
decisions, but also to triggering malicious actions or 
events (both by humans and by machines). 

 
 

3.2.7. Establishing a Connection Between 
Errors in Data and Their Causes 

 
The errors in WSN data can be classified in two 

basic categories: systematic errors and random errors. 
Generally speaking, the systematic errors could be 
compensated by self-tuning and self-calibration 
processes, while random errors should be removed or 
replaced by predicted values using anomaly detection 
techniques. However, data errors can have many 
different forms and causes. For example, errors that 
randomly occur in the data may be associated with a 
systematic cause (e.g. dust accumulated in the sensing 
unit). Establishing a link between errors and their 
causes is a challenging task. By having this link, the 
errors can be tolerated at their source [34].  

This is one reason some of the anomaly detection 
methods to carry out further analysis to determine 
whether a real anomaly has been detected or it is a 
result of an event affecting certain segments of the 
network (e.g. a fire in a forest, a gas leakage in a 
coalmine, a flood in an agriculture field etc.). 
Virtually, the ability to determine the causes of data 
anomalies is a key point in selecting adequate error 
handling actions – automatic correction or error 
ignoring, triggering an alarm, notification of force 
majeure event, etc.  

 
 

3.2.8. Self-calibration Complexity 
 
The calibration procedures in uncontrolled 

environments could be a complex task. The sensor 
nodes are exposed to environmental noise and 
hardware failures, and the mismatch between factory 
calibration conditions and in-field conditions makes 
the calibration of sensors challenging. Moreover, 
different sensors require different calibration 
procedures, and the reference values might not be 
readily available. Therefore, in general, even when the 
response function is known, calibration in 
uncontrolled environments is difficult. An example is 
an ozone (O3) sensor whose output value depends not 
only on the O3 concentrations but also on the 

environmental conditions – temperature and relative 
humidity – of the place in which the sensor is 
deployed. Conducting a multiple linear regression 
with respect to ground-truth O3 concentrations in a 
place with different environmental conditions than 
those of the place in which the sensor node will be 
deployed can produce large errors in the predicted O3 
concentrations [35]. The temperature sensors have a 
similar behavior – on-site calibrated sensors behave 
differently when placed in another location because of 
the difference in environmental conditions between 
the two locations (solar radiation, humidity, wind 
speed, rainfall, azimuth, etc.) [36]. 
 
 
3.3. In Summary 
 

Sensor data comes very often with a variety of 
quality issues, posing many challenges. This can occur 
due to diverse reasons including power outages at 
sensors, network issues, sensor malfunctioning or 
external influences. Sensor data recovery is a great 
challenge due to the spatio-temporal nature and their 
stochastic distribution. Re-transmitting the data cannot 
be a meaningful solution in the context of IoT 
Analytics as most of the IoT applications operate in 
real-time data streams, which would mean that the 
delayed data is considered useless. Besides that, the 
computation and energy cost limit the sensor’s 
efficiency as these devices are usually constrained in 
terms of battery, memory, and computational 
resources. High-quality data input is imperative to 
empower to make quick data-driven decisions. Poor 
data including inaccurate, non-consistent, missing or 
incomplete data leads to inconvenient, time-
consuming and expensive failures [37]. Although 
common types of errors produced by sensor networks 
have been well studied and a number of good solutions 
have been found to eliminate them, the issues with the 
completeness, accuracy, consistency and timeliness of 
data cannot be solved completely. Therefore, 
organizations working with WSN applications must 
identify the data quality issues and ensure the quality 
of sensor data streams in accordance with their goals 
and requirements. It is prudent that the established 
methodologies and proven practices be followed in 
providing quality data. Unfortunately, it is currently 
difficult to find DQ methodologies that are tailored to 
sensor networks. Numerous articles address individual 
aspects of providing quality data collected by sensor 
networks, but comprehensive DQ management 
methodologies are missing. In fact, we found only one 
examination of such methodology in [27]. However, 
we expect new studies in this area to appear in the  
near future. 
 
 
4. Conclusions 
 

Data quality has been a topic of interest to the 
scientific community for more than 30 years. 
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Accumulated knowledge and experience are 
significant, but there is still much to be done. The 
recent surveys show that companies are failing in their 
efforts to become data-driven. At present, many CEOs 
understand in principle the value and potential that 
data offers yet seem reticent to fully trust what the data 
tells them. KPMG International’s recent Guardians of 
Trust study highlighted the extent of this conflict — 
just 35 percent of executives surveyed said they had a 
high level of trust in their own organization’s use of 
data analytics while 25 percent admitted they either 
have limited levels of trust in, or actively distrust, the 
data they receive. In addition, 67 percent of CEOs say 
they have ignored the insights provided by data 
analysis or computer-driven models in recent years, 
because they have contradicted their own intuition or 
experience [38]. It is probably not a surprise, then, that 
36 percent of CEOs admit they cannot make data-
driven decisions until they invest significantly in data 
quality [39]. 

Our experience shows that when it comes to 
enterprise DQ initiatives most organizations have the 
same class of problems and obstacles to achieving 
better data quality. Many issues are a consequence of 
underestimating the importance of the business 
context and the domain knowledge, precise 
specification of the data use purposes and an active 
involvement of the domain experts. It is widely 
expected that IT and data science professionals are the 
people in charge of high-quality data providing, but in 
terms of data-driven decision-making, this is not a 
reasonable expectation. As far as the IoT and WSNs 
are concerned, the technical challenges that are in the 
hands of engineers and data science professionals are 
far more than in DQ provisioning for tactical business 
decisions. This is partly because the data quality issues 
in the sensor networks are focused on particular data 
uses. In general, the WSNs data are collected in a 
specific context for specific data uses and the 
professionals are looking for effective methods to 
clean up in this context. Therefore, it is not surprising 
that the discussed data quality issues in the field of IoT 
and WSNs have their unique challenging aspects, 
which are different from the challenges in data 
warehousing and strategic decisions. However, some 
data quality issues are in common. For instance, any 
DQ initiative, regardless of its type or context, must 
meet the needs of data consumers in order to define an 
effective data improvement strategy; the data quality 
metric, assessment and cleaning algorithms should be 
adapted to the business/domain context; the domain 
experts should be actively involved in the DQ 
initiative and requirements definition, etc. 

In the current article, we have paid attention to only 
a few data quality issues and WSN challenges, which 
we consider as important enough to be addressed, but 
their list is much longer for open discussion. In our 
opinion, the efforts in the data quality area should be 
focused not only on the development of new 
techniques and methodologies, but also on the 
promotion of common mistakes, as well as the sharing 
of good practices. 
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