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Abstract: For decades, radar Systems have been essential for detecting and tracking moving targets, such as 
aircraft, ships, and vehicles. Their tasks increase in difficulty with the development of more complex targets. A 
radar system operates by transmitting a high-frequency electromagnetic signal that travels through the air and 
bounces back when it hits an object. By measuring the time it takes for the signal to return, the radar can determine 
the distance to the object and its speed. Traditionally, radar signals are processed using classical signal processing 
techniques, such as filtering, matched filtering, and pulse compression. These methods are generally effective but 
require significant computational resources, particularly when dealing with large datasets or complex signals. As 
a result, conventional radar systems that rely on direct sampling of Radio Frequency (RF) signals can be too 
computationally intensive to obtain accurate range estimates within the required time frame. To address these 
limitations, recent research has focused on applying machine learning techniques for radar signal processing to 
process the radar return at machine speed. One such approach is the use of neural networks to perform  
sequence-to-sequence classification on radar signals. The neural network can be trained using a dataset of radar 
signals, allowing it to learn patterns and features that are indicative of different types of targets. In addition, the 
introduction of high-speed and highly maneuvering targets necessitates that the response time of the data and 
signal processor be fast and optimized to meet the close look track of the system requirements. This study’s results 
show that using a trained neural network can significantly improve the accuracy and efficiency of radar range 
estimation. The neural network approach can accurately detect targets within the radar system’s field of regard 
and estimate their ranges with an overall accuracy of 99 %, making it a promising alternative to traditional radar 
signal processing techniques. The use of machine learning techniques, particularly neural networks, has the 
potential to revolutionize the way radar signals are processed and analyzed. The promising results of this study 
highlight the importance of exploring innovative approaches to radar range estimation and signal processing, 
particularly in applications where real-time detection and tracking of targets are critical. 
 
Keywords: Radar range estimation, Artificial intelligence, Machine learning, Deep learning, Neural networks, 
Sequence-to-sequence classification, Temporal Convolutional Network (TCN). 
 
 
 
1. Introduction 
 

Recent advancements in artificial intelligence have 
presented an exciting opportunity to revolutionize 
various engineering fields by providing new 
approaches to solving complex problems. With the 

emergence of deep learning, there has been a 
proliferation of innovative network architectures that 
have significantly enhanced the field’s performance 
and reliability. In fact, deep learning has become a 
ubiquitous technology integrated into many 
applications, ranging from vehicle traffic management 

http://www.sensorsportal.com/p_3322.html 
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[1], medical [2, 3], wireless communications, the 
internet, retail, finance, and more. Notably, deep 
learning is particularly useful in applications where 
computational complexity is a challenge to traditional 
methods. This technology has already significantly 
impacted various areas and is expected to continue 
driving innovation in engineering in the coming years. 

Radar systems engineering has a rich history 
spanning several decades and plays a crucial role in 
both commercial and military applications. For 
instance, in commercial applications, airport radar  
[4-6] facilitates the efficient management of passenger 
planes’ arrivals and departures by providing real-time 
information on their range and altitude. Similarly, in 
military applications, radar systems are employed to 
detect, track, classify, and discriminate targets on the 
battlefield, with resource managers controlling the 
various modes of operation. 

Radar systems are complex and composed of 
multiple subsystems [7, 8], including the receiver 
exciter, data processor, signal processor, and resource 
manager. This paper specifically focuses on the signal 
processor subsystem, its vital role, the conventional 
signal processing approach [7, 9], and recent 
advancements. The primary aim is to explore 
innovative techniques that could simplify the signal 
processor architecture and report target detection 
quicker than the traditional matched  
filtering approach. 

By exploring novel techniques in signal 
processing, this paper seeks to identify strategies that 
can improve radar systems’ efficiency, speed, and 
accuracy, particularly in target detection. Overall, this 
investigation could lead to the development of more 
advanced and reliable radar systems with enhanced 
capabilities that can effectively meet the needs of 
various applications. 

In recent years, the field of radar systems 
engineering and design has experienced significant 
transformation thanks to the remarkable advances in 
CMOS technology [10-12]. These developments have 
led to the creation of more reliable Radio Frequency 
(RF) components, thereby enhancing system 
performance while simplifying receiver/exciter 
design. In particular, the latest analog-to-digital 
converters now possess a faster sampling rate [13-15], 
creating the opportunity to reduce the number of 
down-conversion stages required, which in turn gives 
rise to a more efficient receiver design at a  
reduced cost. 

However, despite the significant improvements in 
receiver design, there are some drawbacks in the data 
and signal processor, primarily related to data 
throughput. To address this issue, one potential 
solution is the introduction of Artificial Intelligence 
(AI), especially deep learning. Deep learning can 
leverage the power of advanced algorithms and neural 
networks to improve data processing speed, accuracy, 
and efficiency [16-18]. 

Moreover, deep learning can enable the 
development of highly sophisticated algorithms 
capable of detecting patterns in radar signals that 

traditional signal processing approaches might 
overlook [19-21]. By doing so, AI can enhance the 
performance and accuracy of radar systems in target 
detection, tracking, and classification. These recent 
advancements in AI have shown promising results and 
have the potential to revolutionize radar systems 
engineering and design. 

Deep learning is a type of artificial intelligence and 
machine learning that uses neural networks to analyze 
and make predictions about specific types of data [16]. 
This technology is referred to as “deep” learning 
because the neural networks employed can have 
multiple layers, which allows for more sophisticated 
data processing and classification. 

Deep learning has numerous applications, 
including facial recognition, natural language 
processing, and autonomous driving systems. In the 
context of radar systems, deep learning can be used to 
enhance the accuracy and efficiency of radar signal 
processing. Specifically, deep learning techniques can 
be applied to perform sequence-to-sequence 
classification on radar signals, which can be used to 
detect, track, and classify various types of targets. 

The use of deep learning in radar systems has the 
potential to revolutionize the field, providing more 
accurate and efficient detection and classification 
capabilities. For example, deep learning can be used to 
identify subtle variations in radar signals that are 
indicative of specific targets, which traditional signal 
processing techniques might miss. Additionally, deep 
learning can be used to analyze large datasets 
generated by radar systems to extract valuable insights 
and identify patterns that are difficult for humans to 
discern. Overall, the application of deep learning in 
radar systems is an exciting development with 
significant potential for improving the performance 
and capabilities of these critical technologies. 

Sequence-to-sequence classification is a widely 
used technique for analyzing temporal data, where 
each time step in a sequence is assigned a label. In this 
study, the researchers focus on classifying time steps 
in a reflected radar signal and use a neural network 
called the Temporal Convolutional Network (TCN) to 
perform this classification. TCN is a powerful deep 
learning architecture that has shown remarkable 
results in processing sequential data, including speech 
recognition and natural language processing. 

The researchers aim to evaluate the efficacy of 
TCN in the context of radar signal processing. 
Specifically, they want to determine the accuracy of 
the network’s predictions and assess whether it is a 
suitable candidate for this task. The results of this 
study may have practical implications for the use of 
TCN in other areas, such as medical signal processing, 
finance, and environmental monitoring. 

This research is significant because radar signal 
processing is a complex and challenging task, and the 
development of accurate classification methods could 
have important applications, such as in national 
security and weather forecasting. By assessing the 
accuracy of the network’s predictions, the researchers 
hope to contribute to the development of more 
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accurate and efficient radar signal processing 
techniques. 

Overall, this study is an important step in exploring 
the potential of TCN in the context of radar signal 
processing. By evaluating the accuracy of the 
network’s predictions and assessing its suitability for 
this task, the researchers aim to provide valuable 
insights into the effectiveness of this method and guide 
future research in this area. 

The structure of the paper is organized as follows. 
In Section 2, the radar data model is formulated, which 
provides a clear understanding of the input data and 
the information it contains. In Section 3, the Temporal 
Convolutional Network (TCN) architecture used in the 
study is presented, which explains the network’s 
design, structure, and key features. In Section 4, the 
training methodology used to train the TCN is 
described, including details on the dataset preparation, 
hyperparameter tuning, and optimization techniques 
used. Section 5 discusses the conventional radar signal 
processing. In Section 6, the deep learning signal 
processing is presented. 

Section 7 presents the simulation results of the 
study, which includes the evaluation of the network’s 
performance and the comparison of results against 
traditional methods. This section also includes an 
analysis of the model’s strengths and limitations and 
how it can be improved in future work. Finally, in 
Section 8, the paper concludes with a summary of the 
research findings and the implications of the study, 
including potential applications and future directions 
for research in this area. 

The paper is structured to provide a clear and 
concise understanding of the research process, 
including the formulation of the data model, the design 
of the TCN architecture, the training methodology, 
and the simulation results. By following this logical 
flow, the paper provides a comprehensive view of the 
study and its contributions to the field of radar signal 
processing. 

 
 

2. Radar Model 
 
The radar signal data model that will be used in the 

simulation is based on the constant low-velocity target 
model. The radar uses a linear frequency modulated 
(LFM) signal. The transmit signal for a single pulse is 
modeled by the signal 

(ݐ)ݏ  = ௝ଶగ௙బ௧݁(ݐ)ݑ = ݐܿ݁ݎ ቀ௧்ቁ ݁௝ଶగቀ௙బ௧ାభమ௄௧మቁ, (1) 

 
where (ݐ)ݑ is the envelope of the LFM waveform, ܶ 
is the pulsewidth, and ܭ is the linear modulation rate. 
This transmit signal is then down-converted to a 
baseband signal given by 

(ݐ)௕ݏ  = ݐܿ݁ݎ ቀ௧்ቁ ݁௝గ௄௧మ  (2) 

 
When the signal is incident upon a target, since the 

constant, low-velocity target model is being used, this 

target is taken as static while the wave is reflected. 
Because of this, the reflected baseband signal is 
modeled by the equation 

 

(ݐ)௥௕ݏ  = ݐܿ݁ݎ ቀ௧ି௧ೝ் ቁ ݁௝గ௄௧మ +  (3) ,(ߪ)ܰ

 
where ݐ௥ = 2ܴ/ܿ is the time delay for the signal to 
propagate to the target and back to the radar receiver, 
and ܰ(ߪ) is the random Gaussian noise of the 
environment. Since the detection of the target is of 
interest here, it is necessary to set up the return signal 
intensity for the single pulse system. 

The intensity of the return will be based on the 
radar range equation (RRE). For the single pulse case, 
the RRE is given by 

 

 ܴܵܰ = ௉೟ீమఒమఙ(ସగ)యோర௞ బ்஻ி௅, (4) 

 
where: ௧ܲ 	is	the	Peak	transmit	power;  ܩ	is	the	Array	gain;ߣ	is	the	Transmit	signal	wavelength;ߪ	is	the	Target	radar	cross	section;݇	is	the	Boltzman	constant;ܤ	is	the	Radar	bandwidth; ܨ	is	the	Noise	figure; ܮ	is	the	Total	system	losses. 

It is assumed that a 13 dB signal-to-noise ratio is 
needed on the return for a general detection. 
 
 
3. Temporal Conventional Network  
    Architecture 
 

In recent years, deep learning has been a  
game-changer in many fields, including signal 
processing. Radar return signals, in particular, pose a 
significant challenge due to their large amounts of 
temporal data. This is particularly true when one 
considers reducing receiver design complexity by 
sampling the return signal at RF. As such, researchers 
have explored various deep-learning architectures to 
improve the processing of these signals, with the TCN 
architecture being one of the most promising. 

The TCN architecture is a type of convolutional 
neural network (CNN) that incorporates dilated 
convolutions to capture long-range dependencies in 
the input signal. Compared to other network 
architectures, TCN offers several advantages, such as 
better memory size control and easy adaptability. The 
network can efficiently process long historical 
sequences, which is critical for our task of classifying 
radar signals. 

The primary objective of our network is to perform 
sequence-to-sequence classification on the radar 
signal, as specified in Section 2. The sequence-to-
sequence classification task involves labeling each 
time step in the input signal as “target” or “noise.” To 
achieve this, we will employ a dilated causal 
convolutional layer. 



Sensors & Transducers, Vol. 264, Issue 1, February 2024, pp. 1-10 

 4

The dilated causal convolutional layer is a type of 
convolutional layer that operates in a causal manner, 
meaning it only operates on past and present time steps 
Fig. 1. This characteristic makes it ideal for our task of 
classifying radar signals, as we only need to label the 
target and noise time steps based on past and present 
information. The layer’s dilation parameter can be 
adjusted to expand its receptive field and capture  
long-range dependencies in the signal, allowing us to 
extract meaningful temporal features. 

 
 

 
 

Fig. 1. Dilated Convolutional Layer (Photo Provided  
by MathWorks). 

 
 
Overall, the combination of the TCN architecture 

and dilated causal convolutional layer is expected to 
significantly enhance our network’s ability to classify 
radar signals accurately. By capturing important 
temporal features in the signal and efficiently 
processing long historical sequences, we hope to 
improve our understanding of radar return signals and 
support a variety of applications, including target 
detection, tracking, and recognition. 

The defining feature of the convolutional layer is 
receptive field size. Receptive field size is defined as 

 
 ܴ	 = 	 (݂ െ 1)(2௞ െ 1) + 1 (5) 

 
The temporal convolutional network (TCN) is a 

deep learning model that is particularly well-suited for 
processing time-domain signals, such as those 
commonly encountered in radar data analysis. The key 
idea behind TCNs is to use a series of stacked 
convolutional layers to extract features from a signal 
over time while retaining information on long-range 
dependencies between different temporal patterns. 
This is achieved by using dilated convolutions, which 
enable the receptive field of each convolutional layer 
to grow exponentially with each additional layer. 

The two main hyperparameters that can be 
adjusted to optimize the performance of a TCN are the 
filter size (݂) and the number of stacked convolutional 
layers (݇). By increasing ݂, one can increase the size 
of the receptive field, which in turn allows the network 
to capture more temporal context and potentially 
improve classification accuracy. However, if the 
receptive field becomes too large, the network may 
start to encounter unnecessary data and experience 
performance degradation. On the other hand, 
increasing k allows for more complex feature 

extraction but can also lead to overfitting and 
increased computational cost. 

In addition to the convolutional layers, TCNs 
typically include several other layers that are used to 
improve training efficiency and prevent overfitting. 
Normalization layers are used to normalize the 
weights of the parameters in the network, which can 
help to prevent vanishing or exploding gradients 
during backpropagation. Spatial dropout layers are 
used to randomly zero out certain parameters in each 
layer during training, which helps to reduce the 
network’s reliance on any particular set of features and 
mitigate the risk of overfitting. The dropout factor 
hyperparameter associated with each spatial dropout 
layer determines the proportion of parameters that are 
zeroed out. Finally, ReLU (rectified linear unit) layers 
are commonly used as activation functions, which 
introduce non-linearity into the network and help to 
capture complex patterns in the data. 

The TCN architecture typically consists of a series 
of “sub-blocks,” each of which contains multiple 
convolutional layers and other associated layers  
[22, 23]. In the architecture described, there are four 
main sub-blocks, each of which contains two 
convolutional layers, as well as normalization, 
dropout, and ReLU layers. The input radar signal is 
first passed through the initial sub-block, which 
contains a 1x1 convolution and skip connection to 
match the channel dimensions of the subsequent 
convolutional layers. The signal is then passed through 
the next three sub-blocks before reaching a fully 
connected layer, a SoftMax activation function layer, 
and finally, the classification layer Fig. 2. The number 
of sub-blocks used is another hyperparameter that 
must be tuned based on the specific data model  
being used. 

TCNs are a powerful and flexible deep learning 
architecture that can be used for a wide range of time-
domain signal processing tasks [24-26]. By adjusting 
the various hyperparameters and network architecture 
components, one can optimize the network’s 
performance for a given dataset and classification task. 

The novel radar signal processing technique is 
characterized by a two-step approach that integrates 
deep learning and conventional signal processing 
methodologies. In the initial step, a trained deep 
learning network rapidly determines the presence of a 
target or facilitates its detection, thereby yielding a 
swift response time. The range of the target is deduced 
in this step. Subsequently, in the second step, 
conventional signal processing techniques are 
employed in the vicinity of the target location to 
extract supplementary features, utilizing only a limited 
portion of the data. As an illustration, Section 7 
demonstrates the utilization of a Range Doppler Map 
(RDM) to extract the Doppler associated with each 
target range. 

Given the substantial volume of data generated by 
the employment of a fast ADC and high sampling rate, 
it is imperative for the signal processor to efficiently 
process the data stream in real-time to achieve optimal 
system performance. 
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Fig. 2. TCN Architecture. 
 
 

4. Training Methodology 
 
The process of training a neural network involves 

feeding it with large amounts of data, and the quality 
and quantity of the data used can have a significant 
impact on the performance of the network. For this 

particular project, we used radar signals as the training 
data to train the neural network to detect targets within 
a range of 100 to 1000 km. 

To ensure optimal training results, we varied the 
ranges of the targets defined in the simulation. By 
doing so, we were able to generate a training dataset 
that would provide the neural network with the 
necessary input to learn how to detect any target within 
the range band specified. This approach allowed us to 
cover a wide range of scenarios that the neural network 
might encounter in real-world applications. 

To further optimize the training process, we 
experimented with two different training methods, the 
uniform method and the random method. In the 
uniform method, we generated 10 radar signals with 
targets located at the lower limit of 100 km. We then 
incremented the range using a step size equal to the 
range resolution of the radar system. This approach 
ensured that the network was accurately trained at 
every incremental range, allowing it to detect targets 
with high precision. In contrast, the random method 
employed a larger and more diverse dataset of radar 
signals. This approach allowed the neural network to 
learn to detect targets across a wider range of scenarios 
and conditions. By doing so, the network was able to 
generalize better and detect targets within the range 
band specified more accurately. 

Through the use of carefully selected training data 
and different training methods, we were able to 
successfully train the neural network to detect targets 
within a range of 100 to 1000 km with a high degree 
of accuracy. This achievement has important 
implications for various applications, such as military 
and security, where the ability to detect targets from a 
distance is crucial. This range was then incremented 
using a step size equal to the range resolution of the 
radar system, given by 
 

 ∆ܴ = ௖ଶ஻, (6) 
 
where ܿ denotes the propagation speed of light, and ܤ 
denotes the modulation bandwidth of the radar. Again, 
10 more radar signals were generated at this range to 
use as training data. This process is repeated until the 
upper range limit of 1000 km is reached, training the 
network along the way. 

When it comes to training a neural network, 
choosing the right training method can significantly 
impact the model’s accuracy, efficiency, and 
adaptability to different environments. In the case of 
radar signal detection, two main methods have been 
experimented with - the uniform method and the 
random method. 

The uniform method involves generating radar 
signals with targets at different ranges, incrementing 
the range by a step size equal to the range resolution 
of the radar system. While this method provides a way 
to cover a wide range of values, it can lead to 
overfitting to lower range values and requires an 
impractical amount of time to train. In contrast, the 
random method involves generating a large number of 
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random signals within the defined range band, which 
reduces the risk of overfitting and makes the training 
process much faster. 

One significant advantage of the random method is 
that it allows for greater flexibility in the training 
process. The random generation of signals means that 
the neural network can be trained to detect targets at 
various ranges, which makes it more adaptable to 
different real-world scenarios. This flexibility is 
crucial in situations where the radar environment is 
constantly changing, and the network must be able to 
adapt quickly to new conditions. Additionally, this 
method ensures that the network is less susceptible to 
memorizing specific range values and instead learns to 
identify targets in a more generalized way. 

Another benefit of the random method is that it can 
help the neural network to become more robust to 
noise. By generating random signals with varying 
noise levels, the network can learn to recognize 
patterns in the radar signal despite the presence of 
noise. This adaptability is essential in real-world 
scenarios where the radar environment is often noisy 
and can significantly impact the accuracy of the 
detection system. 

The random method provides many advantages 
over the uniform method in training neural networks 
for radar signal detection. Its flexibility, speed, and 
ability to adapt to changes in the environment make it 
a suitable approach for real-world applications. By 
utilizing this method, the neural network can be 
trained to detect targets over a wide range of ranges 
while being robust to noise levels, ensuring that the 
system performs accurately in various conditions. 

 
 

5. Conventional Radar Signal Processing 
 

Radar signal processing is a complex and 
sophisticated field that involves a wide range of 
techniques and methods to extract useful information 
from radar signals [27, 28]. Its main objective is to 
detect and interpret radar signals to identify objects or 
targets in the radar’s detection range and to extract 
information about their location, speed, and size. 

The process of radar signal processing begins with 
the transmission of electromagnetic waves by the radar 
transmitter. The waves travel through the air and 
bounce off objects in the radar’s detection range, 
which then return to the radar receiver as echoes. 
These echoes are then processed by the signal 
processor to extract information about the  
detected objects. 

One of the key challenges in radar signal 
processing is filtering the radar signals to remove 
unwanted noise and interference. Various filtering 
techniques can be used, such as low-pass, high-pass, 
and band-pass filters, to remove frequencies outside of 
the radar’s bandwidth or filter out specific types of 
noise, such as electromagnetic interference. 

Another important technique used in radar signal 
processing is target detection and tracking. This 
involves identifying and tracking objects in the radar’s 

detection range by analyzing the radar signals 
reflected off of them. Target detection algorithms can 
use various signal processing techniques, such as 
matched filtering, to distinguish between signals from 
targets and noise. 

Doppler processing is another important technique 
used in radar signal processing to determine the 
velocity of a target by analyzing the frequency shift of 
the radar signals reflected off of it. Pulse compression 
techniques, such as frequency-modulated continuous 
wave (FMCW) radar, can increase the range resolution 
of the radar system by compressing the radar pulse 
width. Range gating techniques can also be used to 
isolate radar signals from specific ranges, allowing for 
more accurate target detection and tracking. 

Radar signal processing is a critical component of 
modern radar systems, and the techniques used play a 
crucial role in the accuracy, reliability, and efficiency 
of radar-based detection and tracking systems. As 
technology advances, the field of radar signal 
processing continues to evolve, with new techniques 
and methods being developed to improve the 
performance and capabilities of radar systems. 
 
 
6. Deep Learning Signal Processing 

 
Deep learning signal processing combines the 

power of deep learning with traditional signal 
processing techniques to process and analyze signals. 
Alternatively, a Deep learning network can be trained 
to replace traditional signal processing [29-31]. In the 
context of sensor signal processing, deep learning 
techniques can be used to extract features from signals, 
such as radar signals, that are difficult to detect using 
traditional signal processing techniques. For example, 
a deep neural network can be trained to learn the 
characteristics of radar signals that are associated with 
specific types of targets or interference and then use 
this knowledge to detect and classify signals  
in real-time. 

One advantage of deep learning in signal 
processing is that it can learn complex patterns and 
relationships in the data, even when the signal 
processing algorithms do not explicitly define them 
[32, 33]. This can lead to improved accuracy and 
reliability of signal detection and classification. 
Another advantage is that deep learning can be used to 
process signals in real-time, which is critical in 
applications such as radar systems for autonomous 
vehicles, where fast and accurate signal processing is 
essential for safe operation. More specifically, this is a 
game changer when it comes to data management and 
processing in large phased array radars. 

Deep learning signal processing is still a relatively 
new field, and there are many challenges and 
opportunities for research and development. Some of 
the key challenges include developing neural network 
architectures that are optimized for signal processing 
tasks, dealing with issues such as data scarcity and 
transfer learning, and understanding the underlying 
principles and trade-offs involved in using deep 
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learning for signal processing. Despite these 
challenges, deep learning signal processing holds 
great promise for a wide range of applications, from 
improving the accuracy and reliability of radar 
systems to enhancing the capabilities of speech and 
image recognition systems. 

 
 

7. Performance Analysis 
 

Radar is a crucial technology used in a wide range 
of applications, including air traffic control, military 
surveillance, weather forecasting, and automotive 
safety systems. The performance of a radar system can 
be evaluated based on several metrics, each of which 
plays a vital role in determining its effectiveness and 
accuracy [7, 27]. 

The range is one of the essential metrics that affect 
early detection and the maximum distance at which a 
radar can detect and track a target for given system 
parameters and radar cross-section. The range depends 
on various factors, including the transmit power of the 
radar, the antenna gain, and the sensitivity of the 
receiver. Higher transmit power and antenna gain 
result in an increased range for the radar, enabling it to 
detect targets that are located farther away. Resolution 
is another crucial metric that measures the radar’s 
ability to distinguish between two targets that are 
located close to each other. The resolution is 
determined by the radar’s bandwidth, pulse duration, 
and the number of pulses transmitted. A higher 
bandwidth and a shorter pulse duration allow the radar 
to distinguish between targets that are located closer to 
each other. 

Sensitivity is also an essential metric that refers to 
the minimum detectable signal that a radar can detect. 
A radar with higher sensitivity can detect weaker 
signals and is better at detecting small targets. This is 
particularly important in applications such as weather 
forecasting, where the radar needs to detect small 
particles, such as raindrops or snowflakes, and the 
military where the goal is to avoid detection. Accuracy 
measures how well a radar can estimate the position, 
velocity, and other characteristics of a target. 
Accuracy depends on various factors, including the 
radar’s calibration, signal processing algorithms, and 
environmental conditions. A radar with high accuracy 
can provide more precise information about the target, 
enabling better decision-making in applications such 
as air traffic control or military surveillance. 

Target detection and tracking capability refer to the 
radar’s ability to detect and track targets in real-time. 
The performance of a radar in this area depends on the 
radar’s signal processing algorithms, tracking filters, 
and other advanced techniques used for target 
tracking. A radar with high target detection and 
tracking capability can accurately track multiple 
targets simultaneously, even in challenging 
environments such as clutter and jamming. Largely, 
the performance of a radar system depends on its 
design, operating frequency, and the specific 
application for which it is used. Modern radars use 

advanced signal processing techniques, such as 
adaptive beamforming and waveform diversity, to 
improve their performance in various applications. 
These techniques allow the radar to adapt to changing 
environmental conditions and provide more accurate 
information about the targets being tracked. 

A. Single Target Detection. 
Single target detection is an essential process in 

many radar applications, and the selection of the 
appropriate radar system and signal processing 
techniques depends on the specific requirements of the 
application. To detect a single target, the radar emits a 
signal and listens for the echoes that bounce back from 
the target. The radar system analyzes these echoes to 
determine the distance, direction, and speed  
of the target. 

There are several techniques used for single target 
detection, including pulse radar, continuous wave 
radar, and frequency-modulated continuous wave 
radar. Pulse radar is the most common type of radar 
used for single target detection. It transmits a short 
burst of energy, called a pulse, and then listens for the 
echo. By measuring the time delay between the 
transmitted pulse and the received echo, the radar can 
determine the distance to the target [27]. Continuous 
wave radar, on the other hand, transmits a continuous 
wave of energy and measures the frequency shift of 
the reflected wave. This frequency shift, known as the 
Doppler shift, provides information about the speed of 
the target. Frequency-modulated continuous wave 
(FMCW) radar is another technique used for single 
target detection. FMCW radar transmits a signal with 
a continuously changing frequency. The radar system 
analyzes the frequency shift of the reflected signal to 
determine the distance to the target. 

In addition to these techniques, there are several 
signal processing algorithms used for single target 
detection, such as matched filtering and thresholding 
[8]. Matched filtering is a technique that filters out 
noise and enhances the signal to detect weak echoes 
from a single target. Thresholding is a technique that 
sets a threshold level below which signals are 
considered noise and above which signals are 
considered a target. 

B. Multiple Target Detection. 
Multiple target detection refers to the ability of a 

radar system to detect and track multiple targets 
simultaneously within its coverage area. This is a 
crucial capability for many radar applications, 
including air traffic control, military surveillance, 
weather monitoring, and more. To achieve multiple 
target detection and extract additional target features, 
radar systems typically use a combination of signal 
processing techniques such as pulse compression, 
frequency diversity, angle of arrival estimation, and 
range doppler map Fig. 3. These techniques help to 
enhance the signal-to-noise ratio of radar returns and 
to separate the signals from different targets in the 
radar’s field of view. One common approach to 
multiple target detection is to use a phased array radar 
system. Phased array radar employs multiple antenna 
elements that can be individually controlled to steer 
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the radar beam in different directions. This allows the 
radar to scan a large area rapidly and to track multiple 
targets simultaneously [9]. 

 
 

 
 

Fig. 3. Range Doppler Map showing three targets  
as the second step in the signal processor following target 

detection from the trained deep learning network. 
 
 

Another approach to multiple target detection is to 
use advanced signal processing algorithms such as 
adaptive beamforming and waveform diversity. 
Adaptive beamforming can help to reduce interference 
from other radar sources or jamming signals, while 
waveform diversity can help to improve the detection 
and tracking of low-observable targets. 

Overall, radar multiple target detection is a 
complex and challenging problem requiring advanced 
signal processing techniques, radar hardware design, 
and system integration. However, it is a critical 
capability for many radar applications and essential for 
ensuring safety and security in many domains. 

C. Probability of Detection. 
Radar probability of detection (Pd) is a measure of 

the likelihood that a radar system will detect a target 
that is present in its field of view. Pd is an important 
metric in radar performance evaluation and is typically 
expressed as a percentage or a decimal between  
0 and 1. 

The probability of detection depends on a variety 
of factors, including the radar’s transmit power, 
antenna gain, receiver sensitivity, and signal 
processing algorithms. In general, higher transmit 
power and antenna gain will improve the radar’s 
ability to detect targets at longer ranges and in adverse 
weather conditions. Similarly, more sensitive 
receivers and advanced signal processing algorithms 
can help to detect weaker radar returns and improve 
target discrimination. 

In addition to hardware and software factors, the 
probability of detection also depends on the 
characteristics of the target itself, such as its size, 
shape, and reflectivity. Larger targets with higher 
radar cross-sections (RCS) will generally be easier to 
detect than smaller or low-observable targets. 

To estimate the probability of detection for a 
particular radar system and target scenario, radar 
engineers typically use computer simulation or 
empirical testing. Simulation models can help to 
predict the expected performance of a radar system 
under different operating conditions Fig. 4, while 
testing can provide more accurate measurements of 
actual radar performance. 

Radar probability of detection is a key 
performance parameter that is critical for many radar 
applications, including air traffic control, military 
surveillance, weather monitoring, and more. 
Improving the probability of detection is an ongoing 
challenge for radar engineers and requires a 
combination of hardware and software advancements, 
as well as a deep understanding of target 
characteristics and radar system behavior. 

 
 

 
 

Fig. 4. Probability of detection curves for four probability  
of false alarms [1e-4 1e-6 1e-7 1e-8] and (1) the theoretical 
probability of detection curve in conventional radars.  
The trained deep-learning network shows considerable 
improvement in target detection for the same system 
parameters. 
 
 
8. Conclusions 
 

The paper introduces a state-of-the-art method for 
detecting radar targets, which utilizes deep learning 
and employs a sequence-to-sequence evaluation with 
a temporal convolutional network. The approach is 
novel and offers several advantages over traditional 
radar target detection methods. One key advantage is 
that recent advances in faster analog-to-digital 
converters have made it possible to simplify radar 
receiver designs, increase efficiency, and reduce costs. 

However, these advances come with some 
challenges, such as high computational complexity for 
the signal processor when sampling the radar return at 
RF. The proposed detection scheme overcomes these 
challenges and demonstrates that real-time target 
detection on raw radar data can be achieved without 
the need for preprocessing. The experimental results 
show that this approach achieves high accuracy and 
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can be easily integrated into existing radar  
signal processors. 

This method is particularly significant as it enables 
accurate detection of targets in complex and dynamic 
environments where traditional methods may fail to 
perform. Additionally, this approach offers flexibility 
in the design of radar systems, allowing for better 
adaptation to diverse applications. Overall, this work 
represents a major contribution to the field of radar 
target detection and offers a promising direction for 
future research in this area. 
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Abstract: Water management as a part of critical infrastructure is undergoing transformation alongside the 
advancement of digitalization. Future water management systems will incorporate both edge and cloud services. 
Increased connectivity of systems and the use of remote management together with growing heterogeneity and 
complexity of systems will bring new demands and challenges for security systems. In order to address these 
future security challenges, we study the zero trust approach and its possible realization with a physical unclonable 
function facility. Especially in our focus are resource-constrained devices like sensors in the field and their safety. 
 
Keywords: Sensors, Energy efficiency, Zero trust, Physical unclonable function, Hashgraph, Water management. 
 
 
 
1. Introduction 
 

In the future, the needs of remote connections will 
increase, where users use and connect to the water 
management and control systems remotely. Increased 
connectivity also enables new services, like remote 
software updates for Internet of Things (IoT) devices 
in the field. Monitoring, control, and management 
operations can also be done over the Internet. These 
needs must be fulfilled both in normal and in abnormal 
situations. For example, during a pandemic situation 
control room and office work was restricted. This also 
caused changes in work practices in water 
management and accelerated technology adoption [1]. 

These requirements and technology development 
will lead water management systems towards cloud 
environments, where both edge computing and cloud 
services will be available. However, this development 
will also increase attack surface, emphasizing the need 
to develop holistic security architecture. 

There are few security architecture proposals for 
water management systems. Ntuli and Abu-Mahfouz 
describe an architecture that is focused on securing 

access to IoT devices [2] utilizing common IoT 
protocols, e.g., Constrained Application protocol 
(CoAP) and MQ Telemetry Transport (MQTT) and 
publish-subscribe communications model. The 
importance of secure boot and secure firmware update 
is also mentioned. Xia et al. [3] describe a blockchain-
based system that is focusing on decentralizing 
transactions between the actors and is also proposing 
the use of peer-to-peer (P2P) networks for 
communications. Lee et al. [4] describe the future 
water management platform. Their system relies on  
bi-directional communication, intelligent network, 
and centralized management of smart water grid. 

In this paper, we present our work towards security 
architecture for future water management systems. 
The main contributions of our work are: 

• Utilization of Physical Unclonable Function 
(PUF) as basis for immutable device identity; 

• Impact of Zero Trust security architecture and its 
realization; 

• Discussion of system integrity verification and 
secure software update topics. 

http://www.sensorsportal.com/p_3323.html 
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The rest of this paper is structured as follows. First, 
in Section 2 we give a brief overview of water 
management. Next, in Section 3 we introduce a key 
security primitive called Physical Unclonable 
Function (PUF). In Section 4 we describe elements of 
the Zero Trust (ZT) security architecture. Then, in 
Section 5 we discuss potential threats and limitations 
of our approach. Finally, in Section 6 we conclude  
the paper. 

 
 

2. Water Management 
 
Water management consists of both fresh water 

supply and distribution and wastewater treatment and 
disposal. These operations are part of the critical 
infrastructure of society that should work reliably in 
every situation. Water management IoT devices are 
sensors, pumps, and valves. These can be controlled 
and monitored on site or remotely from a control 
room. Water management system architecture 
depends on the size of the management system and the 
level of digitalization. It is expected that future water 
management systems utilize multiple new 
technologies including cloud-based services [5]. This 
trend has also been recognized by cloud providers [6]. 

In Fig. 1 we present our generic view of the 
potential future water management architecture, where 
remote connections and cloud services, both internet 
and edge clouds, are used. Some of the field devices 
can be directly connected to edge services to achieve 
fast response time or improved security in the sense of 
reduced attacking surface, where information is used 
locally near the source. The next operation level 
devices are connected to the control room with field 
buses, for instance industrial ethernet (Ethernet/IP, 
Profinet), Modbus or Profibus. The control room is 
connected to the Internet so that it is possible to utilize 
cloud services. However, cloud dependency should be 
analyzed from a reliability and security point of view. 
Critical functionality should also work without cloud 
connectivity. Moreover, the control room can also 
support remote connections. In cases, when the 
movement of citizens is restricted, like during the 
COVID-19 epidemic, it may be necessary to have 
capability to do remote management outside of the 
control room. Also digitalization of water 
management systems and increased heterogeneity of 
suppliers and devices will increase requirements to 
have remote connections and to keep the devices  
up-to-date and secure. 

Cloud environments with remote connections will 
open new attack surfaces and increase potential 
vulnerabilities of the system. 

In that kind of environment, it is not enough to trust 
firewalls as barriers. Trust between all actors including 
users, services and applications of the system must be 
kept up continuously. In order to tackle this challenge, 
we study exploitation of a zero trust concept together 
with a physical unclonable function (PUF) concept for 
future water management. 

 
 

Fig. 1. Future water management architecture. 
 

 
3. Physical Unclonable Function 
 

PUF (physical unclonable function) is a security 
technology that creates unique, secure, and unclonable 
identifiers or keys from the physical characteristics of 
a device or component. PUFs have the following 
features: they are robust (they do not change over 
time), unique (no two PUFs are the same), easy to 
evaluate (they can be implemented practically), hard 
to replicate (they cannot be duplicated), and very 
difficult or impossible to predict (their responses 
cannot be guessed). The physical characteristics that 
PUFs use can be based on various types of differences, 
such as electric, optical, chemical, acoustic, and 
thermal noise. For example, electric PUFs can 
originate from differences in bistable state, time, 
voltage-current, and capacitance [7]. One type of 
electric PUFs is silicon based PUFs, which use the 
natural variations and imperfections that occur during 
the fabrication of integrated circuits or other physical 
devices. Some examples of silicon-based PUFs are 
SRAM-PUFs, ring oscillator PUFs, and arbiter PUFs. 
For instance, SRAM-PUF assigns a value to each 
SRAM cell based on its unique bistable state when it 
is powered up. The value can be zero, one, or unstable 
and unreachable, as shown in Fig. 2. 

During manufacturing, the system can create 
digital fingerprints based on its unique physical 
properties i.e. PUFs. These fingerprints are the result 
of applying different challenges (such as bistable state, 
see above, voltage-current, time etc.) to the system and 
recording the corresponding responses. When the 
system faces the same challenge again, it produces the 
same response, which verifies its identity. PUFs can 
be classified into weak and strong PUFs, depending on 
how many challenge-response pairs they can generate. 
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Weak PUFs have only one or a few pairs, while strong 
PUFs have many pairs. The main advantage of PUFs 
is that they are theoretically unclonable because the 
physical variations that cause them cannot be easily 
replicated. This makes them useful for various 
security-critical applications. However, PUFs also 
have challenges, such as noise, reliability, and the need 
for proper error correction and management to ensure 
their practical utility in secure systems. The main 
purpose of a PUF is to establish a local root of trust in 
a device or a system, which can then be used for a wide 
range of applications, such as secure key storage, 
device authentication, remote attestation, secure 
bootstrapping, anti-counterfeiting, and more. 

 
 

 
 

Fig. 2. A 64-bit fingerprint, shown within a larger 
fingerprint for context. The lightness of the shading of each 

cell indicates p, the probability of powering-up to 1 [8]. 
 
 

4. Zero Trust 
 
Rose et al. [9] proposed a set of basic principles for 

Zero Trust Architecture (ZTA). ZTA treats all 
resources (such as data sources, computing services, 
and communication channels) as valuable assets that 
need protection. Access to these resources is granted 
on a per-session basis, with dynamic policies that 
consider various factors such as client identity, 
application/service identity, and behavioral attributes. 
Authentication and authorization of resources are 
strictly enforced, and all communication is secured 
regardless of network location. The enterprise 
monitors and measures the integrity and security 
posture of all owned and associated assets, collecting 
information about the current state of assets, network 
infrastructure, and communication channels to 
continuously improve its security posture. Fig. 3 
shows a generic architecture model of the zero trust 
concept and one of its realizations. 

Zero trust is based on the idea of sharing resources 
on a per-session basis, where privileges are minimally 
shared to perform services and minimize the impact of 
attacks. To achieve this, the system must have means 
of isolation and micro-segmentation, such as binding 
roles to the actors, granular access, provisioning 

control, key hierarchy and prohibiting lateral 
movement. In the next sections, we will discuss 
possible realizations of zero trust, especially in field 
devices, where resources are scarce. 

 
 

 
 

Fig. 3. Zero trust model. 
 

 
4.1. Root of Trust 
 

A Root of Trust (RoT) is a fundamental concept in 
computer security that refers to a reliable and secure 
origin of a computing system. The RoT must be 
inherently trusted, and it cannot be validated. The RoT 
can be used to establish a chain of trust that ensures 
the integrity, authenticity, and confidentiality of 
system components and applications. Based on the 
RoT and device certificates the actors can verify the 
security posture of each other using remote attestation. 
The actors can also authenticate and authorize to share 
resources and services. In evolving infrastructure, to 
keep the system secure, there is a need for a secure 
update mechanism and system audits monitoring the 
system's health. A simple RoT can be an immutable 
code block (e.g., boot ROM implementing secure 
boot) and a device-specific secret. The code block 
should guard access to a device-specific secret that is 
then used to derive the root key of the system also 
known as a Hardware Unique Key (HUK). 

The RoT can also lean on isolated and secure 
execution areas such as secure enclave, secure 
element, trusted execution environment (TEE), trusted 
platform module (TPM) or hardware secure module 
(HSM). Resource constrained IoT devices should be 
relatively cheap. Due to the cheapness requirement, 
additional hardware components like TPM or custom 
hardware-based security modules are not preferred. 
TEE-based approaches like ARM TrustZone are 
integrated to a CPU and are nowadays available also 
in micro-controller class devices [10]. There are also 
specific trusted computing concepts for  
micro-controllers, e.g., the DICE concept [11]. A set 
of minimal functionality that is required to support 
remote attestation is discussed in [12]. 
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A device-specific key must be immutable and 
different in each device instance. It must be kept secret 
and be directly accessible only from the RoT code. 
Chip manufacturers have used specific  
one-time-programmable (OTP) memory areas called 
electronic fuses to implement a device-specific secret. 
Early versions were factory-programmable but now 
most systems are field-programmable. These 
techniques can raise the bar of attacks but physical 
attacks utilizing electron microscope are still possible 
and additional steps are needed in chip  
manufacturing [13]. 

A root of trust device-specific secret can also be 
created with the aid of a PUF concept, where the 
device secret is built using existing inherent unique 
physical properties such as small manufacturing 
variations in silicon chips, which are used to generate 
unique, unclonable identifiers that can be used to 
derive cryptographic keys. From a resource point of 
view, PUF alternatives, which exploit existing 
hardware, like SRAM (Static Random Access 
Memory) based, are interesting, because most of the 
field devices have some form of RAM. In RAM based 
PUFs each time the SRAM block powers on, the 
memory cells come up as either 1 or 0. The start-up 
values create a random and repeatable pattern, which 
is unique to each chip [14]. 

In our study, we used the root of trust realization 
setup called asvin [15], the E1 development board 
from OKDO. This development board has an 
LPC55S69xx microcontroller from NXP. The 
microcontroller contains onboard PUF using SRAM to 
form a unique repeatable pattern. This pattern is 
further added to an activation code, which is then 
turned into a digital fingerprint i.e. root of trust device 
secret, which provides foundation for security 
subsystems. 
 
 
4.2. Authentication and Authorization 

 
The ZT principles state that there is no inherent 

trust among the actors of a system (users, applications, 
services, and hardware). This means that every actor 
must have a provable identity for authentication and 
authorization between each other. To achieve a 
lightweight authentication protocol, the 
communication between field devices and 
authentication services should be minimal and the 
cryptographic algorithms should be energy efficient 
such as, based on symmetric encryption. For this 
purpose, we chose a lightweight authenticated 
encryption scheme (ASCON) to implement. The 
ASCON is NIST recently proposed to standardization 
based on open competition, where addition of security, 
the selection criterion was performance and flexibility 
in terms of speed, size and energy use [16, 17]. 
ASCON can perform authenticated symmetric 
encryption with associated data (AEAD) and hashing 
[18]. As the name implies, AEAD ensures the privacy, 
integrity, and authenticity of ciphertext data and the 
integrity of unencrypted associated data. AEAD 

implements a method where data is first encrypted and 
then an authentication tag, i.e. message authentication 
code (MAC), is calculated. Fig. 4 shows the procedure 
where: 1) The key encrypts messages, and a random 
number is added to ensure privacy. 2) Calculates an 
authentication tag (MAC) that ensures that both 
encrypted and unencrypted parts of a message are not 
tampered with. Because MAC is done after encryption 
it makes it possible to exclude all tampered messages 
before encryption. 

 
 

 
 

Fig. 4. Authenticated encryption with associated data 
(AEAD) in encrypt-then-MAC method. 

 
 

4.3. Key and Role Management 
 
As a part of authentication, we also study a distributed 

ledger-based approach, where field device identity 
information is typically stored in a blockchain. The 
selected ledger implementation depends on the use 
case. The ledger can be either private or public and 
either permissionless or permissioned, see Fig. 5. 

 
 

 
 

Fig. 5. Type of blockchain [19]. 
 
 
Concerning the nature of critical infrastructure, 

where access to a network is restricted and only 
permissioned actors are allowed, the best approach is 
a private and permissioned ledger. There are numerous 
consensus mechanisms like proof of work, proof of 
stake etc., which are popular in public networks but 
need to be excluded, because those mechanisms are 
energy and resource hungry [20]. However, there are 
still many consensus mechanisms based on Byzantine 
fault tolerance or other voting mechanisms that 
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perform better in terms of speed, energy consumption, 
and resource usage. One such example is Redundant 
Byzantine Fault Tolerance (RBFT) [21], where a 
preselected primary node creates a new block and 
other nodes follow only if the primary node is  
not malicious. 

The performance of a consensus protocol has a 
significant impact on various aspects of the system, 
including fast transaction speed, quick recovery time 
from failures, scalability, low computation overhead, 
and energy consumption [22, 23]. Because of 
efficiency, we decided to study hashgraph-based 
approaches [24] as they provide fast consensus 
mechanism [25] operating even 120000 transactions 
per second (TPS) [26] with minimal communication 
overhead [24], and low energy consumption  
3 mWh/transaction [27] due to minimal radio 
operations [28]. The hashgraph consensus mechanism 
is based on virtual voting, where only data of data (i.e., 
hashes) is shared between the nodes (i.e. gossip of 
gossiping). The data is shared using a flooding 
mechanism, where every node randomly sends its own 
information to neighbor nodes. Thus, during the 
consensus, there is a need to distribute two hashes 
(The size of the hashes is between 160 to 384 bits, 
depending on the security level) and timestamps  
(64 bits). This is a small amount compared to the 
actual data and the flooding mechanism provides fast 
consensus. However, if only hashes are distributed and 
the original data is only available in the source node, 
there must be other means to replicate data, e.g., using 
mirror nodes. Otherwise, the original data is lost if the 
source node is lost. 

We propose to use node identities and database 
addresses, such as URL or IP addresses, as transaction 
data on the hashgraph, as shown in Fig. 6. By 
including the hash of the data in the database, we can 
verify its integrity. The data stored in the database can 
be specific to each node and sensor, and can be 
provided by different actors in the hashgraph 
community, such as fresh water companies, sensor 
manufacturers, sensor sellers, software companies, 
etc. For example, sensor manufacturers can provide 
calibration and SRAM-PUF data. The data can be 
either public (e.g., calibration data) or private (e.g., 
SRAM-PUF data), and can be accessed with 
appropriate methods. 

 
 

 
 

Fig. 6. Hashgraph and transaction data. 

4.4. System Integrity Verification 
 
When the system is up and running, the integrity of 

the field devices must be verified. Trustworthy way 
requires that the field devices have hardware-based 
root of trust that is protecting a device secret. In our 
case, the device secret is based on SRAM-PUF. The 
root-of-trust is based on ARMv8-M Trusted 
Firmware-M (TF-M) security architecture that is an 
implementation of ARM Platform Security 
Architecture (PSA) [29]. The security architecture 
provides isolation between secure and non-secure 
environments and allows secure boot implementation. 
Based on these building blocks, remote parties can 
request integrity verification of the system using a 
remote attestation protocol. 

The Internet Engineering Task Force (IETF) 
RATS working group has specified an architecture for 
remote attestation that is specifying actors and data 
flows between the actors [30]. The architecture data 
flow is presented in Fig. 7. 
 
 

 
 

Fig. 7. IETF Remote ATtestation ProcedureS (RATS) 
Architecture conceptual data flow. 

 
 

In the context of water management, the attester 
actor can be a smart water meter that needs to provide 
a proof of its integrity to the water management system 
that acts as the relying party actor of the architecture. 
The endorser actor can be a manufacturer of the smart 
water meter that could, e.g., issue a device certificate 
for the smart water meter. The attester should provide 
signed integrity measurements of the system 
components, e.g., cryptographic hashes. These 
cryptographic hashes can be compared to known good 
reference values provided by the reference value 
provider. For example, a firmware package provider 
could provide these reference values. The verifier 
actor is verifying the attestation evidence and then 
enforcing the policy (also known as appraisal) set by 
the verifier owner, e.g., omitting verification of some 
components, and then passing the attestation result to 
the relying party (now the water management system). 
The water management system can then act according 
to the appraisal policy, e.g., logging attestation errors 
or blocking access from components whose 
verification has failed. 

We propose that distributed ledger technology can 
be exploited for remote attestation systems in context 
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of water management (see Fig. 8). The figure present 
W3C (Word Wide Web Consortium) model of digital 
verification architecture [31], which is fit to remote 
attestation verification model, where the water meter 
act as Holder, verifier owner and manufacture of meter 
as Issuers, water management system as Verifier, 
reference value provider located in Verifiable Data 
Registry implemented with distributed ledger 
technology. The functionality of reference value 
providers can be automated by using smart contracts, 
where verification is made. 

 
 

 
 

Fig. 8. Remote attestation model (RATAS) fit to W3C’s 
Verifiable Credentials Data Mode. 

 
 
5.3. Secure Software Updates 

 
Software updates are either functionality or 

security updates. There is a need to either deploy new 
functionality or fix problems in old functionality. 
Security updates are fixing detected vulnerabilities. 
Update may be either field update or over-the-air 
(OTA) update. Especially OTA updates should be 
optimized by size. Update packages must be signed, 
and packages should be verified before installation. 
Packages should have a version number and rollback 
prevention should prevent installation of old 
vulnerable versions to already updated devices. 
Trusted Firmware-M includes Firmware Update 
(FWU) component that allows testing the installed 
update and either rolling back or accepting the update. 
Software update requires additional storage as the 
system must be able to store the original and the 
updated system image. 
 
 
5. Discussion 
 
5.1. Security and Zero Trust Concept 

 
In Future water management system with an 

untrusted cloud environment, the attack surface will be 
much larger than in conventional water management 
systems having only some remote connections. The 
development and digitalization will lead to  
cloud-based systems, where clear barriered areas with 
firewalls cannot be defined. In that kind of 
environment, a zero trust approach will enrich 
methods to create sufficient protection and improve 
management of the system, especially under attacks 

and even attacks coming from inside of the system. 
One key point to build up security based on zero trust 
is that every actor, like users, devices, services, and 
programs, need to authenticate before getting rights to 
operate and use the resources. To do authentication 
actors will need a robust root of trust. Especially, field 
devices with a few energy resources will need energy 
efficient and reliable means to have root of trust like 
SRAM-PUF fingerprint. 

SRAM-PUFs are a hardware security primitive 
that generate unique responses based on the physical 
variations in SRAM cells. These responses are not 
stored as conventional software-based cryptographic 
keys, making them resistant to software attacks that 
exploit vulnerabilities or weaknesses in software 
programs. However, SRAM-PUFs are not immune to 
side channel attacks, which are attacks that exploit the 
physical characteristics or behavior of the hardware. 
For example, cloning attacks [32, 33] can copy the 
SRAM-PUF responses by measuring the power 
consumption or electromagnetic radiation of the 
device. Data remanence attacks [34] can recover the 
SRAM-PUF responses by reading the residual charge 
left in the SRAM cells after power-off. 

Data remanence is the phenomenon of data 
persisting in some physical form even after it has been 
erased. This can depend on the temperature, as data 
can remain for about 1.5 hours at 75 °C, 3 days at  
50 °C, almost two months at 20 °C, and about 3 years 
at 0 °C [35, 36]. A data remanence attack is a type of 
fault injection attack that tries to recover data by 
introducing faults into the target system. They have 
shown that the data remanence effect can also be used 
to inject faults by changing the temperature of the 
SRAM [37]. 

The goal of cloning attacks is to clone the original 
SRAM and replace it with a fake SRAM that acts like 
the real one even if the attacker controls it. One way 
of cloning attack is to exploit a complementary  
metal-oxide-semiconductor aging mechanism, called 
Bias Temperature Instability (BTI), to alter the 
original start-up values of an SRAM-PUF and create 
physical clone [32]. Another method is to use a 
focused ion beam circuit to measure SRAM-PUFs and 
make a physical clone of SRAM. To measure the 
SRAM, they captured the near infrared (NIR) photonic 
emissions of SRAM and used them to make a clone. 

Both types of side-channel attacks require deep 
knowledge of the specific hardware and often require 
laboratory equipment and settings, making them 
difficult to execute in the field. In our implementation, 
if the device is turned off and on again, the new 
fingerprint is also generated and the old one is 
discarded, which requires a new authentication. This 
will effectively prevent side-channel attacks that 
reboot the system, such as cloning attacks, and make 
it hard to inject faults that cause system rebooting and 
require new authentication. However, if the attacker 
can easily power off and on the field devices and the 
reauthentication requires administrative support, this 
will open up a new vulnerability in the system. 
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5.2. SRAM Energy Efficiency 
 
SRAM stands for static because it does not need 

constant power bursts like DRAM (dynamic  
random-access memory) to keep the data stored. It can 
retain data as long as a small steady current is supplied, 
which reduces static energy dissipation to less than 
one to tens of nanowatts (nW) [37, 38]. The main 
source of static energy dissipation is leakage current, 
which causes continuous power consumption in the 
idle state. However, SRAM consumes more energy in 
the active state, when it is accessed for reading or 
writing, ranging hundreds of microwatts (µW) [39]. 
The amount of energy consumed during a read or write 
operation depends on factors such as the size of the 
memory cell, the operating voltage and temperature, 
and the access time. If SRAM-based caches are used 
for fast data access, they need to be kept in standby 
mode, where they may be partially active, consuming 
a small amount of power to maintain data integrity and 
respond quickly to requests. 

 
 

5.3. Hashgraph 
 
To avoid a single point of failure, the system 

should be decentralized. One way to achieve secure 
distribution is to use distributed ledger technology, 
which includes blockchain and hashgraph 
technologies. From a security perspective, the 
distributed ledger technology provides a verified data 
registry, which has data integrity assurance and 
support for different consensus mechanisms as 
inherent properties. This ensures data consistency 
even if some actors are malicious. Several public and 
commercial ledgers (e.g., Bitcoin, Ethereum, Hedera) 
have cryptocurrencies, which are used to reward 
participants of the ledger block creation. However, 
from a private distributed ledger perspective, 
cryptocurrency is an extra functionality, which is not 
necessarily required. Nevertheless, if the platform 
service is bought from an external provider or if there 
is a need to create some incentive or exchange system 
among community members or online shops, a 
cryptocurrency can facilitate those functionalities. 

 
 

6. Conclusions 
 

The research paper proposes a security architecture 
for future water management systems based on zero 
trust and physical unclonable function (PUF) 
concepts. Water management is a critical 
infrastructure that needs to operate reliably and 
securely in various situations. Future water 
management systems will use cloud and edge services, 
remote connections, and heterogeneous devices, 
which will increase the complexity and vulnerability 
of the systems. PUF is a technology that generates 
unique and unclonable identifiers or keys based on the 
physical properties of a device or component. PUF can 

provide a local root of trust for resource-constrained 
devices, such as sensors, in the field. As the resource 
efficient and suitable sensor devices was used  
SRAM-PUF. Zero trust is a security paradigm that 
assumes no inherent trust between actors in a system, 
such as users, devices, services, and applications. Zero 
trust requires continuous authentication and 
authorization of resources, secure communication, and 
dynamic policies. The paper describes the elements of 
zero trust architecture and how they can be applied to 
water management systems. The paper discusses how 
to verify the integrity of field devices using remote 
attestation protocols and how to perform secure 
software updates using trusted firmware components. 
The paper also considers the challenges and 
limitations of these approaches. 
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Abstract: In this paper, a high-precision thermal linear micro actuator (LMA) with a large travel range is 
analyzed, simulated and presented. Physical functions can be performed by MEMS thanks to micro-actuators. 
The operation of various types of micro-actuators in many applications has been successful. There are two 
perspectives to categorize micro-actuators; one focused on driving forces and the other on mechanisms. Electric, 
magnetic, and flow fields can be utilized to generate force in the space between stationary and moving parts. 
The intrinsic actuation capabilities of materials like piezoelectric, magnetostrictive, and photo stretched 
materials also can be used in them. Changes in shape or volume caused by thermal expansion and phase 
transformations; such as the shape-memory effect and bubble formation are another important ways to reach a 
deformation in these types of actuators. In our proposed LMA, electro-thermal technique has been selected. The 
main components of the electro-thermal LMA proposed are substrate, slider, stopper, and forks. The slider is a 
long rectangle beam placed on a rail so that can move bidirectional, either up-ward or down-ward. A complex 
interesting technique, by using the stoppers and forks, results bidirectional movement of the slider. The stopper 
consists of arrayed electro-thermal chevrons (EC) and springy clutch. By applying a DC voltage of 1.5 V to the 
Red fork's ECs arrays, the minimum step size approximately 20 µm is achieved. Repeating steps sequentially 
generate a travel range of about 2 mm. For all simulations, the ANSYS software has been used. The LMA has 
the ability to displace heavy loads linearly and accurately. Minimum step size and large travel range of the LMA 
proposed make it useful to be used for Mirror Shape Correction application. 
 
Keywords: MEMS, Mirror shape correction, Linear micro actuator (LMA), Electro-thermal chevrons (EC), The 
slider, The stopper, The forks, The springy clutch. 

 
 
 
1. Introduction 
 

Numerous researchers have studied LMAs and 
micro-deflections extensively for the purpose of 
arranging individual elements connected to the 
slider's head in micro electromechanical systems 
(MEMS). By repeating small deflections [1, 2], it is 

possible to move a slider linearly on a rail using 
certain techniques. Electrostatic, magneto-electric, 
piezoelectric, and electro-thermal techniques are the 
most effective ways to generate these deflections. It's 
unfortunate that micro scale applications tend to 
generate electrostatic and magneto-static forces that 
are too small. The devices can be operated in a 
resonant mode or applied a high voltage to achieve a 
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large travel range and overcome this issue. The 
Piezoelectric and Electro-thermal LMAs have the 
ability to create significant propulsion forces and 
deformation. Commercial MEMS foundries typically 
don't support piezoelectric materials during their 
fabrication processes. Electro-thermal LMAs [4] 
were the reason why we were drawn to them. Low 
power consumption and a large and linear travel 
range can be achieved using electro-thermal actuators 
as a promising solution. The IC voltage is the 
standard for standardizing the operating voltage of 
these actuators, unlike electrostatic-driven actuators. 
It is now easier to design them with no strict 
dimensional tolerances. Sliders in electro-thermal 
linear actuators allow for precise movement forward 
or backwards. Microsystem devices can generate 
linear movement through a variety of techniques. To 
move sliders, the initial method involves transferring 
momentum through a series of impacts beginning 
with number  
[1, 5, 16, 17]. The second method involves 
employing impact heads and notches the edges of the 
sliders, which significantly improves grip for sliders 
with a thickness of 6 to 8 mm. In the third method, 
the gripping occurs due to the frictional contact 
between the impact heads and the slider [9, 10] and 
leads to a beneficial resolution. The focus of this 
paper is on a sophisticated electro-thermal LMA that 
can travel up to 2 mm, and has a minimum step size 
of 20 mm and a travel range of 2 mm. An LMA for 
mirror shape correction application has been reported 
by [11, 19], but it does not have favorable power 
consumption or travel range. [12] has been reported a 
bulky LMA. Compared to [12], the proposed actuator 
is lighter and can be utilized in various important 
applications. In the following sections, several issues 
related to the LMA are discussed. The actuator 
mechanism and stopper are examined in Sections 2 

and 3 with care, accuracy, and theoretical reasoning. 
The design of the slider is presented in Section 4. 
Section 5 is the conclusion. 
 
 

2. Mechanism 
 

Blue and green forks, along with the slider, 
stopper, and substrate, are all main components in 
this LMA. The schematic of the LMA can be seen in  
Fig. 1. Several EC arrays are used to move the slider 
in two directions and also release the springy clutches 
from the side wall. Two supports at an angle, known 
as 'anchors', secure the long beams that make up the 
ECs. Current passing through the beams from one 
terminal to another is what causes them to expand 
due to Joule heating. A deflection occurs in the y-
direction of mathematical axis due to thermal 
expansion; consider Red ECs as an example. 
Deflecting the EC is affected significantly by both 
the length and angle of the beams. A smaller angle 
causes a greater deflection, while a larger angle 
causes a smaller deflection  
[7, 13, 20, 25]. The substrate acts as a chassis, and 
the slider is a solid long rectangular beam that can be 
moved on the substrate. Totally, two forks are 
available, one blue and one green. As depicted in  
Fig. 1, the stoppers are located on the four locations 
of the fork surface. The stopper's composition 
consists of the springy clutch and the ECs. To 
prevent the slider from shaking and moving 
randomly, the clutches are used. Besides, the 
stopper's ECs aid in generating the required force to 
connect the clutches to the substrate side walls. All 
clutches must be touched to the side walls of the 
slider during normal mode to prevent it from moving 
or shaking. 

 
 

 
 

Fig. 1. The schematic of the LMA proposed.  
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Fig. 2 (a) shows that the slider is currently in rest 
mode, indicating that the entire fork's Green and Blue 
ECs are ON or activated. ON is the term for passing 
electrical current through electro-thermal cells and 
expanding polysilicon cells utilizing Joule's law. To 
start the operation, the Green fork's ECs are ON and 
the Blue fork's ECs are OFF, as shown in Fig. 2 (b). 
Upward or downward movement is achieved by 
applying electrical signals to all EC electrodes in a 
regular and sequential manner. The Blue fork moves 
forward and the slider dribbles in an interesting way 
when the voltages of the Green-Red and Blue forks 
are turned on and off, respectively. It is important to 
note that all the clutches are the same as in Fig. 2(c) 
in the previous step. Fig. 2(d) shows that the voltages 
applied to the ECs of the Green and Blue forks will 
be ON. As the temperature rises and cools the ECs, 
the Red fork's EC voltage drops to zero, causing the 
slider to contract smoothly. Refer to Fig. 2(e). This 
contraction leads to the Blue fork deflecting 
downward and the slider moving down-trend, shown 
in Fig. 2(e). A significant travel range could be 
achieved by repeating the sequences. To achieve 
upward movement, all steps can be reversed. In Fig. 
3, you can see the schematic for the springy clutch. 
To obtain high precision and a large travel range, all 
parameters must be calculated carefully and 
separately [19, 9, 23, 24]. In short, generating a 
prototype of a complicated linear actuator 
necessitates the precise calculation, analysis of all 
dimensions, geometries, and material properties. 
Take into account which the generated friction force, 
appropriately, is enough to ensure the slider latching 
and stabilizing is successful during operation. To 
keep the sliders steady, the clutches can be fitted into 
the notches of LMAs. In these structures, despite the 
favorable force generated, resolution is limited. The 
expected resolution for these types of LMAs is 
approximately 100 nm. The LMA suggested 
reposition the slider with a force that could reach  
8 mN either forward or backward. 
 
 

 
 
Fig. 2. Operation sequences (a) normal mode, (b) the Green 
fork´s ECs are ON and the Blue fork´s ECs are OFF,  
(c) The Green-Red and Blue fork´s ECs voltages applied 
are ON; OFF, (d) the slider is getting ready to contract,  
(e) downward deflection of Red fork's Ecs. 
 
 
3. Analysis of the Stopper 

 
By analyzing an inclined beam at the center of the 

chevrons shuttle, the springy clutch can be designed. 

Taking into account node A and assume that the 
shuttle is solid, as depicted in Fig. 4. When designing 
a springy clutch, it's crucial to take important 
parameters into account. Node A is deflected by the 
force generated F electro thermally in the central 
shuttle in the y-direction, which is equivalent to [14]. 

 

 

ܷி ≡ ܷ௬ ௧௢௧௔௟஺ ൌ ܷ௬ଵ஺ ൅ ܷ௬	ଶ஺ ൌ	ൌ ܨ 12ቆ݊݅ݏ ௌߠ ௌ݈௦ܣܧ ଶ ൅ ݏ݋ܿ ௌߠ ௌ݈௦ଷܫܧ12 ଶቇ ൅	൅ܨ 12ቆ݊݅ݏ ௖ߠ ௖݈௖ܣܧ ଶ ൅ ݏ݋ܿ ௖ߠ ௖݈௖ଷܫܧ12 ଶቇ ൌ	ൌ ௦ܣܧ௦݈ܨ 12 ൬݊݅ݏ ௌଶߠ ൅ ݏ݋ܿ ௦ߛௌଶߠ ൰ ൅	൅ ௖ܣܧ௖݈ܨ 12 ൬݊݅ݏ ௖ଶߠ ൅ ݏ݋ܿ ௖ߛ௖ଶߠ ൰ 
(1) 

 
 

 
 

Fig. 3. The schematic of the springy clutch. 
 
 

 
 

Fig. 4. A beam inclined joined at the central  
of chevrons´ shuttle. 

 
 

The expression identified by 's' and 'c' is linked to 
chevrons 1 and 2, as indicated in Fig. 4. E is the 
Young's modulus of the material, while ls and lc are 
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the beam length. Ac represents the beam cross 
section and Is and Ic represents the moment of inertia 
of the cross section with respect to the out of plane 
axis z. As it said already, F is the electro-thermal 
force generated. Fig. 5 demonstrates the deflection of 
the springy clutch compared to the force applied. The 
reaction force in the x-direction is: 

 

 

ܴ௫ி ≡ ܴ௫஺ ൌ ൌ ݏ݋ܿ ௦ߠ ݊݅ݏ ௦ߠ ቀா஺ೞ௟ೞ െ ଵଶாூೞ௟ೞయ ቁ ܷ௬ଵ஺ ൅  ൅ܿݏ݋ ௖ߠ ݊݅ݏ ௖ߠ ቀா஺೎௟೎ െ ଵଶாூ೎௟೎య ቁܷ௬ଶ஺ ൌ  ൌ ܨ ௦௜௡ ఏೄ௖௢௦ ఏೄሺఊೄିଵሻଶሺఊೄ ௦௜௡ ఏೄమା௖௢௦ ఏೄమሻ ൅  ൅ܨ ௦௜௡ ఏ೎௖௢௦ ఏ೎ሺఊ೎ିଵሻଶሺఊ೎ ௦௜௡ ఏ೎మା௖௢௦ ఏ೎మሻ, 
(2) 

 
and 
 

ௌߛ  	ൌ 	 ஺ೞ௟ೞଵଶூೞ , ௖ߛ 	ൌ 	 ஺೎௟೎ଵଶூ೎  (3) 

 
 

 
 

Fig. 5. Deflection of the springy clutch  
vs. the force applied. 

 
 

The SSFF (static surface friction force) generated 
by the clutch's head is the same as: 

 
௙௥௜௖௧௜௢௡ܨ  	ൌ  ௨, (4)ܨ௦௧௔௧௜௖ߤ
 
where Fu is the elastic potential force of the beam. 
Equations (1-3) can be taken into account in a 
primitive way to calculate the SSFF. The force 
generated by the chevrons1 and the chevrons2 causes 
the springy clutch to move toward the slider side 
wall. The electro-thermal mechanism and output heat 
conduction are responsible to actuate the chevrons. 
Following equations can be used theoretically to 
explain related operation. 
 

 ܳ௢௨௧௣௨௧ 	ൌ 	െݓܭ௦݄௦ ቀడ ೞ்డ௫ ቁ௫ାௗ௫  (5) 

 
where K, ws, hs, T and x represents the thermal 
conductivity of poly-silicon, thickness, the height of 
the beams, temperature, and the fluctuating length of 
the beams, respectively. Equation (1) is substituted 
by equation (2), which means heat passing through 
thin beams. By neglecting the heat loss of the 
convection and radiation to the ambient, heat 
conduction is as following [15]: 

 ܳ௜௡௣௨௧ ൌ െݓܭ௦݄௦ ቀడ்డ௫ቁ௫  (6) 

 
By passing electrical current through the beams of 
the springy clutch: 
 
 ܳ௝ೞ ൌ ௦݆ଶݓߩ௦݄௦݀(7) ,ݔ 
ߩ  ൌ ଴ሾ1ߩ ൅ ሺߞ ௦ܶ െ ௢ܶሻሿ, (8) 
 

௦ܬ  ൌ ௏ଶఘ௟ೞ, (9) 

 
 ܸ ൌ 2݈௦ܧி, (10) 
 
where Js, ߩ, ௢ܶ, ζ and ܸ represents current density, 
resistivity; substrate temperature, the temperature´s 
coefficient, DC voltage, respectively. ௢ܶ should be 
considered 293K. Figs. 6 and 7 display the springy 
clutch's deflection in relation to the DC voltage 
applied and the release time, respectively. Fig. 8(a-d) 
shows Model meshed, the clutch deformation, 
electrical voltage and current contours, respectively. 
 
 ܳ௜௡௣௨௧ ൅ ܳ௃ೞ ൌ 	ܳ௢௨௧௣௨௧ (11) 

 
 

 
 

Fig. 6. Deflection of the clutch vs. the DC voltage applied. 
 
 

 
 

Fig. 7. The deflection of the clutch vs. the time. 
 
 

The following equation can be formulated by 
substituting Equations (5) and (7) into Equation (11) 
and by limiting dx to 0. 
 

௦݄௦ݓ௣ܭ  ቀడమ ೞ்డ௫మ ቁ ൅ ௦݆ଶݓߩ௦݄௦ 	ൌ 	0  (12) 
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The conductive cross-sectional area of the springy 
clutch is identical, so: 
 

 డ ೞ்మడ௫మ 	ൌ 	 ି௝ೞమఘ௄ , (13) 

 
 ܶሺ0ሻ 	ൌ 	ܶሺ݈௦ሻ 	ൌ 	 ௢ܶ, (14) 

 ௦ܶሺݔሻ 	ൌ 	 ఘ௃ೞೞଶ௄ ሺ2݈௦ݔ െ ଶሻݔ ൅ ைܶ, (15) 

 

 ∆ ௦ܶ 	ൌ ׬	 ்ሺ௫ሻೞି బ்ଶ௟ೞଶ௟ೞ଴ ݔ݀ ൌ 	 ௏మଷ௄ఘ 	ൌ 	 ௉ೝ௟ೞଷ௄஺ೞ  (16) 

 

 
∆ ௦ܶ௠௔௫ 	ൌ 	 ௦ܶ௠௔௫ െ ଴ܶ 	ൌ 	 ௏మଶ௄ఘ ൌ  ൌ 	1.5∆ ௦ܶ, (17) 

 
 ௥ܲ 	ൌ 	  ௥ܸ (18)ܫ
 
where ௥ܲ, ܫ௥ are electrical power and electrical 
current, respectively. Fig. 8(e) shows temperature´s 
distribution of the springy clutch. The average 
temperature of the springy clutch increases to ∆ ௦ܶ, 
and ∆ ௖ܶ, so deflection at node A in the y-direction is 
equal to [14]. By considering	∆ ௦ܶ and ∆ ௖ܶ, there is a 
compressive force ܨ∆் in the hot arms [21]: 
 

 

ܷ∆் ≡ ܷ௬೟೚೟ೌ೗஺ ൌ ൌ ∆ߙ	 ௦݈ܶ௦ ௦௜௡ఏೞ൬௦௜௡ఏೄమା௖௢௦ఏ௦ భమ಺ಲೞ೗ೞమ൰ ൅  ൅ߙ∆ ௖݈ܶ௖ ௦௜௡ఏ೎൬௦௜௡ఏ೎మା௖௢௦ ఏ௖ భమ಺ಲ೎೗೎మ൰ ൌ  ൌ ∆ߙ ௦݈ܶ௦ ௦௜௡ ఏೞ൬௦௜௡ ఏೄమା೎೚ೞഇೞమംೞ ൰ ൅  ൅ߙ∆ ௖݈ܶ௖ ௦௜௡ ఏ೎൬௦௜௡ఏ೎మା೎೚ೞഇ೎మം೎ ൰, 
(19) 

 

where α is the coefficient of the thermal expansion. 
The contour plots of clutch deflection are shown in 
Fig. 8(a) when applying a DC voltage of 1.35 volt. 
The meshed model of the springy clutch by using 
couple field elements in ANSYS software is shown in 
8(b). The reaction force generated in the x-direction 
is  
equal to: 
 

 

ܴ௫∆் ≡ ܴ௫೟೚೟ೌ೗஺ ൌ ൌ െߙ∆ ௦ܶܣܧ௦ ௖௢௦ ఏೞ൬௦௜௡ ఏೞమ ಲ೗ೞమభమ಺ೞା௖௢௦ ఏೞమ൰ െ  െെ ∆ߙ ௖ܶܣܧ௖ ௖௢௦ఏ೎൬௦௜௡ఏ೎మ ಲ೗೎మభమ಺೎ା௖௢௦ ఏ೎మ൰ ൌ  ൌ െߙ∆ ௦ܶܣܧ௦ ௖௢௦ ఏೞሺ௦௜௡ఏೞమఅೞା௖௢௦ఏೞమሻ െ  െെ ∆ߙ ௖ܶܣܧ௖ ௖௢௦ ఏ೎ሺ௦௜௡ఏ೎మఅ೎ା௖௢௦ ఏ೎మሻ  
(20) 

 
When considering the clutch release time, the 

total deflection is: 
 

 ܷ୼்ାி ൌ ൫ܷ୼் ൅ ௦ܷி൯ ൅ ሺ ௖ܷ୼் ൅ ௖ܷிሻ (21) 
 
Total stiffness is: 

 ܷ௱்ାி ൌ ሺଶఈ∆ ೞ்ா஺ೞ ௦௜௡ ఏೞାிሻାሺଶఈ∆ ೞ்ா஺ೞ ௦௜௡ ఏೞାிሻ௄೟್ , (22) 

 

 
௧௕ܭ ≡ ி௎ೞಷ ൅ ி௎೎ಷ ൌ 

ଶ൬ୱ୧୬ఏೞమାౙ౥౩ഇೞమംೞ ൰ா஺ೞ௟ೞ ൅  ൅ଶ൬ୱ୧୬ఏ೎మାౙ౥౩ഇ೎మം೎ ൰ா஺೎௟೎   

(23) 

 

 
 

 
 
Fig. 8. Model meshed (a), the clutch deformation (b), the DC voltage (c), electrical current (d), temperature distribution (e), 

Stress counter of the clutch (f). 
 
 

The expressions above can be approximated to 
the following: 
஺்ܭ  	ൌ 	2 ൈ ௧௕ܭ݉ ൅ 2 ቀ݊݅ݏ ௖ଶߠ ൅ ௖௢௦ ఏ೎మఊ೎ ቁ ௖݈௖ିܣܧ ଵ, (24) 

்∆ܨ  ≅ ∆ߙ ௦ܶ݊݅ݏ ௦ଶߠ ଵ௦ଶܮ௦ܫܧ12 ൅ ∆ߙ ௖ܶ݊݅ݏ ௖ଶߠ ଵ௖ଶܮ௖ܫܧ12  (25) 

 

ଵ௦ܮ ൌ ߙ0.5 ௅ೞୡ୭ୱఏೞ , ଵ௖ܮ ൌ ߙ0.5 ௅೎ୡ୭ୱ ఏ೎ ,݉	 ൌ 	2  (26) 

 
By compressing the springy clutch, approximately 

5 m, a force of 40 mN can be generated. The two 
clutches have a total SSFF of 80 mN, by assuming 
the SSFC is roughly 0.2 [22]. Equation (4) allows the 
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slider to generate propulsion upward or downward 
force about 16 mN which guarantee the sider stability 
during operation. In other words, if the slider's 
propulsion forces exceed the total clutch's friction 
force, the grip would be faulted. A force of 80 mN 
can be achieved by applying a DC voltage of 1.25 
volt. Fig. 8(f) illustrates the stress contours of the 
clutch that are less than 0.57 GPA due to the applied 
voltage which causes a deflection of approximately 
7.9 µm. 
 
 

4. Analysis of the Blue fork´s ECs 
 

Equations of Section 3 are used to design the ECs 
of the Red fork. The couple field elements of ANSYS 
software are used to mesh the model and the  
electro-thermal analysis to be carried out. Table 1 
shows the material properties of poly-silicon. The 
slider has a stroke of 2 µm when using a voltage of  
1.5 V, as shown in Fig. 9.  

 
Table 1. The Polysilicon properties used in the simulation. 

 

Para Value Unit 

Dens 2.33 pg. μmିଶ 

Ex 169 pg. μmିଵnsିଶ 

Prxy 0.28 – 

Th ex 2.6eି଺ ℃ିଵ 

Res eଽ μm.Ω 

Thermal conductivity 14.9eିହ pg. μm. nsିଷ℃ିଵ 
 
 

The slider's deflection in relation to the force 
applied and time is shown in  
Figs. 10, 11. The temperature of the entire machine 
considers 293 K. Applying the appropriate voltage 
can result a minimum step size of 20 µm. The 
sequences can be repeated to achieve a large travel 
range, as demonstrated in Fig. 2. The contours of the 
deflection, stress, and temperature distribution in the 
Blue fork are shown in Fig. 12 (a-c), respectively. It 

should be noted that the stopper can be separated 
from the Blue fork's body in terms of electrical and 
thermal issues. The neighborhood of the stopper and 
the Blue fork electrical circuits can lead to an error. 
The SIO2 could be utilized to separate boundaries. 
 
 

 
 

Fig. 9. Deflection of the LMA´s red fork vs. the DC  
voltage applied. 

 

 
 

Fig. 10. The force required to deform the LMA´s red fork. 

 

 
 

Fig. 11. Deflection of the red fork´s vs. the time. 

 
 

 
 
Fig. 12. The contour of the blue and red fork´s deflection (a), the contours of the stress (b), the temperature distribution (c). 

 
 

5. Conclusion 
 

A favorable propulsion upward or down-ward 
force can be generated by the LMA, which can cause 

it to displace heavy loads on the micro and millimeter 
scales. By repeating sequences, the LMA can reach 
large travel ranges and has a minimum step size of  
20 µm, which is useful for mirror shape correction 
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applications. The upward or downward propulsion 
force is approximately 8 mN when using a DC 
voltage equal to 1.5 volt. 
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Abstract: In this paper, a linear micro actuator (LMA) with a stroke of 2.1 μm is designed and presented. Substrate, 
springy slider, and stopper are main parts of the LMA proposed. A large travel range can be achieved, by repeating 
the generated strokes. All simulations are done with ANSYS finite element. The springy slider, particularly and 
interestingly, can be deformed bidirectional either up-ward or down-ward. In fact, the slider creates such a linear 
deformation in one direction by electro-thermal stimulation. Without a stabilizer there is no value in even making 
such linear deformation. To stabilize and to prepare the slider for a large travel range, the four stoppers includes 
the springy clutches and electrostatic comb drives are used. The comb drives works with the electrostatic actuation 
and generates the propulsion forces required of the springy clutches. The clutches touches the side wall of the 
substrate to hold and stable the slider´s stroke. Combining the stroke of the slider and the stoppers operation, 
results a large travel range interestingly. The LMAs with large travel range are so important for different kinds of 
applications in micrometer scales. This LMA can push and pull the loady objects connected to the slider´s head 
accurately and can be used in adjusting CCD camera lens. 
 
Keywords: MEMS, CCD camera lens, The LMA, The slider, The stopper, Stroke, The Clutch, The electro-thermal 
actuators. 
 
 
 
1. Introduction 
 

The LMAs play an important role in micro-electro-
mechanical-systems (MEMS). They can be the main 
components of the artificial arms and the muscles so 
that can strengthen the dynamic parameters of the 
robots because of their light-weight, micrometric scale 
and their own output force generated. These actuators 
have many applications in the industrials and the 
scientific equipment’s; for example, the MRI 
resonance image scanners and the electron beam 
lithography systems. There are different kinds of 
actuators working on complex and sensitive micro 
systems such as the electro-thermal, the electrostatic, 

the piezoelectric, and the magnetic and so on [3, 4, 7]. 
All the micro actuators mentioned have their relative 
advantages and disadvantages, particularly. As an 
example, the magnetic LMAs can have a significant 
negative effect on the entire micro scale systems, so 
the non-magnetic ones can be proposed and 
substituted [15, 2]. The resolution, the stroke and the 
speed are the parameters to be taken into account 
during designing. The force generated by the  
electro-static micro-actuators is too small. Therefore, 
to increase the deformation, the voltage applied should 
be increased. The piezoelectric micro actuator are 
powerful and can displace heavy loads but due to the 
problems of using the piezoelectric materials in the 

http://www.sensorsportal.com/p_3325.html
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process of layering, casting in micrometric cases and 
achieving the displacement of more than one 
millimeter, the specialists of such systems are focused 
on the electro-thermal systems, instead. To create a 
linear motion actually in a certain direction, there are 
some methods. Firstly, the slider of micro-motor can 
be moved through transferring motions between a 
series of impacts. Second methods are the impact 
heads toothed engaged with the slider, which causes 
the slider to have a high output force [11, 10, 16, 7]. In 
the third method, the slider is held through the friction 
generated between the clutch of a stopper and either 
the contact surfaces or the substrate side walls [1, 14]. 
In this work, a novel LMA with a force generated up to 
2 mN and a large travel range, with high precision, is 
going to be proposed. One of the interesting goals in 
the designing such micro actuators is to achieve high 
precision stroke. Another point in designing of these 
actuators is to achieve the large travel ranges so that 
LMAs can be applied in some important applications 
like adjusting CCD Camera Lenses [21, 12]. In the 
Section 2.1 of the paper, the mechanism of the linear 
actuator proposed is explained. Afterward, the slider is 
analyzed and equations due to designing are presented 
(Section 2.2); paper explains the stopper  
(Section 2.3). In the final, the conclusion is presented. 

 
 

2. Design 
 
2.1. Mechanism 
 

The micro-actuator proposed, as it can be shown in 
Fig. 1, has three main parts; the substrate, the slider 
and the stoppers. The substrate acts as a chassis and 
the springy slider consists of the beams (hot arms), the 
electrical electrodes, and the constrainer. The stopper 
assembles on the four corners of the springy slider´s 
upper surface. In other words, there are the four 
stoppers placed on the surface of the slider. The 
stoppers include the springy clutch, and electrostatic 
comb drives. The clutches are used to prevent the 
slider from moving or randomly shaking and the 

electrostatic comb drives are used to generate the force 
required for connecting the clutches to the substrate 
side walls. As it said, in the normal state, all the 
clutches’ heads are connected to the substrate side wall 
to prevent the slider from shaking and vibrating. 
Thickness of the slider, the comb drives and the clutch 
are 5 μm, 3.5 μm and 3.5 μm, respectively. Two sets 
of the electrodes are located in up and down sections 
of the slider to stimulate the springy electro-thermal 
actuator. When the slider is in the rest mode, all of the 
clutches are connected to the substrate side wall. For 
an up-ward or down-ward deformation, an actuation 
voltage is required to be applied to the electro-thermal 
slider electrode which causes an electrical current 
flowing through the hot arms. To lock the four corners 
of the slider from any randomly shaking or instability, 
the four comb drives remain activated. 

 

 
 

Fig. 1. Structure of the linear micro actuator. 
 
 
In the normal mode, the entire stoppers are 

activated and positive voltages are connected to all of 
the electrostatic comb-drives’ electrodes 1, 2, 3, 4 and 
the electro-thermal slider electrodes’ voltage would be 
zero, please see Fig. 2 (a). To start an up-ward 
deformation, the DC positive voltage is connected to 
the electro-thermal slider electrode which causes  
up-warding expansion; takes into account the comb 
drives 3, 4 should be cut off, see Fig. 2 (b). 

 
 

 
 

Fig. 2. Motion cycles of the slider. 
 
 
To save the deformation generated after expanding 

the slider, the voltages of the comb drives 1, 2, 3, 4 
remain ON; ON, actually, here means the positive DC 
voltage is connected, see Fig. 2(c). To stabilize the 
whole system and store the built-in up-ward 

deformation, the positive DC voltage is applied to all 
comb drives. The electrode´s voltage of the slider and 
the combs 1, 2 remain cut off so that the slider can be 
ready to contract through the temperature returning, 
see Fig. 2 (d). This contraction causes the down part 
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of the slider have an up-ward movement. To achieve a 
backward movement, the orders of the applied signals 
can be reversed. Fig. 3 shows the different voltages 
applied to the LMA; Tୱ୵ is the rest time of the slider. 
In this period of time, the slider stays off., T୥୵ଵ,ଶ is ON 
till the slider goes cold.T୥୭ଵ	is rest time of the stoppers 
1, 2 and T୥୭ଶ is rest time of the stoppers 3, 4 to next 
cycle. The combs 1, 2, 3, 4 are ON and the slider 
voltage remains 0 volt. By repeating the process 
above, the slider can achieve a long linear up-ward 
movement. For a down-ward movement, all previous 
steps can be done reversely. To reach a high precision 
and large travel range, all parameters carefully and 
separately should take into consideration [19, 9]. To 
fabricate a prototype of such complex linear actuator, 
all dimensions, geometries, material properties of the 
linear actuator narrowly must be calculated  
and analyzed. 

 
 

 
 

Fig. 3. The signals applied. 
 
 

2.2. Slider Thermal Equations 
 

Before embarking into designing and simulation of 
the slider, we take into account analysis of  
Electro-thermal equations related to the slider. Since 
length of the hot arms inclined is much larger than 
height and width, a model simplified shown in Fig. 4, 
and related deformation calculations can be 
considered, see Fig. 5. L, h and w are length, height 
and the width of the model mentioned. By neglecting 
the heat loses caused by radiation and convection than 
the ambient, heat conduction would be as following 
[17, 7, 8]: 

 
 Q	 = 	−K	A ப୘ப୶  (1) 

 
 

 
 

Fig. 4. The Model simplified. 

 
 

Fig. 5. Mathematical model of the beams. 
 
 

In the equation above, ܭ,  presents the ݔ and ܣ
thermal conductivity of polysilicon, temperature, 
cross-section and variable length of the mode, 
respectively. By passing the heat through the structure, 
we have: 

 
 Q୧୬୮୳୲ = −K	wh(ப୘ப୶)୶  (2) 

 
Output heat conduction is (3): 
 

 Q୭୳୲୮୳୲ = −K	wh(ப୘ப୶)୶ାୢ୶  (3) 

 
The structure can be treated as an electrical circuit 

by applying an actuation voltage between two 
electrodes: 
 

 Q୎ = ( ୴஡୐)ଶ(ρ଴ሾ1 + ζ(T − T଴)ሿ)whdx,  (4) 

 
where ߩ ,ݒ଴, ଴ܶ and ζ are the actuation voltage, the 
special resistance of the model at temperature of ଴ܶ, 
the normal temperature of substrate electrodes that 
consider 293K଴ and temperature coefficient, 
respectively. 

 
 Q୧୬୮୳୲ + Q୎ = 	Q୭୳୲୮୳୲  (5) 
 
By substituting Equations (2) and (4) into Equation 

(5), and considering dx→0, the following equation 
achieves: 

 
 K୮(பమ୘ப୶మ) = 	−jଶρ  (6) 

 
Boundary conditions are equals to  T(0) 	= 	T(L) 	= 	T(0). Paying attention to the 

equation (6) and the conditions mentioned, the 
temperature function can be as following: 

 
 T(x) = ୴మଶ஡୏୐మ (L − x)x + T଴  (7) 

 
By imposing the thermal gradient perpendicular to 

the model axis, the thermal transfers are: 
 

 T(x) = (T − T଴)x/L + T଴  (8) 
 

 T(y) = ୘౞౥౪ି୘ౙ౥ౢౚ୦ y + ୘౞౥౪ି୘ౙ౥ౢౚଶ ,  (9) 

 
where ௖ܶ௢௟ௗ	and ௛ܶ௢௧ are the cold and hot 
temperatures, respectively. Deformation in 
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coordinates ܺ − ܻ can be shown by the parameter of (ݔ)ݒ. Assume waiving the ܻ − ܼ planes deformation, 
the theoretical calculations can be as following: 
 

 பమப୶మ ቀEI பమ୴ப୶మቁ = 	F − P பమ୴ப୶మ,  (10) 

 
where ܫ, ܲ	and f is moment of inertia, Young’s 
modulus, load of the model and force, respectively, 
hence: 

 
 F	 = 	P(x) − பమ ஑୉୘୷ୢ୅ப୶మ׬   (11) 

 
Thermal expansion coefficient is ߙ. By solving 

equation (11) following equation can be found: 
 

αETydA׬  	= 	 ஑୉୵୦మଵଶ (T୦୭୲ − Tୡ୭୪ୢ)  (12) 

 
Because of waiving the movement in ܻ − ܼ: 
 

αETzdz׬  = 	M୘୷  (13) 
 
So: 
 

 பమ ஑୉୘୷ୢ୅ப୶మ׬ 	= 	0  (14) 

 
Substituting Equation (13) into (10), shows  F	 = 	0, hence: 
 

 பర୴ப୶ర EI + P பమ୴ப୶మ 	= 	0  (15) 

 
Assuming the right end is free or unsupported, P	 = 	0, ப୴(଴)ப୶ 	= 	v(0) 	= 	0. By considering the 

thermal stresses, the boundary conditions at the free 
end of a solid beam are: 

 
 EI பమ୴ப୶మ (L) =  αETydA, (16)׬−	

 
 EI பయ୴ப୶య (L) 	= 	−P ப୚ப୶ − ப׬஑୉୘୷ୢ୅ப୶   (17) 

 
According to equation (12): 

 
 12I பమ୴ப୶మ (x) 	= 	−αwhଶ(T୦୭୲ − Tୡ୭୪ୢ)  (18) 

 
Using the boundary conditions and integrating the 

equation (18), deformation equation is: 
 

 v(x) 	= 	 ି஑୵୦మ(୘౞౥౪ି୘ౙ౥ౢౚ)୶మଶସ׬୷మୢ୅ ,  (19) 

 
and 

 
׬  yଶ dA	 = ୵୦మଵଶ 	= 	I  (20) 

 
Finally, Equation (19) converts to (21): 
   

 v(x) = ି஑(୘౞౥౪ି୘ౙ౥ౢౚ)୶మଶସ୦   (21) 

 
By substituting equation (7) in equation (21), the 

deformation value of the slider can be calculated. To 
calculate deformation of the slider, there is another 
solution. Variable ܶ is the temperature of the 
constrainer block, and the temperature variable of the 
hot arm is +∆ܶ. Variable ܶ causes deformation in the 
structure. In other words, the temperature difference 
cause arm to be elongated. Dimensions of the 
constrainer especially remain no change and cause the 
slider to an up-ward deformation. The vertical 
deformation disp஑, the arms dimensions disp୘ and the 
temperature difference (disp∆୘	) can be approximated 
by [5, 19]: 

 
 disp஑ = disp୘ + disp∆୘≈	αC(T sin β ++ ∆୘ୱ୧୬ஒ ୡ୭ୱஒ) ≅ αC(Tβ + ∆Tβିଵ)  (22) 

 
Assuming similarity of T and ∆T of 2 cells: 
 

 disp஑ ≅ 2disp୘ = α(TA + 2C∆Tβିଵ) (23) 
 ∆T and N∆୘ approximately can be found: 
 

 N∆୘ ≅ ஑∆୘(ୱ୧୬ஒ)మ + ଵଶ୉୮(ୡ୭ୱஒ)మ଴.ଶହେమ   (24) 

 
where p is moment of inertia; this force lonely may 
cause the arm to be buckled. The axial compressive 
force in the arm can approximately be found by [5]: 

 
 N ≅ ஑∆୘(ୱ୧୬ஒ)మ + ଵଶ୉୮(ୡ୭ୱஒ)మ଴.ଶହେమ + ୊ଶୱ୧୬ஒ  (25) 

 
The LMA proposed is made of polysilicon. The 

dimension of the whole LMA’s structure clearly has 
given in Table 1.  

 
 

Table 1. Dimensions of the slider and the comb drive. 

 
Parameter Value ( ) Parameter Value ( ܕૄ ( ܕૄ

M 35 Z 55 
A 1600 G 10 
B 350 U 24 
C 800 O 14 
D 50 R 3 
E 100 S 2 
F 1000 Y 3 

 
 
Table 2 shows the material properties of 

polysilicon. Dimensions are in the micrometer scale 
and the parameters have been normalized due to 
ANSYS software technical conditions. The slider 
experiences a stroke of 2.1	μm, as shown in Fig. 6, by 
applying a DC voltage 13 volt. A minimum step size 
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of 1	μm can be achieved, by applying a DC voltage of 
7 volt to electrode of the slider. Figs. 7 and 8 illustrates 
the slider Expansion normally versus to the voltage 
applied and the time, respectively. Fig. 9, also shows 
the slider force generated versus the voltage applied. 
The maximum temperature distribution over the 
structure is 450	℃. 
 
 
Table 2. The Polysilicon properties used in the simulation. 

 
Para Value Unit 
Dens 2.33 pg. μmିଶ
Ex 169 pg. μmିଵnsିଶ

Prxy 0.28 - 
Th ex 2.6eି଺ ℃ିଵ 
Res eଽ μm.Ω 

Thermal 
conductivity 14.9eିହ pg. μm. nsିଷ℃ିଵ 

 
 

 
 

Fig. 6. Contour plots of the slider deformation. 
 
 

 
 

Fig. 7. Expansion of the slider vs. the DC voltage applied. 
 
 

 
 

Fig. 8. Expansion of the slider vs. the time. 

 
 

Fig. 9. The force generated of the slider vs. the DC  
voltage applied. 

 
 

2.3. Designing of the Stopper 
 

One of the main parts of the actuator proposed, 
shown in Fig. 10, is the stopper. It mainly consists of 
three parts; the clutch, the electrostatic comb drives 
and anchors. The friction generated by clutches, 
causes the slider stop moving. Some the linear 
actuators use the clutch and the notch. These types of 
the actuators generate powerful static force. At 
beginning of the design, the maximum amount of the 
force generated by the slider should be considered. 
Take into consideration which the static friction force 
generated by the clutches must overcome the slider 
propulsion force generated. There are two ideas to 
design the springy clutch. The low springy stiffness of 
the clutch results a required low electrostatic force; 
and vice versa. With the high springy stiffness, the 
clutches require more the actuation voltage to be 
activated, so there is a trade-off between the springy 
stiffness presented in the equation (26) and the static 
friction force; where N is elastic potential of the clutch. 
Because of using the notches [20], the friction force 
generated is appropriately large. The comb drives are 
used to trigger the clutch to prevent the slider from any 
shaking or movement. The comb drive can ideally be 
modeled as a set of m conductors. These conductors 
are embedded in a uniform lossless dielectric medium 
(see Fig. 11). Conductors have constant electrostatic 
potential ability. The charges are equally distributed 
on conductor’s surface [14]. 

 
 

 
 

Fig. 10. Schematic of the stopper. 
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Fig. 11. Schematic view of a comb drive cell. 
 

 
 F	 = μୗN,  (26) 

 
 q୧(୴) 	= ε ப஦౟(୴)ப୬ ,  (27) 

 
where ݍ௜(௩), ߮ ,ߝ ௜, ݅  and ݊  are the charge density on the 
surface, the dielectric constant, the conductor 
electrostatic potential, the internal region and the 
external region of the conductors, respectively: 
 

∅ଶ׏  = 	0 (28) 
 

Here ݅  is the number of conductors. By considering 
the boundary conditions φ	 = 	φ୧ and having  i	 = 	1, 2, 3,m,	the surface charge density can be 
obtained: 
 ∅୧ 	= 	∑ ׬ ப஦ப୬ (vᇱ)୫୨	ୀ	ଵ	 பୱ୪ G(v, vᇱ)dୱ୳୰୤(vᇱ) + K෡,  (29) 
 

 ܳ	 = 	∑ ׬ ப஦డ௡ డ௦௟	ଵ	ୀ	௠௝(ᇱݒ) ݀௦௨௥௙(ݒᇱ)  (30) 
 

where Q, G, v and vᇱ are the total charge, the Green’s 
function, the position vector of source point and 
position vector of field point, respectively. ∂S୪ is the 
surface of conductor J, which is zero and K is a 
constant. Electrostatic force is equal to: 
 

 f	 = 	− ଵଶ ୯మக n,  (31) 

 
 F	 = ׬	 f୶ds୻,  (32) 
 

where ௫݂ is the component ݔ of the force, Γ is the 
surface of the moving finger [14]. Therefore, the comb 
drive dimensions can be established; dimensions are 
presented in Table 1. Fig. 12(a) and 12(b), 
respectively, shows the model meshed of the springy 
clutch and its deformation by applying a force equal to 50	μN. Fig. 13 depicts deformation of the clutch 
versus the force applied by the comb drives. Fig. 14 
shows the force generated by single cell of the comb 
drive. A force more than 50	μN can be generated by 
applying a voltage	10 volt to the comb drives which is 
enough to push the clutches toward the substrate side 
walls. It should be noted that the electrostatic actuation 
block must be isolated from the slider´s body. This 
isolation is necessary to prevent errors due to 
interaction of the electro-thermal and electrostatic 

circuits. The material selected to be used as an isolator 
can be SIOଶ. Figs. 15 and 16 show stress contours of 
the springy clutch during process; there is a maximum 
stress of 0.56	GPA and 0.6	GPA, respectively, which is 
logically acceptable. 
 
 

 
 

Fig. 12. A model deformed of the springy clutch (a), 
contour plots of the clutch deformation by applying a force 

equal to 50 μN and a deformation equal to 2.58 μm. 
 
 

 
 

Fig. 13. Deformation of the clutch vs. the force generated 
of the comb drives. 

 
 

 
 

Fig. 14. The force generated of a comb drive vs. the DC 
voltage applied. 
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Fig. 15. Stress contour plots of the springy clutch  
by applying a force equal to 2	mN (+y direction). 

 
 

 
 

Fig. 16. Stress contour plots of the springy clutch while 
applying a force equal to 2.2	mN (+y direction). 

 
 

3. Conclusion 
 

The LMA proposed can achieve stroke of 2.1	μm 
with the acceptable force generated of 2	mN. By 
repeating the operational sequences numerous times, 
large travel range can be achieved. The actuator 
presented has minimum step size about 2.1	μm so that 
makes this opportunity for CCD Camera´s Lens to 
have a high resolutions and accuracy. To increase the 
friction force, there are many techniques, but in this 
work, two ideas were followed; first, increasing the 
numbers of the comb drives which results increasing 
whole the system size. Secondly, using impact stator 
head and the sliders with the edges notched. These two 
ideas have pros and cons so it should be taken into 
consideration technologically. The simulation results 
show that the LMA proposed has good speed, high 
accuracy and large travel range precisely to be used in 
adjusting CCD Camera´s Lens. 
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Abstract: The possibility of determining the frequency of an acoustically active acoustic wave has been studied. 
The studies were carried out using the Bragg diffraction method of light on a high-frequency acoustic wave in a 
lanthanum gallosilicate crystal oriented with high accuracy along the third-order crystallographic axis. Transverse 
acoustic waves were excited in the range of 0.8-1.6 GHz using lithium niobate piezoelectric transducers. The 
attenuation coefficient of acoustic waves was previously determined by the pulse ultrasonic method. An 
expression is obtained for the magnitude of the specific rotation of the plane of polarization of an acoustic wave 
depending on the effective constant of the acoustic activity tensor and the effective elastic constant. It has been 
established that specific acoustic activity depends on the frequency of the acoustic wave according to a quadratic 
law. The results of the study showed that the proposed method makes it possible to determine the frequency of an 
acoustically active acoustic wave in a dynamic mode with an accuracy of up to 1 %. 
 
Keywords: Acoustic wave, Acoustical activity, Bragg light diffraction, Frequency, Diffracted light intensity, 
Lanthanum gallosilicate crystal. 
 
 
 
1. Introduction 
 

In this work, to determine the frequency of an 
acoustic wave, it is proposed to use the phenomenon 
of acoustic activity, which is observed in crystals 
belonging to one of 21 non-centrosymmetric point 
symmetry groups. To understand the proposed 
technology, the phenomenon of acoustic activity is 
briefly described below. This phenomenon, associated 
with the spatial dispersion of elastic moduli, was first 
considered by Andronov [1] and then studied in a 
number of theoretical and experimental works [2-14], 
in which some of its regularities and features were 
revealed, in comparison with optical gyrotropy. 

In general, acoustic activity provides useful 
information about the physical properties of crystals 

associated with the periodic structure. In addition, 
spatial dispersion leads to interesting acoustic 
phenomena, in particular to the dependence of the 
phase velocity of an acoustic wave on frequency and 
other effects [2, 9, 10]. However, in contrast to optical 
measurements, polarization measurements in crystal 
acoustics are extremely complex, and therefore this 
phenomenon has been studied experimentally in a 
limited number of crystals [8-14]. 

As in the case of optical activity, acoustic activity 
manifests itself in the rotation of the plane of 
polarization of a transverse acoustic wave propagating 
in a gyrotropic crystal in some special directions  
[9-12]. In particular, in crystals of point symmetry 
group 32, including quartz (SiO2) and lanthanum 
gallosilicate (La3Ga5SiO14), this direction is the 
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https://sensorsportal.com/


Sensors & Transducers, Vol. 264, Issue 1, February 2024, pp. 34-40 

 35

crystallophysical axis [001], which is an acoustic as 
well as an optical axis [8, 9, 13, 14]. 

Thus, acoustic gyrotropy, like optical gyrotropy, 
can be considered as one of the types of anisotropy of 
the medium. Mathematically, it manifests itself in 
taking into account the first derivative in the expansion 
of the elastic modulus tensor with respect to the wave 
vector and is described by a fifth-rank tensor. The 
equation describing the contribution of spatial 
dispersion to elastic moduli can be written as [2, 9]: 

 
 с௜௝௞௟(߱, (Ԧݍ 	= 	 с௜௝௞௟() +  ௠ (1)ݍ௜௝௞௟௠()ߛ݅

 
Here ω, q are the frequency and wave vector of the 

acoustic wave; сijkl are the components of the elasticity 
tensor. γijklm are the components of the acoustic activity 
tensor. It can be shown that the components of the 
tensor γijklm are equal in order of magnitude to the 
lattice constant [1, 8]. It follows that the influence of 
spatial dispersion of elastic constants on the 
propagation of acoustic waves will manifest itself at 
frequencies approximately equal to or greater than  
1 GHz [8, 9]. Taking spatial dispersion into account 
leads to the following entry for Hooke’s law [9]: 

 
௜௝ߪ  	= 	 (ܿ௜௝௞௟ +  ௞௘, (2)ݑ(௠ߢ௜௝௞௟௠ߛ௠ݍ݅

 
where ukl are the components of the strain tensor, κm 
are the components of the wave normal. From here, in 
the approximation of plane harmonic waves, and using 
the wave equation for acoustic waves, it can be 
obtained the following Green-Christoffel equations 
taking into account spatial dispersion: 
 

௜௞߁)  + ௜௞ܩݍ݅ − ௞ݑ(௜௞ߜଶܸߩ 	= 	0, (3) 
 
where δik is the Kronecker tensor, Γik are the 
components of the Green-Christoffel tensor: 
 

 ௜௞ 	= 	 ܿ௜௝௞௟௝௟ (4) 
 

The introduced second-rank tensor Gik is written as 
[2, 3]: 

 
 ik ijklm j l mG γ κ κ κ=  (5) 

 
Expression (5) can be conveniently written in 

terms of the rank 4 pseudotensor Gmpjl 

 
 ,ik ikp mpjl m j lG Gδ κ κ κ=  (6) 

 
where δikp is the Levi-Civita tensor. 

It should be taken into account that due to the 
symmetry of the acoustic activity tensor: 

 
 ik kiG G= −  (7) 

It follows that the diagonal components of the 
tensor Gik are equal to zero, i.e. Gii = 0. 

As a result, spatial dispersion leads to the fact that 
not many transverse waves with the same phase 

velocity V0 propagate along the acoustic axis, but two 
circularly polarized waves with polarization vectors 
rotating in opposite directions and with slightly 
different velocities Vr and Vl. 

 

 ௥ܸ,௟ = ଴ܸ ± ݍ ఘீ, (8) 

 
where ρ is the crystal density, q is the wave number, 
G is the effective acoustic gyrotropy pseudotensor 
constant. 

Thus, if a plane-polarized transverse wave 
propagates from the point z = 0 along the acoustic axis, 
then such a wave can be represented as a superposition 
of two waves, right- and left-polarized. Moreover, at 
the point z = 0 the phases of these waves can be taken 
equal to zero: 

 
 ௟ = ௥ 	= 	0,  

 
and after moving the waves to point z = L, their phases 
will change, respectively, by the amount: 
 

 ௟ = ఠ௅௏೗ , (9) 

 
and 
 

 ௥ = ఠ௅௏ೝ   (10) 

 
As a result, the resulting vector will rotate by  

an angle: 
 

  = ೝ	೗ଶ   (11) 
 
This angle of rotation of the polarization plane can 

be calculated through the wave velocities of two 
circular polarizations [2, 9]: 

 

  = ఠ௅ଶ ቀ ଵ௏ೝ − ଵ௏೗ቁ = 	ఠ௅ଶ  (௏೗ି௏ೝ)௏ೝ௏೗   (12) 

 
After some transformations, taking into account 

relation (8) and that Vr ≅ Vl = V0, we obtain an 
expression for the specific rotation of the plane of 
polarization δ: 

 

  = ௅ = మଶ௏బమ  ௖ீరర  (13) 

 
It can be seen that the value of δ is proportional to 

the square of the frequency of the acoustic wave. Note 
that in relation (13) for the lanthanum gallosilicate 
crystal we used, the effective pseudotensor constant G 
is equal to the component of the acoustic  
activity tensor γ543. 

The influence of spatial dispersion on the angles 
characterizing the deviation of the energy flow from 
the acoustic axis in the (100) and (010) planes in 
crystals of trigonal symmetry has been studied in [10] 
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on the basis of the phenomenological theory of 
acoustical activity. The cumbersome relations 
obtained in [10] are significantly simplified for 
lanthanum gallosilicate crystals. As a result, the 
expression for determining the angle of deviation of 
the energy flow from the acoustic axis has the form: 

 

 	 = 	ܽ݃ݐܿݎ ቀ ௖భర௖రర√ଶቁ  (14) 

 
Relationship (14) helps to determine the limitation 

imposed by the refraction of acoustic waves on the 
experimental conditions. 
 
 
2. Samples and Experimental Methods 
 

To experimentally study acoustic activity, the 
Bragg method of light diffraction by acoustic waves 
was used. The research sample was prepared from an 
optically pure single crystal. To exclude the influence 
of elastic anisotropy on the manifestation of spatial 
dispersion, the parallelepiped-shaped sample was 
oriented with an accuracy of no worse than 10′ along 
the [001] crystallographic direction, coinciding with 
the acoustic axis of the crystal. 

To correctly set up the experiments, the maximum 
distance Llim from the beginning of the crystal at which 
rotation of the plane of polarization can be observed 
was initially determined. According to [10], this 
distance is determined by the expression: 

 
 Llim = 0.5⋅S⋅ctg|ψ| (15) 

 
Here S is the aperture of the piezoelectric 

transducer, ψ is the largest angle of deviation of the 
energy flow from the acoustic axis in the (100) and 
(010) planes. To determine the distance Llim, first, 
using expression (14), the angle of deviation of the 
energy flow from the acoustic axis was calculated 
using the values of the elastic constants c14 and c44 
from [13, 15], which turned out to be equal to  
10.5 degrees. Then, using expression (14) and (15) 
with the aperture of the piezoelectric transducer  
S = 4 mm, it was determined that the effective value of 
Llim is equal to 1.1 cm. 

Thus, measurements of the intensity of diffracted 
light had to be carried out at distances from the 
piezoelectric transducer no more than the calculated 
limit value. As a result, a sample with a length of  
1.05 cm and transverse dimensions of 5×5 mm was 
prepared for the study. 

To excite plane-polarized transverse acoustic 
waves with frequencies from 0.3 to 1.6 GHz, 
piezoelectric transducers were used in the form of 
lithium niobate X-cut plates with an aperture of  
4×4 mm2, with which measurements could be carried 
out. at the indicated frequencies. The piezoelectric 
transducer was oriented so that the initial polarization 
of the transverse wave was directed along the X axis. 

Previously, the attenuation coefficient of 
transverse acoustic waves α in the lanthanum 

gallosilicate sample was determined using an 
ultrasonic method in a pulsed mode. The 
measurements were carried out at frequencies of 0.36, 
0.42 and 0.72 GHz. In the ultrasonic system, echo 
pulses arrived at an amplitude-time selector 
introduced into the measuring circuit, which opens at 
a specified time interval, selecting a specific pulse, the 
amplitude of which is measured by a digital voltmeter. 
As a result, the attenuation coefficient of acoustic 
waves is determined from the measured amplitudes of 
neighboring pulses A1 and A2 [16]: 

 

  = ௟௡ቀಲభಲమቁଶ௅బ , (16) 

 
where L0 is the length of the sample. The accuracy of 
determining the attenuation coefficient due to multiple 
measurements of pulse amplitudes and subsequent 
averaging was ~5 %. 

The diagram of the acousto-optic cell used to 
determine the intensity of diffracted light is shown in 
Fig. 1. Optical waves with a wavelength of 632.8 nm 
were generated by a helium-neon laser. Pulses of 
diffracted light were received, amplified, and 
converted into electrical pulses using a 
photomultiplier tube. As a result, it was possible to 
determine the intensities of diffracted light I1 and I2 at 
different points of the lanthanum gallosilicate sample 
along the direction of propagation of the acoustic 
wave, by moving the sample perpendicular to the 
direction of incidence of the laser beam. The 
intensities of diffracted light were measured 
automatically using a computer controlled by specially 
developed software. 
 
 

 
 

Fig. 1. Diagram of an acoustic-optical cell. The geometry  
of Bragg diffraction is shown at one of the transmission 
points along the direction of propagation of an acoustically 
active wave. 
 
 

In Fig. 1, the following notations are introduced:  
1 is La3Ga5SiO14 sample, 3 is acoustic wave front, 2 is 
piezoelectric transducer, θB is the internal Bragg angle 
of incidence of the light beam. In the experiment, the 
magnitude of the specific rotation of the plane of 
polarization and the attenuation coefficient of 
transverse acoustic waves propagating along the 
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acoustic axis were determined from measurements of 
the dependence of the intensity of diffracted light (I) 
on the distance (z) from the piezoelectric transducer 
along the direction of propagation of the acoustic 
wave. Note that the geometry of Bragg light 
diffraction, presented in Fig. 1, corresponds to the  
so-called isotropic diffraction of light by  
sound [17]. 

When using Bragg light diffraction to determine 
the characteristics of acoustic waves, an important 
question is the intensity of the diffracted light, which 
is determined by the acoustic-optical quality factor M2. 
This coefficient was introduced by Dixon as a 
characteristic of the efficiency of Bragg diffraction by 
acoustic waves [18]. 

The expression for this coefficient in the case of an 
anisotropic medium has the form [18]: 

 

 
3 3 2
1 2

2 3
,effn n p

Vρ
Μ =  (17) 

 
where n1 and n2 are the refractive indices of incident 
and diffracted light, respectively, ρ is the density, V is 
the velocity of the acoustic wave, peff is the effective 
photoelastic constant. The larger the M2 value, the 
greater the intensity of the diffracted light and the 
higher the sensitivity of the acoustic-optical method 
compared to other methods of recording  
acoustic waves. 

The effective photoelastic constant in relation (17) 
is a convolution of the values of the photoelastic 
constants of the crystal under consideration according 
to the normalized polarization vectors of the incident 
and diffracted light μ, β and the direction and 
polarization of the acoustic wave κ and η [18]: 

 
௘௙௙݌  	=  ௟ (18)ߢ௝௞ߚ௜௝௞௟௜݌	

 
In the considered Bragg diffraction geometry, the 

wave vector of the transverse acoustic wave is directed 
along the [001] axis; the polarization of this wave is 
perpendicular to the wave vector and makes a certain 
angle ψ with the [100] axis in the plane (001). In turn, 
the wave vector of light is directed along the [010] axis 
(up to a small Bragg angle) and the polarization of the 
incident light is set parallel to the wave vector of the 
acoustic wave. 

It is easy to show that in such a light diffraction 
geometry, the effective photoelastic constant is 
determined by the photoelastic tensor component p44 
and the angle ψ using the relation: 

 

 44  coseffp p ψ= , (19) 
 

where, in turn, due to the rotation of the plane of 
polarization of the transverse acoustic wave, the value 
of the angle ψ is a variable value depending on the 
specific rotation of the plane of polarization δ, namely 
ψ = δ⋅z. 

To correctly set up experiments on the use of 
Bragg diffraction of light to determine the 

characteristics of the propagation of acoustic waves, it 
is also necessary to take into account the following. 
Crystals of lanthanum gallosilicate are optically 
uniaxial, therefore, during the diffraction of light on 
transverse acoustic waves with a rotation of the plane 
of polarization, features should be observed in these 
crystals depending on the angles of incidence θ1 and 
diffraction θ2 on the frequency of acoustic waves  
[19, 20]. This is due to the fact that in an optically 
anisotropic medium, the refractive indices of incident 
and diffracted light are generally different. 

As a result, the geometry of anisotropic diffraction 
differs from conventional Bragg geometry in that the 
angles of incidence and diffraction are not equal [19]. 
In the geometry we are considering, the plane of light 
diffraction is the crystallophysical plane (100). In such 
a geometry, an acoustically active transverse wave 
propagates strictly along the [001] direction, and its 
polarization rotates in the (001) plane. The laser beam 
is incident and diffracted by this acoustic wave at 
small angles to the [010] direction. 

Cross-sections of the surfaces of wave vectors for 
anisotropic diffraction in optically uniaxial crystals 
and expressions for calculating the angles of incidence 
and diffraction of light are considered in detail in [19]. 
The dependence of the angles of incidence θ1 and 
diffraction θ2 on the frequency of transverse acoustic 
waves propagating along [001] was determined using 
the calculation formulas given in [19, 20], but taking 
into account that in lanthanum gallosilicate crystals 
ne>n0 and that the incident light is extraordinary. 

The calculated dependences of the angles of 
incidence θ1 and diffraction θ2 on the frequency are 
presented in the Fig. 2, which shows the pattern of 
changes in these angles in the studied frequency range. 
 
 

 
 

Fig. 2. Dependence of the angles of incidence θ1 (1)  
and diffraction θ2 (2) on the frequency of transverse acoustic 
waves along the [001] direction at the Bragg diffraction  
of light in lanthanum gallosilicate crystals. 
 
 

It can be seen that in the frequency range  
0.8-1.6 GHz, the diffraction angle θ2 changes by 
approximately 10° with a practically unchanged angle 
of incidence. Using the values of the refractive indices 
of lanthanum gallosilicate crystals at the light 
wavelength λ0 = 632.8 nm, equal to nе = 1.9107 and  
n0 = 1.8993 [15], we obtained the value of the 
characteristic frequency ௠∗  when the diffraction angle 
θ2 is equal to zero: 
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∗௠ߥ  	= 	 ௏⋅௡బఒబ⋅௡೐ ⋅ (݊௘ଶ − ݊଴ଶ)భమ 	=  (20)  ݖܪܩ	1.02	

 
At this frequency, the angle of incidence θ1 is 

determined by the expression [8]: 
 

 

1/22 2
* 0
1 2 2

0

arcsin
2

e
m

e

n n

n n
θ

 −
=  − 

 (21) 

 
Calculation using relation (21) gives the value of 

the angle of incidence ଵ௠  equal to 6013′. Thus, in our 
experiments, the light fell at such small angle to the 
wave vector of the acoustic wave, changing slightly in 
the frequency region of 1 GHz, and diffracted at angles 
not exceeding ~7°. The considered geometry of light 
diffraction ensures minimal influence of the 
diffraction divergence of the acoustic wave, since in 
this case in the light diffraction does not participate the 
part of the acoustic beam, whose polarization does not 
experience rotation due to a large deviation from the 
acoustic axis. 

 
 

3. Results and Discussion 
 

In the first series of experiments, the dependence 
of the intensity of diffracted light (I) on the distance 
(z) from the piezoelectric transducer along the 
direction of propagation of an acoustic wave with a 
frequency of 0.8 GHz was determined. Then the same 
measurements were carried out at other, higher 
frequencies. The values of these frequencies changed 
in steps equal to twice the natural frequency of the 
piezoelectric transducer. In our studies, this step was 
approximately 0.06 GHz. 

The results of the experiment at frequencies of  
1.0 and 1.06 GHz are shown in Fig. 3. 
 
 

 
 

Fig. 3. Dependence of the intensity of diffracted light  
on the distance L from the piezoelectric transducer  
at frequencies of 1.01 GHz (1) and 1.06 GHz (2). The dots 
are the results of the experiment; curves – calculation 
according to equation (22). 
 
 

It can be seen that the direction of change in the 
intensity of the diffracted light changes at the sample 
boundary (the length of the sample was 1.05 cm). This 

effect can be easily explained by the fact that the 
acoustic wave is reflected from the free boundary of 
the sample and, accordingly, the direction of rotation 
of the plane of polarization changes to the  
opposite direction. 

The results obtained on changes in the relative 
intensity of diffracted light at various points along the 
direction of propagation of an acoustically active wave 
can be used to find the characteristics of this wave. 
These include the initial phase of the displacement 
vector ϕ0, the attenuation coefficient α and the specific 
rotation of the wave polarization plane δ. To do this, 
you can use a set of k experimental values of diffracted 
light intensities for k independent measurements at 
different points of the sample. 

The intensity of diffracted light can be represented 
by the following functional dependence of the relative 
intensity of diffracted light relative to the intensity of 
incident light (I/I0) on the distance (z) over which the 
acoustic wave moves along the [001] axis [9]: 

 
ସସ݌଴ܫ/ܫ  ݖଶ൫ݏ݋ܿ(ݖ−)݌ݔ݁ + ଴൯ (22) 

 
Thus, the problem of finding three independent 

characteristics of an acoustically active wave is 
reduced to solving a system of k nonlinear equations 
of the form (22), when k>3. For k = 3, the problem is 
purely algebraic, but its solution significantly depends 
on the choice of experimental points at which the 
intensity was measured, and the result will be 
noticeably affected by random measurement errors. 
On the contrary, the more measurement points, that is, 
the more the system is overdetermined, the more the 
random errors of individual measurements 
compensate each other and the solution becomes  
more reliable. 

As is known, in nonlinear problems the solution 
can be obtained using various methods of linearizing 
the problem and using least squares estimates. The 
requirement for the set of required parameters is that, 
according to Legendre’s principle, it minimizes the 
sum of squared residuals for the redundant system of 
equations. The described approach was implemented 
using an application program created in the Pascal 
language, with a special subprogram that minimizes 
the sum of squares of the difference function and 
works using the gradient descent method [21, 22]. 

The described procedure for determining the 
specific rotation of the polarization vector and the 
attenuation coefficient of a transverse acoustic wave 
propagating along the [001] direction was carried out 
in the frequency range from 0.8 to 1.6 GHz. The 
calculation results are shown in Fig. 4, which also 
shows the values of the attenuation coefficient 
measured by the ultrasonic method. Solid lines are 
plotted assuming a quadratic dependence of these 
characteristics on frequency. It can be seen that the 
results follow these dependencies well. 

In the second series of experiments, the 
dependence of the intensity of diffracted light on the 
frequency of acoustically active transverse waves at a 
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certain point of a crystalline sample used as a 
measuring transducer was studied. The results of the 
study are presented in Fig. 5, which shows the change 
in the frequency of the acoustic wave with a change in 
the intensity of the diffracted light. It can be seen that 
by observing a change in the intensity of diffracted 
light at a certain point of the sample, one can estimate 
the change in the frequency of the acoustic wave. 

 
 

 
 

Fig. 4. Frequency dispersion of the specific rotation  
of the plane of polarization (1) and the attenuation 
coefficient (2) of transverse acoustic waves along the [001] 
direction in La3Ga5SiO14 crystals. 
 
 

 
 
Fig. 5. Dependence of the frequency of transverse acoustic 

waves along the [001] axis on the intensity of diffracted 
light at a fixed point of a lanthanum gallosilicate sample. 

 
 

Having previously calibrated the dependence of 
the intensity of diffracted light on frequency at a 
selected point of a crystalline sample used as a  
meter-sensor, this sample can be used to control the 
frequency of a transverse acoustic wave. 
 
 
4. Conclusions 
 

A comparison of the measured frequency values 
with the frequencies of the radio generator used 
showed that the proposed method makes it possible to 
determine the frequency of the acoustic wave with an 
accuracy of 1 %. Such a relatively large error of the 
proposed method is due to the influence of the internal 
conical refraction and the relatively low accuracy of 
determining the intensity of diffracted light. However, 
using the special comparison circuits for measuring 

light intensity, it is possible to achieve a fairly high 
accuracy in determining the frequency of the  
acoustic wave. 

The method can be useful for monitoring the 
stability or deviation of the frequency of the 
modulating signal in acousto-optic signal processing 
devices that use gyrotropic crystals. It should also be 
noted that it is necessary to ensure the broadband 
operation of the piezoelectric transducer in the 
controlled frequency range and, of course, the linear 
mode of operation of the photodetector. 
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