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Abstract: In wireless sensor networks, the voting technique is used to extract a reliable result from redundant
information. Therefore, the security problem about data fusion has been the focus of study for a long time. This
paper proposes a fast and tolerant voting mechanism (FTVM) for data fusion assurance, which will guarantee
the base station to choose the valid fusion data in the shortest possible time. This mechanism adopts the MAC
protocol based on CDMA technique, which makes it possible for some fusion nodes to communicate with the
base station in a channel simultaneously without arousing data collision, and furthermore with the approach of
choosing witness nodes by base station, many witness nodes could poll together, which will accelerate the
election by a substantial degree. This work also adopts intrusion detection techniques to identity the
compromised nodes and replaces them with backup nodes, such that the tolerance of the network is improved by

a large degree. Results from a series of experiments verify the efficiency of FTVM. Copyright © 2013 IFSA.
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1. Introduction

In recent years, the data fusion, which is a critical
data fusion technique in wireless sensor networks
(WSN), its security issues gain more and more
attention in worldwide researches [1]. Before the data
collected by a sensor is transmitted to the base
station, a process called data fusion must be
executed. The sensor performing data fusion is called
fusion node, and the fused data is called fusion data.
The fusion nodes generally contain much critical
information; therefore they are more vulnerable to
malicious attacks than other sensors [2-4].

As several copies of the fusion data in a WSN are
sent to a base station, the power consumed in
transmitting data is very high since there are a lot of
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redundant data. In addition, malicious attackers could
forge the fusion data by compromising the fusion
node, which leads to the base station make the
erroneous judgment after receiving the forged data.
How to choose the reliable result from a large amount
of fusion results transmitted by fusion nodes and how
to ensure the security of fusion nodes are the key
challenges. This paper puts forward a fast and
tolerant voting mechanism (FTVM) whose
advantages are short voting delay, handling intrusion
opportunely and high intrusion tolerance.

The rest of the paper is organized as follows.
Section 2 describes the related works. Section 3
reveals the details of FTVM. Section 4 gives some
performance test results of the proposed approach.
Conclusions are given in Section 5.
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2. Related Works

In recent years, many scholars have studied the
security of data fusion methods. Their research
mainly focuses on how to ensure the base station to
obtain accurate fusion results while maintaining the
energy efficiency of WSN. Some of them are very
creative, and the simulation results perform excellent
as well. Following shows two inspiring results among
them.

Du et al. proposed a witness-based approach to
verify the fusion data [5]. Several fusion nodes are
used to fuse the collected data. Nevertheless, only
one node can transmit the fusion results to the base
station, which is called chosen node. The other fusion
nodes, called “witnesses”, only send message
authentication codes (MACs) of the fusion results to
the chosen node. The chosen node sends its own
fusion data and MACyr which can be worked out
based on the received MACs to the base station. The
base station calculates MACr’ according to the fusion
results, and estimates whether to receive the fusion
results or not. If MACF=MACEF”’, the fusion results
can be accepted, otherwise not. This approach suffers
from several drawbacks. For instance, the verification
may be wrong since the chosen node may be
compromised and the MAC mechanism consumes
limited energy at each sensor.

Pan et al. proposed a power-efficient direct-voting
mechanism (DVM) to eliminate the drawbacks in the
witness-based approach by Du [6]. In Pan’s
approach, the fusion data can be sent from the fusion
node to the base station through a direct link, that is,
only one hop. The innovation of DVM is that only
one fusion node, which is called “chosen node” is
used to send integrated fusion results and other nodes
only need to vote. The base station decides whether
to accept the fusion data or not in accordance with
the polling result. Even though DVM needs less
assurance overhead and delay than the witness-based
approach, some disadvantages still exposed. Such as
there is low polling efficiency since the witnesses
send their votes one by one with TDMA protocol, the
compromised nodes do not be cleared in time, the
mechanism could tolerate scarce compromised nodes
etc.

3. The Proposed Voting Mechanism

Both the witness-based approach proposed and
the direct-voting approach played a certain part of
data fusion assurance, however, there are still many
shortcomings, for example, the time for judgment of
whether a copy of fusion result is valid or not is too
long, the handing method of abnormal behavior
nodes including normal failure nodes and intrusive
nodes is inappropriate. This thesis proposes a fast and
tolerant voting mechanism (FTVM) which will
definitively overcome the mentioned weak points.

3.1. Premises and Assumptions

Fig. 1 depicts a WSN with data fusion for
distributed detection with Q sensors (S;, S, ..., SQ)
for collecting environment variation data and N
fusion nodes (F;, F,, ... , Fy) for processing data
fusion.
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Fig. 1. A wireless sensor network with data fusion.

Our scheme is based on the WSN depicted in
Fig. 1. Here are some premises and assumptions in
this paper.

It is assumed that all of the fusion results are
identical since every fusion node fuses all of the local
information correctly in the same way.

The energy consumption in receiving data at a
fusion node is much lower than that in transmission
[7, 8]. Therefore, only transmission energy is
considered in the subsequent analysis. The energy
consumed by the base station and attacks is not
taking into account.

Not all the fusion nodes are involved in the
election. Part of the nodes is backup nodes in
dormant state.

This scheme adopts MAC protocol based on code
division multiple access (CDMA) [9, 10], which
allows multiple fusion nodes communicated with the
base station simultaneously.

The time consumed by multiple fusion nodes send
fusion data of a certain length synchronously equals
with that by one fusion node sends fusion data of the
same length.

3.2. Election Procedure

In FTVM, the base station chooses one fusion
node to send its fusion results, which is called
“chosen node”, other fusion nodes, serve as
“witness”, send their agreeing or disagreeing votes to
the base station. The polling process ends until the
number of votes reaches a threshold, otherwise a new
polling round begins. The 7+1 out of M voting
scheme is adopted in this paper, where M is the
number of fusion nodes participating in the election
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and T is a threshold. As the chosen node doesn’t
participate in the polling, the base station will accept
the fusion results in case that at least T agreeing votes
are received. Generally, there is 7> [M/2].

In FTVM, the active nodes are comprised of three
disjoint sets: reliable nodes set (set R), suspect nodes
set (set S) and intrusive nodes set (set /). Denoting
size(R)+size(S)=M. Which set a node belongs to is
judged by the base station according to the polling
result and intrusion detection algorithm, therefore,
the judgment isn’t correct all the time.

In the beginning, it is assumed that all the active
nodes are reliable, M of which can be selected and
placed into set R by the base station. Both set S and
set / are null. Other nodes keep sleeping until the
base station awakes them.

The steps of a polling process are given as
follows:

Step 1. Determine the prerequisite condition that
whether size(R)+size(S)=M or not. If it is not,
terminate the polling.

Step 2. The base station chooses a node from set
R randomly, then size(R)=size(R)-1. If set R is null,
the node should be chosen from set S, similarly,
size(S)=size(S)-1.

The witness set (set /) consists of the remaining
nodes in set R and set S and they are randomly
ordered. Their sequence determines the polling order
of them. Denote M’=M-1 as the size of the set V.

Step 3. The chosen node sends its fusion result to
the base station.

Step 4. The base station broadcasts the above
fusion result to the witness nodes so that they can
compare the received fusion result with their own
fusion data and vote afterwards. The scheme adopts
silent assent mechanism, that is, the witness nodes
keep silent when it agrees with the transmitted fusion
result. The polling stops when

The base station receives T agreeing votes.

The base station receives M-T disagreeing votes.

All witness nodes have been polled already.

Step 5. Let A represent the number of polled
witness nodes that agree with the transmitted fusion
result, D represent the number of polled witness
nodes that disagree with the transmitted fusion result
and U represent the number of witness nodes which
haven’t polled. It is evident that A+D+U=M". When
the polling stops, the base station takes action
according to the following conditions:

If A<T, then the transmitted fusion result is
verified. Stop the polling.

If A<T and D+U<T+1, no reliable fusion result is
valid. Stop the polling.

If A<T and D+U>T+1, then exclude the chosen
node and agreeing witness nodes from set W.
Randomly choose a node that disagrees with the
transmitted fusion result to be the chosen node of
next polling round. Simultaneously, let M’=4+D+U
and go to Step 1.

Apparently, the termination condition in Step 1 is
affirmatively satisfied. Supposing size(R)+size(S)<M,
then M-size(R)-size(S) nodes need to be awoke and
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added to set R. Nevertheless, if the number of
sleeping nodes in WSN is less than M-size(R)-
size(S), the overhaul of nodes in set S and set 7 should
be undertaken. Conversely, if size(R)+size(S)>M ,
then size(R)+size(S)-M nodes in set R and set S are
forced into sleeping state.

Step 1 pledges that the number of nodes
participated in the election is M, which can prevent
energy wasting and ensure polling processing
smoothly.

In Step 2, as set S is the collection of suspect
nodes, the base station randomly chooses a node from
set R first. Thus the probability of getting valid
results is increased.

The chosen node sends fusion data encrypted by
its private key to the base station in Step 3.

Accordingly, the base station applies the chosen
node‘s public key to decode the received fusion data
in Step 4, and then work out the witnesses’ node ID
based on the approach proposed in section 3.3.
Before delivered to the witnesses, the fusion data is
encrypted according to the nodes’ public keys. The
witnesses decode the received data in accordance
with their private keys and compare them with their
own fusion data.

Three conditions of terminating polling are listed
in Step 4. Due to the second condition satisfies D=M-
T and A<T, the maximum amount of agreeing votes is
A+U=M-1-D=M-1-(M-T)=T-1<T,  therefore  the
following voting makes no sense. Generally, the
polling process terminates before all the witnesses
transmit their votes to the base station, which
contributes to reduce the overhead and polling delay.

In Step 5, the base station adopts corresponding
operations according to the type and amount of the
received votes. The first operation refers to the first
termination condition in Step 4, thus, the polling
stops and the transmitted fusion result is accepted.
The latter two operations refer to the second
condition in Step 4, notably, there exists D=M-T and
A<T. The chosen node and agreeing nodes of the
current polling round are bound to vote against the
fusion result in next round, therefore, the chosen
node and agreeing nodes shouldn’t participate in the
next polling round. That is to say, the nodes of next
polling process consist of disagreeing nodes and
nodes that haven’t voted to reduce the unnecessary
overhead, namely M=D+U. Consequently, when
M=D+U>T+1, go to the next polling process.
Conversely, when D+U<T+1, the polling stops.

Nodes that haven’t voted and disagreeing nodes
are served as witnesses in the new polling round, of
course, the chosen node is excluded. Let M =D+U-
1>T and start the new polling process.

3.3. Method of Choosing Witness

Step 4 of the aforementioned election procedure
requires repeating several times until the polling
terminates. The number of witness nodes matters a
lot. The energy consumed will be high if too many
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witnesses are chosen. Nevertheless, if the amount of
witnesses is too small, the polling delay of the
election will be prolonging, which can’t meet the
timeliness of WSN. A fast and tolerant voting
mechanism is proposed in this paper to assist
selecting the most appropriate number of witnesses,
which contributes to save network energy and curtail
the polling delay to a maximum extent. The
minimum number of witnesses is min(7-4,M-T-D,U),
which can be proved as follows:

Firstly, as it is shown in Step 4 of the election
procedure, the polling stops when T agreeing votes or
M-T disagreeing votes are received. Obviously 4=0,
D=0, D>T at the beginning of the polling, so the
following formula is fulfilled:

min(T — A,M -T,U)=min(T,M -T) (1)

The base station has already received A agreeing
votes and D disagreeing votes after the first polling
round, remaining U witnesses haven’t voted. Since
the terminate condition of the election process
maintains unchanged, the base station needs to
choose min(7-4,M-T-D,U) nodes to continue the
polling.

3.4. Statistical Anomaly-based Detection
Method

Even though there being a small quantity of
compromised nodes in WSN, the base station is still
able to obtain the correct fusion result with the help
of the election mechanism. However, if the WSN
tolerates attacks only but takes no reaction to them,
more nodes will be compromised to lure the base
station make wrong decisions over time. Therefore,
we design a statistical anomaly-based detection
method to verify whether a node has been
compromised or not and exclude the compromised
nodes promptly.

Fig. 2 depicts intrusion detection process. The
intrusion detection module of the base station
contains a rule library with a list of intrusion
detection rules in it. The rules mainly applied herein
are as follows: whether the node unceasingly sends
negative vote; whether the node can respond to the
base station accurately; whether the data sent by a
fusion node can be resolved successfully; whether the
frequency of sending data is normal or not; whether
the node loses its private key or not etc. The base
station keeps monitoring the nodes' activities and
compares them with the rules. If a node offends any
rules of the rule library, further examination on
whether this node has been compromised or not
should be undertaken, if not, exit the current intrusion
detection process and enter the next step of the
election.

The base station records abnormal behaviors of
each node in the exception record memory, including
the node ID, the occurrence timestamp, the ending

timestamp, description of the exception, and the
exception type etc. Table 1 depicts the record format
of abnormal behaviors for nodes.
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Fig. 2. The diagram of statistical anomaly-based
intrusion detection.

Table 1. The record format of abnormal behaviors

for nodes.

Node | Starting | Ending . .. |Exception
ID Time Time Description Type
015 | 154 166 Cannot 052

analyze
015 | 640 - Transmit | 75
too fast
065 | 411 .| Noprivate |
key
012 3214 3789 Lose data 124

The occurrence timestamp and the ending
timestamp are relative to the initialized time of the
WSN. The same or similar abnormal behaviors are
divided into one exception type and represented by
numbers, e.g. 077 represents DOS attacks,
124 represents node failure etc.

Three disjoint sets constitute the active nodes in
FTVM, they are reliable nodes set (set R), suspect
nodes set (set S) and intrusive nodes set (set /), and
all fusion nodes belong to set R initially. The base
station detector provides a variety of exception types
to judge whether the nodes are compromised or not.
For example, if a DOS attack continues over
10 seconds or no private key can be detected in
3 seconds, the base station will treat them as be
compromised and put them into set /, and then delete
them from set S. What should be pointed out is that
the nodes in set / should be excluded from the
network immediately and let M=M-1. If the excluded
node is the chosen node, then terminate the polling
and start a new polling process. If the excluded node
has voted, then let the corresponding votes subtract
one. The nodes surviving in set S can still participate
in the polling process.

The base station immediately replaces the
excluded nodes with backup nodes or recovered
compromised nodes of the same amount and adds
them into set R for next polling process. In other
words, the intrusion detection module of the base
station replaces the compromised nodes with the
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normal nodes, so that the quantity of normal nodes
becomes larger, which conduces to promote the
tolerance of the network.

The recovery ratio (RR), which is defined as the
probability of one compromised node to be
distinguished and replaced, is used to represent the
performance of intrusion detection module in the
proposed scheme. Notably, there is 0<RR<]1.

3.5. Analysis of FTVM

The RR of the intrusion detection module makes a
difference with the intrusion detection rules and the
settings of intrusion detector. Since different kinds of
wireless sensor networks suffer different attacks, the
intrusion detection rules should be flexible according
to the networks’ application types. The detailed
detection rules and intrusion conditions are not taken
into consideration in this scheme, instead only the
final impact emerged by the RR is to be discussed.

Besides the polling result (Result), indicators to
measure the quality of a polling scheme include
overhead (OH), round delay (RD) and polling delay
(PD). The overhead is defined as the total number of
bits that are transmitted to the base station by
uncompromised nodes during the polling process,
excluding the bits of fusion result transmitted by the
chosen node. The power consumed by all
compromised nodes is not considered since they are
useless to the WSN. The round delay is defined as the
number of rounds that are required at one election
and the polling delay is defined as duration that is
required at one election.

As mentioned above, the FTVM and DVM
require the same amount of votes and polling rounds,
therefore the Result, OH and RD of them are
identical.

Let C represent the number of compromised
nodes at the beginning of one election. Without
regard to the intrusion detection function, the base
station could get the correct fusion result when Ce[0,
M-T-1], could not get reliable result when Ce[M-T,
T] and will get the forged fusion result when
Ce[T+1, M]. That is, if and only if C>T and all the
compromised nodes join hands, the base station will
accept the forged result.

In a long period of polling process, the average
time of transmitting a vote at one node is regarded as
identical. Since the witnesses vote one after another
in DVM, the PD equals to the number of votes at one
election. By contrast, several witnesses can transmit
their votes synchronously in FTVM, thus PD equals
to the times of calculating min(7-4, M-T-D, U). If
and only if one witness is chosen each time, the PD
of the FTVM and the DVM are the same, otherwise
the PD of the FTVM is smaller than that of the DVM
definitely.

The number of compromised nodes will decrease
from C=n to C=n*(1-RR) when RR#0, whose indexes
are equivalent to that of RR=0, C=n*(1-RR).
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4. Performance Evaluation

As the header and the parity bit have no influence
on the polling result, this scheme only considers the
length of the votes. As the FTVM adopts “silent
assent” mechanism, the length of agreeing votes is
0 bit and the length of disagreeing votes is 1 bit.

The probability Pf is used to represent the type by
which the compromised nodes are attacked. If a
compromised node attempts to make the base station
accept the forged fusion result to the maximum
extent, then it will vote against the fusion results
transmitted by normal nodes and vote for the fusion
results transmitted by other compromised nodes, that
is, P~1. Conversely, if the compromised node wants
to exhaust its energy by prolonging the polling
process, then it will disagree with the transmitted
fusion results wherever they from since only
disagreeing votes can participate in the next polling
round, that is, Pf=0. Apparently the closer Py is to 0,
the more rounds of polling one election will take. The
behaviors of compromised nodes accord with that of
the normal nodes entirely when P=0. Let RD and PD
be the functions on C, thus the following formulas
can only be fulfilled when M=11:

RD(C) = RD(M - C) ©)
PD(C) = PD(M - C) 3)

Since [M/2]<T<M-1, it is apparent that with the
increase of T, the attackers must compromise more
nodes if they want the base station to accept the
forged result, which increases the degree of intrusion
difficulty. However, the tolerance of the WSN
decreases with the increase of 7. When T7=M-1, the
base station can’t obtain any reliable results if there
are more than one compromised nodes in WSN.
Overall, T should be set around ([M/2]+M-1)/2, such
that the network holds the balance between security
and tolerance. The performance of FTVM is
discussed under M=11 and 7=7 in the experiment.

RR is set to 0, 30 %, 50 % and 80 % respectively
in the following experiment. First of all, the impact of
RR to FTVM is considered. In Fig. 3, the ordinate
“have result” means that the base station accepts the
fusion result, and the ordinate “no result” means that
the base station does not obtain any reliable results.
In both Fig. 3 (a) and Fig. 3 (b), the curve of the
DVM exactly coincides with that of the FTVM when
RR=0, which implicates that the changes of C on
DVM is identical to that on FTVM, which proves the
validity of witnesses chosen from another
perspective. Notably, the curve of FTVM gradually
moves right along the abscissa C with the increase of
RR, which implies the enhancing tolerance.
Particularly, the FTVM can restore a vast majority of
compromised nodes to ensure that the base station
could obtain credible results when RR=80 %.
According to the pervious analysis, the number of
compromised nodes that the base station could
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endure at most to obtain the reliable fusion result
increases by 1/(1-RR)-fold. That is, if the attacker
attempts to make the base station accepts the forged
fusion result or no result, more fusion nodes should
be compromised at a time. Therefore, the tolerance of
the WSN is strengthened.
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Fig. 3. Result comparison between FTVM and DVM for
M=11 and 7=7 when (a) P;=0 (b) P/=1

Observing Fig. 3, if RR=0, it can be derived that
the FTVM can regain the forged result when P~1,
C>8. However, no reliable result can be obtained as
well when P=0, C>8, whose reason is that the
attackers vote against the fusion result constantly to
enlarge the energy consumption of the nodes.

Fig. 4 compares the PD between the FTVM and
the DVM. Notably, the PD of the FTVM is far more
less than that of the DVM despite P,=0 or P;=1. The
FTVM’ average PD occupies two fifth of the DVM’
when RR=0, P; =0, and the DVM’ average PD is
merely three times of the FTVM” when RR=0, P,=1,
which is because that multiple witnesses can vote
simultaneously in FTVM so that a plenty of time is
economized. In Fig. 4 (a), there exists only one
maximum value. However, since the purpose of

attackers is to exhaust WSN’s energy rather than
prompt the base station to accept forged results, the
base station mistakes compromised nodes as normal
nodes when C>T+1. That is to say, formula
PD(C)=PD(11-C) establishes when C>T+1, so there
are two maximum values in Fig. 4 (b).

—+—DVM
—©— FTVM,RR=0 -
—+— FTVM,RR=30%
- =1 v FIVM,RR=50% | - —7
: ! : —H— FTVM,RR=80%

Average Polling Delay
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1 —+— FTVM,RR=30%
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Average Polling Delay

Compromised Nodes C

(b)

Fig. 4. Polling delay comparison between FTVM and
DVM for M=11 and 7=7 when (a) P,=0 (b) P/=1.

As it is mentioned in section 3.5, the indexes of
FTVM when RR#0, C=n are equivalent to that when
RR=0, C=n*(1-RR), therefore PD(C)=PD(C*(1-RR))
and the alteration of the curve becomes slow.

Fig. 5, Fig. 6 and Fig. 7 depict the OH, PD and
RD when RR=0, P#0,1 respectively. It can be seen
that the OH and RD curves are almost entirely
coincident, which proves the correctness of the
FTVM polling process. Since multiple witnesses can
vote simultaneously in FTVM, its average PD only
occupies two fifth of the DVM. In case of other
conditions are the same, the larger Py is, the smaller
the OH and the RD will be, nevertheless, PD
maintains almost unchanged.
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5. Conclusion

The security insurance of data fusion in wireless
sensor networks is a hot research topic in recent
years, which mainly focuses on how to guarantee the
validity of the fusion results and how to protect the
security of the fusion nodes. This paper presents a
fast and tolerant voting mechanism, which assists the
base station to complete the election with minimum
energy and shortens the polling delay to a large
extent. The proposed scheme is more reliable with
less assurance overhead and delay than the power-
efficient direct-voting mechanism. In addition, the
intrusion detection method based on statistical
anomalies is used to monitor the ballot information
and activity of the witness for judging whether the
fusion node is in a normal state. An approach for
recovering compromised nodes is proposed, and the
tolerance of the network is enhanced. The simulation
experiments prove that the proposed scheme doesn’t
increase the overhead and round delay, but decreases
the polling delay and strengthens the tolerance of the
networks apparently.
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