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Abstract: Wireless communication is a key issue in many industrial and research areas. On one hand cables are not necessary 
anymore, and this reduces costs while it is getting much more flexible and information can be selected from any device. On 
the other hand, safety and especially security are becoming even more important as data can be read by everyone and can be 
more easily perturbed or intentionally falsified. This article defines protocols that changes its safety attributes according to the 
continually calculated probability of error per hour value. A grey (gray) channel is defined that is not ignoring any information 
from the communication channel (black-channel) and uses the observed information to adapt the safety attributes. The 
protocols use short data-lengths and several different cyclic redundancy checks (CRCs) which are changed depending on the 
current safety integrity level, the observed channel characteristics and the amount of data to be sent.  

Keywords: Adaptive communication protocol, Probability of failure on demand, Safety integrity level, Black-channel, 
Grey-channel. 

1. Introduction that might occur [12]. Scenario 1 shows a transmission 
without any problems. Scenario 2 shows a situation 
where the receiver is blocked. This is a situation that 
is not possible using wired communication. Scenario 3 
shows some interferences. This scenario can also 
happen in wired communication, if the cable is badly 
shielded or a (fieldbus)-devise picks up some noise. 
Scenario 4 is also new for wired communication, as a 
device tries to “sneak into” a communication. 

Fig. 1. Various communication scenarios. 

On one side, wireless communication is getting 
popular in automation [1], process control [2], robotics 
[3] and many other industrial areas. Investigations on 
6G are in full process [4]. On the other side 
manufacturers, end users and academia [5] have some 
doubts about safety and especially security: Wireless 
communication is non-deterministic and more 
interference-prone as non-wireless communication 
[6]. The interference can be caused by noise of other 
devices, signal reflections or disturbances as a form of 
intrusion [7, 8]. Safety and security were strictly 
separated in the past, but have to be combined in safety 
analysis [9], as a safety issue can result in a critical 
situation, but also, a security issue can cause safety 
problems. However, new methods arise to detect 
intruders, which can be identified with its radio 
frequency fingerprints [10, 11]. If the fingerprints are 
known, then data can be trusted, otherwise, if the 
fingerprints are unknown the data is rejected or 
marked as suspicious. Fig. 1 shows some scenarios
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In functional safety [13], the Probability of Failure 
per Hour (PFH) is the value which defines in which 
Safety Integrity Level (SIL) the system is operating as 
shown in Table 1. 

 
 

Table 1. Relation of PFH and SIL [13]. 
 

SIL 
SIL/PFH 

PFH of the safety 
function 

PFH-of safety 
communication channel  

4 < 10-8 < 10-10 
3 < 10-7 < 10-9 
2 < 10-6 < 10-8 
1 < 10-5 < 10-7 

 
 

This value states how large the possibility is that 
an error is not detected and this leads to a  
safety-critical situation. Wired communication is 
allowed to contribute up to 1% of the overall SIL of 
the entire system [13]. Enough methods exist to 
countervail increasing errors [14]. In wireless 
communication a temporal increase can occur and  
Fig 2. shows the behavior of the PFH value of the 
communications using different CRCs. The first CRC 
(blue) is No.5 with a Hamming distance of 6, while the 
second CRC (red) is No.0 with a Hamming distance of 
3, both listed in Table 5, respectively. This 
demonstrates that the PFH in communication should 
not be seen as a fixed number but as a variable that can 
change its value. Therefore, it is important to monitor 
continuously the PFH value, as an increase of the 
errors of the communication channel can lead to an 
increase of the overall PFH value which can finally 
lead to a different overall SIL, that means the system 
is operating in a safety level that is not allowed. 

 
 

 
 

Fig. 2. PFH behavior for two different CRCs. 
 
 

The remaining article is organized as follows: 
Section 2 describes different channel models in 
function safety. Section 3 summarizes error detection 
methods used in industrial protocols. Section 4 
discusses the mathematical background, while 
Section 5 defines the structure of the protocols. 
Afterwards in Section 6, data errors are discussed. The 
decision maker is presented in Section 7, followed by 
short results in Section 8. Conclusions and future work 
are described in the final section 9 followed by the 
acknowledgment. 

2. Different Channels 
 
In communication different channel approaches 

exists, which are the black-channel, white-channel and 
the grey-channel, sometimes as stated as gray-channel. 

In the safety communication standard IEC 61784 
part 3 [15] a white-channel is defined as follows: 

“3.1.1.44 white channel: communication channel 
in which all relevant hardware and software 
components are designed, implemented and validated 
according to IEC 61508.” 

This means, all parts of the communication have to 
go through all the same steps of certification as the 
remaining system. This also means that for industrial 
systems such as Programmable Logic Controllers 
(PLC) different devices have to exist for safe and  
non-safe communication, and also the question arises 
what restrictions or conditions has the actual 
communication channel to fulfil. An interesting 
alternative for the white-channel approach is the 
black-channel [15]: 

“3.1.1.3 black channel: communication channel 
without available evidence of design or validation 
according to IEC 61508.” 

Fig. 3 [15] illustrates the black-channel approach, 
where all safety requirements are performed in the 
safety layer, everything which is below the safety layer 
is defined as the black channel.  

 
 

 
 

Fig. 3. Black channel communication. 
 
 

The safety layer has to detect errors in data using 
additional detection methods which are discussed in 
the next section.  

Also, the standard communication can be used for 
a safety communication and a safety protocol is 
embedded in the standard protocol [12]. This is often 
used in automation industries, where safe and  
non-safety data can be sent in one data frame. In an 
information part it is indicated if the data belongs to 
the safety layer or to the standard layer. Fig. 4 sketches 
the idea of using a combination of safe and non-safe 
communication using the same transmission lines. 
Fig. 5 [15] presents a more detailed information, how 
the communication can be used with both safe and 
non-safe communication and how the safe and  
non-safe application is strictly separated from each 
other, so that they do not interfere with each other. 

The term grey channel appears in relation to 
railway systems and DIN EN 50159 [16, 17], but has 

B
it

 E
rr

or
 R

at
e



Sensors & Transducers, Vol. 265, Issue 2, May 2024, pp. 127-138 

 129

a similar meaning as the black channel in the standard 
IEC 61784-3 [15].  

 
 

 
 

Fig. 4. Combining safety and standard protocols. 
 
 

 
 

Fig. 5. Combining safety and non-safe application [15]. 
 
 

In the work of Åkerberg [18] a grey channel 
appears as a non-safe communication channel without 
a black channel assessment. Here, safe related data are 
transmitted over a grey channel for only information 
purposes.  

In Åkerberg et al. [19] an interesting definition of 
a grey channel is presented, where a black channel has 
not to fulfil any requirements. A grey channel is 
therefore a communication that as to fulfil 
requirements or has to possess some constraints, 
which are minimum bandwidth or maximum amount 
of latency. The authors argue that nowadays a grey 
channel would be a better approach for safety 
communication.  

In the present article a grey channel should be 
observable is such a way that errors and data loss can 
be detected and/or measured. A combination with 
measuring the transition speed, or measuring the 
deviation of the expected arrival time of a message to 
determine if a creeping latency occurs, can be 
beneficial and useful. 

 
 

3. Error Detection Methods 
 

To detect errors in messages several 
communication standards [15, 16] and reports on 
protocols for example for ProfiSafe [20-23] and 

OpenSafety [24-26] provide a lot of information about 
error detection mechanism. All messages are falsified 
due to some errors, faults or unintentional interference. 
The following possible errors have to be detected: 

- Unintended repetition (1): the received message 
is outdated [15]; 

- Corruption (2): the message is falsified [15]; 
- Incorrect sequence (3): the defined sequence of 

the message is wrong [15]; 
- Loss (4): the sent message is not received or 

acknowledged [15]; 
- Unacceptable delay (5): the message is received 

after the allowed time [15]; 
- Insertion (6): a message is received belonging to 

an unexpected or unknown source [15]; 
- Masquerade (7): a non-safe relevant message is 

interpreted as a safety message [15]. 
The methods to identify errors in messages are the 

following: 
- Sequence number (A): it is an integrated number 

that changes from message to message in a 
predefined way [15]; 

- Time stamp (B): the time or time and data is 
added to the message. It can be a relative or 
absolute time. It needs synchronization and it has 
to be monitored [15]; 

- Time expectation (C): the time between two 
received messages (emergency stop) or between 
sent and received message [15]; 

- Connection authentication (D): it is an exclusive 
source and/or destination identifier that describes 
the logical address of the safety relevant 
transmitter [15]; 

- Feedback message (Acknowledgement) (E): the 
receiver confirms the correct arrival of the 
message [15]; 

- Data integrity assurance (F): additional data is 
included in the message to detect corrupted  
data [15]; 

- Redundancy with cross checking (G): The 
message is sent twice, within one message or two 
separate ones. Identical or different integrity 
methods can be used [15]. 

 
 

Table 2. Relation Errors and detection methods. 
 

Method/Error A B C D E F G 
1 X X     X 
2      X X 
3 X X     X 
4 X X   X  X 
5  X X     
6 X X  X X  X 
7    X X   

 
 

Table 2 shows the different error types, identified 
by the numbers and the detection methods identified 
by the capital letters, as stated in the description above. 
As it can be seen, there is not one method that fulfil all 
criteria to detect the errors, so it will be a combination 
of them. 
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4. PFH Calculation 
 
This section calculates the relevant equations, a 

detailed derivation can be found in [14, 27, 28]. 
 
 

4.1. General Erasure Channel 
 
The channel model of the digital transmission can 

be described by the Generalised Erasure Channel 
(GEC) [14, 27, 31]. This model considers of two 
elements for inputs {0,1} and three elements for the 
output {0, 1, e}, where the input is the sending device 
and the output is the received value by the receiver. 
The element e indicates that an input whether 0 or 1 is 
vanished or erased [27, 14].  

 
 ܲ(݁|0) = ܲ(݁|1) =  (1) ,ߞ

 
 ܲ(0|1) = ܲ(1|0) =  (2) ,ߟ

 
 ܲ(0|0) = ܲ(1|1) =  (3) ߠ

 
From this definition the Bit Error Rate (BER) ε and 

the Bit Loss Rate (BLR) φ can be explained. BER is 
the number of falsified bits per second and the BLR is 
the erased bits per second.  

 
 

4.2. Relation of Probability of Undetected  
       Error and PFH 

 
The probability of undetected errors Pue for 

transmissions protected by a linear Code C can be 
stated as follows [14, 27]:  

 
 ௨ܲ௘(ߞ, ,ߟ ,ߠ (ܥ = ∑ ௟ܣ ∙ ௟ߟ ∙ ௡ି௟௡௟ୀଵߠ , (4) 

 
where ܣ௟ is a number of code words of weight l. ߟ ,ߞ 
and ߠ are already defined and finally, n refers to the 
block-length. Then, the transitions probabilities ߞ,  ߟ
and ߠ can be given as detailed in [14, 27, 31]: 
 

ߞ  = ߮, (5) 
 

ߟ  = ߝ ∙ (1 − ߮), (6) 
 

ߠ  = (1 − (ߝ ∙ (1 − ߮) (7) 
 

 
Using these equations with (4) results in:  
 

 ௨ܲ௘(ߝ, ߮, (ܥ = (1 − ߮)௡ ∙ ௨ܲ௘(ߝ,  (8) (ܥ
 
After some calculations as presented in  

[6, 14, 27, 29], this results finally in:  
ܪܨܲ  = 36 ∙ 10ସ ∙ ݒ ∙ (1 − ߮)௡ ∙ ௨ܲ௘(ߝ,  (9) (ܥ

 
For the mathematical derivation of the SIL 

estimations it is referred to [6, 14, 27, 29]; only the 

relevant equation will be shortly introduced. The 
estimation of BER can be given by: 

 

௕ߛ  = ா್ேబ, (10) 

 
where ߛ௕ is the signal-to-noise ratio per bit ܧ௕ is the 
mean energy per bit and ଴ܰ is the noise spectral 
density. The estimation of BLR starts with [27]:  

 

 
஼ೈ, ം್ௐ = logଶ ቀ1 + ஼ೈ,	ം್ௐ  ௕ቁ, (11)ߛ	

 
where C୵,ஓౘ defines the channel capacity and ܹ 
desribes the bandwidth. The calculations finally result 
in [6,27,28]: 

 
 2௔ೣ = 2 ∙ ܽ௫∙	ఊ್, (12) 

 
with the substitutions of: 

 

ݔ  = (ଵିఝ)ௐ , (13) 

 
and 

 
 ܽ = 2 ∙ ఌߝ ∙ (1 −  (14) (ଵିఌ)(ߝ

 
The probability of undetected error Pue can be 

estimated as an upper bound with a worst-case 
approach. The inequality of upper bound for ௨ܲ௘(ߝ,  (ܥ
was derived by [28] for all 0	 ≤ 	ߝ	 ≤ 	½: 

 

 ௨ܲ௘(ߝ, (ܥ ≤ ଻ଶଵଶଵ ∙ √ଶగ௡ଶೝ∙ௗ! ∙ ݊ௗߝௗ + 2௡൫√ߝ൯௝, (15) 

 
with ݆ = ݊ if ݊ ≥ 3 and even, and ݆ = ݊ − 1 if ݊ ≥ 4 
and odd, where ݀ = ݀௠௜௡ is the minimum distance of 
the code C, ε is the value of BER and ݊ is the length 
of the message while ݎ defines the length of the 
checksum. The final argument for Pue gets:  

 

 ௨ܲ௘∗ = ଻ଶଵଶଵ ∙ √ଶగ௡ଶೝ∙ௗ! ∙ ݊ௗߝௗ + ൫2√ߝ൯௡  (16) 

 
A detailed derivation can be found in  

[6, 14, 27, 29]. When combining (16) and (9), the this 
results in: 

 

 
ܪܨܲ = ,ݒ)݂ ݊, ,ݎ ݀) = 36 ∙ 10ସ ∙ ݒ ∙	∙ (1 − ߮)௡ ∙ ቀ ଻ଶଵଶଵ ∙ √ଶగ௡ଶೝ∙ௗ! ∙ ݊ௗߝௗ + ൫2√ߝ൯௡ቁ (17) 

 
The function consists of 6 variables: ݎ ,݇ ,ݒ, ݀, ߮ 

and ߝ. BLR ߮ and the BER ε are parameters that are 
measured and cannot be directly influenced. The speed 
of transition ݒ can be changed depending on the 
system under control. The remaining parameters, are 
those that can be really influenced. The Hamming 
distance ݀, can be changed when changing the CRC 
from one transition to the next. This has to be indicated 
in one of the flags that the CRC is changed. The 
parameter ݎ changes when length of the CRC deviates 
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due to a change of the Hamming distance ݀  when BER 
or BLR increases for example. The payload ݇ is the 
last parameter that will be adjusted depending on BLR ߮ and BER ε. With an increase in noise the messages 
will be shorter, when the noise decreases the messages 
can be longer [6,29,30]. The message length can be 
split into the data length k and CRC length r: 

 

 
݊൫݉݁݁݃ܽݏݏ௟௘௡௚௧௛൯ = ݇൫݀ܽܽݐ௟௘௡௚௧௛൯  (18)  (௟௘௡௚௧௛ܥܴܥ)ݎ++

 
In the initial setup the Bit Loss Rate φ is set to zero. 

The BLR is interpreted as a communication problem 
with the device and not a problem of the 
communication channel. As the new method does not 
use for the message length n as a multiple of 8bit, but 
the smallest possible number, it cannot distinguish 
between a loss and a bit error. The entire message is 
wrong, and this is counted towards the numbers  
of errors.  

 

 
ܪܨܲ = 36 ∙ 10ସ ∙ ݒ ∙	∙ ቀ ଻ଶଵଶଵ √ଶగ௡ଶೝௗ ∙ ݊ௗߝௗ + 2௡ ∙ ൫√ߝ൯௡ቁ  

(19) 

 
 

5. Different New Protocols 
 

This section describes two protocol structures, 
which are called FIDES1 (Finding Errors)  
and FIDES2. 

 
 

5.1. General Structure 
 
While in wired communication, large data packets 

can be transmitted [23], as for example in a simple 
summation frame of a field-bus system. All data for 
different field-bus nodes are chained up and send 
along the line. Fig. 6 shows a schematic, where 
separate slots are used for specific nodes or processes. 

 

 
 

Fig. 6. Similar to Sensor-Actuator Field bus [23]. 
 
 

The figure presents the idea not a particular 
summation frame system. If an error occurs then the 
entire message has to be re-sent. Often each slot is 
separately secured with an individual CRC.  

Fig. 7 shows another way where in an information 
or function field is stated which process or register 
should receive the new data. If the data gets corrupted, 
then for example in Modus a timeout is provoked as 
the CRC is an error detection but not an error 
correction method and it cannot be detected where or 
how many errors are within the data or if the CRC 
itself is falsified [12]. 

 

 
 

Fig. 7. Modbus. 
 
 

In the new method, the data transition is split into 
small data packets., even if the data is for the same 
client but for a different process as shown in  
Fig. 8 [12]. 

 

 
 

Fig. 8. Wireless communication. 
 
 

This means, if one data packet for a particular 
process is corrupted, this does not influence all the 
others, and only this individual data packet has to be 
resubmitted. The structure of the two protocol-
structures is as follows, as shown in Fig. 9 [12]: 

 

 
 

Fig. 9. Protocol-Structure. 
 
 

The interpretation of the bits is presented in  
Table 2. Up to 16 different client or processes can be 
used. The safety flags differ from FIDES1 to FIDES2 
and are described afterwards in the subsections.  
CRC-ID describes which CRC is selected. K differs 
depending of the protocol structure. With FIDES1 up 
to 1013bits are possible, therefore 10bit. With the 
CRCs of FIDES2 only up to 100bits can be transferred 
as data, therefore only 7 bits are necessary. Data varies 
depending of the information that is sent and the CRC 
length changes depending on the particular selected 
CRC [12]. 

 
 

Table 3. Relation Errors and detection methods. 
 

 Bitlength Comments 
ID 4 Client/Process identifier 

Safety Flags 4 Message number 
CRC-ID 4 Selected CRC 

k 10/7 Data length 
r 4 CRC length 

Data variable Data + add. information 
CRC variable CRC protection 

 
 

1-2 Data1-1 Data CRC

For Client 1 Process 2For Client 1 Process 1 Common CRC

Start

1-2 Data21-1 Data1 CRC

For Client 1 Process 2

For Client 1 Process 1

Common CRC

Start

Info/ Function

For Client 1 Process 2For Client 1 Process 1

1-1 Data1-2Data CRC CRCStart Start
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5.2. Fides1 
 
FIDES1 was the first developed structure and the 

meaning of the safety flags are shown in the Table 4. 
Different safety features can be separately activated or 
deactivated. This frame uses only redundancy of the 
data section not an entire redundancy of the  
message [12]. 

 
 

Table 4. Safety Flag Bit Field for FIDES1. 
 

Safety Flag 
Bit interpretation 

Bit length Comments 
1 1 Time stamp  
2 1 Consecutive number 
3 1 CRC activated 
4 1 Redundant, inverted data 

 
 

The selected CRCs are presented in Table 5. The 
CRCs are used from Koopman [32]. The CRCs varies 
from Hamming distance 3 to 6 and from data length 
from 57 up to 1013 bits [12]. 

 

Table 5. CRC Group 1. 
 

CRCs Group 1 short messages 
No. CRC r k d 
0 0x33 6 57 3 
1 0x65 7 120 3 
2 0xe7 8 247 3 
3 0x119 9 502 3 
4 0x327 10 1013 3 
5 0x5b 7 56 4 
6 0x83 8 119 4 
7 0x17d 9 246 4 
8 0x247 10 501 4 
9 0x583 11 1012 4 
10 0xbae 12 53 5 
11 0x212d 14 113 5 
12 0xac9a 16 241 5 
13 0x372b 14 57 6 
14 0x573a 15 114 6 
15 0x9eb2 16 135 6 

 
 
Fig. 10 shows the raw data-skeleton without any 

protection method, and is the minimal set to be 
transmitted [12]. 

 

 
 

Fig. 10. Minimal structure. 
 
 

Originally, the consecutive number was put after 
the safety-flags and before the parameter CRC-ID as 
shown in Fig. 11. This position was not optimal as the 
position of CRC-ID, k and r changed depending if the 
consecutive number feature was activated or not. 
Therefore, this was moved to the data section. This can 
be seen in the next Fig. 12, where three transmissions 
with consecutive number activated are presented. The 

time stamp is an often-used method to identify if a 
message is sent twice or is outdated. To synchronize 
several clients is possible, but an easier method is to 
request an answer from the client within a defined 
time. If this is done continuously, then it can be 
recognized that a client is out of order. In Fig. 13 the 
mechanism is demonstrated, therefore, the feature 
time stamp is neglected in the new framework [12]. 
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Fig. 11. Consecutive number. 
 
 

 
 

Fig. 12. Consecutive number in data section. 
 
 

If the acknowledge is received on time, then 
everything is alright, otherwise if the message takes 
too long or does not reach its destination at all, then 
the receiver knows about this problem and can react 
on it, with a stop of the communication, or inform the 
next hierarchy about this problem [12]. 

Inverting the message or in the case of FIDES1 just 
inverting the data field is another method similar to a 
CRC to detect falsified messages. Equation (20) 
demonstrate this. The first line is the original message, 
which gets falsified in the second line when using an 

XOR function with the inverted data, then the number 
of falsified data bits can be identified. This is 
particular interesting when counting the number of 
errors in a message [12, 14]. 

 1 0 1 0 1 0 1 0 1݁݃ܽݏݏ݁ܯ	݈ܽ݊݅݃݅ݎܱ					 1 1 0 0 1 1 0 0ܴܱܺ				݁݃ܽݏݏ݁ܯ	ݕݐ݈ݑ݂ܽ					 1 0 1 0 1 0 1 1݁݃ܽݏݏ݁ܯ	݀݁ݐݎ݁ݒ݊ܫ			 0 1 1 0 0 1 1 																ݐ݈ݑݏܴ݁												  
(20) 
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Fig. 13. Acknowledge time / reaction time. 
 
 

5.3. Fides2 
 
FIDES2 is the second approach and takes the found 

results from FIDES1 into considerations. Table 6 
presents the new safety flags with the new features. 
Now the CRC cannot be switched off anymore, it can 
be selected between the two CRCs Tables 5 and 7 [12]. 

 
 

Table 6. Safety Flag Bit Field for FIDES2. 
 

Safety Flag Bit interpretation 
Bit length Comments 

1 1 Full redundancy 
2 1 Message number 
3 1 CRC group 1 or group 2 
4 1 Redundant, inverted data 

 

Table 7. CRC Group 2. 
 

Nr. CRC r k d 
0 0x12faa5 21 106 7 
1 0x189efe 22 105 7 
2 0x5e2419 23 106 7 
3 0x880ee6 24 231 7 
4 0x289cfe 22 105 8 
5 0x469d7c 23 105 8 
6 0xcba785 24 105 8 
7 0x4429686 27 48 9 
8 0xeaa72ab 28 99 9 
9 0x1e150a87 29 100 9 

10 0x242c0684 30 100 9 
11 0x12b00d4 25 40 10 
12 0x32def69 26 40 10 
13 0x51aff9a 27 41 10 
14 0x1e150a87 29 100 10 
15 0242c0684 30 100 10 

 
 

This means that now 32 different CRCs are 
available with different lengths and different 
Hamming distances. The consecutive message number 
was kept, as it is a simple but important feature to 
detect errors such as:  

- Repetition of a message; 
- Loss of a message; 
- Insertion of a message; 
- Wrong sequence. 
Fig. 14 shows the feature: consecutive number 

with transmitted data and the inverted transmitted data 
in one message. If the data is corrupted then a 
comparison of data and inverted data with the help of 
an XOR function can be performed, as  
explained earlier. 

 

 
 

Fig. 14. Redundant data. 
 
 
The new feature full redundancy is an entirely new 

message [25] where full redundancy bit is active and 
the message is complete inverted, besides the client / 

process ID the full redundancy bit and the CRC. If the 
ID would be inverted the client would not recognize 
this message. The inverted data frame/ full redundancy 
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is also not inverted so that the client can identify the 
this is a special message. The CRC is also not inverted, 
as the CRC should protect the sent message without 
understanding the meaning of safety flag bits. Fig. 15 
should the original and the inverted message. It also 
shows the full redundancy and inverted data can be 
combined. The actual data is sent twice in one message 

and again twice in the second inverted message. From 
equation 20 it can be seen that it can be easily 
compared using an XOR function and counting the 
errors if present. Practically, this can also be used to 
try to correct the message, but this is not part of this 
investigation [12]. 

 
 

 
 

Fig. 15. Redundant message. 
 
 

6. Data Error 
 

The protocol structure submits the two parameters 
k and r. K can be calculated as follows: 

 

 
݇ = (ܦܫ)ℎݐ݃݊݁ܮ + (ூ஽ܥܴܥ)ℎݐ݃݊݁ܮ (ݎ)ℎݐ݃݊݁ܮ++ +  (21) (ܽݐܽܦ)ℎݐ݃݊݁ܮ

 

As the parameters are fixed, besides the length of 
the data, the equation becomes [12]: 

 

 ݇ = ௅௘௡௚௧௛(ூ஽)ݐ݅ܤ4 + (22) 

௅௘௡௚௧௛(஼ோ஼಺ವ)ݐ݅ܤ4+ + ௅௘௡௚௧௛(௥)ݐ݅ܤ4  ,(ܽݐܽܦ)ℎݐ݃݊݁ܮ++
 

and k has to be smaller or equal as the maximum value 
of the specified CRC, also the value will be often a 
multiple of 8bits [12]. 

 
 ݇ ≤  (23) ((ூ஽ܥܴܥ)	max)ℎݐ݃݊݁ܮ

 
Fig. 16 illustrates that k and r defined the entire 

length of the message and most of the message’s 
structure is fixed [12]. 

 
 

 
 

Fig. 16. Data loss. 
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As presented in the last section, if fully redundancy 
or data inverted redundancy is activated, then the 
errors can often be fully identified and counted also if 
data is lost it is counted as an error. Therefore, the loss 
or added data can be calculated as follows [12]: 

 

 
௅௢௦௦/஺ௗௗܴܧܤ == ∑ ݏݐ݅ܤ	݀݁ݐܿ݁݌ݔܧ| − ௡଴|ݏݐ݅ܤ	݀݁ݒܴ݅݁ܿ݁ ݏݐ݅ܤ	݀݁ݐܿ݁݌ݔܧ  

(24) 

The data errors can be calculated as shown [12]: 
 

ை௥௜௚௜௡௔௟ூ௡௩௘௥௧௘ௗܴܧܤ  = ∑ ݏݐ݅ܤ	ܽݐܽܦ	݁ݎ݅ݐ݊ܧ௡଴ݏݐ݅ܤ	݂݀݁݅ݏ݈݂݅ܽ  (25) 

 
Inserting equation (24) and (25) into  

equation (19), gets: 

 
ܪܨܲ  = 36 ∙ 10ସ ∙ ݒ ∙ ቆ 72121 ∙ 2௥݊ߨ2√ ∙ ݀! ∙ ݊ௗ൫ܴܧܤ௅௢௦௧/஺ௗௗ + ை௥௜/ூ௡௩൯ௗܴܧܤ + 2௡ ൬ටܴܧܤ௅௢௦௦/஺ௗௗ +  ை௥௜/ூ௡௩൰௡ቇ (26)ܴܧܤ

 
Finally, the equation becomes [12]: 
 

ܪܨܲ  = 36 ∙ 10ସ ∙ ݒ ∙
ۈۉ
ۇۈ 72121 ∙ 2௥݊ߨ2√ ∙ ݀! ∙ ݊ௗ ∙ ቆ∑ .݌ݔܧ| ݏݐ݅ܤ − ܴ݁ܿ. ௡଴|ݏݐ݅ܤ ݊ + ∑ ௡଴ݏݐ݅ܤ	݂݀݁݅ݏ݈݂݅ܽ ݊ ቇௗ +

+2௡ ቌඨ∑ .݌ݔܧ| ݏݐ݅ܤ − ܴ݁ܿ. ௡଴|ݏݐ݅ܤ ݊ + ∑ ݂݀݁݅ݏ݈݂݅ܽ ௡଴ݏݐ݅ܤ ݊ ቍ௡ ۋی
 (27) ۊۋ

 
 
If the transition speed is known and the CRC is 

selected, then the PFH value can be calculated. 
 
 

7. Decision-maker 
 
For the first results, the following procedure was 

carried out. When no information is given about the 
PFH value and the transition speed is known, then the 
data is fit into a data frame with the smallest usable k 
and the lowest Hamming distance d. If this does not 
suit the PFH value, the next CRC with a higher 
Hamming distance is used. This continues until a CRC 
with the related Hamming distance fits or if the last 
one of the second CRC table (Table 7) is used and does 
not fit, then the communication has to be stopped. 
When two consecutive Hamming distances do not fit 
then the data redundancy is activated and if it is 
switched from first CRC table to the second CRC table 
then fully redundancy is activated. Fig. 17 illustrates 
the principle of the observation, where one system can 
keep its safety integrity and the second one (blue line) 
violates its integrity. 

 
 

 
 

Fig. 17. Example of SIL observation. 

8. Results 
 
Initial tests are carried out. The new protocol was 

embedded in a wireless communication between two 
programmable logic controllers (PLC). The data was 
perturbed to investigate the change of the PFH-values 
and its SIL value. So far, the calculation and the 
switching worked well. When the redundant data is not 
sent, the CRC can only tell if the data is falsified or 
not. This means, it has to be estimated, how many 
errors are in the data. At the first glance, the maximum 
detectable number was used as a worst case. Further 
investigations have to be carried out. 

 
 

9. Conclusions 
 
New adaptive communication protocols were 

developed and both change their features depending 
on the current PFH value. Different CRCs are used for 
data protection depending on the data length, the 
Hamming distance and the length of the CRC itself. 
The switching points are at the first step acceptable but 
have to be modified.  

 
 

9.1. Future Work 
 
The switching conditions have to be more related 

to the actual PFH values, which is currently been 
investigated and going to be implemented. The 
observer has to be extended towards a predictor. For 
the estimation of the amount of errors in a message, 
when only a CRC is used, has to be developed. This 
represents an optimization problem, and an 
evolutionary algorithm seems to be appropriate. The 
minimal length of the message has to be adjusted if the 
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new protocols are embedded in some already existing 
protocols. An idea is to used stuffing bits at fixed or 
variable positions. 
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